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Abstract
As artificial intelligence continues to drive advancements in computer vision, particularly in areas such as image analysis, 
object detection, and facial recognition, the ability to accurately recognize patterns in visual data has become a central 
focus of research. However, alongside these advances, concerns about the privacy risks associated with the training data 
used in AI models have also gained prominence. Deep learning models, frequently employed in computer vision tasks, 
can unintentionally expose sensitive information from the data they are trained on, raising the need for comprehensive 
research into privacy-preserving techniques. This paper explores the intersection of AI-driven pattern recognition and 
the privacy risks involved in training models on image data. Existing studies show that attackers can exploit the gradi-
ents from deep learning processes to reconstruct original image data, including personal and identifiable information, 
such as facial features. By iteratively adjusting input data, attackers can minimize the difference between the gradients 
of the random and stolen data, leading to the full reconstruction of private images. Current privacy protection methods 
fall short of explaining the relationship between an attacker’s capacity to recover visual data and the structure of the 
targeted model. This paper introduces a novel privacy auditing framework that directly assesses the extent to which 
gradient-based attacks can reconstruct sensitive data. Unlike traditional methods, which mainly focus on mitigating 
privacy risks through model regularization or data obfuscation, our approach provides a systematic and quantitative 
evaluation of gradient leakage, filling a critical gap in existing privacy protection techniques. This paper investigates 
the relationships among reconstructed data, model gradients, and the original input data in the context of computer 
vision. By formalizing the connection between gradient similarity and data similarity, we propose a novel methodology 
that quantifies the vulnerability of deep learning models to data reconstruction attacks. Building on these insights, we 
propose a novel privacy auditing method aimed at evaluating the privacy risks associated with deep learning models 
used in pattern recognition for image data.
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1  Introduction

As deep learning models continue to drive advancements in computer vision [1, 2], their deployment in sensitive 
applications such as facial recognition [3, 4], medical diagnostics [5, 6], and autonomous systems [7, 8] has become 
widespread. However, these models introduce substantial privacy risks [9, 10], particularly due to potential leakage 
of sensitive data during the training process. One of the most concerning vulnerabilities arises from data reconstruc-
tion attacks [11, 12], where adversaries exploit gradient information to recover original training inputs. These attacks 
pose a serious privacy threat, as attackers can infer sensitive information solely based on gradients, even without 
direct access to the dataset.

Despite growing awareness of privacy risks in deep learning, existing privacy-preserving techniques primarily 
focus on mitigating leakage rather than systematically quantifying and auditing the extent of vulnerability posed by 
gradient-based attacks. A systematic auditing mechanism is essential for assessing the privacy risks associated with 
gradient leakage, as well as guiding the development of more effective mitigation strategies.

In this paper, we propose a novel privacy auditing framework that quantifies the degree of privacy vulnerability in 
deep learning models, particularly in the context of gradient-based data reconstruction attacks. Unlike prior works 
that focus on obfuscation techniques such as adversarial training and differential privacy, our approach systematically 
evaluates how effectively an attacker can leverage gradient similarity to approximate training data. By formalizing the 
relationship between gradient similarity and data similarity, our method provides a precise measure of privacy risk.

The proposed auditing framework serves as a practical tool for organizations and researchers, enabling them to 
identify and mitigate potential privacy vulnerabilities in their models. Our contributions are threefold:

•	 We introduce a new privacy auditing method specifically aimed at evaluating the privacy risks associated with 
deep learning models used in image pattern recognition. The framework assesses how adversaries can exploit 
gradient similarities to reconstruct private data, providing a systematic approach to understanding privacy vul-
nerabilities in deep learning models.

•	 We formalize the relationship between gradient similarity and data similarity, which helps in quantifying how 
gradient information can be used to reconstruct original data. They demonstrate how adversaries can iteratively 
refine their reconstructions using this relationship, offering deep insights into potential risks posed by stolen 
gradient data.

•	 We evaluate how differential privacy can mitigate the risks of gradient-based reconstruction attacks. Through 
experimental results, the study shows that applying differential privacy significantly increases the variance in 
gradient similarity, making it harder for attackers to reconstruct original data, thus demonstrating the effective-
ness of differential privacy in safeguarding models from privacy breaches.

2 � Related work

Existing research has explored various approaches to mitigating privacy risks in deep learning, primarily focusing 
on reducing gradient leakage rather than auditing and quantifying the risk posed by gradient similarity. In this sec-
tion, we critically analyze these prior works in terms of the techniques employed and their technical shortcomings.

2.1 � Gradient‑based privacy attacks

Shokri et al. [13] introduced a model inversion attack that exploits gradients to reconstruct private training data, 
demonstrating that attackers can recover sensitive information without direct access to the original dataset. Their 
work provided foundational insights into gradient leakage but did not offer a systematic approach to quantifying 
privacy risks. Zhang et al. [14] extended this idea by analyzing the trade-offs between model accuracy and privacy 
protection, showing that simple obfuscation techniques are insufficient to fully prevent leakage. However, their study 
lacked an auditing framework that explicitly measures the risk of data reconstruction based on gradient similarity.
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2.2 � Mitigation techniques

Differential privacy (DP) has been widely adopted as a technique for mitigating gradient-based attacks. Hitaj et al. 
[15] demonstrated that adding noise to model gradients effectively reduces the information available to attackers. 
However, DP often results in a trade-off between privacy and model utility, leading to a loss in model performance. 
Papernot et al. [16] proposed adversarial training as a defense against model inversion attacks, aiming to obfuscate 
gradients and limit their effectiveness for reconstruction. While these techniques reduce privacy risks, they primarily 
function as defensive mechanisms rather than tools for systematically auditing vulnerabilities.

2.3 � Limitations of existing methods

A major limitation of existing research is the lack of a structured approach to quantifying privacy risks. Most studies 
focus on proposing defense mechanisms, but few systematically measure the extent to which gradient similarity enables 
data reconstruction. Additionally, while prior works demonstrate that privacy risks exist, they do not establish a formal 
relationship between gradient similarity and data reconstruction accuracy. This gap in understanding limits the ability 
of organizations to assess their model’s privacy vulnerabilities effectively.

Unlike prior research, our work does not propose another obfuscation technique; instead, we introduce a systematic 
auditing framework to quantify privacy risks. By formally defining the relationship between gradient similarity and data 
similarity, our approach provides a structured way to assess vulnerability. Moreover, while differential privacy and adver-
sarial training are useful in mitigating attacks, our work highlights their effectiveness (or limitations) by evaluating their 
impact on gradient leakage in a measurable way and fills a critical gap by offering a formalized, quantifiable approach to 
assessing privacy risks in deep learning models. This structured auditing framework provides deeper insights into the risks 
posed by gradient leakage, enabling more informed decisions in deploying privacy-preserving machine learning models.

3 � Preliminaries

For simplicity, we define key symbols in Table 1, which will be referenced throughout the following sections.

3.1 � Gradient‑based data reconstruction attacks

A data reconstruction attack aims to recover the original input x0 by exploiting gradient information. An adversary initial-
izes a dummy input x and iteratively updates it to match the gradients of the target data x0 . The optimization objective is:

where ‖ ⋅ ‖ represents a distance metric for gradient similarity.
This attack is particularly critical in privacy-sensitive domains such as healthcare or finance, where even partial recon-

struction of data poses significant privacy risks.

3.2 � Differential privacy as a defense mechanism

Differential privacy (DP) [17] provides mathematical privacy guarantees by ensuring the output of a function remains 
statistically indistinguishable when an individual’s data is modified.

Definition 1  (Differential privacy [17]) A randomized mechanism M satisfies (�, �)-differential privacy if for any two 
adjacent datasets � and �′ differing by a single entry, and for all S ⊆ Range(M),

To protect gradients during model training, DP is commonly implemented using Differentially Private Stochastic 
Gradient Descent (DP-SGD), which consists of four steps: 

(1)min
x

‖g
x0
− g

x
‖,

(2)Pr[M(�) ∈ S] ≤ e� ⋅ Pr[M(��) ∈ S] + �.
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1.	 Compute the gradient g of the loss function.
2.	 Clip g to bound its sensitivity.
3.	 Add Gaussian noise to g: g� = g +N(0, �2I).
4.	 Update model parameters using g′.

The noise scale � is selected based on the Gaussian mechanism:

Lemma 1  (Gaussian Mechanism for Differential Privacy [17]) Let M ∶ 𝔻 → ℝ
k have �2-sensitivityΔ2M = ‖M(�) −M(��)‖

. The Gaussian Mechanism ensures (�, �)-DP if � ≥
Δ2M⋅

√
2 log(1.25∕�)

�
.

By incorporating these privacy-preserving mechanisms, DP-SGD mitigates the risk of data reconstruction attacks.

4 � Reconstruction privacy auditing method

4.1 � Main ideas on reconstruction privacy auditing method

Algorithm 1   Privacy Audit Algorithm Based on Gradient Similarity Analysis
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Privacy risk auditing refers to the systematic evaluation of a machine learning model’s susceptibility to privacy attacks 
by measuring the extent to which sensitive information can be inferred from model outputs, such as gradients. In the 
context of this work, privacy risk auditing assesses the vulnerability of a model to gradient-based data reconstruction 
attacks by quantifying the relationship between gradient similarity and data similarity. Our framework provides a 
structured approach to evaluate these risks and determine the effectiveness of privacy-preserving mechanisms such 
as differential privacy. We firstly give a formal definition of gradient similarity.

Definition 2  (Gradient Similarity) Given two gradients g = ∇F(x;W) and g0 = ∇F(x0;W) computed from two data points 
x and x0 , the gradient similarity Sim(g, g0) is defined as the Mean Square Distance (MSE) between these gradient vectors:

where ‖ ⋅ ‖2 represents the �2-norm.

MSE is widely used in gradient-based analyses as it quantifies the alignment between gradients, which directly influ-
ences data reconstruction accuracy. A smaller Sim(g, g0) value indicates stronger alignment, implying greater privacy risk.

To audit the privacy risks of a machine learning model F(x;W) , the auditor analyzes the relationship between gradient 
similarity and data similarity using a public dataset � . Given an input x , the auditor computes gradients g = ∇F(x;W) 
and estimates a function HF:

where Sim(x, x0) measures data similarity and Sim(g, g0) measures gradient similarity. The attacker exploits HF and its 
derivative ∇HF to refine dummy data x for improved reconstruction accuracy. The sensitivity of HF (i.e., ∇HF ) determines 
how small changes in gradient similarity impact data similarity.

4.2 � Conceptual framework

The overall auditing framework consists of key steps 1–6 involved in estimating HF and assessing privacy risks: 

1.	 Sampling data from a public dataset �.
2.	 Computing gradients g for each sample.
3.	 Simulating reconstruction attacks by iteratively adjusting x.
4.	 Fitting a polynomial function to estimate HF.
5.	 Computing statistical properties of the fitted coefficients.
6.	 Generating a privacy audit report.

(3)Sim(g, g0) = ‖g − g0‖2

(4)Sim(x, x0) = HF(Sim(g, g0)),

Table 1   Notation and 
definitions

Notation Description

x0 Original input data
x Dummy input initialized randomly
g
x0

Gradient of x0
g
x

Gradient of x
‖ ⋅ ‖ Distance metric ( L2 norm)
F(x;W) Target model with parameters W
� Public dataset used by the auditor
HF Function mapping gradient similarity to data similarity
∇HF First-order derivative of HF

Sim(x, x0) Data similarity measure
Sim(g, g0) Gradient similarity measure

N(0, �2I) Gaussian noise for differential privacy

�, � Privacy budget parameters in differential privacy
A
xi
, B

xi
Coefficients of polynomial fit in privacy auditing
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4.3 � Steps to conduct privacy auditing

To conduct privacy audits, the auditor performs the following key operations:
Step 1: Sampling data from �
The auditor selects samples from � , which act as a surrogate for private training data. These samples provide reference 

points for evaluating privacy leakage.
Step 2: Calculating gradients
Each sample xi ∈ � is processed through F(x;W) to compute gradients gi = ∇F(xi ;W) . If differential privacy is applied, 

noise is added: gi ← gi +N(0, �2I).
Step 3: Simulating reconstruction attacks
Dummy data x is iteratively adjusted to match gi . During this process, Sim(x, xi) and Sim(g, gi) are recorded.
Step 4: Polynomial fitting of HF

The relationship between gradient similarity and data similarity is captured using a quadratic polynomial:

The choice of a quadratic polynomial for fitting HF is based on empirical observations from our experiments. Higher-order 
polynomials (e.g., cubic or quartic) were considered but did not provide significant improvements in goodness-of-fit 
while introducing unnecessary complexity and susceptibility to overfitting. Linear regression, on the other hand, failed 
to capture the non-linear relationship between gradient similarity and data similarity, leading to poorer approximation 
accuracy.

To validate this choice, we performed polynomial fitting with varying degrees and evaluated the residual sum of 
squares (RSS). Quadratic fitting consistently demonstrated a balance between accuracy and simplicity, with minimal 
error increase compared to higher-degree polynomials while avoiding overfitting artifacts. Furthermore, using a quad-
ratic function aligns with prior works in adversarial robustness analysis, where second-order approximations are often 
sufficient to model local decision boundaries.

Step 5: Statistical analysis of fitted coefficients
The auditor computes the means and variances of A

xi
 and B

xi
 across all samples to assess the consistency of HF.

Step 6: Privacy audit report generation
The privacy audit report summarizes the strength and stability of HF , quantifying the privacy risks posed by data 

reconstruction attacks.

4.4 � Interpreting the privacy report

The privacy report helps determine whether privacy risks can be mitigated by techniques like differential privacy or 
training adjustments.

Impact of HF and ∇HF : The means of A
xi

 and B
xi

 indicate the typical strength of the correlation between gradient and 
data similarity.

Attacker’s confidence: A low variance in A
xi

 and B
xi

 suggests consistent privacy leakage, whereas high variance intro-
duces uncertainty.

Reconstruction sensitivity: A higher mean of ∇HF implies that small changes in gradients lead to significant improve-
ments in data reconstruction.

(5)Sim(x, xi) = A
xi
(Sim(g, gi))

2 + B
xi
(Sim(g, gi)).

Table 2   Model architectures 
and training configurations

Model Architecture Training algorithm Dataset

CNN 1 Conv (12 filters, 5 x 5) 1 FC Adam ( 10−3 , �1 = 0.9 , �2 = 0.999) MNIST

LeNet 2 Conv (6,16 filters, 5 x 5) 2 FC (120, 84) Adam ( 10−2) CIFAR-10 
CIFAR-
100

ResNet-18 18-layer residual network SGD (momentum,10−3) FMNIST
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5 � Experiments

5.1 � Experiment setup

We evaluate our proposed privacy auditing method against gradient-based data reconstruction attacks using well-
established deep learning models and benchmark datasets. The audited models include CNN [18], LeNet [19], and 
ResNet-18 [20], trained on MNIST,1 CIFAR-100,2 CIFAR-103, and FMNIST4. These models are widely used in privacy and 
security-related research due to their simple architectures and publicly available datasets. We summarize the architectures 
and training configurations in Table 2.

For all models, parameters are randomly initialized and remain fixed during reconstruction attacks. Gradient-based 
data reconstruction is evaluated using gradients computed during training, and performance is measured based on 
reconstruction accuracy.

5.1.1 � Machine configuration

Experiments were run on a machine with the following specifications: CPU: Intel Xeon Processor, GPU: NVIDIA Tesla V100 
with 32 GB of VRAM, RAM: 128 GB, and OS: Ubuntu 20.04. All experiments were conducted using the PyTorch framework, 
with additional tools for logging and tracking results.

5.2 � Experiment results

To evaluate the privacy auditing framework, we focus on the reconstruction process on public datasets which is presented 
in Algorithm 1. The core objective is to determine the coefficients of the function HF , which describes the relationship 
between the similarity of gradients and the underlying data. The models are audited under two different conditions: 
without differential privacy and with differential privacy applied during training.

For each condition, the privacy auditor selects a single class of images from the public dataset and attempts to recon-
struct the images from their gradients. The coefficients of HF , which describe the relationship between gradient similar-
ity and data similarity, are estimated for each image. We calculate both the mean and variance of these coefficients to 
evaluate the consistency and effectiveness of the gradient-based reconstruction process.

5.2.1 � Without differential privacy

When gradients gi are not perturbed with differentially private noise, the gradient-based reconstruction process is highly 
effective. As shown in Table 3, the MSE between the original and reconstructed images decreases rapidly with each itera-
tion, indicating quick convergence of the dummy data to the original images. The gradient similarity and the similarity 
of the reconstructed images are presented in Fig. 1. As observed, in the absence of differential privacy, as the gradient 
similarity gradually decreases, the similarity of the reconstructed images also diminishes, with both following a pattern 
that closely resembles a quadratic polynomial function. In contrast, when differential privacy is introduced, the image 
similarity tends toward zero when the gradient similarity becomes very small.

5.2.1.1  Reconstruction accuracy  The low MSE values signify that the reconstructed images are nearly identical to the 
original images. For instance, in the case of CIFAR-10, the MSE drops from 1.4347 at iteration 0 to 0.0001 at iteration 150. 
Similar trends are observed for CIFAR-100, MNIST, and FMNIST. This rapid decrease in MSE demonstrates that an attacker 
can successfully reconstruct the original data with high accuracy using gradient information alone. A low MSE value 
indicates that the reconstructed images are almost identical to the original images, demonstrating a high privacy risk.

5.2.1.2  Coefficient behavior  As shown in Table 4, the coefficients of HF are very stable across all images. For example, 
the mean value of A

xi
 ’s on LeNet trained with CIFAR10 is 0.00550, while the mean value of B

xi
 ’s is 0.0050. More impor-

1  https://​yann.​lecun.​com/​exdb/​mnist/.
2  https://​www.​cs.​toron​to.​edu/​kriz/​cifar.​html.
3  https://​www.​cs.​toron​to.​edu/​k̃riz/​cifar.​html.
4  https://​github.​com/​zalan​dores​earch/​fashi​on-​mnist.

https://yann.lecun.com/exdb/mnist/
https://www.cs.toronto.edu/kriz/cifar.html
https://www.cs.toronto.edu/%7Ekriz/cifar.html
https://github.com/zalandoresearch/fashion-mnist
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tantly, the variance of these coefficients is extremely small. For example, the variance value of A
xi

 ’s on LeNet trained with 
CIFAR10 is 9e-6, while the variance value of B

xi
 ’s is 8e-6. This low variance indicates a strong and consistent relationship 

between gradient similarity and data similarity, meaning the auditor could reliably reconstruct the original images with 
high accuracy based on the gradients alone.

5.2.1.3  Parameters and resultant output  We substitute the means of A
x
 and B

x
 into Eq. (5) and calculate the MSE estimate 

using the similarity of the gradients at the termination of the reconstruction attack process. The results are recorded in 
Table 5. As observed, the estimated MSE closely matches the actual MSE, which can be attributed to the small variance 
of A

x
 and B

x
 in the absence of differential privacy (as shown in Table 4). In this case, the reconstruction error can be effec-

tively estimated.

5.2.1.4  Implication  The small variance in the coefficients suggests that the reconstruction process is highly predict-
able and effective. The coefficients A

xi
 and B

xi
 provide a measure of how easily an attacker can correlate gradients 

with the original data. Lower variance in these coefficients indicates that reconstruction is consistently successful 
across different data points. The attacker can use the estimated HF function to consistently reconstruct images from 
gradient information, posing a significant privacy risk.

5.2.2 � With differential privacy

In contrast, when the gradients are perturbed with differentially private noise, namely the reconstruction process is based 
on the noisy gradients gi ← gi +N(0, �2) . We fix �2 = 0.00001 and we find the gradient-based reconstruction process is 
significantly less effective under this situation. As shown in Fig. 1, under the influence of differential privacy, the similarity 
of the reconstructed images does not drop to zero. Instead, all models exhibit a noticeable lower bound for the image 
similarity of the reconstructed images. The key findings are as follows:

5.2.2.1  Reconstruction accuracy  As illustrated in Table  3, the MSE remains high even after many iterations when dif-
ferential privacy is applied. For example, in FMNIST with DP, the MSE decreases from 1.4347 at iteration 0 to 0.5785 at 
iteration 30. In CIFAR-10 with DP, the MSE decreases only marginally from 1.3089 at iteration 0 to 0.0537 at iteration 150, 
which is 500 times compared with the situation without differential privacy. This indicates that the reconstructed images 
remain significantly different from the original images, and the attacker is unable to recover meaningful data. Overall, 
differential privacy introduces significant noise into the gradients, rendering reconstruction attacks less effective across 
all datasets and models.

5.2.2.2  Coefficient behavior  As shown in Table 4, the coefficients of HF exhibit much higher variance when the gradients 
are perturbed with differentially private noise. The variance values of A

xi
 ’s and B

xi
 ’s increase by 10 times or even 100 

times, respectively. This large variance suggests that the relationship between gradient similarity and data similarity 
became unstable, and the attacker could no longer rely on gradient similarity to accurately reconstruct the original data.

5.2.2.3  Parameters and resultant output  When differential privacy is introduced, we similarly substitute the means of A
x
 

and B
x
 into Eq. (5) and use the similarity of the gradients at the termination of the reconstruction attack process to com-

pute the MSE estimate. The results are recorded in Table 6. It can be observed that the estimated MSE differs significantly 
from the actual MSE. This discrepancy is due to the larger variance of A

x
 and B

x
 under differential privacy (Table 4), mak-

ing the reconstruction error difficult to estimate accurately.

Table 3   Mean squared error 
(MSE) of data reconstruction 
over iterations

Iteration CIFAR-10 (No DP / DP) CIFAR-100 (No DP / DP) MNIST (No DP / DP) FMNIST (No DP / DP)

0 1.4347/1.3089 1.2130/1.15880 1.1604/1.0220 1.5997/1.4347
30 0.6886/0.6860 0.5496/0.3414 5.1062e-10/3.0911e-5 0.2424/0.5785
60 0.0409/0.0774 0.0713/0.9833 –/– –/–
90 0.0018/0.0462 0.0063/0.0672 –/– –/–
120 0.0001/0.0516 0.0007/0.0477 –/– –/–
150 0.0001/0.0537 0.0001/0.0489 –/– –/–
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5.2.2.4  Implication  The large variance in the coefficients of HF indicates that differential privacy introduces significant 
uncertainty into the reconstruction process. By adding noise to the gradients, differential privacy effectively hampers 
the attacker’s ability to find a consistent mapping between gradient and data similarity, thereby protecting the model 

Fig. 1   Sim(x, xi) v.s. Sim(g, gi) (DP v.s. No DP)

Table 4   Privacy auditing 
results for various models and 
datasets

Dataset Model DP meanA varA meanB varB MSE

CIFAR-10 LeNet No 0.00650 9e−6 0.0050 8e−6 0.0001
Yes 0.00020 5e−4 0.0030 0.0004 0.5000

CIFAR-100 LeNet No 0.00500 0.00007 0.0028 0.0006 0.0001
Yes 0.00007 0.00100 0.0002 0.0090 0.6000

MNIST CNN No 0.00077 0.00005 0.0008 0.0002 5e−6
Yes 0.00008 0.0016 0.0020 0.0054 0.1000

FashionMNIST ResNet9 No 0.01000 0.1130 0.0180 0.0100 0.2424
Yes 0.00030 0.9200 0.0025 0.3200 0.5477
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from gradient-based attacks. This demonstrates the effectiveness of differential privacy in reducing privacy risks, even at 
the cost of reduced reconstruction accuracy.

5.3 � Discussions

5.3.1 � Model complexity

Model complexity plays a crucial role in the vulnerability to gradient-based reconstruction attacks. The results show 
that even without differential privacy, models trained on datasets with higher complexity (CIFAR-10, CIFAR-100) are 
slightly harder to reconstruct compared to simpler datasets (MNIST). This is reflected in the variance of the coefficients 
of HF and the reconstruction accuracy:

Simpler models and datasets (like MNIST, which involves grayscale digits) have a lower variance in the coefficients 
and achieve nearly perfect reconstruction. The consistent structure of the images allows the auditor to accurately 
match gradients, making it easier to recover the original data.

More complex datasets (like CIFAR-100, which includes diverse color images from 100 classes) introduce slightly more 
variability in the reconstruction process. The MSE is higher, and the variance of the coefficients increases, although it 
remains small without differential privacy. This shows that while complex models and datasets are somewhat more resist-
ant to attacks, they are still vulnerable to gradient-based reconstruction. These findings indicate that the complexity of the 
model and the dataset can influence the attacker’s success but is not sufficient on its own to protect against privacy risks. 
Even with complex data, the absence of privacy-preserving techniques leaves models exposed to reconstruction attacks.

5.3.2 � Importance of differential privacy

The experiments clearly show that differential privacy is an essential defense mechanism in mitigating gradient-based 
attacks. When models are trained with differential privacy, the reconstruction quality is drastically reduced, and the 
variance of the coefficients of HF increases significantly. This highlights several important points:

5.3.2.1  Noise introduction  Differential privacy works by introducing noise into the gradients during the training pro-
cess. This noise breaks the direct correlation between gradient similarity and data similarity, making it much harder 
for an attacker to reconstruct the original images. The increase in variance of the coefficients shows how differential 
privacy effectively disrupts the attacker’s ability to find consistent patterns.

Table 5   Parameters and 
resultant output (Without DP)

Model (dataset) A
x

B
x

Estimated MSE Actual MSE Classification 
performance 
(%)

CNN(MNIST) 0.00077 0.0008 6.8e–6 5e–6 98
LeNet(CIFAR10) 0.00650 0.0050 0.00014 0.0001 87
LeNet(CIFAR100) 0.00500 0.0028 0.00019 0.0001 70
ResNet9(MNIST) 0.01000 0.0180 0.21170 0.2424 93

Table 6   Parameters and 
resultant output (with DP)

Model (dataset) A
x

B
x

Estimated MSE Actual MSE Classification 
performance 
(%)

CNN(MNIST) 0.00008 0.00200 0.45800 0.1000 91
LeNet(CIFAR10) 0.00020 0.00300 0.37882 0.5000 79
LeNet(CIFAR100) 0.00007 0.00020 0.8732 0.6000 64
ResNet9(MNIST) 0.00030 0.00250 0.9211 0.5477 85
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5.3.2.2  Effectiveness across datasets  The impact of differential privacy is consistent across different datasets, indicat-
ing that the technique can be applied broadly to safeguard models, regardless of the dataset’s complexity. However, 
more complex datasets (like CIFAR-100) still exhibit higher variance in reconstruction, suggesting that the protective 
effects of differential privacy are even more pronounced for complex data.

5.3.2.3  Trade‑offs  While differential privacy reduces privacy risks, it does come at the cost of reducing the model’s 
performance. In sensitive applications where privacy is paramount, this trade-off is justified. However, for other sce-
narios where high accuracy is critical, balancing privacy and performance may require fine-tuning the noise level in 
the differential privacy mechanism. These findings suggest that while differential privacy offers strong protection 
against gradient-based attacks, it comes at the cost of reduced model accuracy. In sensitive applications, such as 
healthcare or finance, these trade-offs must be carefully considered to balance privacy and performance.

5.3.3 � The need for privacy auditing

The results underline the importance of privacy auditing in understanding the privacy risks posed by machine learn-
ing models. Even without active attacks, auditing gradients can reveal the degree to which sensitive data can be 
reconstructed:

5.3.3.1  Small variance without differential privacy  The small variance in HF coefficients when models are trained without 
privacy-preserving techniques underscores how predictable and effective the reconstruction process is. This predict-
ability is a major concern because it suggests that attackers could reliably exploit gradients to extract sensitive data.

5.3.3.2  Large variance with  differential privacy  Conversely, the large variance observed when differential privacy is 
applied demonstrates how auditing can help organizations gauge the effectiveness of their privacy defenses. If the vari-
ance in HF is large, as shown in our experiments, it suggests that the model is more resistant to gradient-based attacks.

5.3.3.3  Proactive defense  Regular privacy auditing, especially in sensitive applications like healthcare or finance, can 
help organizations proactively identify potential privacy leaks. It provides a framework for evaluating how well privacy-
preserving techniques are working and whether additional measures, such as stronger differential privacy or adversarial 
training, are necessary.

5.4 � Limitations

Despite promising results, our study has several limitations:

•	 Benchmark datasets: We primarily evaluate our framework using standard datasets, which may not fully represent 
real-world complexities in sensitive domains.

•	 Effectiveness of defenses: The performance of differential privacy and other defenses may vary depending on model 
architectures and specific applications.

•	 Adversarial adaptation: Attackers may develop more sophisticated gradient-based attacks that circumvent existing 
defenses, necessitating continuous updates to auditing methodologies.

Future work should focus on mitigating these limitations by extending experiments to diverse real-world datasets and 
continuously improving defense mechanisms.

6 � Conclusion and future work

In this paper, we introduced a privacy auditing framework to assess the vulnerability of deep learning models to gradient-
based data reconstruction attacks. Our findings highlight that attackers can effectively exploit gradient similarity to 
reconstruct sensitive data, posing significant privacy risks.
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Through extensive experiments, we demonstrated that deep learning models such as CNN, LeNet, and ResNet remain 
susceptible to these attacks in the absence of privacy-preserving mechanisms. The application of differential privacy 
effectively mitigates these risks by introducing noise, though at the cost of reduced model accuracy. This highlights the 
inherent trade-off between privacy and utility in machine learning systems.

Looking ahead, future research should explore additional privacy-enhancing techniques such as homomorphic encryp-
tion, secure multi-party computation (SMPC), and federated learning to further strengthen model security. Expanding 
our privacy auditing framework to evaluate broader attack vectors, including model inversion and membership inference 
attacks, would provide a more comprehensive assessment of privacy risks.

In summary, our work contributes a systematic approach for evaluating privacy vulnerabilities in deep learning models 
and serves as a foundation for future advancements in privacy-preserving machine learning.
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