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ABSTRACT

The advent of digital technologies such as cloud computing has provided enormous opportunities for 
small and medium-sized enterprises (SMEs) to digitalise their businesses. However, with increasing 
cloud computing adoption, the security and privacy threats to the SMEs are on the rise. By conducting 
an extensive review of literature, this paper examines and identifies the security factors that influence 
cloud computing adoption specifically by SMEs. The literature review focused on papers published 
in ten years related to the security requirements and associated cloud computing adoption factors 
by SMEs. The framework focused on understanding socio-technical factors that influence the intent 
to adopt cloud computing by SMEs. The findings attest to the impacts of key security and privacy-
related factors (including cloud security standard, data privacy concerns, data security concerns, 
skilled personnel, technology readiness, perceived cloud security benefits, legal compliance and trust 
in cloud service providers) on SMEs’ intent to adopt cloud computing.

KEyWoRdS
Cloud Computing, Small and Medium-Sized Enterprises, Socio-Technical Security and Privacy

1. InTRodUCTIon

Cloud computing is considered a cost-effective, on-demand system that provides access to a shared 
pool of configurable computing resources. Nowadays, cloud-enabled solutions are widely used 
in various areas such as businesses, governmental offices, medical, education, and entertainment 
industry (Bhuiyan et al., 2019). Adoption of cloud services provides various benefits to the adopting 
organizations, such as resource efficiency (Khayer et al., 2020; Marston et al., 2011; Skafi et al., 
2020), cost efficiency (Carroll et al., 2011) and productivity gains for all organizations (Skafi et al., 
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2020). Cloud service providers (CSPs) are key in delivering computing services and can achieve 
computing-related tasks effectively and economically (Asiaei & Rahim, 2019). Cloud computing 
is more applicable for small and medium-sized enterprises (SMEs). They could take advantage of 
cloud computing services, which will enrich technology-enabled business and significantly reduce 
cost impacts on their business (Khayer et al., 2020). Businesses can derive several advantages from 
cloud computing (Asiaei & Rahim, 2019, Gupta et al., 2013). However, SME organizations are slow 
in accepting cloud services due to security and associated privacy concerns (Arafat, 2018). While 
many SMEs are moving into the digital marketplace, there is a golden opportunity for SMEs to reduce 
costs and improve information technology (IT) efficiency if they were to adopt cloud computing. 
Despite these advantages, there is still resistance from some SMEs to adopt cloud computing services 
(Bhuiyan et al., 2019).

While analysing prior literature on cloud computing adoption, it was found that prior research 
has mainly considered cloud computing security as a technology-related adoption issue (Alharbi, 
2017; Khayer et al., 2020). However, in order to understand adoption, it is necessary to consider 
technological, human, social issues relating to cloud adoption security issues. These security and 
privacy requirements can be achieved by taking a comprehensive approach to adopting cloud 
computing from the organizational perspective. Prior researchers have emphasised security issues as 
being significant obstacles to adopt cloud computing. Further, some scholars have suggested security 
issues are key determinant to cloud computing adoption by organizations (Ayong & Naidoo, 2019; 
Khayer et al., 2020; Nagahawatta et al., 2021). Even though security is the most critical factor to 
consider when deciding the adoption of SMEs’ cloud computing (Nagahawatta, 2022; Senarathna 
et al., 2018), studies have not identified all security-related factors together or provided an in-depth 
analysis of cloud computing adoption among SMEs.

Besides, the cloud computing landscape has changed significantly over the past decade. Not only 
are more providers and service offerings crowding the space, but cloud infrastructure that traditionally 
was limited to single-vendor data centres is also evolving. (Suo et al., 2018). Further, the virtual 
machine, which has been used in cloud computing for years, has become outdated as the container 
in cloud computing is increasingly becoming popular with the introduction of virtualization at the 
operating system level. (Liu & Zhao, 2014). Although cloud container provides many benefits, they 
also have process-level isolation, which may sometimes create a less secure environment (Suo et al., 
2018). Therefore, it is essential to study security challenges in a new technological context. This study 
aims to investigate factors related to security that influence the intention to adopt cloud computing 
in SMEs. The research question being explored are:

What are the factors related to security and privacy that influence the intention to adopt cloud 
computing by SME’s?

This study will contribute to the body of knowledge on security determinants to adopt cloud 
computing. Further, this research may provide policymakers with insights into adopting next-
generation cloud computing effectively and enhancing cloud computing adoption among SMEs.

2. RESEARCh BACKgRoUnd

Cloud computing security and privacy is a complicated issue due to the multi-tenancy nature of 
virtual resources (Suo et al., 2018). Cloud users can perceive that security issues are reduced in cloud 
computing due to shared responsibility with a cloud service provider which is expected to be efficient 
in managing such issues (Alsafi & Fan, 2020). Among these security and privacy factors, lack of 
transparency, lack of trustworthiness and lower user control cause most issues. Suo et al., (2018) 
conducted a survey that found data privacy is the top concern when using cloud services. Bhuiyan et 
al., (2019) found 50% of businesses report privacy as their greatest concern when making decisions. 
Alsafi & Fan, (2020) report that privacy is a primary determinant for developing cloud infrastructure. 
Palos-Sánchez (2017) argues that privacy concerns need to be evaluated when adopting location-based 
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services. Suo et al., (2018) report that lack of control among users on cloud-based services gives rise 
to privacy being the primary concern. Tancock, et al., (2013) suggest security and privacy concerns 
are the factors most likely to discourage adoption of cloud computing services. Trusted relationships 
between service providers and users can be developed by considering new and additional elements at 
the time of interaction (Alsafi & Fan, 2020). Substantial risk of data theft, damage loss, and misuse 
can occur when data is being transferred to a third party. This risk cannot be mitigated completely 
even if policies are incorporated (Nagahawatta et al., 2019, Suo et al., 2018).

According to Heidt et al., (2019), SMEs are more risk adverse than large organizations. Further, 
SMEs perceive security and privacy features of the cloud to be more complicated and more difficult 
to identify compared to large organizations. In order to understand these complex security-related 
factors influencing SMEs’ decision to adopt cloud computing, a structured literature review was 
conducted. A structured literature review is considered as the most suitable approach when several 
research publications on a given area of interest, or several disparate findings exist regarding a 
particular topic (Snyder, 2019). It ensures that the reviewed documents are towards the focus area’s 
objectivity, providing transparency based on retrieval criteria (Senivongse et al., 2017).

3. LITERATURE EvALUATIon

In line with the identified research gaps, it is essential to understand how research has progressed 
regarding the phenomenon. Hence, a structured literature review was conducted by framing specific 
research questions followed by the articles’ selection process within the domain using a quality 
assessment process (Senivongse et al., 2017). A structured literature review is the most suitable 
approach when several research publications on a given area of interest or several disparate findings 
(Snyder, 2019). It ensures that the reviewed documents are towards the focus area’s objectivity, 
providing transparency based on retrieval criteria (Nagahawatta et al., 2020; Senivongse et al., 2017).

3.1 Paper Selection Criteria
Structured Literature Review. In the first process of the evaluation, 506 records were identified through 
searching the databases related to the adoption of cloud computing in general, which included published 
articles within ten years. After gathering the required articles, the SME related articles were selected. 
Also, the following articles were excluded from the selection: research-in progress articles, articles 
with a focus on individuals, articles that were not written in English, periodical articles published by 
news websites, trade journals, and magazines. This exclusion filtered unrelated articles and enabled 
the researcher to maintain the sample effectively (Snyder, 2019). These articles were carefully read 
and examined, and based on the examination, 398 articles were removed as their context was not 
discussed cloud security related factors. Furthermore, 87 articles were also excluded as they were 
conceptual studies, high technical focusing on algorithm development only, and focused on individual 
level papers. Ultimately, 21 articles were used to extract data for this study.

3.2 Analysis of Cloud Security and Privacy-Related Concerns in SMEs
The research was reviewed based upon the last ten years’ literature related to cloud computing 
adoption among SMEs in different geographical backgrounds. They found that cloud security and 
privacy-related issues were the main concern for adopting cloud computing. Several researchers used 
the literature review to understand different factors connecting security and privacy issues in cloud 
computing. Analysis of cloud security and privacy-related issues in cloud computing related to SMEs 
is shown in Table 1. The findings from the reviewed articles indicate that most of the studies used 
survey methods to collect data.

As for the finding, most of the studies were conducted based on the developed countries (e.g., 
Ali & Soar, 2014; Dekker & Liveri, 2015; Marston et al., 2011), whereas some of them were based 
on developing countries (e.g., Amron et al., 2017; Bhuiyan et al., 2019; Wilson et al., 2015). When 
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comparing the contexts of developed and developing countries, it was found that in relation to the 
literature on developing countries, compliance and regulatory, security standards and government 
regulation issues were not considerably discussed.

3.3 Classification of Security and Privacy Related Factors
According to the literature review analysis, the most discussed security and privacy factors 
were classified into eight key security and privacy-related factors concerning the adoption of 

Table 1. Analysis of Cloud Security and Privacy Related Concerns in the Use of Cloud Computing in SMEs

Security and privacy topics Reference Study context Methods

Security compliances. Marston et al., 
2011

SMEs in the United States 
of America. Survey

Security, privacy, and trust. Sultan, 2011 SMEs in Britain. Case study

Compliance, data privacy and cloud security. Hinde, 2012 SMEs in South Africa. Survey

Data security, human security, and privacy. Gonzalez et al., 
2012 SMEs in Brazil. Survey

Compliance and regulatory and privacy. Aleem, 2013 SMEs in Britain. Survey

Cloud security, reliability, and privacy. Gupta et al., 2013 SMEs in Asia-Pacific. Survey

Data security, data privacy, and security 
compliance. Carcary, 2014 SMEs in Ireland. Survey

Cloud security and trust. Yeboah-Boateng, 
2014 SMEs in Ghana. Survey

Cloud security and data protection. Tehrani & Shirazi, 
2014 SMEs in Canada. Survey

Trust of the cloud provider and government 
regulations. Jelonek et al., 2014 SMEs in Poland. Survey

Cloud security, privacy, and trust. Ali & Soar, 2014 SMEs in Australia. Survey

Cloud security, security standards, and 
organizational readiness.

Oliveira et al., 
2014 SMEs in Portugal. Survey

Data security and cloud security benefits. Dekker & Liveri, 
2015

SMEs in the European 
Union. Case study

Data privacy and security. Wilson et al., 2015 SMEs in India. Survey

Privacy, trust, and industry standards. Doherty, 2015 SMEs in Ireland. Survey

Human security, compliance, and top management 
support.

Gupta & Misra, 
2016 SMEs in India. Survey

Legal issues, service level agreement (SLA), data 
protection, and transparency.

Palos-Sánchez, 
2017

SMEs in the European 
Union.

Literature 
review

Security, privacy, and human awareness. Amron et al., 2017 SMEs in Malaysia. Survey

Cloud security and privacy. Senarathna et al., 
2018 SMEs in Australia. Survey

Security, privacy, trust, human security, and 
security standards.

Ayong & Naidoo, 
2019 SMEs in South Africa. Survey

Security, privacy, and organizational security. Bhuiyan et al., 
2019 SMEs in India. Survey



International Journal of Cyber Warfare and Terrorism
Volume 14 • Issue 1

5

cloud computing in SMEs, as shown in Table 2. The majority of the 25.8% of findings discussed 
data security issues, and 17.7% studies related to privacy. Technology readiness factors are 
discussed in 12.9% of studies, and 11.3% of findings discussed trust in CSPs factors. However, 
only 6.5% of the studies discussed the perceived benefits of cloud security. Security and privacy 
policies are an explicit statement of what is not and what is allowed to safeguard a system’s 
security (Ayong & Naidoo, 2019). IT governance and policies are essential for safeguarding 
cloud security practices in an institution (Jelonek et al., 2014). Human security refers to 
appropriate and trustworthy information, security practices and behaviours by the end-users. 
The literature on information security has shown the humans are the weakest link in the fight 
against security breaches and can pose a challenge to cloud security (Gupta & Misra, 2016; 
Nagahawatta & Warren, 2020). Therefore, this research is vital for evaluating security and 
privacy determinants in the use of cloud computing. As a result, this research seeks to study 
cloud computing challenges and highlight the relationship between cloud security and privacy 
concerns among SMEs. This literature review has shown a knowledge gap in the relationship 
between security and privacy-related factors and the use of cloud computing from a social 
and technical perspective. Therefore, it is essential to study security and privacy concerns in 
the cloud context.

Table 2. Security and Privacy Related Factors in the Use of Cloud Computing

Key Factors Definition Topics Number 
of papers

Skilled 
personnel

The degree to which an organization possesses 
technology expertise in information security and 
behaviours of the IT personnel.

Awareness, professionalism, IT 
experts and top management 
support.

6 (9.7%)

Technology 
readiness

The degree to which an organization has the 
necessary technology infrastructure resources and 
security procedures to adopt cloud computing.

Technical competence, network 
security, infrastructure, Security 
policy.

8 (12.9%)

Perceived cloud 
security benefits

Expected benefits of cloud protection include 
access control and security awareness efforts, 
backup, and disaster recovery plans.

Cloud security auditing, physical 
security, data backup and data 
encryption.

4 (6.5%)

Data security

The degree to which cloud computing provides 
adequate security administration for the 
confidentiality, integrity and availability of data 
and applications in the cloud.

Vendor lock-in, data protection, 
confidentiality, data storage, data 
transmission and availability.

16 
(25.8%)

Data privacy

The degree to which an organization’s 
requirements of privacy concerns related to 
sensitive data or identity data in the cloud. (e.g., 
data location, governance of personal data, 
transparency, and data sharing control).

Data location, sensitive data 
protection, transparency, data 
sharing control, lack of data 
privacy and data oversight.

11 
(17.7%)

Legal 
compliance

The degree to which an organization adheres to 
security and related privacy laws, regulations, 
acts, and compliance for legal requirements.

Forensic, legal compliance, SLA, 
accountability, and government 
regulation.

6 (9.7%)

Cloud security 
standards

The degree to CSPs and cloud service customers 
(CSCs) of an organization adhere to necessary 
guidelines and standards of cloud security.

ISO/IEC 27002 for cloud services, 
ISO 27001:2013 and COBIT5 and 
NIST security standard.

4 (6.5%)

Trust in CSPs

The degree to which an organization perceives 
their CSPs to be reliable, honest, and faithful 
concerning fulfilling the cloud security 
requirements.

Cloud environments openness, 
vendor reputation, vendor 
trustworthiness,

7 (11.3%)
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4. ThEoRETICAL BACKgRoUnd

As per the structured literature review, various theories, frameworks, and models that scholars have 
proposed in the process of technology adoption were identified. Most adopted theories in this area 
are at the individual level rather than at the organizational level. The technology, organization, and 
environment framework (TOE) (Tornatzky & Fleischer, 1990), the diffusion of innovations (DOI) 
(Rogers, 1995), the institutional theory (DiMaggio & Powell, 1983) and human, organization and 
technology-fit (HOT-fit) framework (Yusof et al., 2008) are some of the theories that discusses 
computing adoption at organizational level. An intensive literature review on technology adoption in 
organizations indicated that most technology adoption studies are based on several theories for better 
understanding the technology adoption (Alsafi & Fan, 2020). Given the characteristics of unique 
technologies and the complex environment in which an organization functions, the integration of 
many theories into a unified model gives a greater theoretical basis for understanding technology 
adoption in organizations (Amron et al., 2017).

Institutional theory can help describe why organizations are hesitant to adopt technology 
practices from the standpoint of technology adoption. Institutional theory is well established in 
extant literature and is valuable for understanding the acceptance of specific technical advancements 
(Alkalbani et al., 2017; Cavusoglu et al., 2015). Furthermore, institutional theory, specifically in the 
technology sector, gives a thorough knowledge regarding the organizational, environmental, and 
societal pressures at the macro-level of factor analysis (Almudawi et al., 2019). When the focus is on 
technology adoption as a social phenomenon, this theory is useful (Almudawi et al., 2019; Cavusoglu 
et al., 2015). When mimetic, coercive, and normative institutional pressures exist, isomorphism can 
arise at the organizational level (Cavusoglu et al., 2015). It has been suggested that these pressures 
affect the integration of innovations with a firm’s existing system (Alkalbani et al., 2017). Therefore, 
institutional theory is appropriate for explaining the influence of institutional pressures on cloud 
computing adoption at the macro-level. Given it depends on these three institutional forces, institutional 
theory has been emphasized as relevant in the context of SMEs. Therefore, institutional theory can 
be used for cloud computing adoption as it considers the socio-technological context. Further, the 
socio-technological can optimize the security and privacy factors that impact the decision to adopt 
cloud computing.

According to the TOE framework, the decision to adopt cloud computing at the organizational 
level is influenced by technological, organizational, and environmental aspects (Senarathna et al., 
2018). The literature noted that most authors combined the TOE framework with other theories to 
better understand several factors, including security and privacy related issues about cloud adoption 
(Amron et al., 2017; Asiaei & Rahim, 2019; Senarathna et al., 2018). However, TOE does not consider 
the human aspects of the cloud computing adoption context; therefore, there is a need to use another 
theory that considers the human aspects.

The HOT-fit, defines three characteristics: technological, human, and organizational, which have 
been integrated to assess technology (Yusof et al., 2008). In the acceptance of any new technology 
breakthrough, human aspects are also crucial., For example, when considering whether to use cloud 
computing in a healthcare setting, the human component should be considered (Alharbi et al., 2016; 
Lian, 2017). The HOT fit has significant overlap with the TOE framework, except that it does not 
consider the environmental context. Hence, the HOT fit model has deemed a supplement model 
for the TOE dimensional framework to study SMEs’ cloud computing adoption. In fact, various 
studies point out the importance of human factors in adopting new technologies in SMEs (Amron 
et al., 2017). For example, some authors combined the TOE framework with other theories to better 
understand several factors, including security related issues about cloud adoption (Senarathna et al., 
2018; Amron et al., 2017; Asiaei & Rahim, 2019).
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5. dERIvIng ThE ConCEPTUAL ModEL

By utilizing the fundamentals of theoretical models such as TOE, HOT fit framework and institutional 
theory, this research attempted to understand security and privacy-related factors that influence 
intention to adopt cloud computing in Australian SMEs. The conceptual model developed in this 
study integrated technological, organizational, environmental, human, and social contexts. Figure 1 
depicts the conceptual research model proposed in this research. A review of the literature identified 
eight key, independent factors affecting the intention of SMEs to adopt cloud computing: skilled 
personnel, technology readiness, perceived security benefits, data security concerns, data privacy 
concerns, legal compliance, cloud security standards, and trust in CSPs.

This study examines the research questions based on a group of hypothesised connections designed 
from the research model. As indicated in the literature, the proposed connections were analysed as 
follows when any organization process is moved into the cloud, security and privacy-related factors 
assume an essential part of the decision making.

5.1 human Context
Skilled personnel refer to the degree to which an organization possesses technology expertise in 
information security and behaviours of the IT personnel. SMEs are unlikely to adopt sophisticated 

Figure 1. The proposed Conceptual Model
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technologies when they lack IT and security knowledge (Lian et al. 2014). Due to the obstacles 
in developing necessary skills and knowledge, SMEs are tempted to postpone adopting advanced 
technologies like cloud computing (Gupta et al. 2013). Accordingly, this study postulates the following 
hypothesis.

H1: Skilled personnel has a positive influence on the intent to adopt cloud computing in SMEs.

5.2 organizational Context
The organizational context includes technology readiness of the organization and perceived benefits 
of cloud computing. Perceived cloud security benefits refer to cloud security’s anticipated advantages, 
including access control and a security awareness effort, backup, and disaster recovery plan. While 
organizations derive considerable benefits from using cloud services, taking advantage of these 
benefits depends on their nature and size (Dekker & Liveri 2015; Oliveira et al., 2014). Technology 
readiness refers to the degree to which an organization possess necessary technology infrastructure 
resources and security procedures to adopt cloud computing. Technology readiness is one of the critical 
factors that influence cloud computing adoption in SMEs (Oliveira et al., 2014). In an organization, 
technological readiness is related to organizations’ accessibility to IT resources to adopt technologies. 
Technology readiness has a significant impact on leadership when deciding on adopting an innovation. 
Accordingly, this study postulates the following hypotheses:

H2: Technology readiness has a positive influence on the intent to adopt cloud computing in SMEs.
H3: Perceived cloud security benefits have a positive influence on the intent to adopt cloud computing 

in SMEs.

5.3 Technological Context
Data security concerns refer to the degree to which cloud computing provide adequate security 
administration for the confidentiality, integrity and availability of data and applications in the cloud. 
Data security is a crucial concern for cloud customers. According to Bhuiyan et al., (2019), improved 
data security standards play a critical role in institutions in the cloud computing adoption decision 
process (Doherty et al. 2015). Data privacy concerns refer to the degree to which organization 
requirements of protect privacy related to sensitive data or identity data in the cloud. Privacy is one 
of the core issues in cloud computing adoption, including the need to policy components during 
integration, protect identity information and transaction histories (Bhuiyan et al., 2019). Privacy issues 
corresponding with SMEs lack transparency, poor user control and trustworthiness (Senarathna et 
al. 2018). Accordingly, this study postulates the following hypothesis:

H4: Data security concerns have a negative influence on the intent to adopt cloud computing in SMEs.
H5: Data privacy concerns have a negative influence on the intent to adopt cloud computing in SMEs.

5.4 Environmental Context
Environmental context refers to the external factors in which an organization conducts its business. 
Legal compliances refer to the degree to which an organization adheres to security and related privacy 
laws, regulations, acts, and compliance with legal requirements. Current regulations and laws impact 
organizational management’s commitment to security compliance (Spanaki et al., 2019). Generally, 
organizations are accountable for ensuring that it complies with applicable laws and regulations for 
information security. Cloud security standards refer to the degree to which CSPs and cloud service 
customers (CSCs) of an organization adhere to necessary guidelines and standards of cloud security 
and privacy (Tehrani and Shirazi 2014). Coercive pressures force organizations to adopt specific 
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institutionalized rules. Practices and standards in the management of the organization for information 
security (Alkawsi et al. 2015) derive from cloud security standards. Cloud computing is a fast-moving 
technology, and the threat environment is developing substantially (Spanaki et al., 2019). Accordingly, 
this study postulates the following hypotheses:

H6: Legal compliance has a positive influence on the intent to adopt cloud computing in SMEs.
H7: Cloud security standards have a positive influence on the intent to adopt cloud computing in SMEs.

5.5 Social Context
Trust in CSPs refers to the degree to which an organization perceives their CSPs to be reliable, honest, 
and faithful concerning fulfilling the cloud security and privacy requirements. Ayong & Naidoo (2019) 
emphasized the importance of layers of trust in cloud environments. Normative pressures come from 
the community’s expectation that organizations are compelled to have the confidence of services as 
responsible customers (Skafi et al., 2020). This postulate that normative pressure (i.e., trust in CSPs) 
will enable the intention to adopt cloud computing in SMEs; this is shown in the following hypothesis:

H8: Trust in CSPs has a positive influence on adopting cloud computing in SMEs.

6. dISCUSSIon

This study provides an overview of the literature review on security and privacy-related factors that 
influence SMEs’ cloud computing adoption in different countries. Through the prior studies, gaps 
in current security and privacy requirements related to cloud computing adoption in SMEs research 
have been identified as future work opportunities.

After an in-depth analysis of the existing literature, this study argued that many security and 
privacy-related factors and elements can influence the decision to adopt cloud computing. Further, 
these security and privacy factors depend on the countries’ technical, human, organizational, social, 
and cultural environment. Also, studies provide inconclusive results regarding the relationship and 
interaction between cloud computing adoption and security and privacy factors.

Privacy-related issues corresponding with SMEs are lack of transparency, poor user control, and 
trustworthiness. Therefore, SMEs need to comply with legal requirements in their country. They need 
to protect customers’ data as technological threats still influence all SMEs’ cloud security and privacy 
aspects. Further studies highlight the importance of investigating the key security and privacy-related 
factors influencing the adoption of cloud computing in SMEs to achieve a high level of readiness 
and responsibility. Overall, security and privacy requirements related to cloud computing adoption 
lacked an overarching framework to guide future research and integrate findings.

The proposed integrated framework can provide an overarching theoretical framework for 
explaining the organizational security and privacy requirements that influence cloud computing 
adoption in SMEs. The conceptual model developed for integrating human, organizational, 
technological, environmental and social into a single framework offers a richer theoretical basis 
for explaining the organizational security and privacy requirements. This study’s findings address 
the research gap in cloud computing adoption, especially related to security and privacy literature. 
Further, a unique research model can meet SMEs’ complex security and privacy requirements that 
influence cloud computing adoption.

6.1 Practical and Theoretical Implications
In practical terms, this study addresses the research gap by advancing the understanding of complex 
security and privacy-related factors influencing the adoption of cloud computing. The research 
findings provide important implications for technology consultants, cloud service providers, cloud 
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software vendors, SME owners and regulatory authorities. In particular, SMEs can benefit from 
understanding how security and privacy requirements affect cloud computing adoption. Additionally, 
an understanding of how the relationship between organization size and organization type affects 
cloud computing is crucial to SMEs making the right decision about the adoption of this technology. 
Additionally, the insights provided by this study could improve the SMEs’ understanding of the 
security and privacy-related concerns of cloud computing, as well as the environment and social 
pressures. Most importantly, the ultimate beneficiaries would be SMEs as these insights could help 
to improve the cloud security environment in an SME.

This study examined security and privacy concerns related to cloud computing adoption of SMEs 
from a theoretical perspective. The main theoretical contribution is developing a unique research model to 
meet SMEs’ complex security and privacy requirements that influence their adoption of cloud computing. 
Further, Integrating the factors of human, organizational, technological, environmental, and social into a 
single framework offers a richer theoretical basis for explaining the organizational security and privacy 
requirements. This study contributes to the value of future research for academics and derive essential 
implications for practitioners. Besides, this study’s findings provide concrete theoretical support for 
further research in SME privacy and security domains. Further, this study’s findings will contribute to 
the body of knowledge on security and privacy determinants in cloud computing.

6.2 Limitations and Future Research
Since objective of this research was to identify security related factor influencing the cloud computing 
adoption of SMEs, the authors conducted a literature review to understand the current research 
landscape. There are several limitations of this study. First, this review focused only on investigating 
macro level security and privacy related factors. In addition, the sample only considered empirical 
research and no conceptual or research-in-progress papers were taken for the analysis. Second, specific 
security and privacy factors were identified and selected based on the literature and their relevance 
to theories that the study built upon.

The future direction of research can focus on case studies to explore SME security and privacy 
issues. This research examined macro-level security and privacy concerns related to cloud computing 
adoption by SMEs; however, future studies can examine security and privacy issues at the micro 
level. Further, future studies could contribute to what can be done to mitigate security and privacy 
problems by reducing these concerns and proposing the best approaches to protect SMEs.
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