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/=��)Q8T�+%'/ �!��U,�����%'-D�*����<�L�/ ��-�� %�-;��%=� ,�)>��� � ���9����-�<'�"G8*J����+� � ,��"��,�%:-�% 8T%'��/ ���4)D��%F%�8
�"������/ )D�!���4G 5 �R���%'L�<'.��������M��)D�!���?� � ����� 3 ���� � �4,+�F,S�!��/ �D��/ %'-�,+���!�"�����#�%1$Y%��  I� � -D� �; V� �",�
� ��- �6�:��%'-�,+����L��?�!��� ��-�� � � � � �!�� 8T%'LD-��A�"� � %'-*8T%'�./ %'���:,+����LD��� ��-�� � � � � ��-��0,+�E���/ ��,�G
�V- ��	 �C3 ( A��- 3�.A�!��-�("���9�"-���*J, � %'L�- � , � � � 
4)D����,+��-��!��� �0)D��%1K"��������,�����L����#% �  V� � -��2�; V� �",�
,��E���/ � ��A�"� ����� � ��� %�-��R� %'- �!�� ,�����L�� � �V� %"8�4&�!5 � �	� 
 G *J � , ,��E���/ � � BF�!��-D����� �!D�
$7%'�+( %�8�.A�!��-D(F� � - ��-���� L�-�< � � � 
2$2�%Y� � / ��� �!%����E � �?K'� )���%1K"�����R� ,+����LD� � �V� $ � �!�%'LC�
�!��PL�,+�O%"8�<'��-��������J��%�/ )�LC�E�"� � %'- )��+%��!%F��%���,�G *J��O��-�%'-��F/ � �V� %�8 ��%'-D,�L�/ ���+, � , �A��,+���
%'- ���� ,�����L�� � �V��%�8 4:� 5 ��-�� � �#� �"-�-�%�� �6�:�EA�"-�<'�����D�F-A��/ � � �"���R� �"8 �����.�!�� ,+�F,S�!��/ � ,
��,+�!����� � ,�D���4G �5��� ( ��-��!,�� � � 
H)��+%')6%�,������Q� � <'��V$7� � <'�� 3 �A�?B � �D���:��-���,+����LD��� )���%���%C��%'� 8T%'�
/ � ����%�)A� �C/ ��-���,5%"8 �������?�!�+%'- � �#��%'/ / ���+���#%1K'���5���� �V-�������-D��� G�*J � ,2)��+%��!%F��%'� � ,J����, � <'-D���
%'-��R�O�!%P,+L�)�)>%'�+�#)�LD���EA��,+��, �!��-�< � -�< � -*K��"��L��08T�+%'/ �N8T������� � %'-*%�8&�Q)>��-�-�����-D� LD)4G �V-
� �	�	� 3 .� K � � � % � -��!�E��?K��"� � �  
 )��+��,���-��!��� � )A� �C/ ��-���,��E���/ � � -P$2 � �E ����0��%'-�,+L�/ ����� ,
� ����-;� � �V� ����- �>�P8T%'L�-�� ��-�� � � / �P��� � �����S� � 2�� �"� � %'- ��LD���%'� � �V�'G �C%�����O)�� � K��"��� %�8 �
��%'-�,+L�/ ���2� ��-D-�%��5�6�.)D��%������������4G
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5 -D��$ %��  I� � -D�����R���?�!��%�- � �.����,�O,��E���/ � � ,J-����������43 � -N$2 � �EP�!��U��-D%'-��C/ � �V�=%�8 ��%'-! 
,�L�/ ���+, � ,.,�� �"� �����R�:��-���� ��- �6�:��%�-�� ������%'-�,�LD/ ����,#�!���/ ,+���RK���,�G ( %'-�,+L�/ ����, � ��- <'�?�
�!��#��� � L � �+��� ��-�%'-��F/ � �V�=$ � �!�%'LC�2,��%1$ � -D< ���� � � � ����-;� � � � ��, ��% ��-��N�! � ���P)A���S�V�'G

X���8T%F��L�,7%'-N� � � � ��-�� �  V����,�Q,S�F,+�!��/ ,2�"-��Q��%'-D,�L�/ ���J�"-�%'-��F/ � �V� ,+���M8  V,������ �"�����5)A� �  
/ ��-;�2,+�E���/ ��,58T%'� �!D� �H�R��������%'- � �.)A� �F/ ��-��5��%') � ��G

X�� A� K��*����K�����%�)6��� ��-���$ L�-��!�������������R� ���R��������%'- � � ����,� ,+�E���/ � 8T%'� ���!��-D,!���?� � %�-
� ��� ��
 G � %P�A��-D(F,U���+� � -�K'%��RK'��� � -*)A� �F/ ��-;�#���!��-�,������ � %'-D,.�6�?�V$7����-�LD,����+,U��-���������� � K'����,
�T8T%'�.� B��"/ )��R�:,��%')D, �?G7� ,+����,#$ � ��������1$	���R��������%'- � � � ��% � -�, �P8T�+%'/ �A�"-�(;,0��-D��L�,+� �����/
�!% )A� �N�!% ������� � K'����,�G�*J�� �+����� � K����+,�,�LD��,�� � LD��-��!�M� ����)6%�, � �2���� ��% � -D,5�����E(N�!%:�!��#�A�"-�( G
�V- ����Q)��+%C����,�, L�,+����,:�+��/ � � - ��-D%'-��C/ %'L�,�3 L�-�����,�,:,�D� �"��P,+)6��-���, � , � -D<'���N��% � - / %'���
�!A��- %'-���� �T��%'L��D��� ,�)>��-�� � G�*J�� ,�����L�� � �V� %�87���� ,+�F,+����/ � ,#�A��,+���Y%�-  )�5 �  � ,����+�����
) %�<���� � �!�/ 5�,+,�L�/ )D� � %'- � �"-��O����#��LD�  @��-D�  V�E�%F%',+�U/ �����%F��%'��%�<��'G

X�� A� K��*����, � <'-���� ����%�-�,�L�/ ���N��-�%'-��F/ � �V� ,����M8  V,+� �����������O)A� �F/ ��-��Q,��E���/ � � �	� � 
 G
*J � ,#,��ED��/ � � -����RL�����,.�V$&% ����, � � )D��%F����,+,���, � -�,S�C,S�!��/ � - � � � ��� � " �"� � %'-0� �A��-D(*,�����L�)Y�"-��
��%'-�,+L�/ ��� ,+���!LD) ����-�� �!��+��� / � � - )���%"�!%F��%'�R, �2�=-��?$ $ � �!D���!� $7��� )��+%��!%F��%�� $ � �! $2 � �E
�=L�,������ $ � �!D���!� $2, �������?�!�+%'- � �U��% � -�,58T��%'/ �=�A�"-�(�� $2 � �R�0 � , ������%'L�-�� � , �D��� � �!��� �9�
-���$ )A� �F/ ��-���)D��%���%C��%'�9$ � �!P$2 � �E�� )A� �F,��!��U��% � -P�!%N� ,��%�)�� � �"-�� �:-���$ �D��)>%', � �
)���%���%C��%'� $ � �!Y$2 � �E�� ����)>%', � �!, ����N��% � -Y�!%�� �"-�� A��,  � , ������%'LD-;�:������� � �����4G��I8 �
��%'-�,+L�/ ��� $7��-��!,#�!%Q<'�?�U�P � <'*�R��K'���H%�8&��-�%'-��F/ � �V�*� 8 �!���.,+�� � ��:A��,.%'�D�!� � -D��� �Q��% � -
8T��%'/	����2�A��-�(6� $ � ������!� $7��� � 3�,��� �"��5� ��- ��%'-��!�����&��- ��-�%'-��F/ � �V� )��+%1K � ����� ��<���-�� � 5�� �?G

� JZ5879V\H�JX!<=^3UN+/ =MC_A<3Uk
	 �V- �����, � / )��R��,S�O8T%���/ %�80� )A� �C/ ��-�� / %F����� 3 �"- �; V� �",�
,+�F,+����/���%�-�, � ,+�!,U%�8 �!��+��� )A���S�!, � �Q�A��-D(��=3 �P��%'-�,+L�/ ����� ��-����O,+�%')� � �"-�� ��������
/=� � - )D��%F�����DL�����,#��,�,+�%1$2- � -�. � <'L��+� � G � � $ � �!D���!� $7��� 3>)A� �F/ ��-;�.��-�� ����)6%�, � � �?G �V-*�
��% � - � ,#� � 8T�  I���F���R��39�!D� ��%'-�,�LD/ ����� 2A�+,+� )6���+8T%'�+/ ,U��-�������%'L�-��0��,+�!����� � ,��/ ��-��U)��+%��!%F��%'�
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CONSUMER

. � <'L��+� � G � � � ��, � � ( ��,� * ����-�,������ � %'-

�&��, � ����,#�!D� ����, � � )A���+� � � � )A��-���,�3 �N�! � ����)A���S�V�*-A��/ ��� 5�-�%�-;�F/ � �V� �H�+% K � ����� ��5&� �
��<'��-�� � , � -;K�%'�RK���� � - %'L��:,+�E���/ ��G *J�� 5&����<'��-;� ��-�,�L��+��, �!��P��%�-�,�L�/ ��� � , ��� � L � �+���
����K����4%"8 �"-�%'-��F/ � �V�N��-D� � , -�%�� � -�K'%'�MK'��� � -P� )�L��+�EA��,��#)��+%C����,+,�G/*J���5�� ��<'��-��J< � K'��,2�
�����S� � 2A� �"���.�!% �!��#��%'-�,�LD/ ���2$2D��- ,+�� � ��#-�������, �  � <'����J�R��K����9%�8 ��-�%'-��F/ � �V�'G

*JD� -��?$ )A� �F/ ��-��5,��E���/ �UA��,J�!D�#8T%�����%1$ � -�<08T� � �!L��+��, �

� G ( %'-�,+L�/ ����,2� �"- <'�?� �: � <'����J���?K'���9%"8 ��-D%'-��C/ � �V�N�;�=�!���/ ,+���RK���,�G

�CG�*J�� � ����-�� � �V�Q%�8H� ��%�-�,�L�/ ���5� �"-�-�%�� �6�U�!��������� L�-��R��,+, �!D� ��%'-�,�LD/ ����,�)>��-D��,��!D�
,!��/ �.��% � -Q�V$ � ����G

� G2�I� � ,2��-O% �  V� � -�� ,��E���/ �#$ � ��O�R%1$ ��%'/ /0L�- � ���"� � %'-P��-��P��%'/ )DLD�E�"� � %'- G

��G2�I�5� ��- � �6����� � K����R�P)D����K���-��.���1K���,+����%')D) � -�<D3>�!��/ )>��� � -�<D3 � / )6����,+%'-A�"� � %'-O��-�� � )>���  
8T���?� ��� � / � � � 	 
 G

�! "�! �� � $!(*) %���+-)�� ��2323)/+-+ 23$�� 68. $!(

* % ������L����0����/ � - � ,+���!�"� � %'-N��%',+� ��-D� ��%�/ )��R�?B � �V�N��-��O�!% � / )���%1K'� ����U,�����L�� � �V�P%�8 / ��-  
��<'��/ ��-���3>$&� ��-A�"�R� " � �%1$ ��%=L�,+� 42%'���U�A��,+������������,+, ��%�-;����%'�8� 4���5 ( �2��%N/ ��-A��<'�#�!D�
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-���$ ,+�F,S�!��/ ,�G�42������-��!�M�'34�+%'��� �A��,+������������,+,.��%'-�����%'�8� 4���5 ( �5A�", �6����- $ � �����M� LD,���� � -
�A�"�E�"�A��,���,2,+�F,+����/ /=�"-A��<'��/ ��-;�5�"-��P%')6���!�"� � -�< ,S�F,+�!��/ )���%F��L��?�!,�G

4���5 ( � ,U����,���� � �>��� � -��!����/ ,0%�8 � -�� � K � ��LA���HLD,����+, �>� � -D<*��,�,+%C� � �"������$ � �!���%'�R��, �",
$7�����9��,7��%'�R��,J�>� � -D<:��,�,+%C� � �"�����N$ � ��Q)6����/ � ,+, � %�-�,�� �����EP)6����/ � ,+, � %�- � ,J� )A� � � %�8 %'� 	+������,
��-���%')>���!� � � %�-�, � G 5�,#,+L��E43 �P�+%'��� � ,#��,+,�%F� � � �!���*$ � �!�L�,�����,U��-�� )>����/ � ,+, � %'-�,�G 5�L�,����
� - �! � , / %F����� � ,:�*;L�/=�"- �>� � -�<�G 5 ��%'�R� � ,:� 	+%'� 8TL�-���� � %'- %'� 	+%'� � � �!�R�=$ � �� � - �!D�
%'��<��"- � " �"� � %'-Q��,+,�%F� � � �!���Q$ � �! � �!,2�"LD�!�%�� � �V�N��-��P����,�)>%'-�, � � � � � �V��G

5 )6����/ � ,�, � %'- � , �"-P��)�)��+% K"���6%�8 � )A���S� � ��L�� �"�&%')>�����"� � %'-=��% �6�.)>���S8T%'��/ ���=%'-Q%'-�� %��
/ %'�+� %�� 	+���?�!,�G *J��N�+��� � � � %�-�,� � )��>���V$&����- ��%'�R��, ��-��Y)>���+/ � ,�, � %'-�, � ,U,��%1$2- � - . � <'L����
� G � 3D��-D�P�����+% $2, � -�� � � �"��� �0/ ��-�� �!% / ��-��=�+�����"� � %'-�,� � )�� �!A� � � , 3�� )>���+/ � ,�, � %'-=����-Q�>�
��,�,+%C� � �"������$ � �! %'-�� %'�#/ %'���:��%�����,�3 �"-��Y�P��%'�R�:� ��- �6� ��,+,�%F� � � �!����$ � ���%'-D� %�� / %'���
)6����/ � ,�, � %'-D, �?G *J���4���5 ( ,�����L�� � �V� / %F����� A�", �V$&% ��%'/ )6%�-���-��!,��������P��-������	�?G
- %C�D���J��%�/ )>%'-���-;�
�����13&� ���R����� ����64���5 ( ��LD�!D%'� �#" �"� � %'- �A� �E���A�",��O/ %F����� 3 ��� 2A-D��,
�!�� 4��+5 ( ,�����L�� � �V� )���%')>���S� � ��,:8T%'� ��LD�!D%'� �#" �"� � %'- %�8.,S�E�"� � �P��%�����,�G �F�E� � � �P)��+%')>���+� � ��,
%�8 �64���5 ( ��LD���%'� � " � � � %�-*�A�"�E�"�A��,�� � -D����LD��� ��%'�R�  � ���!���+�E��'3 � -����� � �!��-�����3 � ���+� � -���� � �V�'3
��-�� ,S�E�"� � �O,���)A���!� � � %�- %�8���LD�V�'G����	�?3 �������R��� �!��$4��+5 ( ����� � K"�"� � %'- / %F����� 3 ��� 2A-D��,
�!�� 4���5 ( ,+����LD� � �V� )��+%')6���+� � ��,28T%'� �D�F-A��/ � � ����� � K"�"� � %'-O%�8H��%�����,�G���F-A��/ � �#)��+%')>���+� � ��,
� -�����L���� ��%'�R�*����� � K"�"� � %'-432)>���+/ � ,�, � %'- � BD����LD� � %'- 3 �D�F-A��/ � � ,+��)A�"�!�"� � %'- %�8 ��LD� � ��,�3 �"-��
%'� 	+���?� ��������,�,�G&�V-O)A���S� � ��L�������3F�!��34���5 ( / %C�D���4,+L�)�)>%'�+��,5����#,�)>��� � 2A� � � � %�-O%"8 �

� G � ,+����� ��%'�R�#��,�,+%C� � �"� � %'-�,�3��!A� � � ,#3��!��U��%�-�,+���!� � -;��,2,�)>��� � 8 � � -�< L�,������"LD�!�%�� � " �"� � %'-�,
�!%:)>���+8T%���/ �+%'����,��

�CG 45%����  � ���!���+�E � ��,�3�8T%�� � B��"/ )��R��3 �!��&��%'-�,S�!��� � -��!, ,�)>��� � 8 � � -�< $2 � �E �+%'��� / �1� � -����� � �
�����6%�8 �!��#)>����/ � ,+, � %'-�,J%�8 ��-�%�������2�+%'��� �

� G  LD�V� ,���)����!�"� � %'-0��%'-�,S�!��� � -��!, �'�!���,��2���+� ��%���� � ��%'�R�7��,+,�%F� � �"� � %'-�, � -�� � � �"� � -�<5��%'- � � �?�
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User−role  assignment 

Indicates many−to−many relationships 

OPERATIONS

(UA) Permission−role  assignment (PA)

USERS ROLES

OBJECTS

. � <'L��+� � G � � � ��, � ��4��+5 ( ����� �"� � %'-�,+ � )

%�8 � -��!������,S� �

� � �,�F�!�"� � � ,���)A���!� �!������LC�V��� ��� �� �4�N��%'-�,S�!�!� � -��.,�)>��� � 8 � � -D<N�!A�"�.�NL�,����U����-�-�%"�
�>� �"LD�!�%�� � " ���Q8T%'� �V$&%=� � � ������-;�2�+%'����,�3

� � �,��F-A��/ � �U,���)A���!� �!���*�DLD�V� ���� �� �>�=��%'-�,+���!� � -��.,�)>��� � 8 � � -�< �!A� �.�=L�,+���.����-
�>� ��LD���%'� � " ��� 8T%'�:�V$&%Y� � �6���+��-��N�+%'����, �DLD�N����-�-�%��=���?�N, � / L��M�E��-���%'L�,+�R� � -
�>%��!4G

��G ( ����� � -A��� � �V� �;�!��#/ � B � / L�/ -;L�/ �>���J%�8 L�,�����, �����R%1$7���43D�!��"� � ,.3A�%1$ /=��-��QLD,����+,
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8TL�-���� � %'- � , �.8TLD-���� � %'-43�/ �"�����/ �"� � � ���F%'�H%�������S$ � ,+��3��!A� � �!��(���, �#K"��� � �����R�  I����-D<��! � -�)�LC�
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��-����C3 ��-D� ��%'/ )DLD� � -�< �!D� � � )D��%F��L������ ����� ��� � , �������R���Y����P/ %F��L��RL�,�G ( �%C%�, � -D<
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)���%1K � �����&K���� � 2A��, � �7��-��=�����-Q,+��-���,7,�%'/ � � -D8T%'��/ �"� � %'- �!%U�!�� ( �����D��-�� � ��� �+%'��� ��-��Q�",�(;,
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� � �"� �+%'���U,���-���,.� / ��,�,���<'����� � -D����LD� � -�<:�!D�0,����+K � ��� � -D8T%'��/ �"� � %'-43A��L����+��-�� � � / ��3 L�,������ ,
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�1#&0D%9:&0��-�1% �Mc}?J@S. 0325'6?!�<'w,��&:'&J?C2_OC26?CI<.&' �1?W�d#&%9)+# �1#&0 c 7T0>B(?!�<O&] uv#&0�� �1#&0 ��I&P87T0>2�?/@
I&'60>26'*%"�&)>2603,/'60>'3Q �1#&0DP[,��-,/O/03P;0��-� %(' )>?C'��6B9c/](�HEHG OC21,�� �6'*,/I'�6#&?C26%9hR, �6%(?!�}?C2 .&26%g`U%(B(0>OC03'
�1?ZI&'60>26'4:&%(2503) �1B9c/Q ,/I'�6#&?C26%9h30>:�' �+, �6%()3,/B(Bgc��d#&0� �6#&0>c�'50��4I&.�,���,/)3)>?CI#�-�R] "$#&?/I&OC#�%0� %9'
)3?!��`C0�&%(0�-�H@i?/2$I&'60>26'��1?D.-,J'6'd?!� �1#&0*,JI'�1#&?/26%(h3, �1%9?!�W:&%9260>)��1Bgc �6? ?#�1#&0>2$I&'60>26'>Q-%0�$7&25%"�&O/'$,
'60325%(?CI<'A'60>)3I&25%0�McW.<26?C7&B903P;'3] �-?C2S0 �<,/P;.&B(0JQe�d#&0�N,8I&'60>2$.-,/'5'603'$?��V'6?CP;0 ,/)>)303'5'$)3?!�-�626?CB9'
�1?V,��<?#�1#&0>2�I&'50323Q %0�bPa,Rc�)+#-,��&OC0 �1#&0{B90>`/03B|?J@ ,/)3)>03'6' .<26%9`U%9B(03O/0w?/@ �6#&0{'503)3?��&:�I&'60>2��d#&?
Pa,Rc��1#<0��Z,/7&B90 �6?{,/)>)30>'6'$?C2 :&0325%9`/0�#&%(O/#aB(0 `C0>BT%��<@i?C26P[, �6%(?!� 7-,/'503:V?!�&�1#&0_B(0>`/03B ?/@ ,/)>)30>'6'
)3?!�-�125?CB�O�,/%��&03: ]

"$#<0�)>?!�&)>03.'��?/@426?CB90 7-,/'503: ,/)3)>03'6'N)3?�� �626?CB � 
FEHGf'��+,J2��10>: �d%0�1#vP{I<B0�1% KMI&'5032V,��&:
P{I&B0�6%gK*?��eKMB9%"�&0N,/.&.<B(%()3, �1%9?!� '5cU'��603P;'a.&%9?!�&0>03260>: %"� �1#<0}0R,J26B9cvk �*)/�/'}j+)J�eQHk,�eQHkn�<kJQHkRm o ]
"$#&0{P[, �5?C2��&?#�1%9?!�}?J@ � 
SEHG %9' �6#-, �b.T0>26P;%('6'5%(?!�<'�,/250{,/'5'6%(O��&03:3�6?W26?/B(03'b,��&: I<'60325' ,/250
,/'6'5?e)>% , �603:a�d% �1#V,/.<.&26?C.<26% , �10_25?CB(0>'3]-�H'60>26'$)R,��#�&?#�d,J'6'6?U)3%(, �10H�d%0�6#W.T0>26P;%('5'6%(?��&'F:&%9260>)��1BgcC]
� �X?#�6#&032{�S?C25:&'3Q � 
FEHG %('D:&0>'6)325%(7 03: %"� �10>26P;'D?/@b%"�&:&%g`U%(:&I-,JBFI&'50326';7 03%"�<O�,J'6'6?U)3%(, �10>:
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�d%0�1# 25?CB(0>' ,/'D�F0>B(Bd,/' 26?/B(03'D7 03%��&O�,/'6'5?e)>% , �603: �d%0�6# . 0325P[%9'6'5%(?!�&'N� ��,/)+#X. 0325P[%9'6'5%(?!�!%9'
,}.-,/%92w?/@A?C7U�503) �1'D,��&:!?C. 0321, �1%(?��&'+�Y]�Eb'8'6I<)+#^Q ,}26?CB90[%9'wI<'603: �6? ,/'5'6?U)3% , �10[�d% �1#�I<'60325'
,��&:\. 0325P[%9'6'5%(?!�&'>]XE I&'5032a%�� �6#&%(' P;?e:<03B$%(';,�#UI<Pa,�� 7 03%"�<O&] �d?CB(0>';,/260N)3250R, �603:\@i?C2
�1#&0D`J,/26%9?CI&' �5?/7�@iI �&)��6%(?!�&'*%���,���?/26O�,��<%(hR, �1%(?�� ,��&:�I&'50326'w,/250 ,/'6'5%(O!�&0>:�25?CB(0>' 7-,/'503:�?!�
�1#&0>%(2 ,/I �1#&?C25%0�Mc ,��&: � I-,/B(%g=-)R, �1%(?��&'3]��b'60>26'*)R,���7 0D0R,/'5%(Bgc}250R,/'5'6%(O��&03:�@i26?CP ?!�&0D25?CB(0 �6?
,��&?#�6#&032>] �H?/B(03'z)3,��a7 0dOC21,�� �603: �&0>� . 0325P[%9'6'5%(?!�&'�,J' �<0>�v,/.<.&B(%9)R, �6%(?!�&'�,��&:;'5cU'��603P;'A,/250
%"�&)>?C26. ?C21, �103:Z,��&:�. 0325P[%9'6'5%(?!�&'$)3,��N7T0 250>`C? "/03:�@i26?CP�26?CB903'H,/' �&0>03:&0>:^]

��0325P[%9'6'6%9?!��%('4,���,/.&.&25? `J,/B�?/@A,N.&,/2��6%()3I<B ,/2 ?C. 0326, �1%9?!� �1?N7T0;. 0325@i?/26P;03:�?!��?!�<0;?/2
P[?C250z?C7U�50>)��1'>]|"$#&0 260>B , �6%(?!�<'6#&%9.�7T0 �M�F0>0��{25?CB(0>' ,��&:4.T0>26P;%('5'6%(?��&'^%('�'5#&?n� �8%�� � %(OCI&250 �e]9kCQ
,/2625? �d'|%"�&:&%9)R, �60A,�P[,���c �1? P[,���c82503B , �1%(?��&'6#&%9.V� �1#-, �|%('>Q�,�.T0>26P;%('5'6%(?��8)R,��D7T0$,J'6'6?U)3%(, �10>:
�d%0�1#a?!�&0_?/2FP;?C260b26?CB903'3Qe,��&:W,826?CB90_)3,��W7 0 ,/'6'5?e)>% , �603:a�d% �1#W?��&0_?C2SP[?/260_. 0325P[%9'6'5%(?!�&'1� ]
E_' '6#&?n� � %"� �1#<0 �|%(OCI<260/Q�� 
FEHG #&,/'��1#&0Z)R,J.-,/7&%9B(%0�Mc �6?�0>'��1,/7&B(%9'6# 260>B , �6%(?!�<'{7T0 �M�F0>0��
26?CB903' ,/'D�S03B(BA,/' 7T0 �M�F0>0�� . 0325P[%9'6'6%9?!�&'D,��&:X25?CB(0>' ,��&: 7T0 �M�F0>0��XI&'60>26'[,��&: 26?CB903'3] �-?C2
0 �<,/P;.&B(0_�d#<0�� �M�F? 25?CB(0>'$,/260_03'��1,/7&B9%('6#<03:N,/'AP{I �1I-,/B9B9c;0 �e)>B(I&'5%9`C0 �6#&0�� �6#&0 '1,/P;0�I&'5032$%9'
�&?#�|,/B(B9? �S03: �1? �+, "J0F?!�w7T? �1#825?CB(0>'3]�"$#&%('�.&25?C7&B(0>P Pa,Rc*#-,J.&.T0�{%"�4I&'5032LK 26?CB90F,J'6'6%9O!�&P;0��-�R]
E �&?#�6#&032b0 �<,/P;.&B(0*%9'H@i?C2H. 0326P;%('5'6%9?!�eKM25?CB(0 2503B(, �1%9?!�&'3Q-)>?!�� -%9)��6%"�&O[.T0>26P;%('6'5%(?!�<'H)3,��#�&? ��7 0
,/'6'5%(O!�&0>: �1? �6#&0D'1,/P;0{25?CB(0J]4"$#<03260 @i?C260D%�� ,W7-,���" Q �6#&0D. 0326P;%('5'6%9?!�}@i?C2_,/.&.&25? `U%��&OVB(?�,��
,��&: �1#&, ��?/@z@iI �&:&%"�<OVB(?�,��},/2608)3?!�� &%()��6%"�&O<Q"�1#<03'60 �M�S?V. 0326P;%('5'6%9?!�&'_)3,��#�&? � 7T0{,/'6'5%(O!�&0>:
�1? ,!26?CB90/] � ��26?CB90 KM25?CB(0 ,/'6'5%(O!�&P;0��-�3Q_26?/B(03'V#&,n`/0�%��&#&0>26%0�1,��&)>0�2503B(, �1%9?!�&'a�d#&0>260>7�c�?!�<0
26?CB90W%"�&#<0326% �1'D. 0325P[%9'6'6%9?!�&'D,J'6'6%9O!�&0>: �6?�,��&?#�1#<032 26?CB90/]�"$#<03'60N260>B , �6%(?!�<'{7T0 �M�F0>0�� I<'60325'
,��&:�26?CB903'3Q�. 0325P[%9'6'5%(?!�&'*,��&:�25?CB(0>'4,��&:�7T0 �M�F0>0���25?CB(0>'4,��&:�26?CB903'*,/250;I<'603: �1?Z03' �+,/7<B(%('5#
'603)>I&26% �McN.T?CB9%()>%(03'��6#-, �b%"�&)>B(I&:&04'60>.-,/26, �1%9?!�}?/@�:&I'�1%903'b,��&: :<03B(0>O�, �6%(?!�N?/@�,/I �1#&?C25%0�Mc/]$"$#&0
'603)>I&26% �Mc�.T?/B(%() c}?J@ �6#&0 ?C26O�,��&%(h3, �1%9?!� :&0��60325P[%��&03'*26?/B(0{P;03P{7 0325'6#&%9.�,��&: �1#&0;,/B9B(?U)R, �6%(?!�
?/@|03,/)+#N26?CB903'$)R,J.-,/7&%9B(%0�6%(0>'3]
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many−to−many relationships 

Permission−role  assignment (PA)User−role assignment (UA)

OBJECT

USERS ROLES

�|%9OCI&250 �<]9k�� � 
FEHGv260>B , �6%(?!�&'5#&%(.

uv% �1# � 
FEHG�% �|%9'|. ?C'6'5%(7&B90 �6?�.&260>:&0>=#�&0$26?CB90S. 0325P[%9'6'5%(?!�w2603B(, �1%9?!�&'5#&%(.&'>Qp�d#<%()+#{P[, "/0>'
%0�{'5%(P;.&B(0 �1?�,J'6'6%9O!��I&'50325' �6?3�1#<0V.&260>:&0>= �<03: 26?CB903'3] �*�{)R,�� ,/B9'6? 7 0W:&% �;)3I&B �RQ|�d% �1#&?CI �
� 
FEHG_Q��6? :&0��60326P;%"�<0*�d#&, �d.T0>26P;%('5'6%(?��&'$#-,R`C047T0>0���,/I'�6#&?C26%9h30>:��6? �d#&, �HI&'60>26'3]

"$#<032608,/260 �1#<260308,/:<`J,��-�+,JOC03'H?/@ � 
FEHG�P[,��-,/OC0>P[0�-�R] �|%926' �1B9c/Q&%0�H%9'bP{I<)+#}0R,J'6%(0>2 �6?
Pa,��&,/OC0S,_'5cU'��603P�I&'6%��&O � 
FEHG_]/� � � 
FEHG_QC,H'60>)3I&25%0�McD,J:&P[%��&%(' �126, �1?C2 ,J:&:&' �621,��&'6,/)��6%(?!�<'
�1?�25?CB(0>' ?C2[:<03B(0 �10>' �126,��&'6,/)��6%(?!�&' @i26?/P 26?CB903'3Q �d#&032503�126,��&'6,/)��6%(?!�&';)R,��\7 0 ,�.&26?CO/21,/P
?C7U�503) �;,/'6'5?e)>% , �603:!�d%0�6# :-, �+, j m � o ] �U03)3I<26%0�Mc�.&26?C7<B(03P;'D,/250Z,/:&:&2503'5'603:X7�c ,/'6'5?e)>% , �6%"�&O
.&26?CO/21,/P;P[%��&O )3?U:&0_,��&:a:&, �+,4%"�-�1?8,%�126,��&'6,/)��6%(?!�^]|E_)3)>03'5'$)3?!�-�125?CB :&?U03' �<?#�A250 � I&%(250_,���c
)+#&03) "�'H?!� �1#&0 I<'6032>x 'd?C2 �1#&0 .&25?COC26,/P�xy'F25%(OC#-� �6? ,/)3)>03'5'b,{:&, �+,{% �103PNQ<'5%"�&)>0 �1#&0�,/)3)>03'6'503'
,/260�7<I&%(B �A%"�-�6? �1#&0 �621,��&'6,/)��6%(?!� ]��e03)>?!�&:&BgcCQ � 
FEHG )R,��Z260>:&I&)>0w,J:&P[%��&%(' �126, �1%9?!�[)>?C'��H,��&:
)3?CP;.&B(0Y�e%0�Mc�j � � o ]��H'6I-,/B9B9c/Q��1#&0>2604%('H,;2503B(, �1%9?!�&'6#<%(.Z7T0 �M�F0>0��3�6#&04)3?C' �_?/@�,/:&P;%"�&%9'��621, �6%(?!�
,��&: �1#&0 ��I&P{7 032Z?/@8,/'6'5?e)>% , �6%(?!�<'a�d#&%()+#�P{I&' �N7T0�P[,��-,/OC0>:v%"�v?C26:<032 �1?X,/:&P;%"�<%('��6032
,���,J)3)30>'6'�)3?!�-�125?CB . ?CB(%9)>cC] "$#<0�B(,/26OC0>2 �1#&0 ��I&P{7 032Z?/@{,/'6'5?e)>% , �6%(?!�&'>Q �6#&0�P[?C250 )3?C' �
,��&: P;?C260w032526?C2�.<26?!�&0 �1#&0D,J)3)30>'6' )>?!�-�126?/B�,/:&P;%"�<%('��621, �6%(?!�Z%9'_B(% "/0>B9c �1?V7 0/QT7&I'� �6#&0{I&'50
?/@�� 
FEHG 2603:<I&)30>' �1#<0���I&P87T0>2;?J@ ,/'5'6?U)3% , �1%(?��&' �1?�7 0NP[,��-,JOC03:^]!"$#<%(26:<B9cCQ � 
FEHG %9'
7T0 ���10>2 �1#-,��[,1�Mce.<%()R,JB ,/)3)>03'6'S)3?!�-�626?CB B(%9'��H�iEHG ����P;?e:<03B j ��� o ] � 
FEHGX)R,��a,/I �1#&?C25%(h>0b,��&:
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,/I&:&% �8)3,/.-,/7&%9B(% �1%(0>' '6?3�6#-, �8.T0>?C.&B(0[,/250a'6%9P[.<B9c�,/'5'6%(O��&03: �<0>� 26?CB903'*�d#&%(B90&�6#&0>c�)+#-,��<OC0
2603'5.T?��&'6%97&%(B9%0�1%903'>] "$#&%9'F,JB(B(?n�d'z@i?C2 �1#<0�,/I'�6#&?C25%0�1%903'z?/@�,4. 0325'6?!� �6?87 0b03,/'6%9B9cD:<?e)>I&P[0�-�103: ]

Sc�)>?!�-�121,J'��RQ�%��!EHG ��Q �6#&0V0��-�6%(260V'50�� ?/@b,/I �1#&?C25%0�6%(03'8P{I&'��{7T0V'50R,/25)+#&03: �1? :&0 `C03B9?C. ,
)3B(03,/2D.&%9)��1I<260Z?/@_,�. 0325'6?!�^xy';26%(O/# �6' 7T0>)R,/I&'50�EHG ��';?!�&Bgc�'6I<.&.T?/2��&�1#&0Z'6. 03)>%9=-)3, �1%9?!� ?/@
I&'60>2 &J. 0325P[%9'6'6%9?!�N,��&:ZOC25?CI&.'&J. 0325P[%9'6'5%(?!�V2503B , �1%(?��&'6#&%9.&'3]

"$#<0 %(P;.T?C2 �+,��-� @i0R, �6I&260_?/@ � 
FEHG %('S.T?/B(%() c �&03I'�621,/B ]��b?n�S0>`/0323Q % �A:&%92603) �1Bgc['5I&.&. ?C2��6'
�1#&25030{�S03B(B " �<? � ��'503)3I<26%0�Mc .&26%��&)3%9.&B(0>' �HB(0R,J'�� .&25%9`U%(B903OC0JQ '503.-,/26, �1%9?!� ?/@ :&I'�6%(0>'*,��&: :-, �1,
,/7&'��621,/) �1%9?!�!j �C� o ]�� 
FEHG�OC%g`C03'_'6I&.&. ?C2 �,�1? �1#&0wB(0R,J'���.<26%9`U%9B(03O/047 03)3,/I&'50 � 
FEHG�)3,�� 7 0
)3?!�<=&OCI&260>:X'5?�?��&B9c �1#&?C'50�. 0325P[%9'6'5%(?!�&'8260 � I&%9260>: @i?C2��6#&0 �+,/' "U';,/250N,/'6'5%(O!�&0>: �6?�26?CB903'3]
�e03.-,J21, �6%(?!��?J@b:<I'�1%903'D%('w.T0>25@i?C25P[0>:!7�c�0��<'6I&25%"�&O �1#&, �DP{I'�6I-,/B9B9c�0 �e)3B9I&'6%g`C0V25?CB(0>'{P{I&' �
7T0{%���`C?�"J03: �1?W)>?CP;.&B(0 �10{,W'50��&'5%0�6%9`C0 �+,/' " Q^@i?/2_%"�<'��+,��&)30JQ^7T? �1#�,�� ,J)3)3?/I#�-�1%"�<OVPa,��&,/OC032
,��&:V,/)>)3?CI � �F)3B9032#";,/250_250 � I&%(2503: �6?{.-,/2 �1%9)3%(.&, �10d%"�[%('5'6I&%��&O{,8)+#<03) " ] � , �+,4,/7&'��621,/) �1%9?!�a%9'
,/)+#&%(0 `C0>: 7�c�P;0R,��&'b?/@ ,/7&' �126,/)��_.T0>26P;%('6'5%(?!�<'_'6I<)+#�,/'�)32503:&% ��,��&: :&037<%0�_@i?/2_,�� ,/)3)>?CI#�-�
?C7U�503) �RQ�21, �6#&032 �1#&,�� �6#&0;260R,J:^Q��d25%0�60/Q�0 �e03)>I'�10[.T0>26P;%('6'5%(?!�<' �Mce.<%()R,JB(B9c}.&26?n`U%(:<03:�7�c �1#<0
:-, �+,J7-,/'60*'Lce' �10>P�]
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 � �

�*�W#-,/'a'6#&?n� � �1#-, � �1#&0>260 ,J260 P[,���c )3?CP;.T?��&0��-�1' �1? � 
FEHG_] � 
FEHG ,/:&P;%"�&%9'��621, �6%(?!�
%(' �1#&0>260>@i?/260 P{I<B0�1% K @ ,/)>0��603:^]�"$#&0 )>?CP[. ?!�&0�-�1'a%��&)3B9I&:&0��1#&0 %9'6'5I&03'W?J@4,/'6'5%(O!�&%��&O�I<'60325'
�1?�26?CB903'>QA,/'5'6%(O��&%"�&O�. 0325P[%9'6'6%9?!�&' �6?�25?CB(0JQF,��<:\,/'5'6%9O!�&%"�<O�25?CB(0>' �1?�26?CB903'>]X"$#&%9' '603) �1%9?!�
,��-,/Bgceh>03'��1#<03'604%('5'6I&0>'3]

������� �������������! ��#"�����$�%!&(')�*&,+��

"$#&0zI&'60>2LK 26?CB90�,/'6'5%(O!�&P;0��-� �%� �dE � P;?e:<03BJ�F,/' ?C25%(OC%��-,/B(Bgc$:&0 = �&03:47�c �<,��&:&#�I8,��&:
F#-,/P;%(:&% K
.-, �1%$j �Cm o ] �|%(OCI<260(�<] �W'6#&?n�d'1�1#<0;2503OCI<B ,/2�25?CB(0>'�%"��,W'5#&?C.�,��&:�,���,/:&P;%"�&%9'��621, �6%9`C0w26?CB90/]
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"$#&03250w%9'd,��5I#�<%(?C2 KMP;?C'��F26?CB90 ������� �1?D�d#&%9)+#},JB(B^0>P[.&B9?ncC030>'b7 03B9?!�&O;,��&:�,D'60�&%(?C2 KMP;?C'��
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Indicates inheriting relationship

Indicate SSD and DSD relationships respectively

DSD DSD DSD
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Bank

New system (FPS)

Employee (E)

AUDITOR(AU) TELLER (TE)

MANAGER(M2)

ACCOUNT_REP

(AC)

DSDSSD AUDITOR(AU3)

They are
 employees

The Manager inherits the Operator

AP agent:

and Quality controler. Auditor, they are employees.  The Saler
The manager inherits the Saler and the 

has DSD relationship with the Auditor.

Shop

QUALITY
DSD   CONTROLER(QC)

OPERATOR(OP)
DSD

Shop
AP agent(AP)

MANAGER(M1)  MANAGER(M3)

  

SELLER

Director (DIR)

:

they are  employees.  The Account_rep has DSD relatonships 
The Manager inherits the Teller, Auditor and  Account_rep, 

Bank:

with  the Teller,  SSD relationship with the Auditor.

7 %(OCI&250 �<] � ���b'5032 25?CB(0*,/'5'6%9O!�&P;0'�(�

AP Security Officer
(APSO) (BankSO)

Bank Security Officer
(ShopSO)

Shop Security Officer

New  System  Security Officer (NSSO)

Senior Security Officer (SSO)
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