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Abstract

The definition of Electronic commerce is the use of electronic transmission mediums
to engage in the exchange, including buying and selling, of products and services
requiring transportation, either physically or digitally, from location to location [65].
Electronic commerce systems, including mobile e-commerce, are widely used since
1990 [15]. The number of world-wide Internet users tripled between 1993 and 1995
to 60 million, and by 2000 there were 250 million users. More than one hundred
countries have Internet access. Electronic commerce, especial mobile e-commerce
systems, allows their users to access a large set of traditional (for example, voice
communications) and contemporary (for example, e-shop) services without being
tethered to one particular physical location. With the increasing use of electronic
service systems for security sensitive application (for example, e-shop) that can
be expected in the future, the provision of secure services becomes more impor-
tant. The dynamic mobile environment is incompatible with static security services.
Electronic service access across multiple service domains, and the traditional access
mechanisms rely on cross-domain authentication using roaming agreements starting
home location. Cross-domain authentication involves many complicated authenti-
cation activities when the roam path is long. This limits future electronic commerce

applications.

Normally, there are three participants in an electronic service. These are users,

service providers, and services. Some services bind users and service providers as

vii
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well as services such as flight services; other services do not bind any participants, for
instance by using cash in shopping services, everyone can use cash to buy anything
in shops. Hence, depending on which parts are bound, there are different kinds of
electronic services. However, there is no scheme to provide a solution for all kinds
of electronic services. Users have to change service systems if they want to apply
different kind of electronic services on the Internet. From the consumer’s point of
view, users often prefer to have a total solution for all kinds of service problems,
some degree of anonymity with no unnecessary cross authentications and a clear
statement of account when shopping over the Internet. There are some suggested
solutions for electronic service systems [68, 69, 42, 52, 66, 61, 121}, but the solutions
are neither total solutions for all kinds of services nor have some degree of anonymity

with a clear statement of account.

In our work, we build a bridge between existing technologies and electronic ser-
vice theory such as e-payment, security and so on. We aim to provide a foundation
for the improvement of technology to aid electronic service application. As valida-
tion, several technologies for electronic service system design have been enhanced
and improved in this project. To fix the problems mentioned above, we extend our

idea to a ticket based access service system.

The user in the above electronic service system has to pay when s/he obtains
service. S/He can pay by traditional cash (physical cash), check, credit or electronic
cash. The best way to pay money for goods or services on the Internet is using
electronic cash [109]. Consumers, when shopping over the Internet, often prefer to
have a high level of anonymity with important things and a low level with general
one. The ideal system needs to provide some degree of anonymity for consumers so

that they cannot be traced by banks. There are a number of proposals for electronic



ix

cash systems [22, 30, 67, 26, 20, 81, 79]. All of them are either too large to manage
or lack flexibility in providing anonymity. Therefore, they are not suitable solutions

for electronic payment in the future.

We propose a secure, scalable anonymity and practical payment protocol for
Internet purchases [119]. The protocol uses electronic cash for payment transactions.
In this new protocol, from the viewpoint of banks, consumers can improve anonymity
if they are worried about disclosure of their identities. An agent, namely anonymity
provider agent provides a higher anonymous certificate and improves the security of
the consumers. The agent will certify re-encrypted data after verifying the validity
of the content from consumers, but with no private information of the consumers
required. With this new method, each consumer can get the required anonymity

level.

Electronic service systems involve various subsystems such as service systems,
payment systems, and management systems. Users and service providers are widely
distributed and use heterogeneous catalog systems. They are rapidly increasing
in dynamic environments. The management of these service systems will be very
complex. Whether systems are successful or not depends on the quality of their
management. To simplify the management of e-commerce systems [90], we dis-
cuss role based access control management. We define roles and permissions in the
subsystems. For example, there are roles TELLER, AUDITOR, MANAGER and
permissions teller (account operation), audit operation, managerial decision in a
bank system. Permissions are assigned to roles such as permission teller is assigned
to role TELLER. People (users) employed in the bank are granted roles to perform
associated duties. However, there are conflicts between various roles as well as be-

tween various permissions. These conflicts may cause serious security problems with



the bank system. For instance, if permissions teller and audit operation are assigned
to a role, then a person with this role will have too much privilege to break the se-
curity of the bank system [28]. Therefore, the organizing of relationships between

users and roles, roles and permissions currently requires further development.

Role based access control (RBAC) has been widely used in database management
and operating systems. In 1993, the National Institute of Standards and Technology
(NIST) developed prototype implementations, sponsored external research [38], and
published formal RBAC models [39, 48]. Since then, many RBAC practical applica-
tions have been implemented [6, 40, 89], because RBAC has many advantages such

as reducing administration cost and complexity.

However, there are some problems which may arise in RBAC management. One
is related to authorization granting process. For example, when a role is granted
to a user, this role may conflict with other roles of the user or together with this
role; the user may have or derive a high level of authority. Another is related to
authorization revocation. For instance, when a role is revoked from a user, the user

may still have the role.

To solve these problems, we present an authorization granting algorithm, and
weak revocation and strong revocation algorithms that are based on relational al-
gebra. The algorithms check conflicts and therefore help allocate the roles and per-
missions without compromising the security in RBAC. We describe the applications

of the new algorithms with an anonymity scalable payment scheme.

In summary, this thesis has made the following major contributions in electronic

service systems:

e A ticket based global solution for electronic commerce systems;
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A ticket based solution is designed for different kinds of e-services. Tickets

provide a flexible mechanism and users can check charges at anytime.

Untraceable electronic cash system;

An untraceable e-cash system is developed, in which the bank involvement in
the payment transaction between a user and a receiver is eliminated. Users

remain anonymous, unless she/he spends a coin more than once.

A self-scalable anonymity electronic payment system;

In this payment system, from the viewpoint of banks, consumers can improve
anonymity if they are worried about disclosure of their identities. Each con-

sumer can get the required anonymity level.

Using RBAC to manage electronic payment system;

The basic structure of RBAC is reviewed. The challenge problems in the
management of RBAC with electronic payment systems are analyzed and how

to use RBAC to manage electronic payment system is proposed.

The investigation of recovery algorithms for conflicting problems in user-role

assignments and permission-role assignments.

Formal authorization allocation algorithms for role-based access control have
developed. The formal approaches are based on relational structure, and re-
lational algebra and are used to check conflicting problems between roles and

between permissions.
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Chapter 1

Introduction

This chapter presents the motivation and objectives of this thesis. There are three
sections in the chapter. In the first section, three technology issues in e-commerce
with their unsolved problems are introduced. The issues are ticket based access
schemes, electronic payment and role-based access control management. The objec-
tives and organization of this thesis are described in the second and third section

respectively.

1.1 Overview and Motivation

1.1.1 Mobile service system

E-commerce is revolutionizing the way we work. Its impact is already being felt
in consumer goods sales and will be much more widespread in the future. Mobile
service systems, as an important subject, extend usages of e-commerce [2]. Mobile
commerce is a subset of e-commerce which continues to see phenomenal growth, but
so far most e-commerce involves wired infrastructures. Emerging wireless and mobile
networks create new opportunities in e-commerce and increased growth. A mobile

service system (or M-commerce) is defined as any type of transaction of an economic
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value that is conducted through a terminal that uses a wireless telecommunications

network for communication with an e-commerce infrastructure.

During the early 1980s, cellular telephone systems experienced rapid growth in
Europe, particularly in the United Kingdom and Germany. Each country developed
its own system, which was incompatible with everyone else’s in equipment and op-
eration. This was undesirable, because not only was the mobile equipment limited
to operation within national boundaries, but there was also a very limited market
for each type of equipment, so economies of scale and the consequent savings could

not be realized [27].

In 1983, a group called the Global System Mobile (GSM) was setup for mobile
unified standards. The first version of the GSM specifications were published in
1990. Commercial service was started in mid-1991, and by 1993 there were 36
GSM networks in 22 countries [97]. Over 200 GSM networks are operational in
110 countries around the world. In the beginning of 1994, there were 1.3 million
subscribers worldwide [2], which has grown to more than 55 million by October

1997.

Mobile service systems are becoming extremely popular, which makes the pro-
vision of services to mobile users an attractive business area. Mobile service can be
regarded as a special form of e-commerce, where users buy services instead of prod-
ucts from service providers via the network because services are much wider that
products. From a technology perspective, mobile communication systems have been
made possible by two factors: advances in wireless communications, and portable
devices that are readily available on the market for decreasing costs. The first has
resulted in a number of wireless access network technological telephones, such as,

cellular telephone networks and wireless LANs (local area network). Examples of
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the second are high performance laptop computers, handheld palmtop devices with
considerable computing power, and portable sets with increasing functionality. From
a business perspective, mobile service systems are possible because mobility is a big
attraction for users. Mobile telephones, for instance, have gained more popularity
among users than anyone predicted. In Europe, the number of mobile subscribers
was 22 million in 1995 and was estimated to reach more than 110 million by 2000
[17]. In Finland and several other countries, the number of mobile subscriptions
has already exceeded the figures for fixed telephone lines. The growing success and
popularity of mobile communication systems makes the mobile services to be a ben-
efit business area. Therefore, a great number and variety of service providers are

expected to appear on the mobile market in the near future.

There are a number of proposals for mobile systems [68, 69, 42|, though all
of them lack flexibility in security management. The Global system for mobile
communications [68], for example, provides mechanisms for user authentication as
well as integrity and confidentiality, including protection of information exchanged
between the mobile terminal and the fixed network. It provides, however, only
limited privacy protection for users by hiding their real identities from eavesdroppers
on the radio interface [69]. Another contemporary mobile communication system
CDPD [42] provides similar security services, however, there are some other issues

and problems in mobile commerce, which need to be addressed:

Global solution. Current solutions only solve particular service problems for mo-
bile users. Users have to change the mobile service systems in order to do other

business on the Internet. This is not convenient for users.

Clear charging. Mobile users wish to see a clear and continuously up-dated bill for

provided services. Users do not like receiving an account statement only monthly
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or bi-monthly, but like to be able to check it at anytime.

Trustworthiness. In most cases of buying services, we assume that mobile users
trust service providers to bill their service usage correctly and not to misuse user
and service usage related information. This kind of trust model is not adequate for
future mobile communication systems. With the rapidly growing number of service
providers, most of which are new on the market and unknown to the users, this
assumption is no longer justified. This requires mechanisms that guarantee correct

and indisputable billing and ensures anonymous service usage.

Scalability. Future mobile communication systems aim at offering access to any
service, anywhere, at anytime. The mechanisms of current mobile communication
systems are not sufficiently scalable to be able to fulfill this requirement. Traditional
solutions for implementing user mobility rely on cross domain authentication and
roaming agreements. A user, when visiting a foreign domain and accessing a service
there, has to authenticate himself to the foreign service provider with the help of his
home domain agent. This may involve a potentially time consuming authentication
protocol over long distances. Furthermore, cross domain authentication requires
the foreign service provider to trust the home domain agent of the user. Today,
this trust is based on roaming agreements between various service providers. With
the rapidly growing number of service providers, however, roaming agreements are
becoming inefficient and no longer feasible. New mechanisms are needed that do
not require contact with the home domain of the user when accessing services in a

foreign domain, nor business agreements between domains.

In the future, mobile service systems should provide global solutions for all kinds
of mobile services and guarantee higher levels of security than current systems. This

means that, as well as requiring confidentiality and the protection of the integrity of
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message exchanged between the user and the service provider, and authentication
of the user to the service provider, future systems should also require authentication
of the service provider to the user and guarantee the user higher levels of privacy.

Furthermore, clear billing has to be ensured.

A new approach is needed to address the above-mentioned problems. This ap-
proach is based on the Credential Centre, and a ticket-based mechanism for service

access [119]. The main idea is illustrated in Figure 1.1.

] Wireless network
Credential
ceriet

Figure 1.1: Ticket Model

In the first step, the Credential Centre issues tickets for the users. In the second
step, a ticket-based mechanism is implemented allowing the user to remunerate the
service providers. Tickets can provide a flexible and scalable mechanism for mobile

access [115].

There are three participants (User, Service provider, and Credential Centre) and
a protocol with several sub protocols (ticket acquisition, ticket usage, clearance, and
billing) in the model. Each user is registered with the Credential Centre. The user
obtains tickets by running the ticket acquisition protocol with the Credential Centre.
These tickets are used to access services anonymously. In the ticket usage protocol,

the user presents an appropriate ticket to the service provider, which can verify the
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validity of the ticket and the legitimacy of the user to use it. While the user’s private
identity is not revealed in this protocol, the service provider authenticates itself to
the user. If the verification of the ticket is successful, then the service provider
provides the service to the user according to the conditions on the ticket. Based on

the received tickets, the Credential Centre prepares a clear bill for each user.

We introduce a ticket based access scheme in Chapter 3. The main contributions

of the ticket access scheme are:

1. It is a global ticket-based solution.
2. It is also scalable and users can check their account statement at anytime.

3. It is an anonymous and dynamic system, and new users and new service

providers can join the system at anytime.

1.1.2 Electronic payment

After providing a service, the service provider will ask consumers to pay. There are a
number of proposals for electronic payment. David Chaum [22] first proposed an on-
line payment system that would guarantee that valid coins are received. This system
provides some levels of anonymity against a collaboration of shops and banks. How-
ever, users have no flexible anonymity and banks have to keep a very large database
for users and coins. Another on-line CyberCoin (http://www.cybercash.com) ap-
proach allows clients to make payments by signing fund transfer requests to mer-
chants. The merchants submit the signed requests to the bank for authorization of
the payments. The CyberCoin protocol, however, is not fully anonymous since it
allows the issuing bank to track every purchase. Furthermore, the scalability of the

CyberCoin protocol is questionable since it relies on the availability of a single on-
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line bank. NetBill [30] extends the above payment mechanism by supporting goods
atomicity and certified delivery. The drawbacks of NetBill protocol are the addition
of extra messages and the significant increase in the amount of encryption used. In
1995, Chaum [23] proposed blind signatures to provide a fully anonymous coin-based
payment system. This system has the disadvantages of centralized management of
issuing and checking the double spending of coins. The most sophisticated protocol
is the SET protocol [67], which was designed to facilitate credit card transactions
over the Internet. SET security comes at a considerable computation and com-
munication cost. SET, unlike other simpler on-line protocols, does not offer full

anonymity, non-repudiation, nor certified delivery.

The systems mentioned above are on-line payment systems. The qualifier “on-
line” means banks have to connect with service providers for verifications. They
need sophisticated cryptographic functions for each coin, and require additional
computational resources for the bank to validate the purchases. Forcing the bank
to be on-line at payment is a very strict requirement. On-line payment systems
protect the merchant and the bank against customer fraud, since every payment
needs to be approved by the customer’s bank. This increases the computation
cost, proportional to the size of the database of spent coins. If a large number of
people start using the system, the size of this database could become very large and
unmanageable and furthermore keeping a database of every coin ever spent in the
system is not a scalable solution [23]. Digicash [23] plans to use multiple banks each
minting and managing their own currency with inter-bank clearing to handle the
problems of scalability. It seems likely that the host bank machine has an internal
scalable structure so that it can be set up not only for a 10,000 user bank, but

also for a 1,000,000 user bank. Under these circumstances, the task of maintaining
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and querying a database of spent coins is probably beyond today’s state-of-the-art

database systems [108, 109].

In an off-line protocol, the merchant verifies the payment using cryptographic
techniques, and commits the payment to the payment authority later in an off-line
batch process. Off-line payment systems were designed to lower the cost of trans-
actions due to removing the delay in verifying batch processes. Off-line payment
systems, however, suffer from the possibility of double spending, whereby the elec-

tronic currency might be duplicated and spent repeatedly.

The first off-line anonymous electronic cash was introduced by Chaum, Fiat
and Naor [26]. The security of their scheme relied on some restricted assumptions
such as a function f(x,y) is similar to random oracle and g gives a one-to-one
map from the second argument onto a special range. There is also no formal proof
attempted. Although hardly practical, their system demonstrated how off-line e-cash
can be constructed and laid the foundation for more secure and efficient schemes.
In 1995, Chan, Frankel and Tsiounis [20] presented a provable secure off-line e-cash
scheme that relied only on the security of RSA [86]. This scheme extended the
work of Franklin and Yung [44] who aimed to achieve provable security without
the use of general computation protocols. The anonymity of consumers is based
on the security of RSA and it cannot be changed dynamically after the system is
established. NetCents [81] proposed a lightweight, flexible and secure protocol for
micropayments of electronic commerce over the Internet. This protocol is designed
only to support purchases ranging in value from a fraction of a penny and up. In
2000, David Pointcheval [79] presented a payment scheme in which the consumer’s
identity can be found any time by a certification authority. So the privacy of a

consumer cannot be protected.
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A new off-line electronic cash scheme is needed, in which the anonymity of con-
sumers is scalable and can be done by consumers themselves. Consumers can get

the required anonymity without showing their identities to any third party.

We focus on efficient E-cash systems and consumer anonymity self-scalable pay-

ment schemes for the Electronic payment topic.

We have developed a new untraceable electronic cash scheme for transaction
[108]. No banks are involved in payment transactions between users and receivers
(for example shops). Users withdraw electronic “coins” from banks and use them
to pay to receivers. The receivers subsequently deposit the coins back to the bank.
In the process users remain anonymous, unless she/he spends a single coin more
than once (double spend). The security of the system is based on DLA (Discrete

Logarithm Assumption) and the cut-and-choose methodology.

We have designed a consumer anonymity self-scalable payment scheme [110].
This scheme includes two basic processes in system initialization (bank setup and
consumer setup) and three main protocols: a new withdrawal protocol with which
a user U withdraws electronic coins from a bank B while his account is debited; a
new payment protocol with which U pays the coin to a shop S; and a new deposit
protocol with which S deposits the coin to B and has his account credited. If a
consumer wants to get a high level of anonymity after she/he has obtained a coin

from the bank (withdrawal), she/he can contact an anonymity provider agent (AP).

Basic payment model: In the simplest form of a payment model, an e-cash
system consists of three parts (a bank B, a consumer U and a shop S) and three
main procedures as shown in Figure 1.2 (withdrawal, payment and deposit). In a

coin’s life-cycle, the consumer U first performs an account establishment protocol
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to open an account with the bank B.

BANK
Withdra\% wﬂt
CONSUMER__&/ment SHOP

Figure 1.2: Basic Cash Transaction

Besides the basic participants, a third party named Anonymity Provider (AP)
agent is involved in our scheme. The AP agent ensures the consumer’s required
level of anonymity and is not involved in a purchase process. The AP agent gives a

certificate to the consumer when she/he needs a higher level of anonymity.

The new payment scheme has the following features:

1. Consumers can get a higher level of anonymity by themselves.

2. The identity of a consumer cannot be traced unless the consumer spends the

same coin twice.
3. It is an off-line scheme with low communication and computation.

4. Tt can effectively prevent eavesdropping, tampering, impersonation and “per-

fect crime” [99].

1.1.3 Role based access control

To reduce administration cost and complexity and to improve the security of man-

agement, we analyze how to use Role based access control (RBAC) to manage the
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new systems. Recently, role based access control (RBAC) has been widely used in

databases system management and operating system products.

RBAC is described in terms of individual users being associated with roles as
well as roles being associated with permissions (each permission is a pair of objects
and operations). As such, a role is associated with users and permissions. A user
in this model is a human being. A role is a job function or job title within the

organization associated with its authority and responsibility.

A permission is an approval of a particular operation to be performed on one or
more objects. The relationship between roles and permissions is shown in Figure
1.3, and arrows indicate a many to many relationship (that is , a permission can be
associated with one or more roles, and a role can be associated with one or more
permissions). The RBAC security model has two components: MCy and MC;.
Model component MCy, called the RBAC authorization database model, defines
the RBAC security properties for authorization of static roles. Static properties
of a RBAC authorization database include role hierarchy, inheritance, cardinality,
and static separation of duty. MC;, called the RBAC activation model, defines
the RBAC security properties for dynamic activation of roles. Dynamic properties
include role activation, permission execution, dynamic separation of duties, and

object access. In particular, the RBAC model supports the specification of:

1. User/role associations, that is , the constraints specifying user authorizations

to perform roles;

2. Role hierarchies, for example, the constraints specifying which role may inherit

all of the permissions of another role;

3. Duty separation constraints; these are role/role associations indicating conflict
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OPERATIONS

USERS ROLES

PERMISSIONS

OBJECTS

User-role assignment  (UA) Permission—role assignment (PA)

<> Indicates many-to—many relationships

Figure 1.3: Basic RBAC relationship

of interest:

(a) Static separated duty (SSD); a constraint specifying that a user cannot

be authorized for two different roles,

(b) Dynamic separated duty (DSD); a constraint specifying that a user can
be authorized for two different roles but cannot act simultaneously in

both.

4. Cardinality; the maximum number of users allowed, that is , how many users
can be authorized for any particular role (role cardinality), for example, only

one manager.

Properties 1 and 4 depend on how a system is implemented, and can be decided
after the system has been designed. However, properties 2 and 3 have to be decided
when a system is designed. This is because permissions of different roles may be in

conflict compromising the security of the system.

There has been little research done on the usage of RABC in electronic service

systems. Methods of use RBAC to manage electronic payment system is another
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challenge in this project [91]. We have analyzed RBAC and its management for

electronic service systems in chapters 6, 7 and Chapter 8.

1.2 Objectives of the Thesis

With advances in computer networks, in processor speed, and in databases, and
with advances in note counterfeiting technology and with both individuals’ and busi-
nesses’ desire for remote and more convenient financial transactions, some forms of
electronic cash are likely to become widespread within 5 to 10 years. Although
unconditionally anonymous electronic cash systems have been proposed in the lit-
erature, financial institutions are unwilling to be a completely anonymous system.
Their reasons for opposing complete untraceability have to do with the containment
of user fraud and the desire to restrict new kinds of crime that unrestricted, and
spendable electronic cash could facilitate. Because of the necessary concern over
crime control, they have previously proposed systems with little or no protection
for the users’ privacy. On the other hand, consumers, when shopping over the In-
ternet, prefer to have some degree of anonymity so that, for example, they cannot
be traced by banks. There are a number of proposals for electronic cash systems
[22, 30, 67, 26, 20, 81, 79]. All of these solutions are either too large to manage or
lack flexibility in providing anonymity. Therefore, they are not suitable solutions

for electronic payment in the future.

Electronic service systems allow users and service providers to be widely dis-
tributed and to use heterogeneous catalog systems. It may have conflicts within
operations which may cause negative influences with the service systems. The man-
agement of these service systems is complex. Whether or not systems are successful

depends on the quality of their management.
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To investigate these problems, I will focus on three major tasks in my PhD

research:

1. A ticket based access solution;
2. Electronic payment systems;

3. Role based access control.

1.3 Organization of the Thesis

The thesis consists of nine chapters. Their precedence order is outlined and illus-

trated in Figure 1.4.

In Chapter 2, e-commerce issues and a framework for e-commerce are presented.
There are three dimensions in the framework: the software technology dimension,
the hardware support dimension, and the application dimension. From Chapter 3 to
Chapter 8, we focus on the software technology plane. In Chapter 3, a ticket based
access scheme for mobile e-commerce is introduced. An electronic cash scheme is
analyzed in Chapter 4 while a consumer scalable anonymity electronic payment is
designed in Chapter 5. RBAC and its applications are discussed in Chapter 6. There
are consistency problems that may arise in user-role assignment and permission-
role assignment with RBAC. In Chapter 7, we address the problem in user-role
assignment by using formal authorization allocation (FAA) approaches. In Chapter
8, we develop formal authorization allocation (FAA) approaches to solve the problem
in permission-role assignment. Finally, conclusions and future work are indicated in

Chapter 9.
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Figure 1.4: The structure of the thesis
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Chapter 2

Electronic Commerce Items and
Related Technology

This chapter presents e-commerce items and a framework for e-commerce. The
items include trust and privacy, payment system, management and security and so
on. The position and the importance of each topic in e-commerce are discussed
extensively. Finally, a new framework for e-commerce is proposed. The framework
has three dimensions which are software technology dimension, hardware dimension
and e-commerce application dimension. The criteria of a good framework is also
indicated. It has been demonstrated that the framework is a natural and efficient
framework. Furthermore, all items in e-commerce can fit into the framework very

well.

2.1 Introduction

E-commerce can be defined as the buying and selling of information, products, and
services via computer network [58]. E-commerce systems can be of significant value
as a milestone for new customer access management strategies. This is because

e-cominerce systems:

17
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1. directly connect buyers and sellers;
2. support fully digital information exchange;
3. have no time and place limits;

4. support interactivity and therefore can dynamically adapt to customer behav-

ior;

5. can be updated in real-time, therefore always up-to-date.

Next, I describe various items in e-commerce.

2.2 Items in Electronic Commerce

In this section, some items with technological details on the way to electronic com-

merce are reviewed. These items are important to understanding e-commerce.

2.2.1 Trust and privacy

Users are seriously concerned with privacy and trust, which may lead to a backlash
against providers using such systems, or customers avoiding the use of these sys-
tems [29]. Some companies require customers to provide their information on their
demographics information, buying patterns or product needs. Unfortunately, this
data is critical in many cases since consumers do not know what will be done with
their private data. There are two ways of handling these concerns, either customers
can be made aware of the benefits of volunteering this data, or material incentives

can be offered to customers to attract them.

The concerns with trust can be categorized as follows:
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1. Personal data, whether personal data is secure or not during electronic trans-

actions;
2. Service processes, whether service processes can be trusted or not during elec-
tronic transactions with organizations. The forms of service process involve:
a. money paid and received;
b. goods and services offered and acquired; and
c. assurances that a refund is available for unsatisfactory goods and ser-

vices;

3. Privacy of personal data, whether data storage of personal data can be trusted

or not.

4. Subsequent behavior, whether has subsequent behavior with customers data
to other companies (that is, sale customers data or share the data with sub

companies and so on.)

The concerns with privacy includes:

1. Cookies, websites send cookies (files) to consumers who visit the websites and

also get some information of consumers;

2. Internet Privacy: Cyberspace Invades Personal Space [29];

3. Spam, consumers receive a lot of useless messages.

No consumers like their private data to be reviewed. Electronic services have to

protect the privacy of users, and then users trust and be interested in the e-commerce

system.
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2.2.2 Electronic payment systems

Electronic business can only be successful if financial exchanges between buyers and
sellers can occur in a simple, universally accepted, safe and cheap way. E-commerce
assumes that the participants pay for the services they receive. But there has been
a marked reluctance among net-users to actually part with their money, particularly
for digital goods and services. Various systems have been proposed, some of them
based on traditional mechanisms (for example, credit cards accounts) while others
rely on new designs, such as electronic money. The key here is to find a few widely
accepted mechanisms, which can be used by most participants. Two later chapters
address the questions of how to design a secure electronic payment system and how

to provide a scalable anonymity payment scheme for consumers.

2.2.3 Security

Security is a key enabling factor in e-commerce. With the industry moving toward
a consensus on providing service on wireless commerce, the next major challenge
for enterprisers and service providers is securing resources from unauthorized access
and preventing fraud. As companies allow customers to execute wireless transactions
and business partners with wireless access to share information and resources via
an Intranet or extranet, security becomes a chief concern. There are three levels for
e-commerce security [64, 71, 37]. The following Figure 2.1 illustrates users access
services in e-commerce. Three levels are involved in the figure. They are network

connection level, management level, and transaction level.

Network connection level
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Mobile
device

Application
server

Figure 2.1: Users access service model

In a wired network, firewalls are used to provide the first level of security be-
tween the user and the Web server; in the wireless world, mobile gateways manage
access to a Web server, provide encryption through the Wireless Transport Layer
Security (WTLS) specification and authenticate users to enable a secure connec-
tion between the wireless device and the application server. W'TLS, which is a
version of TLS/SSL for wireless communications, provides secure service such as
data integrity, authentication, and denial-of-service protection. Service providers
in e-commerce environments must address the same challenges involved in securing
wired environments and then users and service providers can trust each other. It
means that users are controlled to access both the network and individual resources

(applications, content and transactions).
Management level

When users log in the wireless network, a management system is needed to con-
trol which resources users are authorized to access and which transactions they can
execute. This management system must also audit a user’s actions. This requires
an extensible infrastructure that can integrate with complementary security and

e-commerce technologies. For example, it should support multiple authentication
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methods including Personal Identification Numbers (PINs), passwords and Public
Key Infrastructure (PKI). A security infrastructure should provide an administra-
tion model to support the much higher volume of users associated with wireless
applications. Ideally, a wireless access management system should use different
roles to protect individual resources and control user access. Systems that use ac-
cess control lists (ACLs) would require that an administrator manually move the
user to a new ACL for every change in status, which is an inefficient and expensive
approach. The role based access control (RBAC) provides a new method to easily

manage a complex system. We detailed introduce RBAC in the later chapters.
Transactions level.

Consumers are all comfortable with conducting transactions face-to-face; there
is a physical exchange of goods and payment using a trusted mechanism such as
cash, cheque or card. The comfort derives in part from familiarity. Many people
are also familiar with, and trust, mail order transactions by post or over the phone,
even though there are many opportunities for failure. In an electronic world trust

is a more abstract concept:

1. Trust the information in a website?

2. Trust credit card information to the site?

3. Trust goods will be delivered?

These require that sensitive data must be secured throughout the transmission,

and all transactions must be confirmed. It is necessary to authenticate a user’s

identity, authorize the transaction, log the transaction details, and generate a digital

receipt. By logging all wireless user activity from accessing portfolio information and
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applying for loans — organizations can ensure that all transactions are binding and

provide customers with detailed transaction reports.

With the high progress of wireless technology, M-commerce has been becoming
an important subset of e-commerce. The issues mentioned above are also existed in

M-commerce.

2.3 A framework for electronic commerce

E-Commerce concerns with using a handheld terminal and mobile terminal such
as a mobile phone, connecting with wired and wireless networks, and conducting
transactions. Because there are many different kind of e-commerce Services (e-shop,
e-bank, M-service, and so on), it is necessary to build a framework to organize
them so that some conceptual structures can be discovered and new services may be
compared meaningfully with existing ones along some uniform dimensions. In order
to build such a framework, this section propose three dimensions. This integrated
three-dimensional framework help users to understand the development status of
current e-commerce services and further help designers, developers, and researcher
to strategize and effectively implement new e-commerce applications. The three

dimensions are:

1. E-commerce hardware dimension;
2. E-commerce software technology dimension;

3. E-commerce application dimension.

The first dimension of the framework is based on the hardware that is used within

e-commerce such as communication server, computer terminal, mobile phone, lap
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computer, and so on. In the second dimension, we provide various kinds of software
technologies in e-commerce such as financial transactions, e-payment, management,
and so on. In the third dimension, we categorize different e-commerce applications

according to their value added features.

A framework for the field of e-commerce was introduced by Jeffrey F. etc [56].
There are four infrastructures in the framework; they are Technology, Capital, Media
and Public Policy infrastructure. The authors specified the technology infrastruc-
ture is the foundation of a system. The hardware backbone of computers, routers,
servers, modems, and other network technologies provides half of the technology is-
sues. The other half includes the software and communication standards that run on
the hardware, including the core protocol for the web. On the other hand, authors
specified a Media infrastructure with communication technology. These two infras-
tructures are confusing by the communication technology. The main reason of this
confused point is because the authors did not analyze the relationship between dif-
ferent infrastructures. Another framework proposed by Varshney and Vetter [105],
shows a user plane with four levels and a developer-provider plane with three. The
framework has several functional layers. Consumers, providers, designers, and so
on can find individual layers in the framework. However, there are some short-
comings in this framework. For instance, there is a tight relationship between the
user plane and the developer and provider plane, the authors do not address it well
in their framework. Another disadvantage is that the authors put all mobile com-
merce applications into some classes among the application layer without addressing
any relationship among them. Many services involved in this layer have different

characteristics and relationships between them.

Criteria for Choosing a Framework
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We discuss the criteria for choosing a framework in the context of e-commerce.
A framework and its dimensions is a subjective work, there is no exact measure
for the quality of a framework along with its dimensions. However, there are some

criteria for choosing a framework’s dimensions.

One criterion is that a framework should be natural, which means that the
framework is easy to understand even to the novice. The next criterion is usefulness,
which means that the framework either help customers in e-commerce to strategize
e-commerce applications, or provide a model structure for researchers. The third
criterion is that the framework should be sufficiently consistent in categorizing e-
commerce applications. This means, all existing and possible future e-commerce

applications can be included and fit well into the framework.

Software technology plane

1SAS 1usLAed
reAld 7 1snu

Anoas
uawabeuey

Communication server|

Payment | Mobile | Customer
services | shopping | services Gatewa

IAdvertising Security | Other
gservices applications Mobjle phone \

Hardware support plane

E-commerce application plane

Figure 2.2: A framework of e-commerce
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Framework and Dimensions

The framework proposed in Figure 2.2 has three dimensions: software technology
dimension; hardware dimension and applications dimension. In this framework, the
software technology dimension is faced with an outside layer that supports end-users
and other third parties who make use of e-commerce services. These parties are not
necessary players in the e-commerce arena. This is because many people such as

researchers and technology supporters are not involved in e-commerce.

The hardware dimension is also supported by an outside layer. This layer refers
to the hardware environment. Productions, for example, communication servers,
mobile computers, gateway, and mobile firewall and so on. act as the cornerstone of

e-commerce and are the basic requirements to implement an e-commerce.

The e-commerce application dimension can be considered as an application of
the first dimension and the second dimension. Therefore we have positioned it on

another dimension.

Dimension One: Software Technology in E-Commerce

There are many software technologies in e-commerce and new skills that are
still being developed. Consumers and suppliers believe that good technologies can
bring them benefit and can be used to build a trusted e-service. Therefore, the
software dimension includes the basic and important technology requirements such
as payment system, management, and so on in e-commerce. This thesis focus on

some topics on this dimension.

Table 2.1 provides some examples of software technologies.
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Software technologies

Description

Examples

Communication It is used for connection between ray technology
terminal users and servers Secondary dimensiont
communication
E-service It provides access for the user on the Google, yahoo
mobile network, such as billing, helpdesk,
Management It offers how to manage a e- MAC, RBAC

service system and who can access
what information in the system

Software platform

Organize a platform to
integrate different communications
and services for e-commerce

ExpressQ 3.0 by
Nettech Systems

Financial transaction

Handles the financial transactions

Banks and BEA

Middleware

Middleware is a layer of software
that is used by application developers to
connect their E-applications with different
networks and operating systems
without introducing awareness
in the applications

Snapshot in
Aberdeen

Table 2.1: Software Technology in E-Commerce

Dimension 2: Hardware Support in E-Commerce

This dimension has several levels from the client side to the server side. We

have various hardware productions in e-commerce. For example, mobile phones
or handheld computers are used in consumer side while computer servers provide

service context in service provider’s side. Gateways, between terminals and servers,

are used to connect to each other. Table 2.2 shows some hardware in e-commerce.

Layers in dimension Descriptions and example Example
Terminals mobile devices and terminal provides Mobile phone
the client side functions in Laptops

e-commerce applications.

Computer server

It provides various information of
service and users can choose what
service they need

Nokia Mobile Server
SDK 1.0, Yahoo
Chat Service.

Gateway

It is used to connect from
consumers to servers

InfoSync,

Table 2.2: Hardware in e-commerce

Dimension 3: E-Commerce Application
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E-commerce application Descriptions Examples
e-shop e-commerce extends Amazon.com
ability to make transactions Yahoo
across time location
and creates new,
business opportunities.

Financial Services It offers financial ebay
transactions and is a key issue e-pay

in e-commerce environment
A terminal can
function as a security device
for gaining access to
e-commerce

Security services PKI systems

Wireless PKI systems

Customer Services It can be more economically AvantGo,
to provide services ebay
Advertising It introduces production for AdsOnWheel,
companies and individuals AvantGo

Table 2.3: E-commerce application

This dimension is based on the unique characteristics of e-commerce that com-
bine the advantages of electronic communications with existing e-commerce services.
And these characteristics can also be looked upon as the key drivers for the increas-
ing expanded e-commerce market [122, 127]. Table 2.3 lists these categories and
characteristics with examples. This layer can be divided into several minor subsets

according to different market segments: C2C, B2B, and B2C layer, and so on.

M-commerce can be defined as mobile variance of e-commerce, most of these

categories have their counterpart in a wireless world.

From what we have discussed above, we can find that all of these three dimensions
are good in the first criteria. The framework is natural and easy to understand. As
to the criteria of consistency and fitness issue, we have shown that it can strategize
e-commerce application and all existing and future applications are included in the

framework and fit well in these three dimensions.
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2.4 Conclusions

With the accelerating progress of content presentation standards and continuing
advances in data transmission speeds, e-commerce is assured by both consumers
and business. An overview of e-commerce has been presented in this chapter. Var-
ious kinds of e-commerce issues such as mobile devices, e-payment, security and
management, and so on are discussed. Finally, a new framework of e-commerce is
also presented. Some technology topics in the software dimension such as payment

system and management are detail analyzed in the rest of the thesis.
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CHAPTER 2



Chapter 3

A ticket-based access scheme for
mobile users

This chapter presents a ticket-based access model for e-commerce, specially for mo-
bile services. A ticket is a piece of information that represents the rights of a user
to access a service. The model supports efficient authentication of users, services
and service providers over different domains. Tickets are used to verify correctness
of the requested service as well as to direct billing information to the appropriate
user. The service providers can avoid roaming to multiple service domains, only
contacting a Credential Centre to certify the user’s ticket since tickets carry all au-
thorization information needed for the requested services. The user can preserve
anonymity and read a clear record of charges in the Credential Centre at anytime.

Furthermore, the identity of misbehaving users can be revealed by a Trusted Centre.

The information in this chapter is based on a published paper [119].

3.1 Introduction

With recent advances in wireless computing and communication, mobile services are

becoming an important factor in business. As a result, the security and privacy issues
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in mobile systems have become more critical. The static security access control is
incompatible with dynamic mobile environments. Mobile service access across mul-
tiple service domains, and the traditional access mechanisms rely on cross-domain
authentication using roaming agreements starting home location. Cross-domain
authentication involves many complicated authentication activities when the roam
path is long. This limits the future mobile applications. Normally, there can be
three participants in a mobile service. These are users, service providers, and ser-
vices. Some services bind users and service providers as well as services such as flight
services, other services do not bind any participants, for instance by using cash in
shopping services, everyone can use cash to buy anything in shops. Hence, depend-
ing on which parts are bound, there are different kinds of mobile services. However,
there is no scheme to provide a solution for all kinds of mobile services. Users have
to change mobile service systems if they want to do different kind of mobile services
on the Internet. From the consumer’s point of view, there is often a preference for
a total solution for all kinds of mobile services, some degree of anonymity such as
no more cross authentication, and a clear statement of account when shopping over

the Internet.

In the future, mobile service systems should provide a global solution for all
kinds of services and guarantee higher levels of security than current systems. It
means that as well as being a global solution, protecting the integrity of the message
exchanged between the user and the service provider, and authenticating the user to
the service provider, future systems should also require authentication of the service

provider to the user. Furthermore, clear billing has to be ensured.

In this chapter, a new approach to address the above-mentioned issues is pro-

posed. This approach is based on a Trusted Centre, a Credential Centre and a
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ticket-based mechanism for service access. The main idea is illustrated in Figure

3.1.

learance
Ticket Service
Provider

Figure 3.1: Ticket Model Structure

In this model, users, service providers and services are registered with the Trusted
Centre. The Credential Centre issues tickets to its users. A ticket is a piece of
information that represents the rights of a user to access a service provided by a
service provider. Users can use these tickets to access services anonymously. When
requesting a service, the user is required to hand over an appropriate ticket. After
checking the ticket, the service provider provides the requested service to the user
and reports to the Credential Centre. Later, the user can see a clear charging bill

in the Credential Centre.

This chapter is organized as follows: in section 2, the basic ticket model and
ticket types are introduced. There are eight different kinds of tickets that are divided
into two groups, group_1 and group_2. A single signature scheme for ticket group_1
and its ticket usage are presented in section 3 while a multi-signature scheme for
ticket group_2 and its usage are discussed in section 4. Security analysis and related
work are described in section 5. How the scheme can survive the lossy wireless

environments and can work for wireless service providers are also analyzed in this



34 CHAPTER 3

section. Finally the conclusions are presented in section 6.

3.2 Basic ticket model

There are four participants (the user, the service provider, the Trusted Centre and
the Credential Centre) and a protocol with several sub-protocols (ticket acquisition,
ticket usage, clearance, and billing) in the ticket model. The user obtains tickets by
running the ticket acquisition protocol. These tickets can be used to access services.
The user presents an appropriate ticket to the service provider, which can verify the
validity of the ticket. If the verification of the ticket is successful, then the service
provider provides the service to the user according to the conditions on the ticket.
Based on the received tickets, the Credential Centre prepares a charging bill for
each user. The exact forms of the clearance (payment to the service provider) and
billing (payment to the Credential Centre) protocols are not specified in our model.

Readers may refer to [109] for details.

There are several advantages in using tickets for accessing services [17]:

Flexibility. Users can choose services as they need and buy an appropriate ticket
that matches their personal requirements. They do not have to enter into long term

contractual relationships with service providers.

Scalability. The information in tickets is used by a service provider to decide
whether the service should be provided or not. Therefore, it is not necessary to run

long distance protocols to perform authentication.

Privacy. Users only have to show tickets, they do not need to reveal their real

identities. No private information is available to service providers.
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Transferability. In real life, not all tickets can be transferred. It is not convenient
for users to limit the wide use of tickets. In our ticket-based service access mecha-
nism, a ticket can be lent to other users even though it is bound with the user. This

means the ticket buyer and the ticket user do not have to be the same.

In addition to these advantages, some security problems such as duplication,

forgery, and modification must be solved in order to implement a ticket system

82].

Duplication. There are two types of duplication that need to be considered. The
first type is that users either use or sell a ticket many times (similar to double
spending in electronic cash systems). The second type is an eavesdropper who

listens to someone else acquiring a ticket and makes a copy for himself.

Forgery. The illegal construct of a valid ticket, which can be used for accessing to

services.

Modification. Users must not modify tickets. This is to prevent users from access-
ing resources for which the tickets have not permitted, for example, a ticket that

allows travelling by a bus, should not be modifiable to allow travelling by a flight.

A ticket may bind a given user, a given service, and a given service provider
together. For example, a movie ticket, which usually does not specify who can use
it (that is the user) or a travel card, which may not restrict the means of transport
(that is the service). Based on this observation, there are eight types of tickets.
These are illustrated in Table 3.1, where 'O’ means that the corresponding entity,

!

user, service provider or service is bound by the ticket, while '—" means that it is

not.
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A ticket of type ty, for instance, does not restrict the service for which it can be
used, the service provider which accepts it, or the user who can use it. This is much
like cash in real life. The other extreme is a ticket of type t7, which can only be
used by a given user, for a given service, provided by a given service provider. An

example of this type is a flight ticket.

Types to t1 | 1o t3 t4 t5 t6 t7
user -l-l-1-1©6]6 6|06
provider | - | - |®O|O | -] - |0 |06
service | - |®| - |O|- 10| - 106

Table 3.1: Ticket types

As mentioned in Table 1, tickets ¢, ¢ and ¢4 have only one entity bounded and
tickets t3, t5, tg and t; have two or three entities bounded. The tickets can be divided
into two groups, one is ticket group_1 including tickets 1, ¢, ¢4, and another one is
ticket group_2 including t3, t5, tg, t7. We design different mechanisms related to each
ticket group. Users are anonymous in purchasing since no private message needs
to be shown to service providers. Use of a ticket-based system can avoid roaming
multiple service domains. A simple case is a single signature. This case can be
used in tickets with only one bound entity (users, service providers or services).
As a signer, the bound entity uses a signature to authenticate a ticket. To cope
with the cases of two or more bound entities, it is extended to v(v = 2,3) Signers
(multi-signature). This means that a user can get a service if all v entities agree.
The v Signers case can also associate with the other services provided by many
cooperative providers since the number v is not limited to 2 or 3. A Credential_role
in the Credential Centre is set up to issue tickets and control the user’s charging

bill, and a Trusted_role in the Trusted Centre is also set up to judge conflicts. Each
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user’s statement of account can be seen clearly in the Credential Centre.

Through the usage of tickets, the problems of lack of Trust and Scalability are

also addressed as follows:

Trust. Users can anonymously access services by using tickets. They need neither
to reveal their identities, nor to fully trust service providers to handle user and
service usage related information. On the other hand, the information of service
providers is bound in tickets, thus, the user can assure that the service is provided
by the selected service provider. Therefore, users and service providers can trust
each other. Service providers can verify the validity of the tickets and check if their
legitimate users used them. If necessary, anonymity can be revoked and the Trusted

Centre can trace users who behave in a malicious way.

Scalability. The service providers only need to verify the ticket. Users do not
require long distance protocols but connect to the Credential Centre. They acquire

the ticket from the Credential Centre before roaming into the foreign domain.

For example, a user with a ticket for accessing information in a website can visit
the information. The user does not need to show his/her identity to the website but
the ticket. There is no long distance authorization protocol between the user and

the website since the ticket includes all required authorization message.

In the remaining sections, we discuss how the protocol works for various kinds
of tickets. We are not interested in ticket ¢y since it does not bind any entities and

electronic cash can be instead of it.
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3.3 Single signature scheme for ticket group_1

To facilitate discussions, some well-known primitive cryptographic terminologies,

which are used in the remaining of the chapter, are reviewed.

Hash function, h(z) is a hash function. For a given Y it is computationally

hard to find a z such that h(z) =Y, where z might be a vector.

Hash functions have been used in computer science for a long time. A hash
function is a function, mathematical or otherwise, that takes a variable-length input
string and converts it to a fixed-length (generally smaller) output string. Regardless
of the nature of the function, an adversary can always select values at random from
the domain of the function in the hope that they hash on the same value. Counter-
intuitively, it can be shown that if the range of a hash function is of size n, a guessing
algorithm does not need to perform 2" ! iterations (on average) in order to find a
collision, but rather only O(2"/2). Currently, a range of 160 bits is considered to be

sufficient for most applications.

Hash functions are a major building block for several cryptographic protocols,
including pseudorandom generators [8, 9, 14|, digital signatures [18], and message

authentication [106].

RSA, is a public key cryptosystem that offers both encryptions and digital
signatures (authentication) [86]. RSA works as follows: taking two large primes p
and ¢, and computing their product n = pg; n is called the modulus. Choosing
a number e, less than n and relatively prime to (p — 1)(¢ — 1). Finding another
number d such that (ed — 1) is divisible by (p —1)(¢ — 1). The public key is the pair
(n,e), the private key is d. The factors p and ¢ may be kept with the private key or

destroyed.
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It is currently difficult to obtain the private key d from the public key (n,e).
RSA is often used in modern environments [31], especially on the Internet, since
an individual needs not send any private secret key to others when they want to

contact him.

Multi-signatures, are multiple signatures signed on the same document. There
are two ways to implement multi-signature. One is that each person signs separately,
the other is that the message is signed simultaneously [102]. A multi-signature is

the enhancement of a single signature.

This section introduces a single signature scheme for tickets ty,%,,f4,. There
are four roles in the single signature scheme, Signer, Verifier, Credential role and
Trusted_role. Depending on tickets, the Signer can be a user, service or service
provider that signs a signature as a ticket. The Verifier might be a user or service
provider that verifies the signature of the Signer. The Credential role in the Cre-
dential Centre issues tickets. It provides information for the Verifier to check the
signature. Whether the signature is valid or not depends on the information. The
Trusted_role is a judge to solve the conflict between users, service providers and
services. This is because only the Trusted_role has the secret key of the system and
can trace users and service providers. Each Signer has a different but fixed identity
I, which is validated once the Signer is registered in the Trusted Centre and does
not include any private message of the Signer. Ticket ¢4, for instance, is bound to a
user only. A user can follow this scheme to sign a signature as a ticket, the service
provider verifies it and then sends some information to the Credential role and asks
for payment. Tickets t;,%, are similar to ticket ¢4, the signers are service provider

and service separately but not users.

The outline of the process in the scheme is shown in Figure 3.2. In the system
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initialization, the Trusted_role sends the private messages (r, S) to the Signer when
the Signer [ is set up, where r, S are computed by the Trusted_role, r is used in the
first verification by the Credential role and S is used as the first signature key by
the Signer. In the second step, the Credential role verifies if the data (I,r, D) sent
by the Signer are valid or not, where D is used in the ticket verification. The data
(I, D) are put on a public directory in the Credential Centre if the data are valid.

At this time, the Signer can do a signing message job.

[ Trusted_role (System initialization) }

step 1 (1,r,D)

P [ Credentia_role
(public center)

Figure 3.2: Single signature scheme for ticket group-1

While the Signer signs a message m, the Signer sends the signed message (¢, T, m)
as a ticket to the Verifier, and the latter checks if it is true or not, where ¢t and T" are
computed by the Signer and m may include some service information and conditions
etc. The data (I, D) in the Credential Centre are needed. The Verifier cannot verify
the message when the data (I, D) in the Credential Centre are not correct. Then
the Credential role can control the usage of the ticket, and even find who the Signer
is if it contacts the Trusted_role. In the final step, the Verifier sends a message
which including the ticket to the Credential Centre while the ticket is true. The
latter updates the data (I, D) that is used to issue a charging bill. The data (I, D)

is changed while the ticket is used and the ticket is invalid if the verifier cannot get
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the correct data (I, D). Thus, the ticket cannot be used twice and the user can see

a clear statement.

3.3.1 [Initialization of the system

There are two components in a signature scheme, one is the Signer played by con-
sumers (users), service providers, or services; the other is the Verifier played by
consumers or service providers. As a ticket, a signature is valid only if its verifica-

tion is passed.

The Trusted_role computes a public composite modulus n = pg where factors are

strong primes. The Trusted_role chooses also prime exponents e and d such that:
exd=1 (modo(n)).

Where ¢(n) = (p—1)(¢—1). The pair (n, e) are made public, and d is kept secret by
the Trusted Centre as the system key. The Trusted_role computes when the Signer

with identity I signs up:
r=k® (modn), S==FkxI (modn)

where k €g Z,, (a €g A means that the element a is selected randomly from the set

A with uniform distribution). Then
S¢=r«1°(modn).

Let D = S¢ (modn). The Trusted_role sends (r, S) with PGP cryptographic tech-
nology to the Signer whose public identity is I. S is used as the first signature key
to issue a ticket. Obviously, it is hard to compute S from D without system key d

under the RSA assumption.
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The Signer with the public key I sends (1,7, D) to the Credential_role, and the
latter verifies the following equation:

D =rx1I° (mod n).

The data (I,r, D) are valid when the equation is successful, in which 7 and D are
computed by the Trusted_role; otherwise the (I, 7, D) is invalid. The Credential role
publishes in a public directory the pair (I, D) for the Signer with the public key I.

The initialization processes of the system are shown in Figure 3.3.

r,9 .
Credentia_role

(1,D)
Public data

Figure 3.3: Initialization for group_1

3.3.2 The single signature scheme

The Verifier can access the public values n, e and the public pair (I, D) registered in
the Credential Centre. The data D in the Credential Centre must be right, otherwise

the signed message ( the ticket ) cannot be verified by the Verifier.

To express the general process of the single signature scheme, it is assumed that
messages mi,Ma, ...,m;_1 (I > 1) have already been signed by the Signer I. The
messages mi, M, ...,m;_1 (I > 1) can indicate different service requirements that

are included in tickets. A user can get a valid ticket if the signature is right. The

corresponding public key (I, D;_1) (Dy = D) of the Signer is now registered in the
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public directory of the Credential Centre. The message m; for the next service is
signed by the Signer using the secret key S;_1(Sy = S). The Signer and the Verifier

perform the following steps.

Input: (I,D; 1,e,n),

Signer:

1. Picks r; 1 €r Z, and computes: T} 1 = rf_,(modn).

2. Computes: S; = S; 1 *my (mod n), S; is used as the secret key by the Signer I
in the next signing operation.

3. Computes the Hashing value d; 1 = h(T;_1,m;) (mod n).

4. Computes the final witness t; 1 =7, 1 * (S;_1 * my) =% (mod n).

Note: A ticket is the signature (¢, 1,7 1,m;). The ticket is sent to the Credential
Centre to make a record, it also needs to be sent to a service provider when the user

wants to go shopping.

Credential_role:

The Credential _role computes D; for the ticket, where
D, =D;_1 *m{ (mod n) =S; (mod n).

D, is published in the Credential Centre. It is used to verify the ticket by the Verifier

and used to issue another ticket.

Verifier:

5. The Verifier gets (¢, 1,7, 1, m;) and knows (I, D; 1), then checks that:

di_y = h(ts_, * DI« m{™" (mod n),m;) (mod n).
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It is easy to see that if the Signer follows the protocol, the equation is valid. Indeed:

di—1 = h(T—1,my) (mod n).

T,1 = rf, (mod n)

(ti—1 * (Sj_1 * my)%-1)¢ (mod n)
(te_, x DM« m™ 1) (mod n).

Using this protocol the Verifier is convinced with overwhelming probability that the
Signer knows the secret key S;_1. This S;_; is used but not revealed at the end of

the protocol.

6. The Verifier sends the ticket to the Credential role. The latter updates (I, D; ;)
in the public director and takes a record. The ticket (¢, 1,7, 1,m;) cannot be used

twice since it has been marked by the Credential role. o

These steps are shown in Figure 3.4.
- Stepl (tra, T 1, mi ) —
:

Step 2
Credential
D, . D Centre

1, T o, Mo )
Public data

Figure 3.4: Single signature scheme

Remark: The Verifier must use the public data D;_; in the Credential Centre
when it checks whether the signed message is true or not. The signed message is
unavailable if the data D; ; are changed, then the Credential role can revoke the

anonymity of the Signer.
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3.3.3 The usage of tickets in ticket group_1

Tickets are pieces of messages, which can be signatures, and the Credential role can
remember them. Ticket 4, for instance, is the signature of a user and can be bought
by the user. The following analysis is only of ticket ¢, since the signature for tickets

t1, 19 are similar to that of ¢,.

We suppose that users, service providers and services are registered in the Trusted
Centre. A ticket is obtained by a user who requests the service in the ticket. When
requiring a service, the user goes to the Credential Centre for a ticket. The Creden-
tial_role sends a message m,; including the service information, current time, user’s
requirement etc to the user. For instance, m; = {Get a bread, 10/10/2004, deliver}.
As a Signer, the user signs the message and makes a ticket (¢, 1,7, 1,my). The
ticket (t;_1,7;_1,m;) can be used to obtain a service from a service provider. As
a Verifier, the service provider verifies if the ticket is valid or not, using the data
(I, D;_;) in the Credential Centre. Neither the service provider nor the Creden-
tial_role knows who the user is. Only the Trusted_role can trace the user from the
public key I. When the ticket (¢;_1,7;_1,m;) is used the Credential role makes a
record for the data D; ;. The record is used to prevent the ticket from being dupli-
cated and to issue a charging bill. Then users can see the charging bill at any time.
This is what consumers expect when they do business on the Internet. Finally, the

Credential_role can send a bill to the user.

In this mechanism presented here, a user can issue many tickets which can be
used whenever, this is because whether a ticket is valid or not depends on the data
in the Credential Centre only. The data Dy, D1, ..., D;_1, D, ... are published in the

public directory. Thus there is no order of tickets. The user can also lend the
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ticket to others. He/She gives only the ticket (¢, 1,7, 1,m;) to others. This is very
convenient for users. Furthermore, most computing in this scheme is done by the
terminal side (the user or the service provider); this can reduce the resource of the
mobile service system. The following two approaches can use to avoid the public

directory from becoming too big to manage.
1) Delete the verified data in time, this can make the directory to be small,

2) A distributed solution of directories can be setup in the implementation of

the scheme.

However, this scheme only suits the ticket in ticket group_1. The problems of
tickets s, t5, ts, t7 cannot be solved in the scheme of this section. A multi-signature

scheme to solve these problems is explained in the next section.

3.4 Multi-signature scheme for ticket group_2

We extend the single signature scheme to a multi-signature scheme for tickets
t3,t5,ts,t7. The number of signers is not limited to two or three, but v signers.
This means that the scheme can also be used when services are provided by many

cooperative providers.

This is, in brief, the process of the multi-signature scheme. Instead of the public
key I of a signer in the last section, we use ID; (i = 1,2,...v) as a public keys for
signers U; since there are more than one signers in a multi-signature. In the system
initialization, the Trusted_role computes and secretly sends the messages (7, S;) to
signers U; in the group when the Signers are set up. This step is same as the first
step in the last section. In the second step, the Credential_role verifies if the data

(ID;,r;, D;) sent by the Signers are valid or not. A vector (IDy,ID,...,ID,, g1), as
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the group public key, is put in the Credential Centre, where g; is computed by the

Credential role and is used in the first ticket verification, then the group can sign.

In the signature process, the Credential_role gets v pairs of data (t;,T};) from
the Signers with identity ID;(1 <= ¢ <= v) when a message m is signed, where
(ta, Ty;) are computed by the Signer ID;. In the next step, the Credential role sends
the signed message (t; = _llq_}[1 tiy (mod n), T, = 'lﬁl Ty (mod n),m) to the Signer as a

il= il=
ticket, where n is a public integer defined in the system initialization. The ticket is
sent to the Verifier and the Verifier checks if it is true or not. The Verifier may not
verify if the data g; in the Credential Centre is not correct, and the signed message
is invalid. Therefore the Credential Centre can revoke the anonymity of the Signers.
In the final step, the Verifier sends the ticket to the Credential Centre and then the

Credential role can make a record for the ticket. This process is shown in Figure

3.5.

Trusted_role

| /w_ﬁ%

Signer 1D Credentia_role

ep 3
t X\ m)

Figure 3.5: Multi-signature scheme for ticket group_2

Suppose there are v Signers Uy, Us, ..., U, in the signature system to sign a mes-
sage simultaneously, for tickets ts3, 15, s, 17, two or three signers are enough. The
scheme can also cope with some other cases for example some services provided

by many providers. Ticket tg, for instance, is bound to the user and the service
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provider. Then the ticket includes the agreement between these two components.

Signers are needed to change in order to suit different kinds of tickets.
3.4.1 [Initialization of the system

Similar to the previous section, the pair (n, e) are made public, and d is kept secret
by the Trusted Centre as the system key. The Signer U; of the system has a public
key ID; which is produced by the Trusted Centre when the signer joins the system.

The Trusted_role computes:
ri = ki (modn), S;=k;*ID; (modn)

k; €r Zp, then Sf = r; x ID¢ (modn). Let D; = S¢ (modn), the Trusted_role
secretly sends (r;,S;) to the Signer with the public key ID;. S; is used by U; as
the first signature key. It is hard to compute S; from ID; without the system key d

under the RSA assumption.

The Signer U; sends (ID;,r;, D;) to the Credential role, and the latter verifies
the following equation:

D; =r; % ID{ (mod n) (3.1)

The data (ID;,r;, D;) are valid if the equation (1) is successful, which means all v
Signers agree to issue a ticket. Otherwise the data (ID;,r;, D;) are invalid. While
the equation is successful for ¢ = 1,2, ..., v, the Credential_role computes a system
public key:

9= ﬁ D; (mod n) = ﬁ S¢ (mod n).

=1 i=1

The Credential role registers in a public directory a vector (I Dy, 1Ds,,...,1D,, 1)
for Signers Uy, Us, ..., U,. The data g; is used and changed when a valid signature is

done. The processes are shown in Figure 3.6.
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D 4, I'1, Dl)

(I’l, 1)

(rz,:SZ) (|D2,EI’2, Dz)

Trusted Credential
Centre Centre

igner ID D v, rv, D)
(ID4,..,1Dv,g )

Public data

Figure 3.6: Initialization of Multi-signature scheme

3.4.2 The Multi-signature scheme

When the Verifier accesses the system public key n, e and the public vector
(IDy,ID,,...,ID,, g1) in the Credential Centre, the data g; must be correct, other-

wise the signature is unavailable since the Verifier cannot verify the signed message.

Assuming that a message m;(l = 1,2, 3, ...) including service information, users
requirements etc is signed by the Signers Uy, Us, ..., U,. S;;_1, the secret key of Signer
U; is changed when the message m; has been signed (( = 1,2, ...,v) and S;p = S;).
This means S;;_; is a once-a-time secret key and it improves the security of the
system. z is a public prime number which is known to v Signers and it is used in the

new multi-signature scheme. The processes of the multi-signature scheme are below.

Input:(ID;, D;, e, n),

Signer U;:

Step 1.

1.1 Picks r; €r Z, and computes: T = r§(modn).

1.2 Computes: Sy = S;;1 *my (modn).



20 CHAPTER 3

Si; is used as the secret key by U; in the next signing operation.
1.3 Computes: t; = ry * (S;_1 * my)? (mod n).

1.4 Sends the pair (¢;;,T;) to the Credential role.

The Credential role is not able to get the secret key S;;—; from the data (¢;,T}).

The Credential_role can now produce a ticket.

Credential_role:

Step 2. The Credential_role computes:
Gi+1 = g *m}® (mod n).

and

= H ty (mod n), T;= H Ty (mod n)

il=1 il=1

gi1+1 is published in the public directory, it is required to issue another ticket.

(t;, Ty, my) is a ticket which is used for asking services.

It should be noted, for instance a ticket tg, both the user and the service provider
are Signers, however, the ticket (t;,7},m;) is only sent by the Credential_role to the
user. The user sends the ticket to a service provider to ask for a purchase. The
service provider, as a verifier, verifies the ticket. The verifier follows the next steps

when the ticket is received.

Verifier:

Step 3. The Verifier knows the public data (I D, IDs,,...,I1D,, g;) in the Credential
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Centre and data (¢, T}, m;), checks that:

—Rrve

T, =17 % g;* *m; *** (mod n) (3.2)

It is easy to see that if the Signer and the Credential role follow the steps, the

equation (2) is valid. Indeed,

T, = 1 Tu (mod n)

il=1
v
= I t§*(S;i -1 *my)~*¢ (mod n)
ii=1

— tf_* g1 % *m;*"¢ (mod n).

Step 4. The Verifier sends the ticket to the Credential Centre. The latter updates

the data g; and prepare a charging bill for the user.

Remark: The signed message in the multi-signature scheme is invalid if the data
g; is changed. Then the Credential_role can revoke the ability to sign messages of

the Signers.
3.4.3 Usage of tickets in ticket group_2

The usage of tickets in ticket group_2, ticket ¢, for instance, binds a user and service
providers and it should be an agreement between the user and the service providers.
The usages of other tickets are similar to that of the ticket 5. So only the ticket t4

is analyzed and the other tickets are omitted.

When a user requires a ticket t5 from the Credential Centre, the Credential_role
sends the user’s requirement to the service providers. The Credential_role issues
a public key for the user and the service providers if the service providers agree
to provide the service. The Credential role sends a message including the service
information, current time, requirement and agreements of the service providers and

so on to the user and the service providers. As Signers, the user and the service
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providers use their secret key to sign this message, and then return the data (¢;, T3)
to the Credential Centre. The Credential role makes a ticket (t;,7},m;) and sends
it to the user. The ticket (¢;,7},m;) is acceptable to the service provider. As a
Verifier, the service provider uses the public data (I Dy, ..., ID,, g;) in the Credential
Centre to verify if the ticket is valid or not. Neither the service provider nor the
Credential _role knows who the user is. Only the Trusted Centre can trace the user’s
identity from the public key ID;. After the data g; is updated, the user can see a
clear charging bill in the Credential Centre. Finally, the Credential role can send a

bill to the user. This can be shown in Figure 3.7.

(ID1,ID 5 g 9 .2
p
Public data

The user

Sreéx:ggr ta,Ta)

Signer_roles

2
Theuser |oo - Tom) T m)
Step 3
Service
provider

(t, Ty, m
Figure 3.7: Usage of ticket ¢4

As the tickets in the group_1, tickets in group_2 have no fixed order, this means no
ticket should be used early or late. This is because the data for a ticket verification
are ¢gi, ..., g, gi+1 in the public directory. In addition, the data g; is changed and
marked while the ticket (¢;, 7}, m;) is used. Therefore, a ticket cannot be used twice.
The following two approaches can use to avoid the public directory from becoming

too big to manage.
1) Delete the verified data in time, this can make the directory to be small,

2) A distributed solution of directories can be setup in the implementation of
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the scheme.

3.5 Security analysis and the related work

The multi-signature scheme is an extension of the single signature since they use
the same system key d. Therefore, the global solution has two sub-schemes. Based

on the two sub-schemes, the global solution has the following features:
1. It is anonymous for users.
2. The ticket can be lent to others.
3. The security of the system is greatly improved since the secret keys S; and Sy

are used only once.

In this section, we analyze its security and usage for various tickets.
3.5.1 Security threats

This subsection first analyzes threats to the system, including threats from the
people who do not join the system, then shows how to solve the security problems
of duplication, forgery and modification. There are four roles in the scheme. They

are the Signer, the Verifier, the Credential_role and the Trusted_role.

Outside: knows the public data (I, D;) and (IDy,...,ID,, g;). It is hard to compute
the secret key S; from D and S;; from g; without system key d under the RSA

assumption.

Verifier: knows (I, D;) and ticket (t;_1,7;_1,my) in the first sub-scheme and

(IDy,...,ID,, g;) and ticket (¢;, T}, m;) in the second sub-scheme. But no useful mes-
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sage can be obtained from these public data. The Verifier knows no more information

about the key than the outside.

Credential_role: can revoke the anonymity of the users since it can control the ability
to sign messages by the Signers. It knows only as much as the Outside does, it cannot

get the secret key either.

Signer: knows the secret key S; of the ticket in the sub-scheme for group_1, but
cannot use the secret key S; and the ticket twice. Use, for a second time, of the
same secret key S; to produce another ticket implies a second verification. If the
previous verifier was honest, the public data in the Credential Centre would be
updated and the second ticket would be rejected. There is a similar cases for the

Signers in the second sub-scheme.

Trusted_role: knows the system key d, and can get the signer’s key S;. So the Trusted

Centre must be trusted. Here the Trusted_role can be a judge.

The secret keys S; and S;; are not revealed at the end of the process and no secret
information is revealed during the running of the system. They are only dependent
on the Trusted_role, and does not depend on the Credential_role. The security is

also improved since the secret keys are changed once a message is signed.

Duplication is prevented since using a ticket twice requires that the ticket be
verified twice, the second verification cannot succeed as the data in the Credential
Centre are changed after the first verification. In the multi-signature scheme, for
instance, the Credential Centre issues tickets and sends them to users. The other
four, even the Trusted_role, cannot forge a ticket because the messages of (¢;, T})
are only sent to the Credential Centre that is not able to get the secret key S;_1

from the data. To protect from eavesdropping or sending the ticket to other users,
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the cryptographic technology like PGP (http://www.pgp.com) can be used between
users and the Credential Centre. The user cannot modify the service information

since it is needed in the ticket verification.

There is no limitation with service providers in the scheme. Hence this scheme
can be used by wireless service providers. The PKI technologies [53] could be used
in the processing of the scheme. For example, in the initialization of the system for
the ticket group_1, the Trusted_role may use PKI approach to secretly send (r,.S)

to a Signer.

The transferred data in current wireless environments is easily lost. The ticket
scheme can preserve the integrity of exchanged data in the lossy wireless environ-
ments. It means either users cannot obtain services or the system can find the lost
data. For instance, in ticket group_1, tickets need to be sent to the Credential Cen-
tre and the Verifier, tickets are invalid if data is lost in these two processes. When
this occurs, users have to send tickets again until they are received. The Verifier
sends tickets to the Credential role. The system can find the lost data when they are
missing, and users can still get services since tickets are valid through verifications.
Users may use tickets twice since the data (I, D;_1) in the Credential Centre are
not updated in time. However, the system will double charge the users because it

receives the same ticket twice.

3.5.2 Related work

Related work has been done on this topic of mobile communication security such as
[52, 66, 61, 121]. Two similar approaches, using ticket access for the third generation
mobile system (UMTS) were presented by Horn and Preneel in 1998, and Martin etc

in 1998 [52, 66]. In these solutions, the users obtain tokens from the UMTS service
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providers, who act as brokers. The tokens are then handed by the users to the
value-added service providers as a proof of their credit worthiness. The settlements
between the value-added service providers and the brokers are then accomplished
off-line. The UMTS service providers collect the billing information from all the
value-added service providers accessed by given users and integrate them in a single
bill addressed to the users. These mechanisms are a significant improvement over
the prevailing mechanisms of the second generation mobile systems. However, they

have the weakness of not providing anonymity to the users.

Other similar approaches for ticket-based service access are described by Patel
and Crowcroft in 1997 [82], and Buttyan and Hubaux in 1999 [17]. In [82], tick-
ets are prepaid and can only be used with the service provider that issued them
(according to the categorization described here, tickets are type t; and require a
special Outlet model). Anonymity can be provided for all services for which it is
deemed appropriate. Although [17] solves several problems, tickets are issued by
customer care agents and cannot be transferred to others. These two methods only

solve particular mobile access problems.

In the proposed ticket-based service access scheme, the users are anonymous
since their private information is not revealed to service providers and the Credential
Centre. It is a global solution for all kinds of mobile services and the tickets can
be lent to others, which is very convenient and useful for mobile environment users.
The users can see a clear record of charges in the Credential Centre and identify any
problems in the bill. Furthermore, the scheme can save mobile system resources,

since most computing is done by users or service providers.
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3.6 Conclusion

Mobile communication systems are becoming extremely popular, making the provi-
sion of services to mobile users an attractive business area. This can be regarded
as a special form of e-commerce, where users buy services instead of products from

service providers via the network. Users prefer high security and clear bill charging.

In this chapter, a ticket-based service access scheme for mobile users is proposed.
The scheme can also be used by non-mobile commerce. First, the Credential Cen-
tre issues tickets for the users. Second, a ticket-based mechanism is implemented
allowing the user to remunerate the service providers. Tickets provide a flexible and
scalable mechanism for mobile access and users can check charges at anytime. It is
an anonymous and dynamic system, and new users and new service providers can

join at anytime.
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Chapter 4

Untraceable Off-line Electronic
Cash Flow in E-Commerce

Electronic cash payment has been playing an important role in electronic-commerce.
One of the desirable characteristics is its traceability, which can prevent money

laundering and can find the destination of suspicious withdrawals.

In this chapter, a new scheme for untraceable electronic cash transaction process-
ing is developed, in which the bank involvement in the payment transaction between
a user and a receiver is eliminated. The user withdraws electronic “coins” from the
bank and uses them to pay to a receiver. The receiver subsequently deposits the
coins back to the bank. The user remains anonymous, unless she/he spends a single

coin more than once (double spend). Comparisons with other’s work are discussed.

The ideas in this chapter is based on a published paper [109].

4.1 Introduction

4.1.1 Electronic cash and its properties

Traditional cash is a bearer instrument that can be used spontaneously and instan-

taneously, to make payments from one user to another user without the involvement

29
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of a bank. It is the preferred method for low and medium value purchases, and trans-
actions. Cash payments also offer privacy for they are not normally traceable by a
third party. Together these factors account for the wide acceptability of traditional

cash.

But traditional cash has some shortcomings. First, cash must be created such
that is hard to forge and cash must be transported from one place to another place.
Cash must be stored safely. Bank notes can be easily destroyed or forged using
sophisticated color copier machines. Cash is annoying to carry. It spreads germs,
and it can be stolen. Another shortcoming of traditional cash is that it cannot be

used for payments over the phone or the Internet.

Cheques and credit cards have reduced cash circulation through-out our society,
but cheques and credit cards allow people to trace the user’s privacy to a degree

never imagined before.

Hence, a new “cash” is needed which can allow for authenticated but untraceable
messages. For example, Alice can transfer “cash” to Bob. But newspaper reporter
Eve does not know Alice’s identity. Bob can then deposit that money into his
account, and the bank has no idea who Alice is. But if Alice tries to buy cocaine
with the same “cash” she sent to Bob, she will be detected by the bank. And if Bob
tries to deposit the same “cash” into two different accounts, he will be detected, but
Alice remains anonymous. It is called Electronic-cash (or E-cash) to differentiate
it from digital money with an audit trail, such as cards. Electronic cash can make
money laundering more difficult for a coin must run a full cycle from the bank during
withdrawal to the same bank for deposit (on Internet). An interesting overview of

these issues is available in [43].
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The ideal electronic cash system should have the following properties [109]:

1. Anonymous;
2. Revocation;
3. Efficiency;

4. Crime prevention.

Firstly, electronic-cash should be anonymous for legitimate users. The bank cannot
link to the legitimate users, but it can identify the double-spenders. Only legal users

are anonymous, the anonymity of illegal users should be revoked.

E-cash system must be efficient. It means not only should tracing (anonymity re-
vocation) be performed efficiently, but the added burden to the basic system should
be minimal for all involved parties—trustees, banks, users and shops. In particu-
lar, trustees must be involved only when revocation is required and remain off-line
otherwise. At last, a cash system must protect all users for their electronic money,

sometimes motivating crimes are more serious than other mistakes.

In an on-line electronic-cash system, the banks have to be on-line during the
payment to guarantee that the coins received by shops are valid. However, it is
strictly required that banks to be on-line during payment. In an off-line electronic-
cash system, the bank does not need to be involved during the payment processing.
Although double-spent coins cannot be prevented from being used as payment, the

identity of the double spender can be identified.
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4.1.2 Off-line Electronic Cash Overview

Off-line anonymous electronic cash was first introduced by Chaum, Fiat and Naor
[26]. Franklin and Yung [44] presented a provably secure scheme that was not based
on general computation protocols. The security relied on the DLA and on the
existence of a mutually trusted party. Although Cut-and-Choose techniques were
used and efficiency was not a prime consideration, Franklin and Yung were the first
to illustrate how off-line e-cash could be based on the DLA, as well as the first to
construct a formal security model; variations of this security model have appeared

in subsequent e-cash systems [20, 74].

In 1995 Chan, Frankel, and Tsiounis [20] presented a provably secure off-line
e-cash scheme that relied only on the security of RSA. This Cut-and-Choose based
scheme extended the work of Franklin and Yung [44] who aimed to achieve provable
security without the use of general computation protocols. In 1998, T. Yiannis
and M. Yung [126] showed that the decision Diffie-Hellman assumption implies the
security of the original ElGamal encryption scheme (with messages from a subgroup)
without modification and they also showed that the opposite direction holds, that
is, the semantic security of the ElGamal encryption was actually equivalent to the

decision Diffie-Hellman problem.

4.1.3 Outline of the chapter

In this chapter, we propose an untraceable, off-line electronic cash scheme which
achieves provable security without the use of general computation protocols and
without requiring a trusted third party. To illustrate the practicality of schemes that
are not based on general computation protocols, and show how to derive an efficient

variant based on the random-oracle model. This variant thus achieves provable
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security based on DLA, Cut-and-Choose technique and the existence of random
oracle like hash functions. Furthermore our untraceable electronic cash scheme is
much more simple than [44]. One implication is that truly anonymous e-cash can be
implemented very efficiently without sacrificing security in comparison to existing

account-based or anonymous-like systems.

This chapter is organized as follows: in section 2, some basic definitions and the
simple examples are reviewed. The basic model of electronic cash is presented in
section 3. In section 4, a new off-line electronic cash scheme is designed and the
security analysis of our scheme is given in section 5. A simple example is given in
section 6 and the comparison with other scheme is present in section 7. Section 8 is

the conclusion.

4.2 Some Basic Definitions

4.2.1 Random oracle model

A random oracle R is a mapping (function) from {0,1}* — {0,1}* chosen by
selecting each bit of R(z) uniformly and independently (random and unpredictable),

for every x.

Random oracles are very powerful tools, allowing the construction of very efficient

signatures.

A system model is called a random oracle model if its operations are under
random oracles. In this model, the functions (random oracles) produce a random
answer for each new query. Of course, if the same query is asked twice, identical
answers are obtained. Random oracle models are commonly used in practice and

in electronic cash in particular [10, 19, 47|, especially in light of a construction by
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Bellare and Rogaway [20] showing instantiations of random oracles based on efficient

hash function, such as MD5 [87].

For example, suppose A’ : {0,1}?% — {0,1}%* is a hash function, h"(z) = h'(x) P
C, where C is a random chosen 64 bit constant and @ denotes bitwise exclusive
or. Defining hy(x) = h"(z[0])||A" (x[1])||h"(z[2])]]..., where |z| = 224 and [i] is the
encoding of i such that z[i] has 256 bits, where || denote concatenation. We define
h : {0,1}* — {0,1}* as follows: for any input z, encoding = by z' consisting of
x, the bit “1” and “0” to make |z'| a multiple of 224 bits (the “1” and “0” are

depended on the encoding). Now let 2’ = z!||...||z],, where |z}| = 224 and define

h(z) = hi(2}) ® ... ® hy(z}). Then A(x) is a random oracle for its output is random

and unpredictable.

4.2.2 Cut-and-Choose technique

Cut-and-Choose technique is a basic method in integer theory. We can use mathe-
matic method to express Cut-and-Choose technique. Suppose aset A = {1,2, ..., 2k}.
1. Alice cuts the set A into two parts
A= {jl, ---jk}a Ay =A—- A
the size of A; is same as that of A,.
2. Bob randomly chooses Aq, or A,.
3. Alice gets the remain part .

The Cut-and-Choose technique works for no way but Alice can guess which part

Bob chooses. Alice has a 50 percent chance of guessing which part Bob chooses
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in each round of the protocol, so she has a 50 percent chance of right guess. Her
chance to be right in two rounds is 25 percent, and the chance of her to be right all
n times is 27". After 16 rounds, the right rate of Alice’ guessing is 1 in 65536. So
Alice cannot get anything but guessing. It means Alice gets nothing and it is called

zero-knowledge.

Michael Rabin was the first person to use the Cut-and-Choose technique in

cryptography [84].

The first e-cash systems employed a Cut-and-Choose technique: at withdrawal
the user presents 2n (where n is the security parameter) “terms”; the bank “cuts-
and-chooses” n, for which the user reveals the inner structure. The bank verifies
their correctness and blindly signs the remaining n. At payment a similar Cut-
and-Choose technique is employed for the shop to verify a “hint” on the user’s
identity, such that upon double-spending two hints identify the user. The Cut-and-
Choose technique is a tool for a zero-knowledge proof of correctness of the coin, thus
preserving user anonymity. Security is guaranteed with probability overwhelming
in n, but a scheme’s communication, computation and storage requirements are

multiplied by a factor of n.

4.2.3 DLA

The source of DLA is the discrete logarithm problem.

The discrete logarithm problem is as follows: given an element ¢ in a group G of
order ¢, and another element y of G, the problem is to find z, where 0 < z <t —1,
such that y is the result of composing g with itself x times. In some groups there
exist elements that can generate all the elements of G by exponentiation (that is,

applying the group operation repeatedly) with all the integers from 0 to t—1. When
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this occurs, the element is called a generator and the group is called cyclic. Rivest
[87] has analyzed the expected time to solve the discrete logarithm problem both in

terms of computing power and cost.

Discrete Logarithm Assumption ( DLA ) is an assumption that the discrete
logarithm problem is believed to be difficult and also to be the hard direction of a
one-way function. For this reason, it has been used for the basis of several public-key

cryptosystems, including the famous ElGamal system.

4.2.4 Blind signature

Blind signature schemes, first introduced by Chaum [26] allow a person to get a mes-
sage signed by another party without revealing any information about the message

to the other party.

Suppose Alice has a message m that she wishes to have it signed by Bob, and
she does not want Bob to learn anything about m. Let (n,e) be Bob’s public key
and d be his private key. Alice generates a random value r such that ged(r,n) =1
and sends m' = r®m (modn) to Bob. The value m is “blinded” by the random value
r, and hence Bob can derive no useful information from m. Bob returns the signed

d

value, s = (m')¢ = (r®m)? (modn) to Alice. Since s’ = rm¢(modn), Alice can

obtain the true signature s of m by computing s = s'r~! (mod n).

A probabilistic polynomial time (p.p.t) Turing machine M is a Turing machine
which can flip coins as an additional primitive step, and on input string = runs for
at most a polynomial in |z| steps. M(z,y) denotes the outcome of M on input z

when internal coin tosses are y.
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4.3 Basic model

Electronic cash (in particular off-line untraceable electronic cash) has sparked wide
interest among cryptographers ([43, 124, 87, 125, 74], etc.). In its simplest form, an
e-cash system consists of three parts (a bank B, a user U and a shop S) and three
main procedures as shown in Figure 4.1 (withdrawal, payment and deposit). In a
coin’s life-cycle, the user U first performs an account establishment protocol to open
an account with the bank B. To obtain a coin U performs a withdrawal protocol
with B and during a purchase U spends a coin by participating in a payment protocol

with the shop S. To deposit a coin, S performs a deposit protocol with the bank B.

2.User setup
ccount opening 1.Bank setup

SYSTEM INITIALIZATION

Withdrawal protoco)

Figure 4.1: Basic off-line electronic cash system

Users and shops maintain an account with the bank, while

1. U withdraws electronic coins from his account, by performing a withdrawal

protocol with the bank B over an authenticated channel.

2. U spends a coin by participating in a payment protocol with a shop S over an

anonymous channel, and

3. S performs a deposit protocol with the bank B, to deposit the user’s coin into
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his account.

The system is off-line if during payment the shop S does not communicate with
the bank B. It is untraceable if there is no p.p.t. TM (probabilistic polynomial-
time Turing Machine) M access to all bank’s views of withdrawal, payment and
deposit protocols, can decide a coin’s origin. It is anonymous if the bank B, in
collaboration with the shop S, cannot trace the coin to the user. However, in the
absence of tamper-proof hardware, electronic coins can be copied and spent multiple
times by the user U. This has been traditionally referred to as double-spending. In
anonymous on-line e-cash, double-spending is prevented by having the bank check
if the coin has been deposited before. In off-line anonymous e-cash, however, this
solution is not possible; instead, as proposed by Chaum, Fiat and Naor [26], the
system guarantees that if a coin is double-spent the user’s identity is revealed with

overwhelming probability.

There are also three additional proceedings such as the bank setup, the shop
setup, and the user setup (account opening). They describe the system initializa-
tion, namely creation and posting of public keys and opening of bank accounts.
Although they are certainly parts of a complete system, these are often omitted as
their functionalities can be easily inferred from the description of the three main
procedures. For clarity we only describe the bank setup and the user setup (because

the shop setup is as similar as user setup) for our new scheme in the next section.

4.4 New off-Line Untraceable Electronic Cash
Scheme

In this section, we propose a new off-line untraceable electronic cash scheme.
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Our scheme includes two basic processes in system initialization (bank setup
and user setup) and three main protocols: a new withdrawal protocol with which
U withdraws electronic coins from B while his account is debited, a new payment
protocol with which U pays the coin to S, and a new deposit protocol with which

S deposits the coin to B and has his account credited.

4.4.1 System Initialization

We only describe the bank setup and the user setup based on Discrete Logarithm
Assumption and random-oracle model here and omit the detail of the shop setup

(because the shop setup is similar to the user setup).

Bank’s setup: (performed once by B )

Primes p and ¢ are chosen such that [p — 1| = § + k for a specified constant , and
p = yq+1, for a specified small integer . Then a unique subgroup G, of prime order
g of the multiplicative group Z, and generators g, g1, g» of G, are defined. Secret
key xp €r Z, for a denomination is created, where a €z A means that the element
a is selected randomly from the set A with uniform distribution. Hash function H
from a family of collision intractable (or, ideally, according to [43], correlation-free
one way) hash function is also defined. B publishes p, q, g, g1, 92, H and its public

keys h = ¢g°B(mod p), hy = ¢g7® (mod p), ho = ¢g57(mod p).

The secret key zp is safety under the DLA. The Hash function is used in with-

drawal process.

User’s setup (account opening): (performed for each user U )
The bank B associates the user U with I = ¢7"(mod p) where u; € G is generated

by U and g{'¢s # 1(mod p). U computes z = hi*hy = (Ig2)*2(mod p).
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In system initialization, the communication complexity is O(l) for the user only
sends its account I of length [ bits to the bank, and the computation complexity is

0(1).

After the user’s account and the shop’s account opening, we can describe the

new untraceable electronic cash scheme.

4.4.2 New Untraceable Electronic Cash Scheme

We now describe the new off-line untraceable electronic cash scheme which includes

three protocols: withdrawal protocol, payment protocol and deposit protocol.

Withdrawal: (over an authenticated channel between B and U)
The withdrawal creates a “restrictively blind” signature B; (i = 1,...,k) of I and
using Cut-and-Choose technology. U puts a signature as (Ig,)® where s is a random

number (chosen by U and kept secret).

1. The user chooses a;,c¢;,1 < ¢ < k, independently and uniformly at random

form the residues (mod p).

2. The user forms and sends to the bank & blinded candidates B; = H (z;, y;) (mod p),

1 <11 <k, where

a;®(I||c;
163( I )(

z; = g*(mod p), yi =g mod p).

3. The bank chooses a random subset of £/2 blinded candidate indices
R={i;}, 1<i; <k, 1<j<k/2
and transmits it to the user.

4. The user transmits A = (Ig;)°(mod p) and 2’ = 2*(mod p) to bank.
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5. The user displays a;, c; values for all 7 in R, and the bank checks them. To

simplify notation we assume that R = {k/2+ 1,k/2+ 2,...,k}.

6. The bank verifies: A% = 2’ (mod p) and gives the user the electronic coin C,

C=]IBi= ][ Bi(modp).

i¢R 1<i<k/2
We use the Hash function in step 2 and the Cut-and-Choose technique in step
3, step 5 and step 6. The basic safety in withdrawal is protected by Hash function,
and the deep safety is kept by the Cut-and-Choose technique. Indeed, since Cut-
and-Choose technique is zero-knowledge proof, then nothing can be inferred about
the coin. At the final step, the output of the coin is random and unpredictable. It

is a random oracle model and secure in withdrawal.

In withdrawal process, the communication complexity is O(k) for the user sends
B;,1 < i < k to the bank and the bank sends R which length is k£/2 to the user,
the computation complexity is O(¢*/?), since z;, y;, B, A, Z', C must be computed.

C = [l Bji(mod p) is the main computation.
1<i<k/2

Payment: (performed between the user and the shop over an anonymous channel)
At payment time the user supplies information to the receiver (which is later for-
warded to the bank) so that if a coin is double-spent the user is identified. The

detailed payment is as below. (the user and the shop agree on date/time):

1. The user sends C' to the shop.
2. The shop chooses a random binary string 21, 29, ..., 22, and sends to the user.

3. The user responds as follows, for all 1 < i < k/2:
a. If z; =1, then sends to the shop: a;, y;

b. If z; = 0, then sends the shop: z;,a; & (I]|¢;), ¢;
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4. The shop verifies that C' is right since the user’s responses can fit C.

The user gives some data to the shop according its random binary string
21,22, .-, 2kj2- The random binary strings from different shops are different with
high probability. Two different shops will send to the user complementary binary
values for at least one bit z; for which B; was of the proper form. The user’s account
I can be obtained from a;, y;, z;, a; ® (I||¢;), ¢; when ¢ = j. The different strings are
obtained if the user uses the same coin C twice, then the user has a high probability

of being traced.

In payment, the communication complexity is O(k + 1) for the shop sends z;,1 <
i < k/2 to the user and the user sends responds a;, y;, x;, a; ® (I||¢;), ¢; to the shop.

The computation complexity is O(1) for only the shop verifies the form C.

Deposit:(The receiver deposits a coin to a bank)
After some delay for the system is off-line, the shop sends to B the payment tran-
script, consist of C, a;, y;, xi, a; ® (I||¢;), ¢; and the date/ time of the transaction.

The bank verifies their correctness and credits his account.

In deposit, the communication complexity is O(k + 1) for the shop sends user’s
responds a;, Y;, i, a; ® (I||¢;), ¢; to the bank. The computation complexity is O(1),

since only the bank verifies whether C' was used before or not.

Remark The receiver (shop) deposits the coin in its account provided by the bank
with a transcript of the payment. If the user uses the same coin C twice, then
the user has a high probability of being traced: with high probability, two different
receivers send complementary binary values for at least one bit z; for which B; was
of the proper form. The bank can easily search its records to ensure that C' has not

been used before. If the user uses C' twice, then with high probability, the bank has
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both a;,a; ® (I||c;) and ¢; with same i. Thus, the bank can isolate the user and

trace the payment to the user’s account I.

In our new scheme, the communication complexity is O(k + 1) and the compu-
tation complexity is O(q’“/ %) where k is the security parameter and [ is the size of

user’s identity I.

The system initialization in figure 1 includes the security random oracle model
and how to get the bank setup and the user setup. It is important for the withdrawal,
payment and deposit in our new scheme. The security of our new scheme is also

based on the system initialization.

We have shown how to derive an efficient scheme based on the random-oracle
model. It achieves provable security based on DLA and the existence of random
oracle like hash functions. Based on this system initialization, three new protocols
with Cut-and-Choose methodology are designed. It is much more secure due to the

Cut-and-Choose methodology and random-oracle model.

4.5 Security Analysis
An off-line E-cash scheme is secure [44] if the following requirements are satisfied:
1. Unreusable: 1f any user uses the same coin twice, the identity of the user’s can

be computed.

2. Unezpandable: With n withdrawal proceedings, no p.p.t. (Probabilistic poly-

nomial time) Turing Machine can compute (n + 1)th distinct and valid coin.

3. Unforgeable: With any numbers of the customer’s withdrawal, payment and

deposit, no p.p.t. Turing Machine can compute a single valid coin.
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4. Untraceable: With any numbers of the customer’s valid withdrawal, payment
and deposit protocols, no p.p.t. Turing Machine can compute a legal user’s

identity.

We employ Discrete Logarithm methods in our new scheme; these methods have
been suggested in many of the recent e-cash schemes to bind identities (an unavoid-
able issue in off-line e-cash). These methods were started in [78] and continued
by others [20, 74] as well as in [125]. The security of our scheme is based on the
hardness of Discrete Logarithms [126] and the Cut-and-Choose technology. The Cut-
and-Choose technology is based on zero-knowledge proof, and the scheme assumes

that the hash function used is perfect (that is random oracle).

We have analyzed the untraceability and unreusebility before. To prevent the
cooperation of the bank and some others frame the user as a multiple spender
in the scheme, we use digital signature Z° for s is known only by the user. To
prevent unexpanding, we use the Discrete Logarithm methods and Cut-and-Choose

technology.

A possible problem with the scheme is a collusion between a user U and the
second shopkeeper. After having user transactions with two receivers which send
the same information to the bank, the bank knows that with high probability one of
them is lying, and the bank can decide the first purchase is right by the date/time

in the payment but cannot trace the coin to the user’s account.

To prevent the bank frame the user as a multiple spender in the scheme, we use
digital signature Z° for s is known only by the user. The user is protected against

frame-up only computationally, not unconditionally.
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4.6 A simple example

We give a simple example to explain how our scheme works in this section.

Bank setup

Suppose (p,q,7,k) = (47,23,2,4), then G, = {0,1,2,...,22} is a subgroup of
order 23. g = 2,91 = 3,92 = 5 are the generators of Gy. Bank’s secret key xp = 4
and hash function H(z,y) = 3% x 5Y (mod 47). Bank publishes H(z,y) and

{pa q; 9,91, 92, ha hla hZ} = {47; 23, 2, 3, 5, 16, 34, 14}

User setup (opening an account)

Every user has a secret key. We assume the secret of a user is u; = 7 and the

user sends I = g7"* = 32 (mod 47) to the bank. The user computes
z = hi' x hy = 18 (mod 47).
The user performs the following steps when she/he does shopping.

1. Withdrawal

The user chooses a one-time secret key s = 3 and
(a) Chooses
{a1, as, a3, a4,¢1,¢o,c3,¢4y ={1,2,3,4,11,12,13, 14}
(b) The user computes (We omit module 47):
{21, 22, T3, 4, Y1, 92, y3, 44} = {2,4,8,16,32,7,7,32}
and sends B; to the Bank:

{Bl, BQ, Bg, B4} - {16, 45, 26, 36}
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(¢) The Bank chooses R = {3,4} (suppose) and sends it to the user.

(d) The user transmits A = (I1gy)® = 44 (mod 47) and 2’ = 2° = 4 (mod 47)
to the Bank.

(e) The user displays (a3, a4, cs,c4) = (3,4,13,14) to the Bank, and The
Bank checks the correctness of the Bs, By.

(f) The Bank verifies A%® = 44* = 34 = 2/ (mod 47) and gives the user the
coin C":

C = By x By = 16 % 45 = 15 (mod 47).

2. Payment

The user can use the coin in shop as follows. If the user uses the coin only

once, she is legal. But when she uses the coin twice she will be identified.

(a) The user sends ¢ = 15 to a shop (The user needs not to display 7).

(b) The shop chooses a random binary string to the user, suppose it is
{z1,22} ={1,0}.

(¢) The user responds to the shop (a1,y;) = (1,32) for z; = 1 and (22, c2, a2®
(Ille2)) = (4,12,526) for zo = 0.

(d) The shop sends the responds (a1, y1, T2, c2, as ® (I||c2)) to the bank and

the bank checks if the responds are correct with {Bi, Bo} = {16,45}.

3. Deposit and owner tracing

The bank puts the money into the shop’s account when the checking of the
coin C' is correct. The shop can also see that the money in his account is
added. If the user uses the coin twice, the bank gets a;, a; ® (I||c;) and ¢; with

1 = j, then the user’s identity I can be found.
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4.7 Comparisons

In this section, we compare our new scheme with of the proposed approaches in [44,
83]. The communication complexity and computation complexity of our protocols

are better than that in [44, 83].

We first recall the basic main processing stages of M. Franklin and M.Yung [44].

1. R— A: Zf = pi*h(z1) mod Na, ..., Zy,, = psph(zar) mod N4, where

(a) pi €r Zy, forall 1 <i < 2k.
(b) z; = €'(s,r;) for all 1 <4 < 2k, where each r; is uniformly random over
the appropriate range, and where €' is a public and easily computable

function.

(¢) his a publicly known collision-free hash function.
2. In round two, the following messages are sent:

(a) R— A:[ri,pi:i€8S].
(b)) A->R:C'"= 'I;[S(zj’f)df‘ (mod N,), assuming that the messages received
j
so far are consistent ( otherwise A terminates the protocol); that is:

Zip; = (€'(s,7;)) j€S.
3. R finds [r, C] where

(@) r=1[rj:j¢5]

(b) C=C"TI p;' (mod Na)
i¢s

(¢) The public and easily computable function e is defined to be

e(s,r) = [e'(s,r[1]), ..., €'(s, r[k])].
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Where ey, d4 is A’s encryption and decryption key, respectively. ey, is public

and d4 is secret key. N4 is public.

In [44], the communication complexity is O(k?l) bits where k is a security pa-
rameter and [ is the size of a signed bit; the computation complexity is O(n*/?). In
our case, the communication complexity is O(k + [). The computation complexity

is O(¢*/?). As general, ¢ < n.

We now recall the main processing steps in payment of G. Maitland and C. Boyd

[83].
1. A customer retrieves the previously calculated values 711,75, T, dq, ds, d3 and
dy.

2. The customer uses the values T},7T5,T3,d;, dy, ds,d, and the message msg to

complete the challenge and response phases.

(a) Challenge Phase: Calculate

c=H(glhllyllaollall Tl T2l T5 [l di |l d2 || ds || da || msg)

(b) Response Phase: Compute

s1 =11 —c(e; — 2M), 89 = 1y — c(x; — 2M),

S3 = T3 — CEW, S4 = T'y — CW
The resulting group signature is (c, s1, So, S3, S4, 11, To, T3).

3. The merchant verifies the group signature of the payment transcript msg as

follows:
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(a) Compute:

971 _ olambda
dy = aSTo " (a2 y**)modn

dy = T3 /g* mod n

dy = T5g°* modn

—c271 h%4
dy, = T$g* " "™ modn

=H(gllhllyllaollallTa | T2 (| T5 || dy || dy || ds || dy || msg)
(b) Accept the group signature if and only if ¢ = ¢’ and

s € £{0,1}e(y2 + k) +1

S € :|:{0, 1}6()\2 + k) +1

s3 € £{0,1}e(y1 + 20, +k+1)+1

sq4 € £{0,1}e(2¢, + k) + 1

In the payment, the communication complexity is O(kl) bits and the computation

complexity is O(n*).
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communication complexity | Computation complexity
Scheme in [44] O(k?) O(n*/7?)
Scheme in [83] O(kl) O(nk)
New scheme Ok +1) O(q*?)

Table 4.1: Comparisons of complexity

4.8 Conclusion

In this chapter an untraceable electronic cash scheme is designed which is an off-line
scheme and without using of general computation protocols and without the re-
quirement of a trusted party. We have shown how to derive an efficient cash scheme
based on the variants in the random-oracle model. The variants thus achieve prov-
able security based on DLA and the existence of random oracle like hash function.
The security of the system is based on DLA and the Cut-and-Choose methodology.
We give a simple example to explain our new untraceable scheme and compare our

scheme with other e-cash schemes.



Chapter 5

Building a consumer scalable
anonymity payment protocol for
Internet purchases

We have developed an efficient electronic cash scheme in the last chapter. This chap-
ter describe a consumer scalable anonymity payment protocol. The protocol uses
electronic cash for payment transactions. In this new protocol, from the viewpoint
of banks, consumers can improve anonymity if they are worried about disclosure
of their identities. An agent provides a higher anonymous certificate and improves
the security of the consumers. The agent certifies re-encrypted data after verifying
the validity of the content from consumers, but with no private information of the
consumers required. With this new method, each consumer can get the required

anonymity level, depending on the available time, computation and cost.

We also analyze how to prevent a consumer from spending a coin more than once
and how to use the proposed protocol for Internet purchases. After comparing with
another scheme and discussing the properties of the new payment protocol, the new
method is proved that it is more efficient and can prevent from eavesdropping, tam-
pering and “perfect crime” effectively. It is promising for electronic trades through

the Internet.

81
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The information in this chapter has been published in [110].

5.1 Introduction

Recent advances in the Internet and WWW have enabled rapid development in
e-commerce. More and more businesses begin to develop or adopt e-commerce sys-
tems to support their selling/business activities. While this brings convenience for
both consumers and vendors, many consumers have concerns about security and
their private information when purchasing over the Internet, especially with elec-
tronic payment or e-cash payment. Consumers often prefer to have some degree of

anonymity when shopping over the Internet.

There are a number of proposals for on-line electronic cash systems [22, 30,
23, 67, 26, 79, 81]. All of them lack flexibility in anonymity. David Chaum [22]
first proposed an on-line payment system that guaranteed receiving valid coins.
This system provides some levels of anonymity against a collaboration of shops and
banks. However, users have no flexible anonymity and banks have to keep a very big
database for users and coins. On-line payment systems force banks to be on-line at
payment processes that is a very strict requirement. This increases the computation
cost, proportional to the size of the database of spent coins. If a large number of
people start using the system, the size of this database could become very large and
unmanageable. Under the circumstances, the task of maintaining and querying a
database of spent coins is probably beyond today’s state-of-the-art database systems

[110].

Off-line payment systems were designed to lower the cost of transactions due to
the delay in verifying batch processes. Off-line payment systems, however, suffer

from the potential of double spending, whereby the electronic currency might be
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duplicated and spent repeatedly.

Moreover, as mentioned above, the on-line e-cash payments need more computing
resources. Most of the previously designed off-line schemes are only for micropay-
ments. They rely on the heuristic proofs of security and therefore do not formally
prevent fraud and counterfeit money. Under these conditions, most on-line and off-
line payment schemes do not provide efficient anonymity for consumers. Hence, a
new payment scheme for the purchases over the Internet with untraceability, flexible

anonymity and with low computation is very useful and very important.

In this chapter, we analyze electronic-payment models first, then propose a new
off-line electronic cash scheme, in which the anonymity of consumers is scalable and
can be done by consumers themselves. Consumers can get the required anonymity
without showing their identities to any third party. Furthermore, the new method
can prevent from eavesdropping, tampering, impersonation and “perfect crime” ef-
fectively. It is a more efficient electronic cash scheme by comparing with David
Pointcheval [79]. This is truly anonymous for legal consumers and can trace con-

sumers’ identities for double spending.

The chapter is organized as follows. In the following section, some basic defini-
tions and the simple examples are reviewed. The payment model and the anonymity
provider agent are described in section 3. The design of a new off-line electronic
cash scheme and its complexity are detailed in section 4 and the security analysis of
the scheme is given in section 5. Comparing with David Pointcheval [79] is shown
in section 6. An example and how to use the new e-cash for Internet purchases are

given in section 7. Conclusions are included in section 8.
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5.2 Some Basic Definitions

5.2.1 ElGamal encryption system

ElGamal encryption system [35] is a public key encryption scheme which provides

semantic security. Let us briefly recall it.

1. The system needs a group G of order ¢, and a generator g. The secret key is

an element X € Z, = {0,1,...,¢ — 1} and the public key is Y = ¢g*.

2. For any message m € G, the ciphertext of m is ¢ = (¢",Y"m), for a random

r e Z,—{0}.

3. For any ciphertext ¢ = (a,b), the message m can be retrieved by m = b/a*.

5.2.2 Undeniable signature scheme and Schnorr signature
scheme

The undeniable signature scheme, devised by Chaum and van Antwerpen [25], is
a non-self-authenticating signature schemes, where signatures can only be verified
with the signer’s consent. However, if a signature is only verifiable with the aid of a
signer, a dishonest signer may refuse to authenticate a genuine document. Undeni-
able signatures solve this problem by adding a new component called the disavowal

protocol in addition to the normal components of signature and verification.

An undeniable proof scheme consists of the following algorithms:

1. The key generation algorithm K which outputs random pairs of secret and

public keys (sk, pk).
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2. The proof algorithm P(sk, m) which inputs a message m, returns an “undeni-

able signature” S on m.

However this proof “S” does not convince anybody by itself. To be convinced
of the validity of the pair (m,S), relative to the public key pk, one has to

interact with the owner of the secret key sk.

3. The confirmation process confirms (sk, pk, m, S), which is an interactive pro-
tocol between the signer and the verifier, where the prover (the signer) tries

to convince the validity of the pair (m, S).

4. The disavowal process is an interactive protocol between the signer and the
verifier, where the prover (the signer) tries to prove that the pair (m, S) is not

valid (that is not produced by him).

Schnorr proposed an undeniable signature scheme in 1991 [96]. We simply recall it.

The system needs primes p and ¢ such that ¢ is divided by (p — 1), that is, ¢|(p — 1),
g € Zp with order ¢, that is g = 1(modp),g # 1. A consumer generates by himself

a private key s which is a random number in Z,. The corresponding public key v

is the number v = g~*(mod p).

To sign message m with the private key s the consumer performs the following steps:
1. Computes = = g"(modp), where r € Z; is a random number.

2. Computes e = H(xz, m), where H is a hash function.

3. Computes y = r + se(mod p) and output the signature (e,y).

To verify the signature (e, y) for message m with the public key v a verifier computes
T = gYv®(modp) and checks e = h(Z,m).

Table 5.1: Schnorr signature scheme

There are three exponentiations in the Schnorr signature scheme, one is from the

signer and other two from the verifier.
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5.3 Basic model and new payment model

We show the basic payment model and then discuss the new payment model in this

section.
5.3.1 Basic payment model

Electronic cash has sparked wide interest among cryptographers ([87, 125, 74], etc.).
In its simplest form, an e-cash system consists of three parts (a bank B, a consumer
U and a shop S) and three main procedures as shown in Figure 1.2 (withdrawal,
payment and deposit). In a coin’s life-cycle, the consumer U first performs an

account establishment protocol to open an account with the bank B.

The consumers and the shops maintain an account with the bank, while

1. U withdraws electronic coins from his account, by performing a withdrawal

protocol with the bank B over an authenticated channel.

2. U spends a coin by participating in a payment protocol with a shop S over an

anonymous channel, and

3. S performs a deposit protocol with the bank B, to deposit the consumer’s coin

into his account.

The system is off-line if the shop S does not communicate with the bank B during
payment. It is untraceable if there is no p.p.t. TM (probabilistic polynomial-time
Turing Machine) that can identify a coin’s origin even if one has all the information
of withdrawal, payment and deposit transactions. It is anonymous if the bank B,
in collaboration with the shop S, cannot trace the coin to the consumer. However,

in the absence of tamper-proof hardware, electronic coins can be copied and spent
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multiple times by the consumer U. This has been traditionally referred to as double-
spending. In on-line e-cash, double-spending is prevented by having the bank check
if the coin has been deposited before. In off-line e-cash, however, this solution is not
possible; instead, as proposed by Chaum, Fiat and Naor [26], the system guarantees
that if a coin is double-spent the consumer’s identity is revealed with overwhelming

probability.

There are also three additional processes such as the bank setup, the shop setup,
and the consumer setup (account opening). They describe the system initialization,
namely creation and posting of public keys and opening of bank accounts. Although
they are certainly parts of a complete system, these are often omitted as their func-
tionalities can be easily inferred from the description of the three main procedures.
For clarity we only describe the bank setup and the consumer setup (because the
shop setup is as similar as the consumer setup) for the new scheme in the next

section.

Besides the basic participants, a third party named Anonymity Provider (AP)
agent is involved in the scheme. The AP agent helps the consumer to get the
required anonymity but is not involved in the purchase process. The new model
can be shown in Figure 5.1. The AP agent gives a certificate to the consumer who

needs a higher level of anonymity.

5.3.2 Anonymity Provider Agent

Here we explain what is an AP agent. Assuming a consumer owns a valid coin

¢ = ¢(pkp, pky,y) with its certificate Cert., which guarantees correct withdrawal



88 CHAPTER 5
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Figure 5.1: New electronic cash model

from the bank. Where ¢(pkg, pky,y) is a function on the public keys of the bank,
the user and a variable y, that is (pkg, pky,y). A coin’s validity depends on its
certificate. Therefore the bank can revoke the anonymity of the consumer who
spends a coin twice. After the following processes with the AP agent, the consumer

owns a new valid coin, ¢ = p(pkp, pky, y + t) with its certificate Cert,.

1. The consumer re-encrypts the coin ¢ into ¢ = ¢(pkg, pky,y + t).

2. The consumer provides an undeniable signature S, using ¢ as a public key
associated with the secret key sk, of the user, of the equivalence between c

and ¢’. This equivalence is guaranteed by the variable ¢.
3. The consumer confirms the validity of this signature S to the AP agent.

4. The AP agent certifies the new coin ¢’ and sends Cert. to the consumer.

Indeed, after steps 2 and 3, the AP is convinced that the conversion has been
performed by the owner of the coin ¢; ¢’ is equivalent to c¢. The owner of ¢ is not able
to deny S (the relation between ¢ and ¢’). The AP agent should be an electronic
notarized participant in the system. It verifies the information of consumers, but

does not need to know any private information.
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5.3.3 Proof of ownership of a coin

This subsection shows how users prove the ownership of a coin. Let us assume
that Y is the public key of the bank, and I = ¢* the identity of a consumer.
H(z,y) is a hash function. A coin is the encryption of I: ¢ = (a = ¢",b = Y"I)
which is afterwards certified by the bank, where r, s are random numbers. With
the certificate of the bank, one knows that the encryption is valid. Therefore, in
order to prove his ownership, the consumer has just to convince of his knowledge of

(Zy, 7, 8) such that b =Y"I°. This can be expressed as follows.

1. Consumers choose random k € Z,, then compute ¢t = Y*g*(modp) and e = H(m,t)
where m is a mixed message of ¢, current time etc,

2. Then compute u = k — re(modp), v = s — zye(modp), and t; = g~ D¥e(mod p),

3. The signature finally consists of (e, u,v, %),

4. In order to verify it, one has just to compute ¢ = Y%g?b® and check whether t' = tt;
and e = H(m,t'/ty).

Table 5.2: Proof of validity of a coin ¢ = Y"I*

We like to note that the message m includes the coin ¢, the certificate Cert,, the
current time and so on. The coin ¢ can not be used again by the shop because the
variable of the current time has been changed when the owner of the shop wants to

use the coin.

In the proof process, there are six exponentiations, three are from the consumer

and other three from the verifier.

Then, a scrambled coin is simply got by multiplying both parts of the old one

by respective bases, g and Y, put at a same random exponent p :

C’ = (a,l = g”a, b’ = Y'Db) = (gr—f-p’ Yr—i_pls).
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Then, if the owner of the old coin has certified the message m' = h?, equivalence of

both coins can be proven with the proof of equivalence of three discrete logarithms:
lognm' = logy(a'/a) = logy (b'/b)

where h is a public variable.

5.4 Self-scalable anonymity payment scheme

In this section, we propose an anonymity self-scalable payment scheme. The new
payment scheme has two main features, the first is that a consumer can have a
higher level of anonymity by himself, the second is that the identity of a consumer

can not be traced unless the consumer spends the same coin twice.

Our scheme includes two basic processes in system initialization (bank setup and
consumer setup) and three main protocols: a new withdrawal protocol with which
U withdraws electronic coins from B while his account is debited, a new payment
protocol with which U pays the coin to S, and a new deposit protocol with which
S deposits the coin to B and has his account credited. If a consumer wants to get
a higher level of anonymity after getting a coin from the bank (withdrawal), she/he

can contact the AP agent.
5.4.1 System Initialization

The bank setup and the consumer setup are described as follows, and the details of
the shop setup are omitted. These two setup processes are similar to but not the

same as that in Chapter 4.

Bank setup: (performed once by B)

Primes p and ¢ are chosen such that |[p — 1| = § 4+ & for a specified constant d, and
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p = vq + 1, for a specified small integer . Then a unique subgroup G, of prime
order ¢ of the multiplicative group Z, and generator g of GG, are defined. Secret key
xp €r 44 for a denomination is created. Hash function H from a family of collision
intractable hash function is also defined. B publishes p, q, g, H and its public keys

Y = ¢°8(mod p).

The secret key zp is safe under the DLA. The hash function is used in payment

transactions.

Consumer setup : (performed for each consumer U)
The bank B associates the consumer U with I = ¢g**(mod p) where z,, € G, is the

secret key of the consumer and is generated by U.

In system initialization, the communication complexity is O(1) for the consumer
only sends its account I of length [ bits to the bank, and the computation complexity

is O(1). It requires only two exponentiations g*# and g*».
After the consumer’s account and the shop’s account opening, we can describe
the new payment scheme.

5.4.2 New off-line payment scheme

We now describe the new anonymity scalable electronic cash scheme which includes

withdrawal, payment and deposit.

Withdrawal: As usual, an anonymous coin is a certified message, which embeds
the public key of a consumer. In our scheme, the message is an encryption of this

consumer’s public key, using the public key Y of the bank.

Instead of using intricate zero-knowledge proofs to convince the bank of the va-
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lidity of the encryption, the consumer shows some information to the bank including

a signature. So the bank certifies the encryption with full confidence.

The consumer I = g® constructs a coin ¢ = (a = g",b = Y"I*) using the public
key Y of the bank, where s is a secret key of the coin, which is kept by the consumer
and r is a random number in Z,. She/He also signs ¢ together with the date, using
his private key z, and a Schnorr signature. She/He sends both to the bank together
with r,I. Then the bank can check the correct encryption. With the signature
of the coin and the date, only the legitimate consumer could have done it. After
having modified the consumer’s account, the bank sends back a certificate Cert,.

The consumer just has to remember (r, s, Cert,).

Anonymity scalability: The consumer can use the coin now without a higher
anonymity since the bank can easily trace any transaction performed through the
coin. This is because some information of the consumer such as I, Cert. has been
known by the bank. To solve this problem, an AP agent is established to help
the consumer to make a higher level of anonymity: the consumer can derive a new
encryption of his identity in an indistinguishable way. However, the consumer needs
a new certificate for a new issued ciphertext. The AP agent can provide this new
certificate. Before certifying, the consumer requires both the previous coin (¢, Cert,)
and the proof of equivalence between the two ciphertexts. Details are described

below.

The consumer contacts the AP agent if she/he needs to get a higher level of

anonymity. The consumer chooses a random p and re-encrypts the coin:

d = (d' = gPa, b =Y"D).

1. The consumer generates a Schnorr signature S on m = h” using the secret key
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x,. Because of S, the consumer is not able to deny his knowledge of p later.
Furthermore, nobody can impersonate the consumer at this step, since the
discrete logarithm x,, of I is required to produce a valid signature. So there is

no existential forgery.

2. The consumer also provides a designated -verifier proof of equality of discrete

logarithms

lognm = logy(a’/a) = logy (b'/b). (5.1)
3. The consumer finally sends ¢, ¢, S, m to the AP agent.

4. The AP agent checks the certificate Cert. on ¢, the validity of the signature S
on the message m, then certifies ¢’ and sends back a certificate Cert. to the

consumer.

After these processes the consumer gets a new certified coin ¢’ = (¢’ = gfa,b' =
Y*b) and a new certification Cert, which is now strongly anonymous from the point
of view of the bank. The AP agent has to keep (¢, ¢, m,S) to be able to prove the

link between ¢ and ¢/, with the help of the consumer.

In the withdrawal process, the communication complexity is O(1) since the con-
sumer sends ¢,/ and a signature to the bank and the bank returns Cert. to the
consumer, six exponentiations are required in the withdrawal, four are from the
consumer and two from the bank. Six exponentiations are required in the scalable
anonymity providing process, four are from the consumer and two from the AP

agent.

Following the process, the AP agent can also give many smaller new coins for an

old one since the amount of new one can be embedded in the certificate Cert, .
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Payment: (performed between the consumer and the shop over an anonymous
channel)

When a consumer possesses a coin, she/he can simply spend it at shops: proves the
knowledge of the secret key (z,,s) associated with the coin ¢ or ¢/. This proof is a
signature S = (e, u, v, ), which has shown in subsection 3.3, of the new certificate
Certw, purchase, date, etc with the secret key (z,, s) associated to the coin to the
receiver (which is later forwarded to the bank). Since the signature S of the message
includes the current time which can not be changed and needs the secret key (x,, s),
only the consumer can use the coin. This means the shop can not pay the coin
to another shop. This can prevent the shop using the coin sent by the consumer,

otherwise, the shop can frame the user.

In payment transactions, the communication complexity is O(1) for the consumer
sending c and a signature S = (e, u, v, t;) to the shop. There are five exponentiations

for the signature.

Deposit: (The receiver deposits a coin to a bank)

Since the system is off-line, the shop will send the payment transcript to the bank
B later. The transcript consists of the coin ¢ or ¢’ (if the consumer applied a higher
level of anonymity), the signature and the date/time of the transaction. The bank

verifies the correctness of payment and credit the coin into shop’s account.

In the deposit, the communication complexity is O(1) because the shop sends the
consumer’s response ¢, and signature S = (e, u, v, t;) to the bank. The computation

complexity is O(1), since it only verifies whether ¢ or ¢’ was used before or not.

Untracebility: The receiver (shop) deposits the coin into its bank’s account with

a transcript of the payment. If the consumer uses the same coin ¢ twice, then the
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consumer is traced: two different receivers send the same coin ¢ to the bank. The
bank can easily search its records to ensure that ¢ has not been used before. If the
consumer uses ¢ twice, then the bank has two different signatures. Thus, the bank

can isolate the consumer and trace the payment to the consumer’s account 1.

In the new scheme, the communication complexity is O(1), and required expo-

nentiations are eighteen which is less than that in [79]. So it is quite efficient.

5.5 Security Analysis

We analyze the security of the system in this section. It includes how the system
can preserve the requirements of a secure e-cash system and how to prevent “per-
fect crime” [99]. The “perfect crime” is a new problem in electronic payment, since
users of coin have may been forced by criminals such as killed or kidnapped. Crim-
inals want to use the illegal money from users. Our new payment scheme can stop

criminals using the money.
5.5.1 Payment scheme security

As introduced in chapter 4, an off-line e-cash scheme is secure if the following re-
quirements are satisfied:

1. Unreusable;

2. Unexpandable;

3. Unforgeable;

4. Untraceable;
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The security in the e-cash scheme is based on the hardness of Discrete Logarithms

[126] and hash functions. The system preserves the above four requirements.

Unreusable: The user owns two coins which represent the same money (the old and
the new coins), but can exchange or spend both of them. The identity of users can
be found when the old or the new coins are used twice or they are used separately.
We analyze what will be happened if users use the higher level anonymous coin (the
new coin), and omit the case of users use the old coin twice. This is because these

two cases are similar.

When a consumer spends the new coin ¢’ with the new certificate Certy,she/he
hands over the coin together with a signature S = (e,u,v,%;) to a shop. If the
consumer uses a coin twice, then there are two signatures S; = (eq, u1,v1,%11) and

Sy = (€9, Ug, V2, t12), where

uy = ki — (r + p)er(modp), v, = s — aye1 (mod p).

uy = ky — (1 + p)ez(modp), vo = s — zye2(mod p).

Then (vy — v1)/(e1 — eg) = Xy, this is the secret key of the consumer I. This means
a coin in the new scheme cannot be reused. If the consumer uses the old and the
new coin separately, there are two signatures, S; = (e, u1, v1,t11) for the new coin

and Sy = (ea, Ug, Vo, t12) for the old one too, where

up = ki — (r + p)ei(modp), vi = s — z,e1(modp).

us = ko — res(modp), vy = s — xyea(modp).

Then (ve — v1)/(€1 — e2) = x,, this is the secret key of the consumer I. Therefore

the consumer can not spend them separately. In a word, it is unreusable.
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Untraceable: When a consumer constructs a coin, she/he uses the secret keys z, and
s, both are not shown to any other parties in the purchase process. So no one can

trace the consumer from a coin.

Unforgeable: We first discuss whether the bank and the AP agent can forge a valid
coin or not. Two requirements are necessary to produce a valid coin, the first is
making a encryption ¢ = (a = ¢",b = Y"I®) of I, the second is using the secret key
2, of the consumer to sign a Schnorr signature of ¢ together with the current time.
The bank can do the first one but can not do the second one since it does not know
the secret key x,. This means the bank can not forge a valid coin. Similarly, the
AP agent has no possibility to forge a valid coin. The AP agent knows ¢, c, S, m,
but does not know how to sign the Schnorr signature S of the m = h?. This is
because the secret key (r,z,) of the consumer has to be used in the signature S.
So the AP agent can not forge a valid coin either. It should be noted that even
though both the bank and the AP agent know a valid coin, they can not use it.
This is because the signature S = (e, u,v,t;) = ¥((r,z,), m) on the message m in
the payment process can only be produced by the user. The message m includes
the current time, purchase and the coin and so on. Therefore the bank, AP agent

and shop can not use the coin even they get it. So only the user can use the coin.

As already seen, the secret key x, of a consumer is never revealed, only used in
some signatures. Any consumer is therefore protected against any impersonation,
even from a collusion of the bank, the AP agent, and the shop. Only the consumer
can construct a valid coin since there is a undeniable signature embedded in the
coin. To prevent the bank from framing the consumer as a multiple spender in the
scheme, we use digital signature I* for s which is known only by the consumer. Then

the system is unforgeable.
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Unexpandable: For a legal consumer and a valid coin, the secret key z, and the
random number s are never shown to others at anytime. Furthermore, usually, the
random number s is changed for different coins. With n withdrawal proceedings,
the random number s is changed n times. Then, no one can compute (n + 1)th

distinct and valid coins even they see n withdrawal proceedings.

We have seen the system is secure under the definition in [44] and no other parties
can frame the user even they do cooperation. Next we discuss how to prevent the

“perfect crime” by the system.

The aim of the criminal in the “perfect crime” is to get money from the bank
and use it later. We show the criminal can not use the money even they get it. The
user is found when a criminal forces a user to get the money of the user. The user’s
identity is found by the bank, and then the criminal can not withdrawal coins from
the bank. The bank can also stop the criminal to use the money of the user even if
it has been gotten by the user. This is because the bank can trace coins from the
identity of the user and then send a warning message to the AP agent and shops.
Either the AP agent or the shops do not accept the coins which can not be used

anymore.

5.6 Comparisons

In this section, we compare the new scheme with the proposed approach in [79].
The computation complexity of the protocols is better than that in [79]. The main

processes of David Pointcheval [79] are below.

Registration: The registration of a user is certified by a Certification Authority.



SCALABLE ANONYMITY PAYMENT 99

Withdrawal: Users construct coin using the public key of a Revocation Centre.
So the Revocation Centre can trace users at any time even users have not spent coin

twice.

Self-Scrambling Anonymizer: Users contact another third party (likes AP) to
certify his message, and the latter provides a new certified coin to users after verifying

the message.

Spending: Users send a coin and a signature of the purchase, date etc, with the

secret key associated to the coin to the payee.

Revocation: The identity of users can be traced by the Revocation Centre at
anytime. The Revocation Centre has to decrypt the coin. Therefore, the identity of

users can be known even the coin does not be spent twice.

The phase of the Self-scrambling anonymity in [79] requires 10 exponentiations
from the user point of view and 11 from the Anonymity Provider’s point of view. In
the protocol, the phase of the scalable anonymity required four exponentiations from
the user point of view and two from the Anonymity Provider’s point of view. More-
over, only the double spending user will be found by a simple linear computation,

do not need description the coin. These show the new protocol is more efficient.

5.7 An example

In this section, we give a simple example and analyze two different purchase pro-
cedures. We show how to use the new e-cash for Internet purchases and how to
get some smaller coins from the AP agent. As a result, we see the efficiency of the

payment protocol.
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5.7.1 An example

This example shows the main steps in the e-cash scheme. We omit the details of
two undeniable signatures in withdrawal and scalable anonymity process, because
they are only used for verifying the user. For simplicity, module 47 which has been

used in the computation below is omitted in the expression.
Bank setup

Suppose (p,q,7,k) = (47,23,2,4), then G, = {0,1,2,...,22} is a subgroup of
order 23. g = 3 is a generator of GG;. The bank’s secret key 23 = 4 and hash
function H(z,y) = 3” x 5Y. The bank publishes H(z,y) and {p,q, g} = {47, 23, 3}.

The public key of the bank is Y = g*# = 34.

User setup

We assume the secret of a user is x,, = 7 and the user sends [ = g* = 32 to the
bank. After checking some things like social security card or drive license, the bank

authorizes the user (consumer) with I.

After the bank setup and the user setup, the user can do purchase.

Withdrawal

The user chooses (r,s) = (2,3) and computes ¢ = (¢", Y"I*) = (9, 2), then signs
a Schnorr signature S for the message m = (c,t), where ¢ is the current time. The

user sends ¢ = (9,2) and S to the bank, the latter sends back a certificate Cert,.

The user contacts the AP agent if she/he needs a high level of anonymity, or
uses the coin in a shop directly (See Payment). The user and the AP agent follow

the processes below. We suppose h = 37 is a public number.
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Anonymity scalability

The user re-encrypts the coin ¢, chooses p = 4 and computes ¢’ = (¢’ = g”a,b’ =
Y?b) = (24,14) and signs a Schnorr signature S on m = h? = 36. Finally, the user
sends (¢, ¢, S,m) to the AP agent. The latter verifies the Schnorr signature S and

the equation (1), and sends a certificate Certy to the user if they are correct.
Since the new coin ¢’ = (24, 14) and its certificate Cert. has no relationship with

the bank, the user has a high anonymity.

Payment

The user signs a signature S = (e, u, v, t;) of a message m which includes ¢, Cert.
and purchase time etc to prove the ownership of the new coin. For convenience,
we assume m = 11. The user chooses k = 5 then computes t = Y*¢® = 19,

e = H(m,t) =40, u=18,v = 5,t; = 28.

The shop computes ¢ = 15 who is convinced that the user is the owner of the
coin if the equation of ¢ = t¢; and the signature S are successful. She/He does not

know who is the user.

Deposit

The bank puts the money into the shop’s account when the checking of the coin
C' = (24,14) and the signature S = (e,u,v,t;) = (40,18,5,28) are correct. The

shop can also see that the money in his account is added.

5.7.2 Purchase procedures

Purchase procedure 1

In purchase procedure 1 a consumer decides how much money should be paid to
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the shop, withdraws the money from the bank, and pays it to the shop.

1. Consumer to shop: The consumer wants to buy some goods in a shop, so

contacts the shop for the price.

2. Consumer to bank: The consumer gets the money from the bank, the amount

being embedded in the signature.

3. Anonymaty scalability: If the consumer wants to maintain higher level of
anonymity, she/he can ask the AP agent to certify a new coin which can

be then used in the shop.

4. Consumer to shop: The consumer proves to the shop that she/he is the owner
of the money, and pays it to the shop. Then the shop sends the goods to the

consumer.

5. Shop to bank: The shop deposits the e-cash in the bank. The bank checks
the validation and that there is no double spending of the coin. The bank

transfers the money to the shop’s account.

Purchase procedure 2

In purchase procedure 2 is that: the consumer does not have to ask the bank
to send money since the consumer already has enough e-cash in his “wallet”. All

she/he needs to do is to get some smaller e-cash from the AP agent to pay the shop.

There are 4 steps in the purchase procedure 2. They are: (1) consumer to shop;
(2) consumer to AP agent; (3) consumer to shop again and (4) shop to bank. Step
2, consumer to AP agent is different from the step 3 in procedure 1 and another

three steps are similar to that in procedure 1. Therefore we focus only on step 2
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consumer to AP agent. It should be noted that electronic-cash is a digital message
and a certification. We say that the AP agent can provide certificates of coins then

provide a service in changing small coin.

Consumer to AP agent: The consumer advises the AP agent of the amount of money
to pay the shop from his wallet. She/He can ask the AP agent to make some smaller
coins. By doing this, the consumer can also get a higher level of anonymity. After
checking the old money sent by the consumer, the AP agent creates some new coins
of an equivalent value to the original coin. One of these new coins can be used in

the shop.

We have already seen that the consumer can keep money in his wallet or get
money from the bank. In both purchase procedures 1 and 2 most computations are

done by the consumers, so the system is very convenient for Internet purchases.

5.8 Conclusions

In this chapter, a new electronic cash scheme is designed to provide different degree
of anonymity for consumers. Consumers can choose their level of anonymity. They
choose a low level of anonymity if they want to spend coins directly after withdraw-
ing them from the bank. Consumers can achieve a high level of anonymity through
the AP agent without revealing their private information and are more secure in
relation to the bank because the new certificate of a coin comes from the AP agent
who is not involved in the payment process. This system does not need a trusted
party to manage consumers’ identities. In this new model, we have shown how to
derive an efficient and untraceable cash scheme based on the variation of coins. It

is an off-line scheme with low communication and computation. With its scalable
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anonymity, the new payment protocol can effectively prevent eavesdropping, tam-
pering, impersonation and “perfect crime”. Finally, we have compared the new

payment protocol with another one to show its efficiency.



Chapter 6

Role Based Access Control and its
applications

This chapter presents basic definitions of role based access control RBAC such as
user-role assignment, permission-role assignment and role-role assignment and so
on. The advantages and significance of RBAC are discussed. Based on the payment
model designed in the previous chapter, the use of RBAC to manage the electronic

payment system is analyzed.

Most information in this chapter has been published in [113, 111, 116].

6.1 Introduction

With people’s increased consciousness of the need for electronic commerce to protect
their private information and to provide security of applications, system adminis-
trators are continuing to implement access control mechanisms and retain a critical
and complex aspect of security administration. Traditional administrations of ac-
cess control are mandatory, discretionary and role-based access control. Mandatory
access controls (MAC) restrict access to data based on varying degrees of security re-

quirements for information contained in the objects. Information is associated with

105
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multi-level security requirements with labels such as TOP SECRET, SECRET, and
CONFIDENTIAL [5]. An assigned right cannot be changed and modifications are
permitted only to administrators. Users may need to register on a number of dif-
ferent servers of different operating system types, various databases and multiple
business applications. Furthermore, an object classification reflects the sensitivity
of the information contained in the object, that is, the potential damage that may
come from unauthorized disclosure of information. Registration of each user with
each facility is needed to control and prevent unauthorized use. Managing a sys-
tem with MAC is a challenging task, especially when dealing with the changes on
user positions and other access rights. Discretionary access controls (DAC) allow
users to grant or revoke access to any authority under their control without the
intercession of a system administrator [39]. Access rights to resources are based on
the identity of persons and/or groups to which they belong. When the number of
users increases, the management is costly. DAC grants authorization or privileges
to users directly, authorized statically when they set up an account. Though it is
convenient for users to pass on the authorization directly to other users, it brings a
serious security problems. For example, when a user passes on some access controls
to another user, it may change the level of access privilege of the second user who
may then able to access or derive high level information based on the level of access

control gained.

The concept of role based access control RBAC started with multi-user and
multi- on-line application systems pioneered in the early 1970s [70, 16, 101, 13].
The major notion of RBAC is that permissions are assigned to roles and users are
associated with appropriate roles. Users cannot associate with permissions directly.

In other words, RBAC is described in terms of individual users being associated
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with roles as well as roles being associated with permissions (Each permission is
a pair of objects and operations). As such, a role is used to associate with users
and permissions. A user in this model is a human being. Roles are created for
the various job functions in an organization and users are assigned roles based on
their authority and qualifications. Users can be easily reassigned from one role to
another. Roles can be granted new permissions as new applications and systems are

incorporated and permissions can be revoked from roles as needed.

Permission is an approval of a particular operation to be performed on one or
more objects. The relationship between roles and permissions is shown in Figure 6.1,
arrows indicate a many to many relationship (that is, a permission can be associated
with one or more roles, and a role can be associated with one or more permissions).
As shown in the Figure, RBAC has the capability to establish relations between
roles as well as between permissions and roles and between users and roles. For
example when two roles are established as mutually exclusive then the same user is
not allowed to take on both roles. This problem may happen in user-role assignment.
Another example is for permission-role relations, conflicting permissions cannot be
assigned to the same role. Therefore in a bank, the permission for approving loan
and that of funding loan are conflicting, these two permissions cannot be assigned
to a role. In role-role assignment, roles have inheritance relations whereby one
role inherits permissions assigned to another role. These relations between users
and roles, permissions and roles and between roles and roles are used to establish
security policies that include separation of duties and delegation of authority. The
security policy of the organization determines role membership and the allocation

of each roles capabilities.
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Figure 6.1: RBAC relationship

With RBAC it is possible to predefine role permission relationships, which makes
it simple to assign users to the predefined roles. It can also be difficult, without

RBAC, to determine what permissions have been authorized to what users.

There are three advantages of RBAC management. Firstly, it is much easier to
manage a system using RBAC. In RBAC, a security administrator adds transactions
to roles or deletes transactions from roles, where transactions can be a program
object associated with data [39]. Security problems are addressed by associating
programming code and data into a transaction. Access control does not require any
checks on the user’s or the program’s right to access a data item, since the accesses
are built into the transaction. Secondly, RBAC can reduce administration cost and
complexity [89]. Usually, there is a relationship between the cost of administration
and the number of associations which must be managed in order to administer
an access control policy. The larger the number of associations, the more cost
and more error prone the access control administration is likely to be, but the use
of RBAC reduces the number of associations to be managed. Thirdly, RBAC is

better than a typical access control list (ACL) model [62]. RBAC can authorize and
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audit capabilities so that people are simply assigned new roles while they change
responsibilities. This allows for the authorities of a person to be easily documented.
By contrast, in ACL, the entire set of authorities must be searched to develop a
clear picture of a person’s rights because ACLs only support the specification of

user /permission and group/permission relationships.

The important feature of RBAC is policy neutral. However, it directly supports
three well known security principles: least privilege, separation of duties and data
abstraction [90]. RBAC gives support to the least privilege because RBAC can be
configured so only those permissions required for the tasks are assigned to roles.
Separation of duties is performed by ensuring that mutually exclusive roles must
be invoked to complete a sensitive task, for instance, both an accounting manager
and account clerk are required to participate in issuing a check. Data abstraction is
achieved by means of abstract permissions such as credit and debit for an account
object, rather than the read, write, execute permissions typically provided by the

database system.

6.2 Administrative issues in RBAC

It has shown that there are many components to RBAC. RBAC administration
is therefore multi-faceted. The components include the issues of assigning users
to roles, assigning permissions to role, and assigning roles to roles. This section

analyzes these issues.

6.2.1 User-role assignments

The user-role assignment (URA) model was originally defined by Sandhu and Bhamidi-

pati [93]. Figure 6.2 shows the regular roles in a shop and an administrative role.
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There is a junior-most role SHOP to which all employees belong and a senior-most
role MANAGER. Roles AUDITOR and SELLER inherit the permissions of role
SHOP while MANAGER inherit the permissions of roles AUDITOR and SELLER.
The member of administrative role ShopSO are authorized to modify membership

in the roles of the figure.

MANAGER

, N
, N
, N
, N
A
AUDITOR SELLER
N .
N .

\ SHOP SECURITY OFFICER ‘(ShopSO)

Figure 6.2: Administrative role and role Relationships in a shop

There are two kinds of work in user role assignment. The first is to specify
what membership between user and role can be modified by an administrative role.
The second is how many users can be assigned to a role. For example, user-role
assignment requires that the administrative role ShopSO can assign users to the roles
AUDITOR, SELLER and MANAGER, but these users must already be members
of the shop, that is, the role SHOP. This is an example of a prerequisite role.
More generally user-role assignment allows for a prerequisite condition [33, 54]. The

prerequisite conditions is used later in RBAC applications.

A session is a mapping of a user to possibly many roles. In other words, users

establish sessions during that users activate some roles. Both users and sessions are
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important conceptions in RBAC management. The distinction between a user and
a session is a fundamental aspect of RBAC and consequently arises in RBAC. To
achieve the principle of least privilege a user should be allowed to login to a system
with only those roles appropriate for a given session. With constraints it may not
be possible for a user to activate all their roles simultaneously. For example, a
constraint limits that two roles can be assigned to the same user but cannot be
simultaneously activated in a session. Therefore, a person may be qualified to be a
car driver and pilot but he/she can activate at most one of these roles at any time.
The person cannot perform a single session with all the persons roles activated.
On the other hand, for the security reason, RBAC has dynamic separation duty
constraint related to roles. In the Figure 6.2, role AUDITOR and role SELLER has
dynamic separation duty relationship. These two roles can be assigned to a person

but cannot activate in a session.

The opposite operation of assignment is revocation. There are two kinds of
revocations. One is weak revocation and the other one is strong revocation. The
revocation operation is said to be weak because it only uses to the role that is directly
revoked. On the other hand, strong revocation applies to all roles that include
senior roles. Strong revocation cascades upwards in the role hierarchy. For example,
suppose Bob is a member of AUDITOR and SHOP. If Alice has administrative role
ShopSO revokes Bobs membership from SHOP, he continues to be a member of the
senior role AUDITOR and therefore can still use permissions of role SHOP. If Alice
strongly revokes Bob’s membership from SHOP, his membership in AUDITOR is

also revoked. Both revocations are analyzed in the applications of RBAC.
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6.2.2 Permission-role assignments

Permission-role assignment applies to assign permissions to roles and revoke permis-
sions from roles. From the perspective of a role, permissions character is similar to
users character. Both of users and permissions are basic entities that are brought
together by roles. There are two aspects in permission-role assignment. One is that
not all permissions can be assigned to roles by an administrator. For example in
Figure 6.2, only permissions which belong to roles SHOP and AUDITOR can assign
to role SELLER. It means there are prerequisite conditions for the operations of

permission-role assignment.

Prerequisite conditionp is an expression using Boolean operators A and V on
terms of the form = and z where x is a role and A means “and”, V means “or”. A
prerequisite condition is evaluated for a permission p by interpreting = to be true if
(32’ > z),(p,2") € PA and Z to be true if (Vz' > z),(p,2') ¢ PA, where PA is a

set of permission-role assignments. o

For a given set of roles R let C'R denote all possible prerequisite conditions that
can be formed using the roles in R. Not every administrator can assign a permission
to a role. The relation of Can-assignp C AR x C'R x 2® provides what permissions
can be assigned by administrators with prerequisite conditions, where AR is a set

of administrative roles.

For example, the meaning of Can-assignp (x,y, 7Z) is that a member of the ad-
ministrative role x can assign a permission whose current membership satisfies the
prerequisite condition y to be a member of roles in range Z. Permission-role assign-

ment (PA) is authorized by Can-assignp relation.
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6.2.3 Role-role assignment

There are three kinds of roles. They are Ability-roles, Group-roles and UP-roles

[90].

Ability-roles (ABR) are roles that can only have permissions and other ability-

roles as members.

Group-roles (GR) are roles that can only have users and other group-roles as

members.

UP-roles (UPR) are roles that have no restriction on membership, in other
words, their membership can include users, permissions, group-roles, ability-roles

and other UP-roles.

No role can be in two different kinds of roles. It means that the three kinds of
roles are mutually disjoint. An Ability-role is a set of permissions that should be
assigned as a single unit to a role. Administrators can treat these permissions as a
single unit ABR. Assigning ABR to role likes assigning permissions to roles. It is
convenient for developers to package basic permissions into an ABR with a task. For
example, opening an account in bank includes different permissions such as show
identity, check identity, save necessary information in bank system and so on. These

permissions are same for everyone. Therefore, they can be setup as an ABR.

Similar to an Ability-role, a Group-role is a set of users who are assigned as a
single unit to a role. A GR can be viewed as a team in system application. It can
simplify system management. For example, a developing team as a GR which can

be assigned to the direct role of the team.

Can-modify: AR — 2UFPE defines which administrative roles can create and
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delete roles, assign and revoke memberships between roles.

Administrative.role UP- Role Range
ShopSO [SHOP, MANAGER)

Table 6.1: Example of Can-modify

Table 6.1 shows an example of Can-modify. The meaning of Can-modify (ShopSO,
[SHOP, MANAGER)) is that a member of the administrative role SHOP or a mem-
ber of an administrative role that is senior to SHOP can create and delete roles in the
range [SHOP, MANAGER) except for the endpoints of MANGER and can modify

relationships between roles in the range [SHOP, MANAGER).

6.2.4 Duty separation constraints

Separation of duty (SOD) relations are used to enforce conflict of interest policies
that prevent users from processing conflicting authorities for their positions. As a
security principle, SOD has been widely recognized for its wide application [103],
[21]. It ensures that failures of commission within an organization can be caused
only as a result of collusion among individuals. To minimize collusion, different
skills are assigned to separate tasks required in the performance of a system. SOD
can protect that fraud and major errors if no deliberate collusion of multiple users.
There are two types of SOD in RBAC. One is static separation of duty, and the

other one is dynamic separation of duty.
Static Separation of Duty

In a role-based system, a user may authorize permissions associated with con-

flicting roles. Static separation of duty (SSD) limits constraints on the assignment
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of users to roles to prevent this form of conflict. RBAC models have defined SSD
relations with respect to constraints on RBAC management. That is no user can
be simultaneously assigned to both roles in SSD. SSD relations may exist within hi-
erarchical RBAC. When applying SSD relations in the presence of a role hierarchy,
it should be ensured that user inheritance does not undermine SSD policies. For
example, the role bank supervisor inherits the role of accounts clerk, and the clerk
has an SSD relationship with the role of billing clerk, then supervisor also has an

SSD relationship with the billing clerk.
Dynamic Separation of Duty

Dynamic separation of duty (DSD) relations, like SSD relations, are intended
to limit the permissions that are available to a user. However DSD relations differ
from SSD relations by the context. SSD relations define constraints on a user’s total
permission space. DSD properties specify the availability of the permissions over
a user’s permission space that can be activated in a user’s sessions. DSD provides
support in security management policy for the principle of least privilege in that
each user requires different permissions at different times. SSD relations provide
the capability to address potential conflict issues that a user is assigned to a role.
DSD allows two or more roles that do not create a conflict of interest when acted
on independently to be assigned to a user. DSD concerns activated simultaneously.
In a bank, for instance, a user may be authorized for both the roles of Teller and
Manager, where the Manager is allowed to acknowledge corrections to a Teller’s
open cash drawer. If a person acting in the role Teller attempted to switch to the
role Manager, DSD relation would require the user to drop the Teller role. A conflict
of interest situation does not arise as long as the same user is not allowed to be both

of these roles at the same time.
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However, RBAC cannot compel systems to use these principles. The security
officer can configure RBAC so it implements these principles. In the next two sec-
tions, applications of user-role assignment and permission-role assignment including
SSD, DSD are discussed. The user-role assignments for the flexible payment scheme

are described, and then followed by its permission-role assignments.

6.3 User-role assignments for a flexible payment
scheme

Using role-based access controls (RBAC) to manage user-role assignments for elec-
tronic payments is one of the most challenging problems. There are two types of
problems which may arise in user-role assignment with RBAC. One is related to
authorization granting process. Mutually exclusive roles may be granted to a user
and the user may have or derive a high level of authority. Another is related to
authorization revocation. When a role is revoked from a user, the user may still
have the role since role hierarchies. This section presents user-role assignments for
a flexible electronic payment scheme. To solve these problems, we first analyze the
duty separation constraints of the roles and role hierarchies in the scheme, then
discuss granting a role to a user, weak revocation and strong revocation for the

scheme. The aim of this section is to provide a way to manage electronic payments

with RBAC.

Recently, role-based access control (RBAC) has been widely used in database sys-
tem management and operating system products. RBAC involves individual users
being associated with roles as well as roles being associated with permissions (each
permission is a pair of objects and operations). As such, a role is used to associate

users and permissions. A user in this model is a human being (for example, a staff
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member in a bank). A role is a job function or job title within an organization asso-
ciated with authority and responsibility (for example, role BANK manages money
for consumers). Permission is an approval of a particular operation to be performed
on one or more objects. There are many relationships between users and roles, and
between roles and permissions as shown in Figure 6.1. Assigning people to tasks is
a normal managerial function. The assignments of users to roles is a natural part

of assigning users to tasks. Hence, user-role assignment is a basic issue of RBAC.

Many RBAC practical applications have been implemented [6], [40] and [89] since
1993. However, there has been little research done on the usage of RBAC in payment
scheme management [91]. This section analyzes duty separation constraints such as
role-role relationship in a payment scheme and then discuss user-role assignment for

the payment scheme.

A scalable anonymity electronic cash scheme has been published [110]. It differs
from other electronic payment schemes [79] [20] and it is significant because con-
sumers in the scalable scheme can get a required anonymity without showing their
identities to any third party. This scheme is a benefit for consumers who are worried
about their identities being traced by banks. However, how to manage the scheme

with RBAC is a remained challenging problem.
Duty separation constraints of the scheme

Sandhu and Bhamidipati developed a model called URA97 in which RBAC is
used to manage user-role assignment [93]. It did not discuss user-role assignments
with electronic commerce. We consider the relationships of the four roles. Duty
separation constraints are role-role associations indicating conflicts of interest. Static

separated duty (SSD) specifies that a user cannot be authorized for two different
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roles while dynamic separated duty (DSD) specifies that a user can be authorized

for two different roles but cannot act simultaneously in both.

Role hierarchies specify which role may inherit all of the permissions of another
role. In Figure 6.3, for example, since all staff in the AP agent, the bank and the
shop are employees, their corresponding roles inherit the employee role. The role
AP, SHOP and BANK have DSD relationships with the role CONSUMER. This
indicates that an individual consumer cannot play the roles of AP, SHOP or BANK
simultaneously. The staff in these three participants have to first log out if they want
to register as consumers. For example, a consumer, who is a staff member of the AP
agent and is able to act the role AP, can ask the AP agent to help him to get a coin
with a high level anonymity. But as a consumer, she/he cannot give herself/himself
a new certificate Cert, of a coin when she/he works for the AP agent. Another

staff member of the AP agent should do the job for this person.

VISITOR

***** = Indicatesinheriting relationship
@ Indicate SSD and DSD relationships respectively

Figure 6.3: The relationships of the roles in the scheme

The role AP has an SSD relationship with BANK. This is because the duty of the
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AP is to help a consumer to get a coin with a high level of anonymity. The BANK
knows the old coin ¢ = (¢, Y"I*) and its certificate Cert.. The AP sends the new
certificate Certy of the new coin ¢ = (¢"™?,Y""PI*) to the consumer. The role
BANK knows the new certificate Cert, and new coin ¢ if the same staff member
from the AP agent and the bank processed the coin for the consumer. If this occurs,
the consumer cannot have a coin with the required anonymity because the BANK
has known the new coin. The SHOP also has an SSD relationship with the BANK
since the BANK verifies the payment as well as depositing the coin to the shop’s
account. The SSD relationship is also a conflict of interest relationship like the DSD
relationship but much stronger. If two roles have a SSD relationship, then they
may not even be authorized to the same individual. Thus, the role AP, BANK, and

SHOP may never be authorized to the same individual.
User-role assignments

To discuss user-role assignments, we add a manager role ( M1) etc in an AP
agent, a manager role (M2) etc in a bank, a manager role (M3) etc in a shop and
some administrative roles Senior Officer(SSO) etc in the system as shown in Figure
6.4 and Figure 6.5. A hierarchy of roles and a hierarchy of administrative roles
are also shown in these two Figures. The roles in Figure 6.4 can be granted and

revoked by the administrative roles in Figure 6.5.

Let x > y denote role z is senior to role y with obvious extension to = > y.
The notion of a prerequisite condition is a key part in the processes of user-role

assignment [93].

Prerequisite condition is an expression using Boolean operators A and V on

terms of the form = and T where x is a role and A means “and”, V means “or ”.
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A prerequisite condition is evaluated for a user u by interpreting x to be true if
(32" > z),(u,2") € UA and 7 to be true if (Vz' > z), (u,2') ¢ UA, where UA is a

set, of user-role assignments. o

For a given set of roles R let C'R denote all possible prerequisite conditions that
can be formed using the roles in R. Not every administrator can assign a role to a
user. The relation of Can-assign C AR x CR x 2% provides what roles an admin-
istrator can assign with prerequisite conditions, where AR is a set of administrative

roles.

Table 6.2 shows the Can-assign relation with the prerequisite conditions in the
scheme. To identify a role range within the role hierarchy of Figure 6.4, we use the

familiar closed and open interval notation.

[,y ={r e Rlz>rAr>y}
(z,y]={r € Rlz>rAr>y}
[x,y)={r€Rlz>rAr >y}

(x,y)={reRlx>rAr>y}

Let us consider the APSO tuples (the analysis for BankSO and ShopSO are
similar). The first tuple authorizes APSO to assign users with the prerequisite role
FPS into members in the AP agent (AP). The second one authorizes APSO to assign
users with the prerequisite condition FPS A OP to be quality controllers (QC).
Similarly, the third tuple authorizes APSO to assign users with the prerequisite
condition FPS A QC to be operators (OP). The second and third tuple show that
the APSO can grant a user who is a member of the AP agent into one but not

both of QC and OP. This illustrates how mutually exclusive roles can be forced.
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Admin.role Prereq.Condition Role Range
APSO FPS [AP, AP]
APSO FPS AOP [QC, QC]
APSO FPS AQC [OP, OP]
APSO QC A OP [M1, M1]

BankSO FPS [Bank, Bank]
BankSO FPS ATE N AU [AC, AC]
BankSO FPS ATE N AC [AU, AUJ
BankSO FPS ANAU N AC [TE, TE]
BankSO TE ANAUN AC (M2, M2]
ShopSO FPS [Shop, Shop]
ShopSO FPS ASELLER [AUDITOR, AUDITOR]
ShopSO FPS NAUDITOR [SELLER, SELLER]
ShopSO | SELLER A AUDITOR [M3, M3]
NSSO FPS (FPS, DIR)
SSO E [FPS, FPS]
SSO FPS (FPS, DIR]

Table 6.2: Can-assign

However, for the NSSO and SSO these are not mutually exclusive. The fourth tuple
authorizes APSO to put a user who is a member of both QC and OP into a manager
(M1). Of course, a user could have become a member of both QC and OP only by

actions of a more powerful administrator than APSO.

There are related subtleties that arise in RBAC concerning the interaction be-
tween granting and revocation of user-role membership. A relation Can-revoke
C AR x 2% shows which role range administrative roles can revoke, where AR is a
set of administrative roles. The meaning of Can-revoke (z,Y) is that a member of
the administrative role z (or a member of an administrative role that is senior to z)
can revoke membership of a user from any role y € Y, where Y defines the range of
revocation. Table 6.3 gives an example of the it Can-revoke relation. There are two
kinds of revocations [93]. The first one is weak revocation, the second one is strong

revocation.
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Admin.role | Role Range
APSO [AP, M1)
BankSO | [Bank, M2)
ShopSO [Shop, M3)
NSSO (FPS, DIR)
SSO [FPS, DIR]

Table 6.3: Can-revoke

A user U is an explicit member of a role z if (U,z) € UA, and U is an implicit
member of role z if for some role z' > z, (U,z') € UA. Weak revocation has an
impact only on explicit membership. For weak revocation, the membership of a
user is revoked only if the user is an explicit member of the role. Therefore, weak
revocation from a role x has no effect when a user is not an explicit member of the
role . The following is an example of weak revocation for the flexible scheme where

Alice and Bob are users.

Suppose Bob is an explicit member of role M1, QC, AU, AUDITOR, AP, FPS
and E in the scheme. If Alice, with the activated administrative role APSO, weakly
revokes Bob’s membership from AP, he continues to be a member of the senior
roles to AP since both M1 and QC are senior roles to AP, therefore he still has the
permission of AP. It is necessary to note that Alice should have enough power in
the session to weakly revoke Bob’s membership from his explicitly assigned roles.
For instance, if Alice has activated APSO and then tries to weakly revoke Bob’s
membership from M1, she is not allowed to proceed because APSO does not have
the authority of weak revocation from M1 according to the Can-revoke relation in
Table 6.3. Therefore, if Alice wants to revoke Bob’s explicit membership as well

as implicit membership from AP by weak revocation, she needs to activate SSO or

NSSO and weakly revoke Bob’s membership from AP, QC and M1.

Strong revocation requires revocation of both explicit and implicit membership.
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Strong revocation of a user’s membership in role x requires that the user be removed
not only from explicit membership in z, but also from explicit (implicit) membership
in all roles senior to x. Strong revocation therefore has a cascading effect up-wards

in the role hierarchy.

In the scheme, for example, Bob is an explicit member of role M1, QC, AU,
AP, AUDITOR, FPS and E. If Alice, with the activated administrative role SSO,
strongly revokes Bob’s membership from AP, then he is removed not only from
explicit membership in AP, but also from explicit (and implicit) membership in all
roles senior to AP. Actually, after the strong revocation from AP, Bob has been
removed from M1, QC as well as AP. However, he still has a membership of FPS,
AU, AUDITOR and E, since they are not senior roles to AP based on the role
hierarchy of Figure 6.4. This brings about the same result as weak revocation from
AP, QC, M1 by SSO. Note that all implied revocations upward in the role hierarchy
should be within the revocation range of the administrative roles that are active in
a session. For instance, if Alice activates APSO and tries to strongly revoke Bob’s
membership from M1, she is not allowed to proceed because M1 is out of the APSO’s

Can-revoke range in Table 6.3.

Weak revocation revokes explicit memberships only and strong revocation re-
vokes both explicit and implicit memberships. Therefore a user may not have the

permissions of a role if the user’s membership is strongly revoked from the role.

6.4 Permission-role assignments with the payment
scheme

The user-role assignment relation UA and permission-role assignment relation PA

are many-to-many relations between users and roles, and between roles and permis-
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sions as shown in Figure 6.1. Assigning permissions to roles is typically the province
of application administrators. Thus a banking application can be implemented so
credit and debit operations are assigned to a teller role. However, approval and
funding operations cannot be assigned to a teller role since they are conflicting per-

missions. Users are authorized to use the permissions of roles to which they are

assigned. This is the essence of RBAC [1].

Similar to user-role assignment, there are two types of conflicting problems that
may arise in permission-role assignments. One is related to authorization granting
process. Conflicting permissions may be granted to a role, and as a result, users
with the role may have or derive a high level of authority. Another is related to
authorization revocation. When a permission is revoked from a role, the role may
still have the permission from other roles. This section discusses how to solve these
problems with the payment scheme in [110]. The duty separation constraints of the
roles and role hierarchies in the scheme has been analyzed in the last section, this
section considers granting a permission to a role, weak revocation permissions and

strong revocation permissions for the scheme.

There are a few applications with permission-role assignment [73, 72, 92]. For ex-
ample, Sandhu and Bhamidipati developed an oracle implementation for permission-
role assignment [92]. It does not discuss permission-role assignments for electronic
commerce. We analyze permission-role assignment for the payment scheme in this

section.
Granting and revocation models

RBAC administration encompasses the issues of assigning users to roles, assign-

ing permissions to roles, and assigning roles to roles to define a role hierarchy. These
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activities are all required to bring users and permissions together. In many cases,
they are best done by different administrators. To analyze granting and revocation
models, we add a manager role ( M1) etc in an AP agent, a manager role (M2)
etc in a bank, a manager role (M3) etc in a shop and some administrative roles
Senior Officer(SSO) etc in the system as shown in Figure 6.4 and Figure 6.5. A
hierarchy of roles and a hierarchy of administrative roles are also shown in these two
Figures. Senior roles are shown towards the top of the hierarchies and junior are to
the bottom. Senior roles inherit permissions from junior roles. Permissions can be
granted to or revoked from the roles in Figure 6.4 by the administrative roles in

Figure 6.5.

Let x > y denote zx is senior to y with obvious extension to x > y. The notion
of a prerequisite conditionp is used to restrict on what permissions can be assigned
to a role. A prerequisite conditionp is evaluated for a permission p by interpreting
x to be true if (' > z), (p,2') € PA and Z to be true if (Vz' > z), (p,2') ¢ PA,
where PA is a set of permission-role assignments. It means that only permissions
satisfy the conditions may be assigned to roles. On the other hand, whether an
administrator can establish the relationship between permissions and roles depends
on the relation of Can-assignp C AR x CR x 2%. That means that permission-role

assignment (PA) is authorized by Can-assignp relation.

For example, the meaning of Can-assignp (NSSO, DIR,[M1, M1]) in Table 6.4
is that a member of the administrative role NSSO can assign a permission whose
current membership satisfies the prerequisite condition DIR to be a member of roles

in range [M1, M1].

The motivation behinds the Can-revokep relation is in Figure 6.4 and Figure

6.5. Figure 6.4 shows that role E is junior-most to which all employees in the new
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system and role Director (DIR) is senior-most to all employees. Figure 6.5 shows the
administrative role hierarchy which co-exist with the roles in Figure 6.4. The senior-
most role is the Senior Security Officer (SSO). Our interest is in the administrative
roles junior to SSO. These consist of three security officer roles (APSO, BankSO

and ShopSO) with the relationships illustrated in the Figure 6.5.

Based on the role hierarchy in Figure 6.4 and administrative role hierarchy in

Figure 6.5, we define the Can-revokep relation shown in Table 6.4.

Admin.role | Prereq.ConditionP Role Range
NSSO DIR [M1, M1]
NSSO DIR M2, M2]
NSSO DIR [M3, M3]
APSO FPS AOP [QC, QC]
APSO FPS AQC [OP, OP]

BankSO FPS ATE N AU [AC, AC]
BankSO FPS ATE N AC [AU, AUJ
BankSO FPS ANAU A AC [TE, TE]
ShopSO FPS ASELLER | [AUDITOR, AUDITOR]
ShopSO | FPS AAUDITOR [SELLER, SELLER]

Table 6.4: Can-assignp

There are related subtleties that arise in RBAC concerning the interaction be-
tween granting and revocation of permission-role membership. A relation Can-
revokepC AR x 2% shows which permissions in what role range can be revoked
by administrative, where AR is a set of administrative roles. The meaning of Can-
revokep (x,Y) is that a member of the administrative role x (or a member of an
administrative role that is senior to x) can revoke membership of a permission from
any role y € Y, where Y defines the range of revocation. Table 6.5 gives an example

of the Can-revokep relation.
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Admin.role | Role Range
NSSO [FPS, DIR)
APSO [AP, M1)

BankSO | [Bank, M2)
ShopSO [Shop, M3)

Table 6.5: Can-revokep

A permission P is an explicit member of a role z if (P,z) € PA, and P is an
implicit member of role z if for some role ' < z,(P,z') € PA. Weak revocation
has an impact only on explicit membership. For weak revocation, the membership
of a permission is revoked only if the permission is an explicit member of the role.
Therefore, weak revocation from a role z has no effect when a permission is not
an explicit member of the role x. We show an example of weak revocation for the

flexible scheme.

Suppose P is an explicit member of role M1, QC, AU, AP and FPS in the
scheme. If Alice, with the activated administrative role APSO, can weakly revoke
P’s membership from QC, P continues to be an implicit member of QC since AP is
junior to QC and P is an explicit member of AP. It is necessary to note that Alice
should have enough power in the session to weakly revoke P’s membership from
explicitly assigned roles. For instance, if Alice has activated APSO and then tries
to weakly revoke P from FPS, she is not allowed to proceed because APSO does
not have the authority of weak revocation from FPS according to the Can-revokep
relation in Table 6.5. Therefore, if Alice wants to revoke P’s explicit membership

as well as implicit membership from QC by weak revocation, she needs to activate

NSSO and weakly revoke P’s membership from QC, AP and FPS.

Strong revocation requires revocation of both explicit and implicit membership.

Strong revocation of a permission’s membership in role x requires that the permission
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be removed not only from explicit membership in z, but also from explicit (implicit)
membership in all roles junior to x. Strong revocation therefore has a cascading

effect downwards in the role hierarchy.

In the scheme, for example, P is an explicit member of role M1, QC, AU, AP
and FPS. If Alice, with the activated administrative role NSSO, strongly revokes P’s
membership from QC, then P is removed not only from explicit membership in QC,
but also from explicit (and implicit) membership in all roles junior to QC. Actually,
after the strong revocation from QC, P has been removed from FPS, AP as well
as QC. However, P still has a membership of AU and M1 since they are not junior
roles to QC based on the role hierarchy of Figure 6.4. This brings about the same
result as weak revocation from QC, AP and FPS by NSSO. Note that all implied
revocations downward in the role hierarchy should be within the revocation range of
the administrative roles that are active in a session. For instance, if Alice activates
APSO and tries to strongly revoke P’s membership from QC, she is not allowed to
proceed because FPS is junior to QC but it is out of the APSO’s Can-revokep range

in Table 6.5.

6.5 Related work

Comparing with previous designed off-line payment schemes, the new payment
scheme provides a flexible level of anonymity for consumers. This section continues
to discuss the related work on user-role assignments and permission-role assign-
ments. There are several other related works on these two assignments such as

role-based access control models [1], role activation hierarchies [89].

A role-based separation of duty language (RSL 99) has been recently proposed

[1]. It has given a formal syntax and semantics for RSL99 and has demonstrated its
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soundness and completeness by using functions on conflicting permission sets. The
proposal is different from ours in two aspects. First, It does not consider the case of
the management for conflicting roles and permissions. Therefore, there is no support
to deal administrative roles with permissions in the proposal. By contrast, our work
provide a rich variety of options that can deal the document of administrative roles
with roles and permissions. Second, the algorithm RSL99 does not provide access
control models. It only gives separation of duty (SOD) policies. By contrast, we
present a number of specialized authorization methods for access control which allow
administrators to authorize a permission and user to role or revoke a permission and

user from roles.

A separate role activation hierarchy which extends the permission-usage hierar-
chy has been proposed in [89]. The authors indicated two things. The first is to
describe RBAC with respect to read-write access, and its relationship to traditional
lattice-based access control (LBAC). The second is that roles are required to have
dynamic separation of duty. RBAC with dynamic separation of duties is respected
to write roles. However, our work substantially differs from that proposal. The
main difference is that the paper [89] focuses on separated role activation hierarchy
and we focus on an application of RBAC with a payment scheme. Furthermore,
there is no e-commerce application test for role activation hierarchies in [89]. By
contrast, we analyze the dynamic separation of duty (DSD) of roles in the payment
scheme and use DSD to reduce conflicts between various roles and between various

permissions in RBAC management.
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6.6 Conclusions

The basic structure of RBAC has reviewed in this chapter. The user-role assignments
and permission-role assignments and how to use RBAC with an electronic payment

system are introduced.

Firstly, user-role assignments for the scalable anonymity payment scheme with
RBAC are presented. It provides a way for using RBAC to manage electronic
payment schemes. The duty separation constraints of the four roles in the scheme
are analyzed. These constraints can be used to prevent unauthorized use of messages
in the scheme. Based on the duty separation constraints, we have discussed how
to grant a role to a user associated with a Can-assign relation. Because of role
hierarchies, a user may still have a role which has been revoked by an administrative
role. We have demonstrated this case in detail with weak revocation and strong

revocation for the scheme.

Furthermore, permission-role assignments for electronic payment are analyzed.
To address the problems that arise in permission-role assignment, how to grant a
permission to a role associated with a Can-revokep relation are discussed. A role
may still have a permission which has been revoked by an administrative role. The
weak permission revocation and strong permission revocation for the scheme are

also detailed disclosed.
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Chapter 7

Formal Authorization Allocation
Approaches for URA Based on
Relational Algebra Operations

In this chapter, we develop formal authorization algorithms for role-based access
control (RBAC). The formal approaches are based on relational structure, and re-
lational algebra and operations. The process of user-role assignment (URA) is an
important issue in RBAC because users may modify the authorization level or imply
high-level confidential information to be derived while users change positions and
request different roles. There are two types of problems which may arise in user-
role assignment. One is related to authorization granting process. When a role is
granted to a user, this role may be conflict with other roles of the user or together
with this role; the user may have or derive a high level of authority. Another is
related to authorization revocation. When a role is revoked from a user, the user

may still have the role since role hierarchies.

To solve these problems, this chapter presents authorization granting algorithms,
and weak revocation and strong revocation algorithms that are based on relational
algebra for user-role assignments. The algorithms can be used to check conflicts

and therefore to help allocate the roles and permissions without compromising the

133
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security in RBAC. We extend our results to RBAC with mobility of user-role rela-
tionship. A user-role relationship is mobile if the user can be further assigned roles.

Finally, comparisons with other related work are discussed.

The information in this chapter is based on a published paper [114].

7.1 Introduction

Role-based access control and its applications have been introduced in the last chap-
ter. Many organizations, when they manage system applications, prefer to centrally
control and maintain access rights, not so much at the system administrator’s per-
sonal discretion but more in accordance with the organization’s protection guidelines
[32]. RBAC is being considered as part of the emerging SQL3 standard for database
management systems, based on their implementation in Oracle 7 [90]. However,
there is a consistency problem when using RBAC management. For instance, if
there are hundreds of roles and thousands of users in a system, it is very difficult to
maintain consistency because it may change the authorization level, or imply high-
level confidential information to be derived when more than one role is requested

and granted.

We develop formal approaches to check the conflicts and therefore help allocate
the roles without compromising the security. The formal approaches are based on
relational algebra, which has a set of complete and sound axioms. To the best of my
knowledge, this is the first kind of work in this area to propose the formal approaches

for role allocation and conflict detection.

The chapter is organized as follows. In the next section, the problems related

to role assignment and revocation are identified. Relational algebra-based autho-
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rization granting and revocation algorithms are developed in section 3 while their
extensions are presented in section 4. The applications of the formal authorization
approaches to a scheme are analyzed in section 5. Comparisons with related work

are discussed in section 6 and the conclusions are in section 7.

7.2 Problem Definitions

RBAC model supports the specification of several aspects such as user-role assign-
ment and permission-role assignment etc. A comprehensive administrative model
for RBAC must account for all issues mentioned before. However, user-role as-
signments and permission-role assignments are particularly critical administrative
activities. For user-role assignments, this is because assigning people to tasks is
a normal managerial function and assigning users to roles is a natural part of as-
signing users to tasks. On the other hand for permission-role assignments, because
conflict defined in terms of roles may allow conflicting permissions to be assigned
to the same role but conflicts defined in terms of permissions eliminates this possi-
bility. Therefore this chapter focuses on user-role assignments and permission-role

assignments will be discussed in the next chapter.

Let D be a database with a set of relations REL, a set of attributes A. REL
includes ROLES, USERS, Can-assign, Can-revoke, SEN-JUN, and Role-User etc.
A includes attributes such as RoleName, UserID, UserName etc from the relations.
Ry is a set of roles Ry = {rq,79,...,7n}; U is a set of users U = {uy, us, ..., u;}. Roles
are in two categories, one is administrative roles (admin.role), the other is regular
roles (role) that need to be assigned to or revoked from users by administrative
roles. The roles (permissions) assigned to a user (role) by administrators may be in

conflicts. For example, in user-role assignments, SSD and DSD relationships may not
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be sympathetic with the roles associated with the user; on the other hand, because of
role hierarchies, the user (role) may still have the permissions of a role (permission)
which has been revoked. In the latter case, the user is able to access objects in
the permissions and has operations on the objects. Another example is in a bank,
the permission for approving loan and that of funding loan are conflicting. These
two permissions cannot be assigned to a role. The problems arising in processes of

assigning and revocation are evident.
Conflicting problems in user-role assignments:

Authorization granting problem — How to check whether a role is in conflict

with the roles of a user?

Authorization revocation problem — How to find whether permissions of a role

have been revoked from a user or not?

For example, Figure 6.2 shows a system administrative role ( ShopSO ) in a
shop to manage regular roles such as SELLER, AUDITOR and MANAGER. Role
MANAGER inherits SELLER and AUDITOR. SELLER has a DSD relationship
with AUDITOR. The administrative role ShopSO can assign a user to be AUDITOR
or SELLER but not both simultaneously, otherwise it compromises the security of
the shop system. It is easy to find conflicts between roles when assigning roles to a
user in a small database system but it is hard to find them when there are thousands
of roles in a system. Our aim is to provide relational algebra algorithms to solve the

problems and then automatically check conflicts when assigning and revoking.
Some relations in set REL are detailed below.

ROLES - This relation has (n + 1) attributes when there are n roles.
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The first attribute, RoleName is the primary key for the relation, and represents
the name of a role. From the second attribute to (n + 1)th attribute, it describes
the state of conflicts with the RoleName in the relation and its domain is {-1, 0},

where ‘-1” means conflicting with the RoleName and ‘0’ means not.

The ROLES relation in Figure 6.2 is in Table 7.1. The attribute SELLERC
shows whether the role SELLER is conflicting with the RoleName in the relation or
not. For instance, in the third tuple, a user with role SELLER has conflicts with

the role AUDITOR.

RoleName | MANAC | AUDC | SELLERC | SHOPC
MANAGER 0 0 0 0
AUDITOR -1 0 -1 0
SELLER -1 -1 0 0
SHOP -1 -1 -1 0

Table 7.1: The relation ROLES in Figure shops

USERS - This relation has two attributes {UserID, UserName }, UserID is the
identity of a user and UserName, which domain is the set of a list of users in the
system. UserID and UserName are recorded for each user. UserName is the primary
key for the table. For example, there are two users David and Tony in the system

of Figure 6.2. The USERS relation is in Table 7.2.

UserID | UserName
0001 David
0002 Tony

Table 7.2: The relation USERS in Figure shops

Roles are managed by administrative roles. Senior roles are shown at the top of

the hierarchies. Senior roles inherit permissions from junior roles. Let x > y denote
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x is senior to y with obvious extension to z > y.

SEN-JUN - This is a relation of roles in a system. Senior is the senior of the two

roles. Tables 7.3 expresses the SEN-JUN relationship in Figure 6.2.

Senior Junior
MANAGER | AUDITOR
MANAGER | SELLER
MANAGER SHOP

SELLER SHOP
AUDITOR SHOP

Table 7.3: SEN-JUN table in Figure shops

ROLE-USER - defines a relationship between USERS and ROLES {RoleName,

UserName}.

RoleName is a foreign key RoleName in the ROLES. It explains a role is assigned

to a user.
UserName is a foreign key UserName from the USERS.

Suppose MANAGER is assigned to user Tony and SELLER to user David, Table

7.4 expresses the ROLE-USER relationship.

RoleName | UserName
MANAGER Tony
SELLER David

Table 7.4: ROLE-USER table

It is easy to know a role set associated with a user from ROLE-USER. Therefore,

the authorization granting problem can be changed to whether a role is conflicting
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with a set of roles R or not. Based on these relations, we describe how to solve the

authorization granting problem and revocation problem in the next section.

7.3 Authorization granting and revocation algo-
rithms

We develop granting and revocation algorithms for user-role assignments based on
relational algebra in this section. Supposing an administrator role ADrole wants
to assign a role r; to a user with a set of roles R. R* is an extension of R, R* =
{z|x € R}U{z|32z' € R,2" > x}. A authorization granting algorithm is designed for
justifying whether the role r; is in conflict with R or not. The following are main
ideas of the algorithm. The first is to decide whether ADrole can assign the role r;
to the user or not. Based on the relation of Can-assign, we can get the prerequisite
conditions. The ADrole can assign r; to the user only if a role in role set R* also
belongs to the prerequisite conditions. The second is to decide whether the role r;
is conflicting with roles in R or not. From the relation of ROLES, we are able to
obtain the number of the attribute r;C that describes conflicting states of r; with

other roles. The details are below.

Authorization granting algorithm Grant(ADrole, R, r;)

Input: ADrole, a set of roles R and a role r;.

Output: true if ADrole can assign role r; to R with no conflicts; false otherwise.
Begin:

Num: =0

Step 1. /* Whether the ADrole can assign the role r; to R or not */
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Suppose S; = R* N .Sy where

Sy=m Prereq.Condition (Uadmm.mle:ADmle (C an — assign))
if S1 # ¢,

then there exists role r € Sy, such that

Tj € TRoleRange(T{ADrotes} (Can — assign))

go to step 2
/* r; is in the range to be assigned by ADrole in Can-assign */
else
return false and stop.

[*the admin.role has no right to assign the role r; to R* */

Step 2. /* whether the role rj is conflicting with roles in R or not*/

for each role r; in R, do

Num; = Tr;C (URoleName:ri (ROLES))

/¥ r;C is an attribute that describes conflicting states of r; with other

roles */
if Num; = —1

r; is a conflicting role with R, return false;
if for all r; € R, Num; = 0 return true.

/* r; is not a conflicting role with R */ o
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Theorem 7.1 The authorization granting algorithm can prevent conflicts when as-

signing a role to a user.

Proof Assuming an administrator role ADrole wants to assign a role r; to a user
which associates with a role set R. While step 1 in the algorithm has checked
whether the ADrole can assign the role r; to a user or not, the second step has
decided whether the role r; is conflicting with roles in R or not. Indeed, r; can be
assigned to the user if for all ; € R, Num; = 0. Otherwise r; is a conflicting role

with R. o

The authorization granting problem is solved by the authorization granting al-
gorithm. Computing S; in the first step takes time proportional to n if n is pre-
sented as the number of roles. Computing 0ugmin.role=ADroe(Can — assign) and
T Prereq.Condition(Tadmin.role=ADrole (Can — assign)) needs time O(n). Thus, the step 1
takes time O(n?). In the second step, the computations of oreename=r; (ROLES)
and 7, (O RroteName=r; (ROLES)) spent O(n) and O(1) respectively. It needs time
O(n?) to get Num,; for all 7; € R. Therefore the total time spent in the authorization

granting algorithm is proportional to n2.

Corollary 7.1 The authorization granting algorithm has time complexity O(n?),

the n is the number of acting roles.

Now we consider revocation of user-role membership. Due to role hierarchy, a
role ' has all permissions of role x when 2z’ > x. A user with two roles {2/, z} still
has the permissions of z if only to revoke x from the user. The explicit member of
a role z is a set of user {U|(U,z) € UA} and the implicit member of role z is a set

of user {U|3x’ > z,(U,z') € UA}. To solve the authorization revocation problem,
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we need to revoke the explicit member of a role first if a user is an explicit member,

then revoke the implicit member.

Following are two algorithms for revocation of a role r; from a set of roles R by
an administrative role ADrole, where R is a set of roles which are assigned to a user.
The first one is a weak revocation algorithm and another one is a strong revocation
algorithm. The weak revocation only revokes explicit membership from a user and
does not revoke implicit membership but the strong revocation revokes both explicit

and implicit members.

In the weak revocation algorithm, the first step is to check whether r; is in R or
not. There is no affect when r; is not in R. The second step is to verify whether r;
belongs to the role range of the relation Can-revoke with the attribute admin.role
of ADrole. The r; is revoked if it drops in the role range. Otherwise, no affect with

the weak revocation processing.

Weak revocation Algorithm Weak_revoke(ADrole, R, 7;)
Input: ADrole, a set of roles R and a role r;.
Output: true if ADrole can weakly revoke role r; from R; false otherwise.

Begin:
Zf Ty ¢ Ra
return false;

/* there is no effect with the operation of the weak revocation since the user is

not an explicit member of r;*/

else /* The user with the role set R is an explicit member of r; */

1. Zf Tj € 71-RoleRcmge (Uadmin.role:ADrole (CCL’I’L - Tekae))a
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return true;

[*the user’s explicit membership in r; is revoked */

2. Zf Tj ¢ 71-RoleRcmge (Gadmin.role:ADrole(Can - TeUOke))a

return, false.

/* ADrole has no right to revoke the role r; from the user */ o

We have the following result with the weak revocation algorithm.

Theorem 7.2 A role r; is revoked by the weak revocation algorithm
Weak_revoke(ADrole, R,r;) if the user is an explicit member of role r; and the

ADrole has the right to revoke r; from the Can-revoke relation. o

It takes time O(n) to check if 7; ¢ R when there are n roles in a system. The com-
putations of Oagmin.role=ADrote(Can —revoke) and T roeRange (Tadmin.rote—ADrote(Can —
revoke)) take time O(n). To check whether r; € T goie range (Tadmin.role=ADrote (Can —
revoke)) needs time O(n). Thus, the time complexity of the weak revocation algo-

rithm is O(n).

Corollary 7.2 Weak revocation algorithm has time complezity O(n) when there are

n roles in a system.

A user still has permissions of a role which has been weakly revoked if a role
associated with the user seniors the role revoked. To solve the authorization revoca-
tion problem, we need strong revocation which requires revocation of both explicit

and implicit membership. Strong revocation of a user’s membership in x requires
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that the user be removed not only from explicit membership in z, but also from

explicit and implicit membership in all roles senior to .

Supposing ADrole likes to strong revoke role r; from a user u with role set R. In
strong revocation processing, there is no effect if u is neither an explicit member of
r; nor an implicit member. r; is revoked if r; € R. From the relation of SEN=JUN,
we can get a role set of all senior roles of ;. When a role is in both the set and R*,

it has to be weak revoked by ADrole.

Strong revocation algorithm Strong revoke(ADrole, R, r;)
Input: ADrole, a set of roles R and a role r;.
Output: true, if it can strong revoke role r; from R; false otherwise.

Begin:
’Lf Tj ¢ R*,
return false;

/* there is no effect of the strong revocation since the user is not an explicit and

implicit member of r; */
else,
1. if r; € R, do Weak_revoke(ADrole, R, r;);
/*r; is weakly revoked from R*/;
2. Suppose
Sen = R* N Tsenior (O Junior=r; (SEN — JUN)),
for all y € Sen, do Weak_revoke(ADrole, R, y);

/* the user is weakly revoked from all such y € Sen*/.



APPROACHES FOR URA 145

If all the weak revocations are successful,
return true;

otherwise, return false. o

It should be noted that Weak_revoke(ADrole, R, r;) and Weak_revoke(ADrole,
R, y) do not work if ADrole has no right to revoke r;. We have the following

consequence.

Theorem 7.3 The explicit and implicit member of role r; are revoked from the user
by the strong revocation algorithm Strong_revoke(ADrole, R,r;) if the ADrole has

the right to revoke r; from the Can-revoke relation.

Corollary 7.3 The authorization revocation problem is solved by the weak revoca-

tion algorithm and strong revocation algorithm.

It needs O(n) to check whether r; ¢ R* if there are n roles in a system. The
computations of 0 junior—r; (SEN —JUN) and Tsenior (0 sunior=r; (SEN —JUN)) takes
time proportional to m where m is the number of tuples in the relation SEN-JUN
and m < n. It takes time proportional to n * m to compute Sen. Other operations
r; € R, rj weak revocation and y € Sen takes time O(n). Therefore the total time

spent with the Strong revocation algorithm is O(n?).

Corollary 7.4 The strong revocation algorithm has time complexity O(n?) when

there are n roles in a system.
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7.4 Algorithms for URA with the mobility of user-
role relationship

The mobility of user-role relationship is a new feature relative to their counterparts
in user-role assignments. When an administrative role assigns a role to a user with a
mobile relationship, this allows the user to use the permissions of the role and to be
further assigned other roles by administrators. If the relationship is immobile, the
user is authorized to use the permissions, but cannot be granted other roles by junior
administrators. Similar to the conflicting problems in the previous sections, there
are two types of problems that may arise in user-role assignment with the mobility
of user-role relationship. One is related to authorization granting process while the
other is related to authorization revocation. The authorization algorithms developed
in the last section do not work well for user-role assignment with the mobility of
user-role relationship. This is because granting and revocation models are different

in user-role assignment with the mobility and in those without the mobility.

In this section, we discuss granting and revocation models related to mobile and
immobile memberships between users and roles, then provide an enhanced autho-
rization granting algorithm, and weak revocation and strong revocation algorithms

that are based on relational algebra and operations.
7.4.1 Introduction of mobility

Administrative roles in Figure 7.1 are used to explain the mobility of user-role re-
lationship. The Figure shows hierarchies of administrative roles. The senior ad-
ministrative role SAR inherits administrative role AR with all permissions of AR.
Similarly, AR inherits junior administrative role JAR. The relationship between user

and role is mobile relationship means that the user may further accept roles, and
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we say the user is a mobile member of the role or the role is a mobile member of
the user. With an immobile relationship the user cannot be granted other roles,
and we say the user (role) is an immobile member of the role (user). Supposing the
administrative role AR assigns a role to a user as mobile member, it means the user
can use permissions of the role and other administrative role like SAR and JAR may
assign other roles to the user. If the user is assigned a role as an immobile member
by AR, JAR cannot update and assign other roles to the user except AR or SAR

changes the immobile membership.

Senior Administrative Role (SAR)

T

Y
Administrative Role (AR)

T

!
|
|
Y
Junior Administrative Role (JAR)

Figure 7.1: Hierarchies of administrative roles

There are two issues need to be addressed in user-role assignment. The first
is to control the roles that an administrative role has authority over. Figure 6.2,
for example, shows the administrative role ShopSO which co-exists with the regular
roles SHOP, SELLER etc. The administrative role ShopSO controls roles in a shop,
that are SHOP, SELLER, MANGER and AUDITOR. The second is to control which

users are eligible for membership in these roles.

There are two kinds of membership between user and role, namely mobility

and immobility. When a user is assigned a role with mobile membership by an
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administrative role, the user is authorized to use the permissions of a role and
he/she is eligible to further accept other roles. A user with an immobile member of
a role only gets the permissions of the role but cannot be assigned other roles by

the member of junior administrators.

This distinction between mobile and immobile memberships can be very im-
portant in practice [73, 94]. For example, in a University, a guest can be granted
immobile membership in a role as an observer by an administrative role but he/she
cannot be granted with staff roles by junior administrators. Therefore, the guest
is able to visit the University without permissions to access original data as staff
member. This can improve security of the system in the University. An other ex-
ample is in a shop model mentioned above, a person under training can assign role
SHOP as an immobile member by administrative role ShopSO and thus participate
in the shop while preventing junior administrators from assigning other roles (for
example SELLER and AUDITOR) to the person. After completion of training the
membership of the person with immobile member SHOP can be upgraded to be mo-
bile by ShopSO or its senior administrative roles. One more example is still in the
shop, a consultant who might be granted the SHOP role as an immobile member by
ShopSO. The consultant can participate in the shop and use the general resources
of the shop. At the same time the immobility of the consultant prevents junior

administrators from assigning SELLER or AUDITOR roles to the consultant.

These examples demonstrate that there are a lot of situations with mobile and
immobile relationships between users and roles in practice. However, similar to the
problems in [114], there are two problems may arise in user-role assignment with

mobility of user-role relationship. They are:

Authorization granting problem — How to check whether a role is in conflict
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with the roles of a user when granting the role to the user as mobile or immobile

member?

Authorization revocation problem — How to find whether mobile or immobile

membership of a role have been revoked from a user or not?

Our aim in this section is to provide relational algebra algorithms to solve these

problems and then automatically check conflicts when assigning and revoking.

7.4.2 Authorization granting and revocation algorithms

We develop granting and revocation algorithms based on relational algebra in this
subsection. A user’s membership in a role can be mobile or immobile. Mobile
membership of user v in role x means that u can use permissions of the role x and u
can also be put into other roles. Immobile membership of user u in role x means that
u can use permissions of role x but cannot be put into other roles by appropriate
junior administrators. Each role z is separated to two sub-roles Mz and IMz.
Membership in Mz is mobile while membership in I Mz is immobile. Assignment of
Mz to a user specifies that the user is a mobile member of z. Similarly, assignment

of IMzx to a user specifies that the user is an immobile member of z.

Based on the mobile and immobile membership with the notion of explicit and

implicit membership, there are four kinds of user-role membership for a given role

z [94].
1: Explicit Mobile Member EMzx
EMzx = {u, (u, Mx) € UA}

2: Ezplicit Immobile Member EIMzx
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EIMz = {u, (u,IMz) € UA}

3: Implicit Mobile Member ImMzx
ImMz = {u,3z' > z, (u, Mz') € UA}
4: Implicit Immobile Member ImIMzx
ImIMx = {u,3z2" > z, (u, IMz") € UA}

A user may have all four kinds of membership in a role at the same time. How-

ever, we limit strict precedence amongst these four kinds of membership as follows:

EMzx > FEIMx > ImMx > ImIMzx

Therefore only one of the membership is actually in effect at any time even

though a user has multiple kinds of membership in a role.

The meaning of a prerequisite condition in paper [114] is simple since the no-
tion of role membership does not include mobile and immobile, explicit and implicit
memberships. Now we need to interpret a prerequisite condition with these mem-

berships.

A prerequisite conditionM is evaluated for a user u by interpreting role x to be
true if

u€ EMxzV (u€ ImMxAu¢ EIMx)

and z to be true if

u¢ EMxAu¢ EIMz Au ¢ ImMxAu ¢ ImIMzx

In other words = denotes mobile membership (explicit or implicit) and Z denotes

absence of any kind of membership.
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For a given set of roles R let C'R denote all possible prerequisite conditions that
can be formed using the roles in R. Not every administrator can assign a role to a
user. The following relations provide what roles an administrator can assign mobile

members or immobile members with prerequisite conditions.

Can-assign-M is a relation of C AR x CR x 2%, which is used for user-role assign-
ments as mobile members. where AR is a set of administrative roles. On the other
hand, user-role assignments as immobile members are authorized by the relation

Can-assign-IM C AR x CR x 2% o

User-role assignment (URA) is authorized by Can-assign-M and Can-assign-IM
relations. Table 7.5 and Table 7.6 shows the Can-assign-M and Can-assign-IM

relations with the prerequisite conditions in the shop example.

Admin.role Prereq.Condition Role Range
ShopSO SHOP [SHOP, SHOP]
ShopSO SHOP ASELLER [AUDITOR, AUDITOR]
ShopSO SHOP NAUDITOR [SELLER, SELLER]
ShopSO SELLER A AUDITOR | [MANAGER, MANAGER|]

Table 7.5: Can-assign-M in the example

Admin.role Prereq.Condition Role Range
ShopSO SHOP [SHOP, SHOP]
ShopSO SHOP ASELLER | [AUDITOR, AUDITOR]
ShopSO SHOP ANAUDITOR [SELLER, SELLER]

Table 7.6: Can-assign-IM in the example

The meaning of Can-assign-M (ShopSO,SHOP,{SELLER, AUDITOR}) is
that a member of the administrative role ShopSO can assign a user whose cur-
rent membership satisfies the prerequisite conditionM SHOP to be a mobile mem-

ber of roles SELLER and AUDITOR. Whereas the meaning of Can-assign-IM
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(ShopSO,SHOP,{SELLER, AUDITORY}) is that a member of the administrative
role ShopSO can assign a user whose current membership satisfies the prerequisite

conditionM SHOP to be a immobile member of roles SELLER and AUDITOR.

Supposing an administrator role ADrole wants to assign a role r; to user u
with a set of roles R which has mobile or immobile memberships with u. The role
r; has mobile or immobile membership with u if ADrole can assign without con-
flicts. We discuss both of mobile and immobile members in the following algorithm.
The structure of the algorithm is shown in Figure 7.2. R* is an extension of R,

R* = {z|x € R} U{z|32' € R, 2’ > z}.

e

SM 1 j @ SI M 1j @
else
Yes Né\ ﬁo Yes
May bea Cannot be a Cannot be an May be an
restrictive restrictive exclusive exclusive
member member member member
ﬂ —
Stop
/F Yes

Conflicts with
R

No

Grant I’j toR

Figure 7.2: Grant algorithm structure

Authorization granting algorithm Grant(ADrole, R, ;)

Input: ADrole, a set of roles R and a role r;.
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Output: true if ADrole can assign role r; to R with no conflicts; false otherwise.
Begin:

Num: =0

Step 1. /* Whether the ADrole can assign the role r; to R as mobile or immobile

member or not */

Suppose Syri = R* N Sye and Span = R* N Sty where

SM? = 7"-Prereq.C’ond’itz’on (Gadmin.role:ADrole(Can - assign - M))

SIMZ - 71—Prereq.C’ondition (Uadmin.role:ADrole(Can - GSSign - IM))

if ; will be a mobile member of the user and Sy # @,
then there exists role r € Sy, such that

Tj € TRoleRange(T{ADroter} (Can — assign — M))

go to step 2

/* rj is in the range to be assigned as a mobile member by ADrole in Can-

assign-M */
if ; will be an immobile member of u and Sian # ¢,
then there exists role 7 € Srp, such that
Tj € TRoteRange (O{ADroles}(Can — assign — IM))
go to step 2

/* rj is in the range to be assigned as an immobile member by ADrole in

Can-assign-IM */
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else
return false and stop.

[*the admin.role has no right to assign the role r; as a mobile or immobile mem-
ber to R */

Step 2. /* whether the role r; is conflicting with roles in R or not*
j

for each role r; in R, do

Num; = Tr;C (O'RoleName:m (ROLES))

/* r;C is an attribute that describes conflicting states of r; with other roles */
if Num; = —1

r; is a conflicting role with R, return false;
ifforall r; € R, Num; =0

return true. /* r; is not a conflicting role with R */ o

Remark 1: Normally we need to check the immobile roles in the role set R in the
step 2. This is because the user may not be assigned other roles if it has immobile
roles. However, this optional problem can be solved by the prerequisite conditionM.
Indeed, when an administrative role assigned a role as mobile or immobile mem-
ber to a user, the administrative role and its senior administrators can update the
membership while a junior administrator may not. Therefore it only needs to check

conflicts between the role r; and the role set .

This algorithm provides a way for whether a role can be assigned as mobile or
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immobile member to a user. For mobile member, S/ cannot be empty, and for

immobile member, Sy cannot be empty.

Theorem 7.4 The authorization granting algorithm provides a solution for the au-
thorization granting problem. It can prevent conflicts when assigning a role to a user

with mobile and tmmobile memberships.

Proof Assuming an administrator role ADrole wants to assign a role r; as a mobile
member to a user which associates with a role set R. While step 1 in the algorithm
has checked whether the ADrole can assign the role r; as a mobile member to the
user or not, the second step has decided whether the role r; is conflicting with roles
in R or not. Indeed, 7; can be assigned to the user if for all r, € R, Num; = 0.

Otherwise r; is a conflicting role with R. o

The authorization granting problem is solved by the authorization granting algo-
rithm. Computing S; in the first step takes time proportional to n if n is presented
as the number of roles. Computing of Gugmin.role=ADrole(Can — assign — M) and
Oadmin.role=ADrole(Can — assign — IM) take time O(1). The time for getting Syso
and St is O(n). Tt uses O(n?) to obtain Sy and Sppr. Thus, the step 1 takes
time O(n?). In the second step, the computations of oreename—r; (ROLES) and
Ty, (O RoleName=r; (ROLES)) spent O(n) and O(1) respectively. It needs time O(n?)
to get Num; for all r; € R. Therefore the total time spent in the authorization

granting algorithm is proportional to n?.

Corollary 7.5 The authorization granting algorithm has time complezity O(n?) for

the case of n roles in a system.

Now we consider revocation of user-role membership. Similar to Can-assign-M
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Admin.role | Prereq.ConditionR Role Range
ShopSO SHOP [SHOP, MANAGER)

Table 7.7: Can-revoke-M

and Can-assign-IM relations in granting a role to a user, there is a Can-revoke-M

and Can-revoke-IM relations between administrative roles and regular roles.

In our previous paper [114] the relation Can-assign involves the prerequisite
conditions but Can-revoke does not. The prerequisite conditions in revocation is
also important. For example, if a user Bob is a member of SHOP then ShopSO may
assign Bob to any role (mobile or immobile) of the shop, namely SHOP, SELLER
and AUDITOR. These assignments are governed by the relations Can-assign-M and
Can-assign-IM. Suppose ShopSO does not like Bob to be a member of any role
outside the shop. If Bob is assigned a role that falls outside the shop then ShopSO
needs revoke him from that role. Prerequisite conditions in Can-revoke are one

means to provide this function.

Relations Can-revoke-M C AR x CR x 2% and Can-revoke-IM C AR x
CR x 2% show which role range of mobile membership and immobile membership
administrative roles can revoke respectively, where AR is a set of administrative

roles. o

The meaning of Can-revoke-M (ShopSO,[SHOP, MANAGER)) in Table 7.7
is that a member of the administrative role Shop can revoke mobile membership
of a user from any role in [SHOP, MANAGER). Similarly, for Can-revoke-IM with

respect to immobile membership.

The evaluation of a prerequisite condition for the revoke model is different from
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Admin.role | Prereq.ConditionR Role Range
ShopSO SHOP [SHOP, MANAGER)

Table 7.8: Can-revoke-IM

the grant model. In the revoke model a prerequisite conditionR is evaluated for

a user u by interpreting role z to be true if
ue EMxVue EIMxVueImMzNVuelImIMzx
and T to be true if

u¢ EMxAu¢ EIMzAu & ImMxAu ¢ ImIMzx

Due to role hierarchy, a role z' has all permissions of role z when z’ inherits
x. A user with two roles {z’,x} still has the permissions of x if only to revoke x
from the user. To solve the authorization revocation problem, we need to revoke
the explicit member of a role first if a user is an explicit member, then revoke the

implicit member.

Following are two algorithms for revocation of a role r; as mobile and immobile
members from a user u by an administrative role ADrole, where R is a set of roles
which are assigned to the user u. The first one is a weak revocation algorithm
and another one is a strong revocation algorithm. The weak revocation only revokes
explicit mobile or immobile memberships from u and does not revoke implicit mobile
and immobile memberships but the strong revocation revokes both explicit and
implicit mobile and immobile members. The structure of weak revocation algorithm

is shown in Figure 7.3.

Weak revocation Algorithm Weak revoke(ADrole, R, ;)

Input: ADrole, a set of roles R and a role r;.
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Figure 7.3: Structure of weak revocation algorithm

Output: true if ADrole can weakly revoke role Mr; from R; false otherwise.

Begin:
Step 1: if r; ¢ R,
return false and stop;

/* there is no effect with the operation of the weak revocation since the user is

not an explicit member of Mr;*/

Step 2. /* Whether the ADrole can revoke the role r; from R or not */

Suppose Sry1 = R* N Srye and Sgryn = R* N Sk, where



APPROACHES FOR URA 159

SRMQ = 7TPrereq.C’ond’itionR(O-a,dmin.7“ole:ADrole (Can — revoke — M))

SRIMQ = WPrereq.Ctmditi(mR(Uadmin.role:ADrole(Can — revoke — IM))

iof Sea1 # ¢ and uw € EMry,
then there exists role r € S, such that
Tj € TRoleRange(T{ADroter} (Can — revoke — M))
Return true;
/* r; is in the range to be revoked by ADrole in Can-revoke-M */
if Sriv1 # ¢ and uw € EIMry
then there exists role r € Sgru, such that
Tj € TRoleRange(O{ADroles}(Can — revoke — IM))
Return true

/* 1 is in the range to be revoked by ADrole in Can-revoke-IM and the immobile

membership is revoked */
else
return false and stop.

[*the admin.role has no right to revoke the role r; from u */ o

The weak revocation algorithm can be used to check whether an administrator
can weakly revoke mobile and immobile memberships from users or not. We have

the following result with the weak revocation algorithm.
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Theorem 7.5 A roles r; as mobile or immobile member is revoked by the weak
revocation algorithm Weak_revoke(ADrole, R,r;) if the user is an explicit member
of role r; and the ADrole has the right to revoke r; from the Can-revoke-M and

Can-revoke-IM relations.

It takes time O(n) to check if r; ¢ R when there are n roles in a system.
The computations of Guamin.rote=aDroie(Can —revoke — M), Oudgmin.role=ADroie(Can —
revoke — IM), WPrereq.conditz‘onR(Uadmm.mle:ADmle (Can — revoke — M)),

T Prereq.ConditionR(Tadmin.role=ADrole(Can — revoke — IM)) take time O(n). The time
for computing Sgas1 and Sgypn needs O(nQ). Thus, the time complexity of the weak

revocation algorithm is O(n?).

Corollary 7.6 Weak revocation algorithm has time complexity O(n?) when there

are n roles in a system.

A user still has permissions of a role which has been weakly revoked if a role
associated with the user is senior the role revoked. To solve the authorization revo-
cation problem, we need strong revocation which requires revocation of both explicit
mobile and immobile memberships and implicit mobile and immobile memberships.
Strong revocation of a user’s mobile and immobile memberships in = requires that
the user be removed not only from explicit mobile and immobile memberships in x,
but also from explicit and implicit mobile and immobile memberships in all roles
senior to x. Strong revocation therefore has a cascading effect up-wards in the role

hierarchy.

Strong revocation algorithm Strong_revoke(ADrole, R, ;)

Input: ADrole, a set of roles R and a role r;.
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Output: true, if it can strong revoke role r; from R; false otherwise.

Begin:
Zf Ty ¢ R*,
return false;

/* there is no effect of the strong revocation since the user is not an explicit and

implicit member of r; */
else,
1. if r; € R is a mobile member of the user, do
Weak _revoke(ADrole, R, 7;) as u € EMr;
/* r; as a mobile member is weakly revoked */;
2. if r; € R is a immobile member of the user, do
Weak_revoke(ADrole, R, r;) as u € EIMr;;
/*r; is weakly revoked from R*/;
3. Suppose
Sen = R* N Tsenior (0 sunior=r; (SEN — JUN)),

for all y € Sen with mobile membership with the user, do Weak_revoke(ADrole,

R, y) as u € EMy;

for all y € Sen with immobile membership with the user, do Weak_revoke(ADrole,

R, y) asu € EIMy;
/* the user is weakly revoked from all such user’s members y € Sen */.

If all the weak revocations are successful,
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return true;

otherwise, return false. o

It should be noted that Weak_revoke(ADrole, R, r;) and Weak_revoke(ADrole,
R, y) do not work if ADrole has no right to revoke r;. We have the following

consequence.

Theorem 7.6 The explicit mobile and immobile and implicit mobile and immobile
members of role v; are revoked from the user by the strong revocation algorithm
Strong_revoke(ADrole, R, r;) if the ADrole has the right to revoke r; from the Can-

revoke-M and Can-revoke-IM relations.

Corollary 7.7 The authorization revocation problem is solved by the weak revoca-

tion algorithm and strong revocation algorithm.

It needs O(n) to check whether r; € R*,u € EMr; and v € EIMr; if there are
n roles in a system. The computations of o unior—r,(SEN — JUN) and
Tsenior (O Junior—r; (SEN — JUN)) takes time proportional to m where m is the num-
ber of tuples in the relation SEN-JUN and m < n. It takes time proportional to nxm
to compute Sen. Other operations r; € R, r; weak revocation and y € Sen takes

time O(n?). Therefore the total time spent with the Strong revocation algorithm is

O(n?).

Corollary 7.8 The strong revocation algorithm has time complexity O(n®) when

there are n roles in a system.
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7.5 Applications of the relational algebra algo-
rithms

The new relational algebra algorithms are applied to the payment scheme in this
section. We only consider the relationships of users and roles without user’s mobility

in the scheme, then analyze applications of the relational algebra algorithms.
7.5.1 An application of the authorization granting algorithm

A hierarchy of roles and a hierarchy of administrative roles are shown in Figure
6.4 and Figure 6.5 respectively. Table 6.2 shows the Can-assign relations with
the prerequisite conditions in the scheme and Table 7.11 shows ROLES relationship
(the attribute M1C, for example, shows whether the role M1 is conflicting with the

RoleName in the relation or not).

Assume Bob is a user with role FPS. The administrative role NSSO wants to
assign the role AP to Bob. Using the granting algorithm Grant(NSSO, FPS, AP),

the first step, R* = R = {F'/PS} and

WPrereq.C’ondition (UAdmin.role:NSSO(Can - CLSSig?’L)) = {FPS}:

then

R* N 7-‘-Prereq.C'ondition(O'NSSO (Can - GSSign)) 7é ¢

This means NSSO can assign role AP to Bob. The second step, based on Table 7.11,
Num = Tapc(0roteName=rprs(ROLES)) = 0

It means no conflicts when assigning AP to Bob.



164 CHAPTER 7

7.5.2 Application of the authorization revocation algorithm

Table 7.9 and Table 7.10 give the Can-revoke and a part of senior-junior relationship

of the payment scheme.

Admin.role | Role Range
APSO [AP, M1)
ShopSO [Shop, M3)
NSSO (FPS, DIR)
SSO [FPS, DIR|

Table 7.9: Can-revoke of the payment scheme

Senior | Junior

FPS E
0] AP
QC AP
M1 OoP
M1 QC
M1 AP

Director M1

Table 7.10: A part of SEN-JUN relation of the payment scheme

Suppose Bob is an explicit member of M1, QC, AU, AUDITOR, AP, FPS and
E in the payment scheme. If Alice, with the activated administrative role APSO,

weakly revokes Bob’s membership from AP, the revocation is successful by the weak

revocation algorithm Weak_revoke(APSO, R, AP),
R={M1,QC, AU, AUDITOR, AP, FPS, E},

AP € 7TRoleRa.nge(O'Aclmin.1"ole:APSO (C’an - T@UOk@)).

However, he continues to be a member of the senior roles to AP since both M1 and

QC are senior roles to AP, therefore he can use the permission of AP. It is necessary
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to note that Alice should have enough power to weakly revoke Bob’s membership
from his explicitly assigned roles. For instance, if Alice has activated APSO and then
tries to weakly revoke Bob’s membership from M1, she is not allowed to proceed
because APSO does not have the authority of weak revocation from M1 according

to the Can-revoke relation in Table 7.9.

Therefore, if Alice wants to revoke Bob’s explicit membership as well as implicit
membership from AP by weak revocation, she needs to activate SSO and weakly
revoke Bob’s membership from AP, QC and M1. This brings about the same result
as strong revocation from AP by SSO. However, Alice does not need to revoke Bob’s
membership from FPS, AU, AUDITOR and E, because they are not senior roles to

AP based on the role hierarchy of Figure 6.4.

For example, Bob is an explicit member of M1, QC, AU, AP, AUDITOR, FPS
and E. If Alice with the activated administrative role SSO strongly revokes Bob’s
membership from AP, then he is removed not only from explicit membership in AP,
also from explicit and implicit membership in all roles senior to AP. Using the strong

revocation algorithm Strong revoke(SSO, R, AP),

R={M1,QC, AU, AP, AUDITOR, FPS,E}

R* = {M1,QC,OP, AU, AP, Bank, AUDITOR, FPS, E}

Step 1, role AP is revoked from R since AP is an explicit member.

Step 2,

Sen = R"N WSenior(o-Junior:AP(SEN - JUN))
— {(M1,QC}.

This means Bob has been removed from M1, QC as well as AP after the strong
revocation from AP. However, he still has a membership of FPS, AU, AUDITOR

and E, since they are not senior roles to AP based on the role hierarchy of Figure



Table 7.11: ROLES in the payment scheme

EC | FPSC | APC | QCC | OPC | M1C | BaC | TEC | ACC | AUC | M2C | ShC | SAC | AU3C | M3C | DiC

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

RoleName
E
FPS
AP
QC
op
M1
Bank
TE
AC
AU
M2
Shop
SELLER
AUDITOR
M3
Director

2 H4.LdVHO 991
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6.4. This brings out the same result as the one after weak revocation from AP, QC,
M1 by SSO. Note that all implied revocations upward in the role hierarchy should be
within the revocation range of the administrative roles that are active in a session.
For instance, if Alice activates APSO and tries to strongly revoke Bob’s membership
from M1, she is not allowed to proceed because M1 is out of the APSO’s can revoke

range in Table 7.9.

The user-role membership is required to revoke when a role is wrongly assigned
to a user. Whether or not an administrator can revoke the membership depends on
revocation relations Can — revoke, Can — revoke — M and Can — revoke — IM. For
example, if the membership is mobile membership, the relation Can — revoke — M
is used. The algorithms in this chapter can be used to check which administrator

can revoke the wrong membership.

7.6 Related work

There are several other related works on role-based access control models with mo-
bility of user-role relationship [94], user-role assignment mechanisms developed for

web-based intranets [95] and Oracle system [4].

An administrative role based access control model for administration of roles
was introduced in [94]. The authors analyzed several subtle issues such as user-
role assignment, permission-role assignment with motilities of user-role membership
and permissions-role membership. The conception of mobility is also appeared in
this chapter. However, our work substantially differs from that proposal in two
aspects. First, paper [94] only introduced the definition of mobility of user-role
membership in user-role assignment. By contrast, we thoroughly discuss various

cases and focus on possible problems in user-role assignment with mobility of use-role
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relationship. Second, paper [94] describes the management of user-role assignment
with the mobility, but they did not mention conflicts when assigning roles to users.
Therefore, there is no support to deal administrative roles with regular roles in
the proposal, especially mobile and immobile members. By contrast, we present
a number of specialized authorization algorithms for access control which allow
administrators to authorize a role as mobile and immobile member to users or revoke
them from users. These algorithms provide a rich variety of options that can deal
the document of administrative roles with regular roles as mobile and immobile

members.

Using RBAC with SQL in Oracle system is also discussed [4]. RBAC are partly
used in [4]. Permissions can be assigned to users directly in Oracle system but not in
our work. Another difference between our work and the work in Oracle system is in
revocation process. We have analyzed the weak revocation and the strong revocation
that depend on different revocation requirements. However, the revocation in [4] is

as follows:

If you revoke a role to which other roles have been granted, the entire set of
privileges associated with every role is revoked. Of course, if any of those roles and
privileges had been granted directly to a user or a role affected by the revoke, they

can still exercise the related privileges through the direct grant.

Finally, a user-role assignment for web-based intranet has been proposed in
[95]. In the model in [95], the RBAC/web system with user-role assignment model
(URA9T) [93] is extended to decentralize the details of RBAC administration on the
web. Authorizations can be given by administrators through prerequisite conditions.
By contrast, this chapter focuses on the consistency problems on user-role assign-

ment and how to provide algorithms for these problems. These algorithms can be
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applied not only web-based intranet but also all systems with RBAC management.
The authorization granting algorithms are used to find conflicts and prevent some
secret information to be derived while the strong revocation algorithms are used to

check whether a role still has permissions of another role.

7.7 Conclusions

This chapter has provided new authorization allocation algorithms for RBAC that
are based on relational algebra operations. They are the authorization granting
algorithm, weak revocation algorithm and strong revocation algorithm for user-role
assignments. The algorithms can automatically check conflicts when granting more
than one role to a user in a system. They can prevent users from accessing unautho-
rized use of facilities when users change position within the organization and demand
the modification of security rights. The roles can be allocated without compromising
the security in RBAC and provide secure management for systems. The complexities
of the algorithms are also analyzed. These results have been extended to enhanced
authorization algorithms with mobility of user-role relationship. Furthermore, we

have discussed how to use the algorithms for the electronic payment scheme.
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Chapter 8

Formal Authorization Allocation
Approaches for PRA Based on
Relational Algebra Operations

Our aim in this chapter is to analyze problems that may arise in permission-role
assignments (PRA) and to develop authorization allocation algorithms to address
the problems within permission-role assignments. The algorithms are extended to
the case of PRA with the mobility of permission-role relationship. Comparisons

with other related work are also discussed.

This chapter is based on a published paper [118].

8.1 Introduction

Similar to the last chapter, there is also a consistency problem may arising within
permission-role assignments. When there are hundreds of permissions and thou-
sands of roles in a system, it is very difficult to maintain consistency problems
because it may change the authorization level of roles, or imply high-level confi-
dential information to be derived when more than one permission is requested and

granted to roles. The permissions assigned to a role by administrators may conflict.

171
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For example, the permission for approving a loan in a bank is conflicting with the
permission of funding a loan. These two permissions cannot be assigned to a role;
however, because of role hierarchies, a role may still have these permissions even if
they have been revoked from the role. In the latter case, a user with this role is
able to access objects in the permission and has operations on the objects. There

are evident problems with the processes of assigning and revocation.

Authorization granting problem - How to check whether a permission is in

conflict with the permissions of a role?

Authorization revocation problem — How to find whether permissions of a role

have been revoked from the role or not?

For example, Figure 8.1 shows a system administrative role ( BankSO ) in a
bank to manage regular roles such as AUDITOR, TELLER, ACCOUNT_REP and
MANAGER. Role MANAGER inherits AUDITOR and TELLER. ACCOUNT_REP

has a SSD relationship with AUDITOR as well as DSD relationship with TELLER.

The administrative role BankSO can assign audit permission or cash operation
permission to a role but not both, otherwise it compromises the security of a bank
system. Qur aim is to provide relational algebra algorithms to solve the problems

and then automatically check conflicts when assigning and revoking.

Based on the database and its tables such as ROLES, SEN-JUN in the last
chapter, this chapter is going to develop formal approaches to check the conflicts and
thereby help allocate the permissions without compromising the security. The formal
approaches are based on relational structure and relational algebra operations. To

my knowledge, this is the first attempt in this area to develop formal approaches for
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MANAGER

s N
AUDITOR ACCOUNT REF TELLER
@ﬁ-ﬂ

BANK

-

‘ BANK SECURITY OFFICEFJ (BanksSO)

Figure 8.1: Administrative role and role Relationships in a bank

permission allocation and conflict detection.

The ROLES relation in Figure 8.1 is in Table 8.1. The attribute TELLERC
shows whether the role TELLER is conflicting with the RoleName in the relation

or not. For instance, in the third tuple, a user with role TELLER has conflicts with

the role AUDITOR.

RoleName MANAC | AUDC | ACCOUNT_REPC | TELLERC
MANAGER 0 0 0 0
AUDITOR -1 0 -1 -1
ACCOUNT_REP -1 -1 0 -1
TELLER -1 -1 -1 0

Table 8.1: The relation ROLES in Figure 8.1

SEN-JUN - This is a relation of roles in a system. Senior is the senior of the two

roles. Table 8.2 expresses the SEN-JUN relationship in Figure 8.1.

The new tables like PERM and ROLE_PERM are needed.
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Senior Junior
MANAGER | AUDITOR
MANAGER | TELLER

TELLER BANK
AUDITOR BANK

Table 8.2: SEN-JUN table in Figure 8.1
PERM - This is a relation of {PermName, Oper, Object, ConfPer }:

PermName is the primary key for the table, and is the name of the permission

in the system.

Oper is the name of the operation granted. It has information about the object

that the operation is granted on.

Object is the database item that can be accessed by the operation. It can be a

database, a table, a view, an index or a database package.
ConfPer is a set of permissions that conflicts with the PermName in the relation.

For example, a staff member in a bank cannot have both permissions of approval
and funding as well as both permissions of audit and teller. The relation of PERM

can be expressed as Table 8.3.

PermName | Oper Object ConfPerm
Approval | approve | cash or check | Funding
Funding invest cash Approval
Audit audit record Teller
Teller transfer cash Audit

Table 8.3: An example of the relation PERM

ROLE-PERM - is a relationship between the ROLES and the PERM, listing what
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permissions are granted to what roles. It has two attributes:
RoleName is a foreign key RoleName from the table ROLES.

PermName is a foreign key PermName from the table PERM which is assigned

to the role.

Suppose the permission Approval is assigned to role TELLER and the permission

Funding to role MANAGER, Table 8.4 expresses the permission-role relationship.

RoleName | PermName
MANAGER | Funding
TELLER Approval

Table 8.4: An example of ROLE-PERM table

Based on these relations, we describe the Authorization granting algorithm and

revocation algorithms in this chapter.

The chapter is organized as follows. Relational algebra-based authorization
granting and revocation algorithms are developed in the next section. The extensions
of the algorithms are described in section 3. In section 4, the formal authorization
approaches are applied to a payment scheme. Comparisons with related work are

discussed in section 5 and the conclusions are in section 6.

8.2 Authorization granting and revocation algo-
rithms for PRA

We develop granting and revocation algorithms for PRA based on relational algebra

in this section. The notion of a Prerequisite conditionp, Can-assignp and Can-
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revokep mentioned before is a key part in the processes of permission_role assignment.
The Prerequisite conditionp is used to test whether or not permission can be assigned
to roles while the Can-assignp is used to verify what role range’s permissions an

administrator can assign.

For a given set of roles R let C'R denote all possible prerequisite conditions that
can be formed using the roles in R. Not every administrator can assign permission
to a role. The relation of Can-assignp C AR x C'R x 2 provides what permissions
can be assigned by administrators with prerequisite conditions, where AR is a set

of administrative roles.

For example, the meaning of Can-assignp (x,y, Z) is that a member of the ad-
ministrative role x can assign a permission whose current membership satisfies the

prerequisite condition y to be a member of roles in range Z.

Permission-role assignment (PA) is authorized by Can-assignp relation. Table

8.5 shows the Can-assignp relations with the prerequisite conditions in the example.

Admin.role Prereq.ConditionP Role Range
BankSO BANK ATELLERAN AUDITOR [ACCOUNT_REP, ACCOUNT _REP]
BankSO BANK ATELLERAN ACCOUNT _REP [AUDITOR, AUDITOR]
BankSO | BANK AAUDITORAN ACCOUNT_REP [TELLER, TELLER]

Table 8.5: Can-assignp relation in Figure 8.1

Supposing an administrator role ADrole wants to assign a permission p; to a role
r with a set of permissions P. P* is an extension of P, P* = {p|p € P} U {p|3r' €
R,r" < r,(p,r") € PA}. There are two major steps in the following permission
granting algorithm. The first step is to check whether the ADrole can assign the

permission p; to r or not. The set of Prerequisite conditionp associated with ADrole



APPROACHES FOR PRA 177

can be obtained from the table Can-assignp while the set of roles associated with
permission p; is obtained from the table ROLE-PERM. The ADrole can build the
membership of permission p; and role r only if there is a role in the both sets. This
means permission p; satisfies prerequisite condition. The second step is to determine
whether the permission p; conflicts with the permissions of r or not, in other words,
whether p; conflicts with permission set P* or not. The set of conflicting permissions
of p; can be retrieved from table PERM. Permission p; is conflicting with role r if

the intersection of the set and P* is not empty. The details are below.

Authorization granting algorithm Grantp(ADrole, 7, p;)

Input: ADrole, role r» and a permission p;.

Output: true if ADrole can assign the permission p; to r with no conflicts; false
otherwise.

Begin:

Step 1. /* Whether the ADrole can assign the permission p; to r or not */

Let

S = 7TP'/'ereq.ConditionP(O-a.dmin.role:AD'r'ole (Can - assignp))

/* Sis a set of prerequisite conditionP associated with ADrole */

and
R = TRoleName (OPermName:pj (ROLE — PERM))

/* R is a set of role associate with the permission p; */

if S1=SNR#3,
then there exists role r; € Sy, such that (p;,r) € PA and

T € 7T-Prereq.ComiitionP (Oadmin.role:ADrole(Oan - G,SSZgTLp)

go to step 2
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/* p; is satisfied the prerequisite conditionP to be assigned by ADrole in Can-
assign */
else

return false and stop.

/*the admini.role has no right to assign the permission p; to role r */
Step 2. /*whether the permission p; is conflicting with permissions of r or not, in
other words, whether p; is conflicting with permission set P* or not*/

Let

CoanermS = T ConfPerm (UPermName:pj (PERM))

/* It is the conflicting permission set of the permission p; */

if ConfPermS N P* # ¢,

then

return false; /* p; is a conflicting permission with role r */
else

return true.

/* pj is not a conflicting permission with r */ o

Theorem 8.1 The authorization granting algorithm can prevent conflicts when as-

signing a permission to a role.

Proof Assuming an administrator role ADrole wants to assign a permission p; to a

role which associates with a permissions set P. While the step 1 in the algorithm



APPROACHES FOR PRA 179

has checked whether the ADrole can assign the permission p; to a role or not, the
second step has decided whether the permission p; is conflicting with permissions in
P~ or not. Indeed, p; can be assigned to the role if for all p; € P*, p; is not in the

conflicting permission set of p;. Otherwise p; is a conflicting permission with P*. o

The authorization granting problem is solved by the authorization granting al-
gorithm. Computing S in the first step takes time proportional to n? if n is pre-
sented as the number of roles. This is because computing osamin.rote=ADrote(Can —
assignp) and Tprereq.ConditionP (Cadmin.role=ADrole(Can — assignp)) needs time O(n).
It spends time O(n) to compute R and O(n?) for S;. Thus, the step 1 takes
time O(n?). In the second step, the computations of OPermName=p; (PERM) and
TConfPerm(OPermName—p; (PERM)) spend time O(m) and O(1) respectively when
there are m permissions in the system. It needs time O(m?) to decide whether there
is a permission in ConfPermS N P* or not . Therefore the total time spent in the

authorization granting algorithm is proportional to (n? + m?).

Corollary 8.1 The authorization granting algorithm has time complexity O(n* +

m?) for the case of n roles and m permissions in a system.

There are related subtleties that arise in RBAC concerning the interaction be-
tween granting and revocation of permission-role membership. A relation Can-
revokepC AR x 2% provides which permissions in what role range can be revoked.
Table 8.6 gives an example of the Can-revokep relation. We have two revocation
algorithms, one is a weak revocation algorithm that is for explicit member of a role
only, the other one is a strong revocation algorithm that is used to delete explicit

memberships between permissions and roles as well as implicit memberships.
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Admin.role Role Range
BankSO [Bank, MANAGER)

Table 8.6: An example of Can-revokep

The meaning of Can-revokep (BankSO,[Bank, MANAGER)) in Table 8.6 is
that a member of the administrative role BankSO can revoke the membership of a

permission from any role in [Bank, MANAGER).

Following are two algorithms for revocation of a permission p; from a role r by an
administrative role ADrole. In the weak revocation approach, only whether or not
permission p; is an explicit member of role r needs to be determined. Operation of
the weak revocation has no effect when the permission p; is not an explicit member
of the role r. The role set associated with p; is gained from the relation of ROLE-
PERM while the role set of role range with ADrole is obtained from the relation
Can-revokep. The permission p; can be revoked if the intersection of these two role

sets is not empty.

Weak revocation Algorithm Weak revokep(ADrole, 7, p;)
Input: ADrole, a roles r and a permission p;.
Output: true if ADrole can weakly revoke role p; from r; false otherwise.

Begin:

ifpj ¢ {p|(pa T) € PA}a

return false;
/* there is no effect with the operation of the weak revocation since the permission

p; is not an explicit member of the role r*/

else /* p; is an explicit member of r */
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Let
ReVOkeRange = 7rRoleRun_qe (Jadmin.role:ADrole(Can - revokep))
/* The role range can be revoked by ADrole*/

and

Roleswithp; = TroleName (O PermName=p; (ROLEPERM))

/*Roles with permission p,*/

If RevokeRange N Roleswithp; # ¢
return true; /*the p;can be revoked */
else
return, false.

/* ADrole has no right to revoke the permission p; from the role */ o

We have the following result with the weak revocation algorithm.

Theorem 8.2 A permission p; is revoked by the weak revocation algorithm
Weak_revokep(ADrole,r,p;) if the permission is an explicit member of the role r

and the ADrole has the right to revoke p; from the Can-revokep relation. o

It takes time O(m) to check if p; ¢ {p|(p,r) € PA} when there are m permissions
in a system. The computations of 0ugmin.rote=anroie(Can — revokep) and
T RoleRange (Tadmin.role=ADrole (Can — revokep)) take time O(n) when there are n roles
in the system. The process of T roieName(TPermName=p; (ROLEPERM)) needs time
O(n). To check whether RevokeRange N Roleswithp; # ¢ or not needs time O(n?).

Thus, the time complexity of the Weak revocation algorithm is O(n? + m).
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Corollary 8.2 Weak revocation algorithm has time complexity O(n? + m) when

there are n roles and m permissions in a system.

A role still owns a permission of a system, which has been weakly revoked, if the
role is senior to another role associated with the permission. To solve the autho-
rization revocation problem, we need strong revocation, which requires revocation
of both explicit and implicit membership. Strong revocation of a permission’s mem-
bership in role r requires that the permission be removed not only from explicit
membership in 7, but also from explicit and implicit membership in all roles junior
to r. Strong revocation therefore has a cascading effect up-wards in the role hierar-
chy. The first step in the strong revocation algorithm is to test whether p; is in P*
or not. If the test is negative, that means p; is neither an explicit member nor an
implicit member of the role r. When this case occurs, the strong revocation has no
effect for the role. Otherwise, p; is either an explicit member or an implicit member
of r. In this step, the membership of p; is revoked from r if pj € P; then the role set
of roles that are junior to role r can be retrieved from the relation SEN-JUN. For
all roles in both the set and P, the relationships between these roles and permission

p; are revoked.

Strong revocation algorithm Strong_revokep(ADrole, 7, p;)
Input: ADrole, a role r and a permission p;.
Output: true, if it can strong revoke the permission p; from r; false otherwise.

Begin:

return false; /* there is no effect of the strong revocation since the permission is

not an explicit and implicit member of the role r */
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else,
1. if p; € P, do Weak_revokep(ADrole, 7, p;);
[*p; is weakly revoked from r*/;
2. Suppose
Jun = 7 junior (Tsenior—r (SEN — JUN)),
for all y € Jun, do Weak_revokep(ADrole, y, p;);
[*the permission p; is weakly revoked from all such y € Jun™®/.
If all the weak revocations are successful,
return true;
otherwise,

return false. /* if one weak revocation cannot finish*/ o

It should be noted that strong revocation algorithm does not work if ADrole has

no right to revoke p; from any role in Jun. We have the following consequence.

Theorem 8.3 The explicit and implicit member of permission p; are revoked from
the role r by the Strong revocation algorithm strong_revokep(ADrole,r,p;) if the

ADrole has the right to revoke p; from the Can-revokep relation.

Corollary 8.3 The authorization revocation problem is solved by the Weak revoca-

tion algorithm and Strong revocation algorithm.

Time O(m) is needed to check whether p; ¢ P* if there are m roles in a system.

The computations of osenior=r(SEN — JUN) and 7 junior (0senior=r(SEN — JUN))
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take time proportional to ! (I < n) where [ is the number of tuples in the relation
SEN-JUN and n is the number of roles in the system. It takes time proportional to
(n?4+m) to do a weak revocation. A role may be junior (n — 1) roles, hence all weak
revocations need time O(n * (n® +m)). Other operations p; € P and y € Jun takes
time O(m) and O(n) respectively. Therefore the total time spent with the Strong

revocation algorithm is O(n * (n? +m)).

Corollary 8.4 The strong revocation algorithm has time complezity O(n*(n*+m))

when there are n roles and m permissions in a system.

8.3 Extensions of the algorithms with mobility of
permissions

Similar to the mobility of user-role relationship, permissions can also be assigned
to roles as mobile and immobile members. There are four kinds of permission-role

membership for a given role z [94].
1: Explicit Mobile Member EMPz
EMPx = {p, (p, Mz) € PA}
2: Explicit Immobile Member EIMPx
EIMPzxz ={p,(p,IMz) € PA}
3: Implicit Mobile Member ImMPz
ImMPz ={p, 3z’ <z, (p, Mz') € PA}
4: Implicit Immobile Member ImIMPx

ImIMPx ={p,3z' < z,(p,[IMz') € PA}
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Admin.role | Prereq.ConditionPM Role Range
BankSO BANK [BANK, BANK]
BankSO BANK ATELLER [AUDITOR, AUDITOR]
BankSO BANK NAUDITOR [TELLER, TELLER]
BankSO | TELLER A AUDITOR | [MANAGER, MANAGER]

Table 8.7: Can-assignp-M in the example

A prerequisite conditionPM is evaluated for a permission p by interpreting role
x to be true if

p€ EMzV (p € ImMx Ap ¢ EIMzx)

and Z to be true if

pé¢ EMxAp¢ EIMxApé¢ ImMx Ap¢ ImIMx

In other words = denotes mobile membership (explicit or implicit) and Z denotes

absence of any kind of membership.

For a given set of roles R let C'R denote all possible prerequisite conditions with
mobility of permission-role relationship that can be formed using the roles in R. Not
every administrator can assign a role to a user. The following relations provide what
permissions an administrator can assign as mobile members or immobile members

with prerequisite conditions.

Can-assignp-M is a relation of C AR x CR x 2%, which is used for permission-
role assignments with mobile members; where AR is a set of administrative roles.
Permission-role assignments with immobile members are authorized by the relation

Can-assignp-IM C AR x CR x 2% o

Permission-role assignment (PA) is authorized by Can-assignp-M and Can-assignp-
IM relations. Table 8.7 and Table 8.8 shows the Can-assignp-M and Can-assignp-IM

relations with the prerequisite conditions in the bank example.
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Admin.role | Prereq.ConditionPM Role Range
BankSO BANK [BANK, BANK]
BankSO BANK ATELLER | [AUDITOR, AUDITOR]
BankSO | BANK AAUDITOR [TELLER, TELLER]

Table 8.8: Can-assignp-IM in the example

The meaning of Can-assignp-M (BankSO, BANK,{TELLER, AUDITORY}) is
that a member of the administrative role BankSO can assign a permission whose cur-

rent membership satisfies the prerequisite condition BANK to be a mobile member

of roles TELLER and AUDITOR.

Supposing an administrator role ADrole wants to assign a permission p; to role
r with a set of permissions P which has mobile and immobile memberships with
r. The p; has mobile or immobile membership with r if ADrole can assign without
conflicts. The following algorithm applies to both of mobile and immobile members.

P* is an extension of P, P* = {p|p € P} U {p|3r', 7' <r, (p,r') € PA}.

Authorization granting algorithm GrantMP(ADrole, P, p;)

Input: ADrole, role r» and a permission p;.

Output: true if ADrole can assign the permission p; to r with no conflicts; false
otherwise.

Begin:

Step 1. /* Whether the ADrole can assign the permission p; to T as mobile or

immobile member or not */

Suppose SMl = SM N R and SIMI = S]M N R where

SM = 7TP?"ereq.C’onditionPM(O'a.dmin.7'ole:AD7"ole(Cfa'n — assignp — M))
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SIM = T Prereq.ConditionPM (Oadmin.role:ADrole (C’an - aSSignp - IM))

R= T RoleName (OPeTmName:pj (ROLE — PERM))

if p; will be a mobile member of r and Sy # ¢,

then there exists role r1 € Sy, such that
1 € TRoleRange(T{ADrote;} (Can — assign — M)) and (p;,r1 € PA),
go to step 2

/* pj; is in the range to be assigned as a mobile member by ADrole in Can-

assignp-M */
if p; will be an immobile member of r and St # ¢,
then there exists role r; € Syar, such that
Ti € TRoleRange (T{ADrote;r} (Can — assignp — IM)) and (pj,r; € PA)
go to step 2

/* pj; is in the range to be assigned as an immobile member by ADrole in

Can-assign-IM */
else
return false and stop.

[*the admini.role has no right to assign the role r; as a mobile or immobile
member to R */

Step 2. /*whether the permission p; is conflicting with permissions of r or not*/
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Let

C’oanermS = T ConfPerm (GPermName:pj (PERM))

[* It is the conflicting permission set of the permission p; */

if ConfPermS N P* # ¢,
then
return false;
/* p; is a conflicting permission with role r */
else
return true.
/* pj is not a conflicting permission with r */ o

This algorithm provides a way to decide whether a permission can be assigned
to a role as mobile or immobile member. For mobile member, S,/ cannot be empty,

and for immobile member, S5 cannot be empty.

Theorem 8.4 The authorization granting algorithm can prevent conflicts when as-

signing a permission to a role with mobile and immobile memberships.

Proof Assuming an administrator role ADrole wants to assign a permission p; as
a mobile member to a role which associates with a permission set P. Step 1 in the
algorithm has checked whether the ADrole can assign p; as a mobile member to the
role or not, and the second step has decided whether the permission p; conflicts with
permissions in P* or not. Indeed, p; can be assigned to the role if for all p; € P*, p;
is not in the conflicting permission set of p;. Otherwise p; is a conflicting permission

with P*. o
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Similar to the time complexity analysis in the last section, we have the following

corollary.

Corollary 8.5 The authorization granting algorithm has time complezity O(n?) for

the case of n roles in a system.

Now we consider revocation of permission-role membership. Similar to Can-
assignp-M and Can-assignp-IM relations in granting a permission to a role, there

are Can-revokep-M and Can-revokep-IM relations.

Relations Can-revokep-M C AR x CR x 2% and Can-revokep-IM C AR x
CR x 2% show which role range of mobile membership and immobile membership
administrative roles can revoke respectively, where AR is a set of administrative

roles. o

The meaning of Can-revokep-M (ShopSO, SHOP,[SHOP, MANAGER)) in Ta-
ble 8.9 is that a member of the administrative role ShopSO can revoke mobile
membership of a permission from any role in [SHOP, MANAGER) subject to the
prerequisite condition SHOP. Can-revokep-IM is similar with respect to immobile

membership.

Admin.role | Prereq.ConditionPRM Role Range
ShopSO SHOP [SHOP, MANAGER)

Table 8.9: Can-revokep-M

The evaluation of a prerequisite condition for the revoke model is different from

the grant model. In the revoke model a prerequisite conditionPRM is evaluated
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Admin.role | Prereq.ConditionPRM Role Range
ShopSO SHOP [SHOP, MANAGER)

Table 8.10: Can-revokep-IM

for a permission p by interpreting role x to be true if

pe EMxVpe EIMxVpeImMzVpeImIMz

and 7 to be true if

p¢ EMxANp¢ EIMxAp¢ ImMxAp ¢ ImIMx

Due to role hierarchy, a role 2’ has all permissions of role x when z’ > z. A user
with two roles {z', x} still has the permissions of z if only to revoke z from the user.
To solve the authorization revocation problem along with mobility of permission,
we need to revoke the explicit member of a permission first if a role is an explicit

member, then revoke the implicit member.

Following are two algorithms for revocation of a permission p; as mobile or
immobile members from a set of permission P by an administrative role ADrole,
where P is a set of permissions which are assigned to a role r. The first one is
the weak revocation algorithm and the second is the strong revocation algorithm.
The weak revocation only revokes explicit mobile and immobile memberships from
r and does not revoke implicit mobile and immobile memberships but the strong
revocation revokes both explicit and implicit mobile and immobile members. The

structure of the weak revocation algorithm is shown in Figure 8.2.
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Figure 8.2: Structure of weak revocation algorithm for permission

Weak revocation Algorithm Weak_revokeMP(ADrole, 7, p;)

Input: ADrole, a roles r and a permission p;.

Output: true if ADrole can weakly revoke role p; from r; false otherwise.
Begin:

ifpj ¢ P ={pl(p,r) € PA},

return false;

/* there is no effect with the operation of the weak revocation since the permission

p; s not an explicit member of the role r*/

else [* p; is an explicit member of r */
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Casel: p; is an mobile member of r,
Roleswithp; = T roteName (T PermName—p; (ROLE — PERM))
/* Roles with permission p; */

PreM = WPrereq.ConditionPRM(Uadmin.role:ADrole(Can - revokep - M))
/* Prerequisite condition with ADRole */
if RP = Roleswithp; N PreM # ¢

REUOkeRangeM - 71-RoleRa.nge (Uadmin.role:ADrole(Can - revokep - M))

if RR = Roleswithp; N RevokeRangeM # ¢,
return, true. /* the mobile member p; is revoked */

else return false;

/* the mobile member p; cannot be revoked since the role r is not in the role range

to be revoked */

else return false and stop.

/*The p; does not satisfy the prerequisite conditions™/

Case 2: if p; is an immobile member of r

PrelM = 7"-Prereq.ConditionPRM(O'a.cl'min.1"ol<»z:AD'role(C'a'n - TeUOkep - IM))

/*Prerequisite condition with ADRole*/

if RPI = Roleswithp; N PreIM # ¢
RekaeRangelM = T RoleRange (Gadmin.role:ADrole(Can - T‘G’I)Ok@p - IM))

if RRI = Roleswithp; N RevokeRangel M # ¢,
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return true, /* the immobile member p; is revoked
else return false ; /* the immobile member p; cannot be revoked */

else return false and stop.

/*The p; does not satisfy the perrequisite conditions™/ o

The weak revocation algorithm can be used to check whether an administrator
can weakly revoke mobile and immobile memberships from roles or not. We have

the following result with the weak revocation algorithm.

Theorem 8.5 A permission p; as mobile or immobile member is revoked by the
weak revocation algorithm Weak_revoke(ADrole,r,p;) if the permission is an ez-
plicit member of role v and the ADrole has the right to revoke p; from the Can-

revoke-M and Can-revoke-IM relations. o

A role still owns a permission of a system, which has been weakly revoked, if the
role is senior to another role associated with the permission. To solve the autho-
rization revocation problem, we need strong revocation, which requires revocation
of both explicit-implicit membership and mobile-immobile memberships. Strong
revocation of a permission’s membership in role r requires that the permission be
removed not only from explicit mobile and immobile membership in r, but also from

explicit, and implicit mobile and immobile membership in all roles junior to 7.

Strong revocation algorithm Strong revoke(ADrole, 7, p;)
Input: ADrole, a role r and a permission p;.
Output: true, if it can strong revoke the permission p; from r; false otherwise.

Begin:
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return false;

/* there is no effect of the strong revocation since the permission is not an explicit

and implicit member of the role r */
else,
1. if p; € P, do Weak_revoke(ADrole, 7, p;);
[*p; is weakly revoked from r as mobile or immobile */;
2. Suppose
Jun = T runior (Osenior=r(SEN — JUN)),
forally € Junn P,

if p; € R is a mobile member of the role y, do Weak_revoke(ADrole, y, p;) as

p; € EMy;

if p; € R is a immobile member of the role y, do Weak_revoke(ADrole, y, p;) as

p; € EIMy;
[*the permission p; is weakly revoked from all such y € Jun N P*/.
If all the weak revocations are successful,
return true;
otherwise,
return false. /* if one weak revocation cannot finish*/ o

We have the following consequence.
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Theorem 8.6 The explicit mobile and immobile and implicit mobile and immo-
bile members of role p; are revoked from a role by the Strong revocation algorithm
Strong_revoke(ADrole,r,p;) if the ADrole has the right to revoke p; from the Can-

revokep-M and Can-revokep-IM relations.

Corollary 8.6 The authorization revocation problem is solved by the Weak revoca-

tion algorithm and Strong revocation algorithm.

In the remainder of this chapter, the new relational algebra approaches are used

with a payment scheme.

8.4 Illustration of the relational algebra algorithms
with permission-role assignments

The new relational algebra algorithms for permission-role assignments are applied to
the payment scheme in this section. Only the applications of the algorithm, without

mobility of role-permission relationship, are introduced.
An application of the authorization granting algorithm

Figure 6.4 shows that role E is the most junior to all other employees in the new
system and role Director (DIR) is the most senior to all other employees. Figure
6.5 shows the administrative role hierarchy which co-exists with the roles in Figure
6.4. The senior-most role is the Senior Security Officer (SSO). Our interest is in
the administrative roles junior to SSO. These consist of three security officer roles
(APSO, BankSO and ShopSO) with the relationships illustrated in the Figure 6.5.
Table 8.3 and Table 8.11 show part of the relations between permissions and between

roles in the scheme.
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Table 8.11: ROLE-PERM table in the scheme

RoleName PermName
Director (DIR) | Funding
Director (DIR) | Approval
Director (DIR) Teller

TELLER Approval

FPS Approval
Bank Teller

CHAPTER 8

Based on the role hierarchy in Figure 6.4 and administrative role hierarchy in

Figure 6.5, we define the Can-assignp relation shown in Table 8.12.

Admin.role | Prereq.ConditionP Role Range
NSSO DIR M1, M1
NSSO DIR M2, M2
NSSO DIR M3, M3
APSO FPS AOP [QC, QC]
APSO FPS AQC [OP, OP]

BankSO FPS ATE A AU [AC, AC]
BankSO FPS ATE A AC [AU, AU]
BankSO FPS AAU A AC [TE, TE]
ShopSO FPS ASALER [AUDITOR, AUDITOR]
ShopSO FPS NAUDITOR [SALER, SALER]

Table 8.12: Can-assignp in the payment example

Let us consider the NSSO tuples in Table 6.4 (the analysis for APSO, BankSO

and ShopSO are similar). The first tuple authorizes NSSO to assign permissions with

the prerequisite condition role DIR into members of M1 in the AP agent (AP). The

second and third tuples authorize NSSO to assign permissions with the prerequisite

condition DIR to be a member of M2 and M3 respectively. Similarly, the fourth tuple

authorizes APSO to assign permissions with the prerequisite condition FPSAOP to

be members of operators (QC). The fourth and fifth tuples show that the APSO can

grant a permission that is a member of the AP agent into one but not both of QC and
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OP. This illustrates how mutually exclusive roles can be forced by permission-role

assignment.

Assume the role FPS with permission set P = {Approval} and P* = P =
{Approval}. The administrative role NSSO wants to assign the permission Teller
to the role FPS. Using the granting algorithm Grantp(NSSO, FPS, Teller), the first

step,

S = 7"-P'rereq.C’onditionP(O'Admin.7"0le:NSSO(C’an_aSSignp))
= {DIR}

and

R = 71-RoleNa.me(O-PermNa.me:Teller(ROLE - PERM))
= {DIR, Bank}

Since RN S = {DIR} # ¢. This means NSSO can assign permission Teller to

role FPS.

The second step, based on Table 8.3

Con.f_perm = WCoanerm(UPermName:Approval(PERM))
= {Funding}

and
Conf — perm N P* = ¢.
Meaning there are no conflicts when assigning the permission Teller to role FPS.

Application of the authorization revocation algorithm

Table 8.13 and Table 8.2 give the Can-revokep and a part of senior-junior rela-

tionship of the payment scheme.
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Admin.role | Role Range
NSSO [FPS, DIR)
APSO [AP, M1)

BankSO | [Bank, M2)
ShopSO [Shop, M3)

Table 8.13: Can-revokep in the payment example

Based on the Table 8.11, The permission Approval is an explicit member of role
DIR, TELLER and FPS in the scheme. If Alice, with the activated administrative
role BankSO, weakly revokes Approval’s membership from TELLER, the revocation
is successful by the weak revocation algorithm Weak revokep(BankSO, TELLER,

Approval). This is because

RevokeRange N Roleswith Approval
={TELLER}

7 ¢

where

RevokeRange

= T RoleRange (UAdmin.role:APSO(Ca'n - TeUOk@p))
= [Bank, M2)

and

Roleswith Approval

= T RoleName (UPermName:Approval (ROLEPERM))
={DIR,TELLER,FPS}

Approval continues to be an implicit member of TELLER since FPS is junior
to TELLER and Approval is an explicit member of FPS. It is necessary to note
that Alice should have enough power in the session to weakly revoke Approval from
explicitly assigned roles. For instance, if Alice has activated BankSO and then tries
to weakly revoke Approval from FPS, she is not allowed to proceed because BankSO
does not have the authority of weak revocation from FPS according to the Can-
revokep relation in Table 6.5. Therefore, if Alice wants to revoke Approval’s explicit

membership as well as implicit membership from TELLER by weak revocation, she
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needs to activate NSSO and weakly revoke Approval from TELLER and FPS.

If Alice, with the activated administrative role NSSO, strongly revokes Ap-
proval’s membership from TELLER, then Approval is removed not only from ex-
plicit membership in TELLER, but also from explicit (and implicit) membership
in all roles junior to TELLER. Actually, using the strong revocation algorithm
Strong_revoke(NSSO, TELLER, Approval), P = {Approval} = P*. Tt does need to
do Weak_revoke (NSSO, TELLER, Approval) since Approval € P. The junior set
of role TELLER is {FPS}. Then the permission Approval has been removed from
FPS as well as TELLER by running Weak_revoke (NSSO, TELLER, Approval) and
Weak_revoke (NSSO, FPS, Approval). However, Approval still has a membership of
DIR since it is not a junior role to TELLER based on the role hierarchy of Figure
6.4. This brings about the same result as weak revocation from TELLER and FPS
by NSSO. Note that all implied revocations downward in the role hierarchy should
be within the revocation range of the administrative roles that are active in a ses-
sion. For instance, if Alice activates BankSO and tries to strongly revoke Approval
from TELLER, she is not allowed to proceed because FPS is junior to TELLER but

it is out of the BankSO’s Can-revokep range in Table 6.5.

The permission-role membership is required to revoke when a permission is
wrongly assigned to a role. Whether or not an administrator can revoke the mem-
bership depends on revocation relations C'an — revokep, Can — revokep — M and
Can —revokep— I M. For example, if the membership is immobile membership, the
relation Can — revokep — IM is used. The algorithms in this chapter can be used

to check which administrator can revoke the wrong membership.
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8.5 Related work

There are several other related works on relational databases [76, 92].

The interaction between RBAC and relational databases are presented in [76].
Two experiments are described. One is a role-based front end to a relational database
with discretionary access control. The other is a role graph to show the roles in a
standard relational database. Some relational concepts like roles, users and permis-
sions are provided. Our model also supports such concepts even though it has a large
variety. However, the main difference between our algorithms and the scheme in [76]
is that we focus on the solutions of the conflicts of roles and permissions, and the
latter focuses on the correlation of RBAC with discretionary access controls. Their
work discusses the relationship between roles and discretionary access controls, they
do not address the allocation of permissions to roles without conflicts. In our work,
we developed detailed algorithms for allocating roles and permissions and checking

their conflicts.

An oracle implementation for permission-role assignment has been proposed in
[92]. In [92], the difference between permission-role assignment (PRA97) and Ora-
cle database management system was analyzed. Furthermore, through prerequisite
conditions, the paper has demonstrated how to use Oracle stored procedures for
implementation. However, the work in this chapter substantially differs from that

proposal. Differences are due to the consistency problem that arises in [92]:

It is very difficult to keep the consistency by reflecting security requirements be-
tween global network objects and local network objects if there are hundreds of roles

and thousands of users in a system.

This problem is completely overcome in our algorithms because the algorithms
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focus on the conflicts between roles and permissions. The authorization granting
algorithms are used to find conflicts and prevent some secret information from being
derived while the strong revocation algorithms are used to check whether a role still

has permissions of another role.

8.6 Conclusions

This chapter has provided new authorization allocation algorithms for permission-
role assignments that are based on relational algebra operations. They are the
authorization granting algorithm, weak revocation algorithm, and strong revocation
algorithm. The algorithms can automatically check conflicts when granting more
than one permission to a role in a system. They can prevent users associated with
roles from accessing unauthorized use of facilities when the permissions of the roles
are changed within the organization and demand the modification of security rights.
The permissions can be allocated without compromising the security in RBAC and
provide secure management for systems. The complexities of the algorithms are
indicated. Furthermore, the extensions of the algorithms for mobility of permissions
are extensively analyzed. Finally, we have discussed the related work in this area

and how to use the algorithms in the electronic payment scheme.
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Chapter 9

Conclusions and future work

This chapter lists the contributions of this dissertation and introduce future work.
The contributions of this dissertation are presented in section 9.1 and section 9.2

explains the future research work.

9.1 Contributions

Software technology, including access scheme, payment, and access control man-
agement for e-commerce, is an important dimension in e-commerce. Although the
importance of electronic-payment in e-commerce has been recognized for a long
time, it has not received much attention in research literature while role based ac-
cess control has been discussed. There are three enhancements in this dissertation.
The first enhancement is a ticket-based access scheme for mobile and non-mobile
users. The second is a scalable anonymity payment scheme and the third is formal

authorization approaches for role based access control.
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9.1.1 Enhancements on ticket-based access control scheme
for mobile user

We have proposed a ticket-based access control model for mobile users. The model
supports efficient authentication of users and service providers over different domains
and can also be used by wired terminal users. Tickets are used to verify correctness
of the requested service as well as to direct billing information to the appropriate
user. The service providers can avoid roaming to multiple service domains, only
contacting a Credential Centre to certify the user’s ticket since tickets carry all
authorization information needed for the requested services. The user can preserve
anonymity and read a clear record of charges in the Credential Centre at anytime.
Furthermore, the identity of misbehaving users can be revealed by a Trusted Centre.
Other related work either has the weakness of not providing anonymity to users or

solving only for particular mobile access problems.

9.1.2 Enhancements on anonymity payment scheme

A secure, scalable, anonymous, and practical payment protocol for Internet pur-
chases has been presented. The protocol uses electronic cash for payment trans-
actions. From the viewpoint of banks, this new protocol allows users are worried
about disclosure of their identities to maintain anonymity. An agent provides a
higher anonymous certificate and improves the security of the consumers. The agent
certifies re-encrypted data after verifying the validity of the content from consumers,
without requiring the private information of the consumers. With this new method,
each consumer can get required anonymity level, depending on the available time,

computation, and cost.

We also analyze how to prevent a consumer from spending a coin more than
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once and how to use the proposed protocol for Internet purchases. After comparing
with another scheme and discussing the properties of the new payment protocol,
the new method has been proven more efficient, and can effectively prevent from
eavesdropping, tampering, and “perfect crime”. It is promising for electronic trades

through the Internet.

9.1.3 Enhancements on formal authorization approaches for
role based access control

We have developed formal authorization allocation algorithms for role-based ac-
cess control (RBAC). The formal approaches are based on relational structure,
and relational algebra and operations. The processes of user-role assignments and
permission-role assignments are two important issues in RBAC because they may
modify the authorization level or imply high-level confidential information to be de-
rived while users change positions and request different roles and permissions. There
are two types of problems which may arise in user-role assignment. One is related
to authorization granting process. When a role is granted to a user, this role may
conflict with other roles of the user or together with this role; the user may have
or derive a high level of authority. The other is related to authorization revocation.
When a role is revoked from a user, the user may still have the role from other roles.
Similarly, there are two types of problems that may arise in permission-role assign-
ments. One is related to authorization granting process. Conflicting permissions
may be granted to a role, and as a result, users with the role may have or derive
a high level of authority. The other is related to authorization revocation. When
permission is revoked from a role, the role may still have the permission from other

roles.



206 CHAPTER 9

To solve these problems, authorization granting algorithms, and weak revocation
and strong revocation algorithms that are based on relational algebra for user-role
assignments and permission-role assignments have been presented. The algorithms
can automatically check conflicts when granting more than one role (permission) to
a user (a role) in a system. They can prevent users from accessing unauthorized
use of facilities when users change position within the organization and demand the
modification of security rights. The roles and permissions can be allocated without
compromising the security in RBAC and provide secure management for systems.
The complexities of the algorithms are also analyzed. Furthermore, the extensions
of the algorithms are deeply analyzed that include the mobility of user-role and
permission-role relationships. As shown in this thesis, the mobility of users and
permissions are very significant and therefore some users with roles and some roles
with permissions can be further assigned while some cannot. We have discussed how
to use the algorithms for the electronic payment scheme. It gives ideas for using
role-based access control to manage electronic payment system. The algorithms can

be applied in system management which uses RBAC.

9.2 Future work

Based on the research work in this dissertation, we propose the following future

research directions and issues.

9.2.1 Improvement of the payment scheme

We have built a consumer scalable anonymity payment protocol that provides differ-
ent requirements of anonymity for users. When a system with the payment protocol

has many users such as hundreds of millions, the data of consumers and coins in-
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crease very quickly. The bank and the AP agent need to keep the data of consumers
and coins that are used to verify and solve problems between consumers and shops,
this may cause a bottleneck problem. In the future, we plan to develop a distributed

payment solution to address the bottleneck issue.

9.2.2 Extension of formal authorization approaches for role
based access control

In this dissertation we presented formal authorization approaches for user-role as-
signment, and permission-role assignment which can be used to automatically check
conflicts when granting roles (permission) to a user (a role) and revoking roles (per-
mission) from a user (a role) in a system. The roles and permissions can be allocated
without compromising the security in RBAC. In the future, we would like to extend
formal authorization approaches, investigating formal authorization approaches for
user-user assignment. We must also determine how these algorithms can be used to

enforce an RBAC management system.

9.2.3 Electronic commerce with RBAC

There are several examples of role based access control for payment scheme. These
examples provide a way to use RBAC to manage electronic payment schemes. How-
ever, the use of RBAC for generic electronic commerce systems is still far from being
achieved. We like to analyze how RBAC management can be used in generic elec-
tronic payment systems and implement the system to prove its practicality. Then

we will extend the results to generic electronic commerce systems.
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9.2.4 Implementation issues

We would like to build tools that can check the syntax and the semantics of the
ticket based access control system, consumer anonymity scalable payment scheme,
and formal authorization approaches for role based access control. The tools might
provide visual support for the payment scheme and authorization approaches to
make them more efficient. The visual tool of formal authorization approaches, for
example, would display all of the components such as role and permissions that
can be used in database. In addition, it shows what components are used and are
available for the authorization approaches. Furthermore, using the visualization
tool, system administrators can easily check the current status of components in

systems.
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