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ABSTRACT Electronic Medical Images (EMI) have grown with the increase in population. EMI are used for
medical diagnosis for medical emergencies hence, they should be correct and clear for accurate diagnosis.
In general, EMI are of varying sizes and dimensions. The aim is to enhance the security and privacy of
EMI with reduced computational time while dealing with a larger and varying-sized data set. Reducing
computational time will make the method suitable for real-time applications (RTA). Hence, a data set of
5856 secret X-ray images all varying in dimensions, total sized up to /.16 GB, are applied with a hybrid
of steganography and cryptography. Here, one X-Ray image is taken at a time then hidden into a single
cover image using Edge-based steganography and then encrypted using five layers of cryptography. Various
performance evaluation tests such as Structural Similarity Index Metrics (SSIM) achieved a value close to
1 which is the preferred value, Peak Signal-to-Noise Ratio (PSNR) is 8§2.51967 dB which is good, Mean
Square Error (MSE) is 5.6E-09 which is close to zero indicating no addition of noise in the retrieved X-ray
images, the Correlation (R) is /. Therefore, the extracted image is the same as the original X-ray images,
while remaining tests such as RMSE, Entropy, KLD, BER, SNR, CV, MAPE, PRD, etc. achieved good results.
The computational time is measured by the Encryption Time (ET) is 0.37 seconds while the Decryption Time
(DT) is 3.9275 sec. Thus, it can be concluded that a hybrid method (HM) could be implemented for RTA.

INDEX TERMS Electronic medical images (EMI), security, privacy, cryptography, steganography.

I. INTRODUCTION

Electronic medical images (EMI) are growing with the
growth in population. EMI users have also grown because
of its features such as flexibility, scalability [1], easily
accessible, reduced time [2], ease to use any time, any
place, reduces retesting time, and cost, etc. EMI consists
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of confidential information such as body part, medical
history, disease description, diagnosis, patient’s personal
and payment details which should be kept a secret [3].
Electronic Medical Images (EMI) are Magnetic resonance
imaging (MRI) [4], X-ray [5], [6], computed tomography
(CT) scan [4], Electrocardiogram (ECG) [7], [8], [9].
Doctors use EMI for medical diagnosis and researchers use
them for the development of machine learning algorithm [3]
which help in early prediction of diseases, etc. In Pharma
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companies, researchers use them to enhance already available
medical treatments. They are also used by insurance agencies,
doctors, government agencies, academic researchers, and
genome registry [10]. As such the EMI need to be accurate,
correct, valid, readable, and understandable for correct
diagnosis [11].

The authors in [10] discussed the potential risks/threats [12]
faced by them such as phishing attacks, malware attacks, low
vision spot encryption, cloud threats, and insider attacks [2],
[13], [14], [15], [16], [17]. Thus, the security of EMI needs
to be enhanced from hackers [17], [18] and attackers [3].

This research work is motivated as changes in retrieved
EMI could lead to incorrect diagnosis or even death [11].
Hence, to enhance security while ensuring privacy [14], [19],
[20] of EMI while reducing the encryption and decryption
time [21], [22] is an important aspect [2]. As already existing
algorithms lead to noisy EMI as output [23]. Therefore,
an implementation of hybrid [22], [24], [25] of edge-based
steganography [9], [26], [27] with five layers of cryptography
on EMI were performed here.

A. RESEARCH CONTRIBUTIONS

The major contribution of this research work has been listed
below:

« Tabular study of the recent literature work conducted for
securing EMI.

o To deal with a larger data set of EMI without normalizing
their size to such that would render them unclear
or non-understandable for future medical diagnosis.
Therefore, dealing with diverse, varied sized, and
different dimensioned EMI [2], [21] which retains their
quality after retrieval.

o Implementing a hybrid [1] of EBS [27] with five layers
of cryptography on EMI while reducing computational
time-based complexity [20], [28], [29]. Implementing a
hybrid method will ensure that the properties of both
cryptography and steganography have enhanced the
security of X-ray images. Hence increased resistance
against various kinds of attacks [16].

o As EMI image quality is important as they are often
used to make decisions in medical emergencies. While
reducing computational time and retaining EMI image
quality helps practitioners timely make better and
correct medical decisions.

o Checking the validity of the hybrid [24], [30] of EBS and
five-layer cryptography method by performing various
evaluation tests such as SSIM, PSNR, MSE, etc. [31],
[32].

This research work is organised into the following sections:
Section II gives a tabulated understanding of the current
state of research work done for securing EMI with its
details on the data set, and the programming language used
by the researcher. Section III discusses the hybrid method
(HM)algorithm with its flowchart. Section IV details the
experimental results achieved after implementing HM on
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TABLE 1. Research study based on programming language and used data
set.

Cited |Language Data Set Details
as
HM MATLAB

R2021a

Six cover images: 1080 x 1080 x 3
with a total size of 2.92 MB, Secret
images: 5856 X-ray images of vary-
ing dimensions sized 1.16 GB: Data
set from [32] All images were initially
in JPEG format.

Secret: Block of characters "Rose Adee
encrypted files" converted to ASCII, 3
cover images sized 1.2MB, 2.9, and
7.2MB.
[33] MATLAB  and | Real
Visual C++

[1] Python

electrocardiographs,
photoplethysmography, and Holter
cardio data recorded for up to 72 h.
[29] MATLAB 2020b | Grey-scale images 256 x256.

and Python
[34] MATLAB Secret: 880 x 660 (pelvis and thorax),
R2016b 256 x 256; Leg, Eye, Thorax, Pelvis,

cover images: Lena, Baboon, Barbara,
Cameraman.

Secret images: Human Brain 699 x
911, MRI 512 x 513, Lungs 425 x 425;
50 grey-scale and 50 RGB images, 512
x 512, cover image: Lena 512 x 512.
Secret data: Patient text file of 100
characters, including patient name, age,
gender, address, etc. medical diagnosis
sized 107 bytes, cover images: 6 ab-
dominal CT 335 x 400, Heart CT-scan
412 x 800, Brain-MRI 1175 x 1332,
Neck-MRI 315 x 560, Chest X-ray 174
x 290, Body X-ray 483 x 626.

Secret: images X-ray Foot 512x512,
CT Brain 256x256, MRI Head
256x256, Ultrasound Fetus 512x512,
PET Brain 256x256, Virus COVID-19
512x512, cover image: Lena 512x512,
Normal image Peppers 256x256,
output size 2.45 Mbps.

4 CT images 512 x 512, 2 MRI
size 320 x 320 Grey and colour
images 256x256 dimensions.
Dataset from https://openmd.com,
and https://medpix.nlm.nih.gov.

32 high-resolution CT scan images 677
x 598, size 364.2 KB. Size of 32 im-
ages 11.3 MB. Dataset from National
Institute of Health.

[3] MATLAB
R2018a

[17] MATLAB
R2018a

[35] MATLAB
R2016a

[36] MATLAB
R2020b

[37] MATLAB

6 cover images hidden with 5856 secret X-ray images based
on the ET and DT. Section V the values achieved by HM
for various performance evaluation tests such as MSE, PSNR,
SSIM, R, etc. Finally, the conclusion and Future scope have
been discussed.

Il. LITERATURE STUDY

In Table 1 the literature is studied based on the programming
language used in the hybrid method (HM) and by other
researchers with details on the data set with sizes of EMI that
have been secured.

In [11] Python programming language was used. Table 1
researchers of [4], [29], [35], [36], and [37] have normalized
EMI to dimensions of 256 x 256, 512 x 512, 699 x 911, and
lesser. Here the data set which is originally of varying sizes
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TABLE 2. Literature study.

Cited as | Research goal Achieved Proposed Technique Future
[1] Data security is based on cryptogra- | Ensures twice the protection of the | Rivest-Shamir Adleman, Advanced | More research is needed to im-
phy and steganography in a cloud re- | cloud with more redundancy, flexibil- | Encryption Standard, with identity- | prove the combination of steganog-
ducing security and privacy concerns | ity, efficiency, and security by protect- | based encryption algorithms along- | raphy with cryptography and provide
such as data theft, and manipulation. ing data confidentiality, privacy, and | side Least Significant Bit steganogra- | greater security for multimedia data.
integrity from attackers. phy
[33] Protect cardiac database against | Effective, secure, stable, and potential | Daubechies wavelet transform then | -
unauthorized access use in telemedicine Energy Packing Efficiency-based
compression
[29] Security of image while in communi- | Secure, efficient, and immune from | Stacked Auto-Encoder (SAE) Deep learning algorithm with ex-
cation attacks, ensures noise immunity due traction from the region of interest
to more advantages of parallel SAE in medical images then compression
computations, and significantly re- and multi-stage security comprise
duces runtime complexity. watermarking and hiding schemes
with employee encryption for robust
broadcasting in telemedicine IoT.
[34] Secure transmission of medical infor- | Good encryption performance, more | Cryptography using Logistic May | -
mation between practitioners efficient, secure, fast encryption, ex- | (LM) and Henon Maps with SHA-
cellent resistance against differential | 256
attacks.
[3] To develop a new, fast, and secure | Fast computational time, efficient, | The 1D logistic map associated with | Randomness increased, RGB image
medical image that withstands attacks | can withstand cropping and noise at- | pseudo-random numbers can be encrypted using interleaving,
tacks, implementable in RTA diffusion-confusion.
[17] Securing E-health images Robust LSB and key compression with six | Randomness increased, RGB image
stages of chaotic maps: Chebyshev, | can be encrypted using interleaving,
Gauss, Henon, Logistic, Tent, and | diffusion-confusion
Piecewise maps then DNA encoded
[35] Medical image transmission and stor- | Good visual quality, high entropy, | Permutation then substitution en- | Implementing a combination of semi-
age quickly and securely low adjacency correlation, low time | hanced 2-D logistic chaotic map with | selective image encryption with high
complexity, uniformly distributed his- | SHA-256 information region and implementing
togram, correlation between adjacent the algorithm on different platforms.
pixels is weak, information entropy
close to ideal value 8 of cipher-
images
[11] Secure, authentic, confidential trans- | High security and good efficiency, | 7z-based lossless compression with | -
mission of medical images over the | image quality retained, free from sta- | public key encryption algorithm El-
Internet faces challenges of size and | tistical attacks, no noise addition in | liptic Curve Cryptography (ECC)
privacy achieved medical image
[4] Multiple medical image encryption Good encryption effects, resistance to | Logistic tent 1-D Lyapunov Expo- | Generalizing the encryption algo-
attacks, higher security, faster encryp- | nent chaotic system with Fisher-Yates | rithm to various types of medical im-
tion speed, better performance, time | scrambling and diffusion algorithm ages
efficiency, high efficiency
[36] Security from attackers and hackers | Secure transmission, high-security | Hybrid optical based Discrete | Other more complex attacks could
of patient confidential records as the | performance, high efficiency and ro- | Wavelet Transform (DWT) based | be injected, other security techniques
current solution lacks efficiency as | bustness, low complexity, low pro- | compression then  Quantization | could be applied, and future deep
high number of security breaches. | cessing speed process then encrypted using Rubik’s | learning-based encryption and au-
Develop a more efficient, confiden- cube-based cryptography with optical | thentication techniques, robustness
tial, authentic algorithm which resists Double Random Phase Encoding | and not detectable should also be
security threats while maintaining in- (DRPE) technique then SHA-256 | measured.
tegrity generating  (Hash-based Message
Authentication Code value (HMAC
then Least Significant Bit (LSB)
steganography
[37] Medical images carry sensitive pa- | The extracted image is of good qual- | Random phase with transposition | -
tient data from unauthorized access | ity, robust method encrypted then phase grating
over the Internet on 32 cross-sectional CT-scan images

and dimensions X-ray images [38] are normalized if their
dimensions are greater than 500 x NAN. It can be deduced
that most of the previous researchers have used MATLAB
as their programming language except for [1] where Python
was used. Table 1 summarises that [17] has used 6 EMI, [3]
used 50 EMI, [34] used 5 EMI, [37] with 32 EMI, etc. which
are lesser in number compared to 5856 X-ray images used
in this research work. Authors of [4] have mentioned the
need for a method which could deal with a large number of
different-sized EMI. The literature study that helps formulate
hybrid method (HM) has been tabulated in Table 2 based on
the research goal that led to their research, results achieved
after implementing the proposed method, proposed work
that they have implemented, and future suggestions made by
them.
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Table 2 shows that previous researchers worked towards
enhancing the security of EMI while it is being transmitted
or stored on third-party storage. Conventional methods such
as the Rivest-Shamir algorithm (RSA), stacked autoencoder
(SAE), secure hash algorithm (SHA), advanced encryption
algorithm (AES) elliptic curve cryptography (ECC), Discreet
wavelet transform (DWT), and least significant bit ( LSB).
These conventional methods are well known to all, easy to
detect, and vulnerable to attacks but are time-consuming and
thus complex to implement [39].

The total time taken to hide 5856 X-ray images into
cover image using Edge-based steganography (EBS) was
2.0514 minutes while Block-based steganography (BBS)
was 9.112 min [27]. This research is motivated to reduce
computational time-based complexity hence EBS is selected.
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/ LOAD COVER IMAGE HAVING A WHITE BACKGROUND AND /
INITIALIZE COUNT VARIABLE TO ZERO

FIND AND SAVE THE EDGE PIXEL VALUES INTO TWO
ONE DIMENSION ARRAY SAY COL AND ROW

v

/ LOAD THE COVER IMAGE WITH NOISY BACKGROUND

| P2

INCREMENT COUNT BY 1

v

/ CONVERT THE X-RAY IMAGE INTO A ONE DIMENSION ARRAY

v

DIVIDE THE NOISY COVER IMAGE BASED ON
RGB COMPONENTS

HIDE THE ELEMENTS OF 1-D X-RAY IMAGE ARRAY
ACROSS THE EDGE INTO THE RGB COMPONENTS

v

LAYERED CRYPTOGRAPHY

/ LOAD ONE OF THE 5856 X-RAY IMAGE AND /

| LAYER 1 INITTAL PERMUTATION

| LAYER 2 CIRCULAR RIGHT SHIFT

| LAYER 4 EVEN ODD INTERCHANGE

| LAYER 3 XOR |

| LAYER 5 FINAL PERMUTATION

v

/ CALCULATE MSE, PSNR, SSIM, R, etc.S /

IF COUNT IS 5856

FIGURE 1. Flowchart of hybrid method.

The combination of (EBS) with five-layered cryptography
enhances the security and privacy of EMI. Reducing
time-based complexity will help its users to refer X-ray
images in real-time.

ill. HYBRID METHOD (HM)

HM method combines (EBS) with five layers of cryptography.
The working, of EBS with five layers has been explained in
this section. Implementing steganography enacts the proper-
ties of steganography such as tamper resistance, robustness,
imperceptibility, payload capacity, and secrecy while cryp-
tography ensures authenticity, integrity, confidentiality, non-
repudiation, privacy, and reliability properties [40]. The noisy
and white background cover images were created using the
online photo editing tool PixlIr.com available online at [41].
HM algorithm is discussed in Algorithm / while its flowchart
is shown in Figure 1.
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A. DATA SET USED

This research deals with 5856 secret X-ray images in JPEG
format differing in dimensions and sizes. These have been
downloaded from the online database Mendeley [38]. A few
X-ray images are shown in Figure 2. The 6 JPEG cover
images are shown in Figure 3. These cover images were
downloaded from the online public database.

B. EDGE-BASED STEGANOGRAPHY (EBS)

For edge detection, the green component of the white
background cover image is loaded. With the help of
MATLAB?’s inbuilt edge function, the method ‘“‘Prewitt” is
used at threshold 0.025 the edge pixel values are found.
These pixel values are saved into two /D arrays say row
and column. Figure 4 shows a cover image in a white and
noisy background. It also highlights the edge position on the
white cover image. These edge positions are used on the noisy
coloured cover image to locate the edge pixel and is the same
across all RGB components. The condition for HM is that the
cover image should have more region of interest towards the
y-axis. Therefore occupying more area vertically.

The noisy cover image is loaded into variable array say A. A
is further divided based on RGB components and saved into
variable arrays AR, AG, and AB. One of the 5856 greyscale
X-ray image is loaded into 2D array say X. Then X is resized
to 500 to NAN with respect to the aspect ratio of the original
image. This is done when the row size is greater than 500. X is
converted into a /D array say XA. Then one row and column
value are used to pinpoint the same edge position on all
three components. The data is hidden from the edge position
towards the noisy background in the cover image. An equal
amount of data from XA is hidden across all components for
all edge positions.

After hiding all the elements of XA. The three components
are combined into one coloured image. This stego-image is
encrypted using five layers of cryptography.

C. FIVE LAYERS OF CRYPTOGRAPHY

The stego-image generated after EBS is applied with five
layers of cryptography. Here these five unique layers of
cryptography have been discussed in detail.

Layer 1: Initial Permutation (IP): In /P a random row
wise scrambled array of size /080 x 1080 is created. It has
1080 rows and 1080 columns. Each row has index values
ranging from /:7/080. Each row values are randomized and
the table created is called IP table. The IP table is used as
a substitution table for the previous stego-image. This layer
causes diffusion [42] of pixel values. IP table is obtained once
initially and used for all components and all 5856 X-ray
images. This /P table will be sent to the receiver to retrieve
the hidden X-ray images. In Figure 5 a 6 x 6-pixel values
table is used as an example to illustrate the proper working
of IP layer. It should be noted that the actual dimensions of
the stego-images are 1080 x 1080 x 3 while the IP table
is 1080 x 1080. The 3 is for the RGB components of the

165053



IEEE Access

D. Sharma et al.: Securing X-Ray Images Into Cover Images Using Hybrid EBS Steganography

Py ey BN Ex BN N pn N

IM-0001-00  IM-0003-00  IM-0005-00 ~ IM-0006-00 ~ IM-0007-00  IM-0009-00 IM-0010-00  IM-0011-00
01jpeg 01.jpeg 01,jpeg 01jpeg 01jpeg 01jpeg 01jpeg 01jpeg

pu S BN N AN @m Py
IM-0022-00  IM-0023-00  IM-0025-00  IM-0027-00  IM-0028-00  IM-0029-00 IM-0030-00  IM-0031-00
01jpeg 01.jpeg 01.jpeg 01jpeg 01jpeg 01jpeg 01jpeg 01jpeg
NP BN pm N opw N RS
IM-0043-00  IM-0045-00 IM-0046-00 ~ IM-0049-00  IM-0050-00  IM-0059-00  IM-0061-00  IM-0063-00
01jpeg 01.jpeg 01,jpeg 01jpeg 01jpeg 01jpeg 01jpeg 01jpeg
B g P e e
IM-0079-00  IM-0081-00  IM-0083-00  IM-0084-00  IM-0085-00  IM-0086-00 IM-0087-00  IM-0089-00
01,jpeg 01,jpeg 01,jpeg 01,jpeg 01,jpeg 01,jpeg 01,jpeg 01,jpeg
IM-0105-00  IM-0107-00  IM-0109-00  IM-0110-00  IM-0111-00  IM-0115-00 IM-0117-00  IM-0119-00
01jpeg 01,jpeg 01,jpeg 01,jpeg 01jpeg 01jpeg 01jpeg 01jpeg
P P opm Y ps
IM-0137-00  IM-0140-00 IM-0141-00  IM-0143-00  IM-0145-00 IM-0147-00 IM-0149-00  IM-0151-00
01.jpeg 01jpeg 01,jpeg 01jpeg 01.jpeg 01jpeg 01jpeg 01jpeg
IM-0168-00 IM-0170-00 IM-0172-00 IM-0176-00  IM-0177-00 IM-0178-00 IM-0180-00  IM-0182-00
01jpeg 01.jpeg 01,jpeg 01,jpeg 01jpeg 01jpeg 01jpeg 01jpeg

FIGURE 2. Few X-ray images from the data set of 5856 X-ray images.
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UN U DY pm DY BN @ PN

IM-0011-00  IM-0011-00 IM-0013-00 IM-0015-00 IM-0016-00 IM-0017-00 IM-0019-00  IM-0021-00
01-0001jpe  01-0002jpe 01.jpeg 01.jpeg 01,jpeg 01jpeg 01.jpeg 01,jpeg
9 9
IM-0033-00  IM-0033-00 IM-0033-00 IM-0035-00 IM-0036-00 IM-0037-00 IM-0039-00 IM-0041-00
01.jpeg 01-0001jpe 01-0002jpe 01.jpeg 01,jpeg 01,jpeg 01.jpeg 01,jpeg
g g
IM-0065-00  IM-0067-00 IM-0069-00 IM-0070-00 IM-0071-00 IM-0073-00 IM-0075-00 IM-0077-00
01,jpeg 01jpeg 01jpeg 01jpeg 01jpeg 01jpeg 01,jpeg 01jpeg
IM-0091-00  IM-0093-00 IM-0095-00 IM-0097-00 IM-0099-00 IM-0101-00 IM-0102-00 IM-0103-00
01,jpeg 01jpeg 01jpeg 01,jpeg 01,jpeg 01.jpeg 01,jpeg 01.jpeg
“ : m
Fl PN pw pw
IM-0122-00 IM-0125-00 IM-0127-00 IM-0128-00 IM-0129-00 IM-0131-00 IM-0133-00 IM-0135-00
01,jpeg 01jpeg 01jpeg 01jpeg 01jpeg 01jpeg 01,jpeg 01jpeg
IM-0152-00  IM-0154-00 IM-0156-00 IM-0158-00 IM-0160-00 IM-0162-00 IM-0164-00 IM-0166-00
01jpeg 01jpeg 01jpeg 01,jpeg 01jpeg 01.jpeg 01,jpeg 01.jpeg
PN P9 BN EY PN OPEN PN pa
IM-0183-00 IM-0185-00 IM-0187-00 IM-0189-00 IM-0191-00 IM-0193-00 IM-0195-00 IM-0199-00
01.jpeg 01.jpeg 01jpeg 01jpeg 01jpeg 01jpeg 01jp#em type JPEG File

Image 3

Image 2
(1080 = 1080 x 3) (1080 x 1080 x 3) (1080 x 1080 x 3)
434 KB

Image 4

485 KB

Image 5 Image 6
(1080 x 1080 x 3) (1080 x 1080 x 3) (1080 x 1080 x 3)
504 KB 476 KB 572 KB

FIGURE 3. 6 Cover images used for hiding the X-ray images.

coloured stego-image. The same IP table will be used on all
components as well as for all 5856 X-ray images hidden one
at a time into the cover image. But the /P table will vary for
the different cover images.

Layer 2: Circular Right Shift (CRC): The output image
achieved after implementing layer / acts as input. The image
components are divided into left half and right half each

165054

dimension 540 x 1080. Here 540 is the number of columns
whereas 1080 is the number of rows. Thus, a total of 6 halves
are created. The first four columns on the left side of all 6
halves are shifted circularly right. Figure 6 for a matrix size
6 x 6 is applied with a circular right shift by 4 columns.
Layer 3: XOR: Here the left half is XOR with the right
half of the output from layer 2. This resulting image will

VOLUME 12, 2024
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EDGES WHICH WILL HIDE THE X-RAY
IMAGE

WHITE BACKGROUND
COVER IMAGE
Py

NOISY BACKGROUND COVER IMAGE

FIGURE 4. White and noisy background cover images, the edge’s
locations.

ROW 1 =1
ITzowz : |[EEXEWE

165321
[ROW ENaN APPLIED WITH 321564
[ROW L ; : RANDOMIZATION 456123
[ROW 635124
[ROW6 [ TZ3a56[] 165432

INDEX VALUE TABLE INITIAL PERMUTATION TABLE

45 55 105 93 211 10
36 150 98 56 104 81

34 140 66 18 240 50 ¢

84 41 62 91 120 163
122 72 47 142 57 89

USING THE RANDOMIZED
INDEX TABLE SUBSTITUTE
THE PIXEL VALUES IN IMAGE

78 160 25 18 32 240 ¢

PIXEL VALUES IN IMAGE 66 18 50 34 140 240)

93 10 211 105 55 45
98 150 36 104 81 56
91 120 163 84 41 62
89 47 57 122 72 142
78 240 32 18 25 160

IMAGE PIXEL AFTER IP
FIGURE 5. Showing the IP table and method implemented in the layer 1.

COLUMN L UMN 3 COLUMN 5 OLD COLUMN NUMBER,

5 6 1 2 3 4

91 |89 (78 89 78 66 93 98 91
12047 |240 COLUMN WISE 47 240 18 10 150 120
163(57 B2 | | CIRCULARRIGHT J] 57 32 50 211 36 163
4 I84 |41 |62 SHIFT 41 62 34 105 104 84
122|72 [142 72 142 140 55 81 122
18 |25 |160 | 25 160 240 45 56 18

NEW COLUMN NUMBER
COLUMN 2 COLUMN 4 1 2 3 4 5 6

FIGURE 6. Working of layer 2 cryptography.

now become the new left half. The old left half will become
the new right half. This is repeated for the remaining two
components. A diagrammatic explanation of XOR can be seen
in Figure 7.

Layer 4: Even-Odd Interchange: Here the new left and
new right half of the image are combined into one component
having a size of 1080 x 1080. The remaining component
halves are combined into one component. Then each even
column is interchanged with odd columns and vice-versa.
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140 240 66 18 50 34
55 45 93 10 211 105
81 56 98 150 36 104
41 62 91 120 163 84
72 142 89 47 5§57 122
240

45
56
62
142
160

XORed

NEW LEFT HALF NEW RIGHT HALF

158 194 96
61 254 32
199 28 10
81 157 15
103 183 35
233 128 92

194 96 140 240 66
254 52 55 45 93
28 10 81 56 98
157 15 41 62 91
183 35 72 142 89
128 92 25 160 78

FIGURE 7. Working of layer 3 of cryptography.

158 194 96 140 240 66
61 254 52 55 45 93
199 28 10 81 56 98
81 157 15 41 62 91
103 183 35 72 142 89
233 128 92 25 160 78

194 158 140 96 66 240
254 61 55 52 93 45
28 199 81 10 98 56
157 81 41 15 91 62
183 103 72 35 89 142
128 233 25 92 78 160

EVEN-ODD
INTERCHANGE

FIGURE 8. Working of layer 4.

465321
121564 FINAL PERMUTATION
456123
635124
165432 [140 96 240 194 158 66|
— 52 45 93 55 61 254
INITIAL PERMUTATION TABLE 81 199 28 98 56 10

15 91 62 157 81 41
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FIGURE 9. Layer 5 of cryptography.

This is done to all components. Figure 8 simplifies the
working of this layer.
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Algorithm 1 HM Algorithm
1: Input: 6 Cover Images C; (i = 1,2,...,6) each of
size 1080 x 1080 x 3, 5856 Secret X-ray images X;
G=1,2,...,5856) of varying sizes, all in JPEG format

2: Output: 5856 stego-crypto images S; (j =
1,2,...,5856) as noisy images in PNG format

3: Step 1: Load a white cover image C. Find the edges
towards the noisy region and save them into array
variables row and column. Initialize count <« 0.

4: Step 2: Load an X-ray image X from the dataset
of 5856 X-ray images. Convert X into a 1-D array h.
Increment count <« count + 1.

5: Step 3: Load a noisy cover image C. Divide it into Red,
Green, and Blue (RGB) components: tr, tg, and tb.

6: Step 4: Find the edge by using one pixel position across
row x column. Hide a group of elements of h into the
edges towards the same rows of tr components on the left
side, then continue the same for tg and tb on the right
side.

7: Step 5: Implement five layers of cryptography:

8: (a) Initial Permutation (IP): Use a random row-based
substitution table to diffuse pixel values.

9: (b) Circular Right Shift (CRC): Divide into left half
and right half, then perform CRC by four columns on
these halves.

10: (¢) XOR: Create the new left half by XORing the
previous left and right half, while the new right half is
the old left half.

11: (d) Even-Odd Interchange: Interchange even columns
of the image with the odd columns to introduce
confusion [43].

12: (e) Final Permutation (FP): Perform the substitution
using the reverse of the IP table.

13: Step 6: The final image generated is a stego-crypto image
S.

14: Step 7: If count < 5856, go to Step 2.

15: Step 8: End.

Layer 5: Final Permutation (FP): Here the same /P table
of layer / is used again as a substitution table. The working
of this process can be better understood with the help of
Figure 9.

The above hybrid of steganography and cryptography
will generate crypto-stego images which can be saved on
insecure storage or transmitted over insecure communication
channels. A few of these crypto-stego images are shown in
Figure 10. These crypto-stego images are applied with the
reverse of HM to retrieve back the X-ray images.

IV. EXPERIMENTAL RESULTS
The experiment results were achieved using MatlabR2021a
programming language on /2th Gen Intel Core i 7, 2.30 GHz,
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RAM 16.0 GB, and Windows [ /. Table 3 shows cover images
with the same X-ray images as the secret image, the output of
implementing the HM, and the extracted X-ray image.

A. ASSUMPTIONS
All six cover images are coloured in JPEG format. Their
dimensions are increased to /080 x 1080 x 3 using the online
photo-editing tool PixIr [41]. Each cover image has more
region of interest in the vertical direction, this condition is
necessary for smooth implementation of HM (Thus, the area
of the cover image should be lengthier towards the y-axis than
the x-axis.). On changing the cover image dimensions HM,
the secret X-ray image in some cases, is not properly hidden
or will result in secret image quality loss. X-ray images are
used for medical emergencies thus loss in the quality of X-ray
images would render them useless for medical diagnosis.
After testing it was found that changing the dimensions of the
cover image decreases its embedding capacity significantly
while the dimensions /080 x 1080 x 3 is an optimal choice
for the cover image. Two sets of cover images are created one
on a white background and the other on a noisy background.
The 5856 secret X-ray images are downloaded from
Mendeley [38] and are all in JPEG format. Before embedding
if their size is greater than ( 500 x NAN) (NAN is used
to show that only one dimension is considered) then they
are normalized to the same and are applied with HM. At a
time only one X-ray image is hidden in the cover image.
In case the number of input X-ray images is increased beyond
5856. Then the total time which was earlier in minutes could
increase to a few more minutes or even an hour as per the
increase in count. The largest dimension of X-ray image is
1408 x 1304 if it is also increased then during EBS the
dimensions would be normalized. The HM will work properly
for both cases and yield results appropriately.

B. COMPUTATIONAL TIME

The computational time of HM measures the time-based
complexity of the algorithm. In Table 4 average encryption
and decryption time for 5856 X-ray is tabulated for all 6 cover
images.

1) ENCRYPTION TIME (ET)
ET is the time taken to implement HM. Thus, time taken to
generate crypto-stego images.

2) DECRYPTION TIME (DT)
DT is the time taken to retrieve back the secret X-ray image
from the cover image or reversing HM.

The maximum(Max.), minimum (Min.), average(Avg. ),
and total ET and DT have been mentioned in Table 4.
Table 4 it can be concluded that for cover image [/ the
least amount of time is taken to perform HM encryption and
decryption.

Table 4 it can be deduced that image / has signifi-
cantly reduced encryption and decryption time. Thus, the
time-based complexity for cover image [ is less than the
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FIGURE 10. Crypto-stego images after hybrid method (HM).

remaining 5 cover images. Table 5 compares [1], [3],
[17], [29], [34], [35], [36] with HM based on average
values.

It is to be noted that all papers cited in Table 5 have
mentioned average time. The average value of the cited
papers is compared with the minimum average value of HM
achieved for all 6 cover images. In Table 5 the computational
time ET and DT are mentioned in seconds(sec). The average
ET for HM is 0.37 sec while the DT is 3.9275 sec which is
good. The HM retrieved back the X-ray image and that too
in the original dimensions. As HM was able to reduce the
time taken. Thus, HM can be implemented for securing EMI
in real-time through real-time applications on the Internet.
EMI which will be accessed in case of medical emergencies
will retain their image quality and would result in correct
diagnosis.

C. SIZE COMPARISON

In this research work, a size-based comparison of the before
and after implementation of HM. The 5856 images had a size
of 1236482806. These images are then applied with HM and
saved in PNG format. The size achieved has been tabulated
in Table 6.

V. PERFORMANCE EVALUATION TESTS

Various performance evaluation tests such as Mean square
error (MSE), Peak signal to noise ratio (PSNR), Structural
similarity index metrics(SSIM), Signal to noise ratio (SNR),
Number of pixel change rate (NPCR), Unified average
changing intensity (UACI), Root mean square error (RMSE),
Embedding rate (ER), Pearson correlation (R), Kullback-
leibler divergence (KLD), Bit error rate (BER), Entropy
(E), Mean absolute percentage error (MAPE), Percentage
residual difference (PRD), and Co-efficient of variation (CV)
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are tested out for the validation of the HM. These tests
have been discussed in this section along with their attained
values.

A. MEAN SQUARE ERROR (MSE)

_—

i=1 j=1

In (1), (2), (3), (), (5), (6), (7), (8), (9), (10), (11), (13),
(14), (15), (16), (17) here cl is the original X-ray image
while ¢2 is the extracted X-ray image, L is M x N where M
and N in (8) are the dimensions of the X-ray image. Thus,
in (11), (13) L is the total number of pixels in X-ray image.
In (2) max is the highest possible pixel value in the original
image. In (3), (9) pux, py are the averages of the decipher
and original X-ray image, while oy, oy measure the variance
in the deciphered and original images. In (12) P(ci) represent
the probability. (1) to (17) are used using HM method taking
6 cover images for various performance test which are plotted
in Figure 11, Figure 12, Figure 13, Figure 14, Figure 15,
Figure 16, Figure 17, Figure 18, Figure 19, Figure 20,
Figure 21, Figure 22, Figure 23, Figure 24, Figure 25
below.

Figure 11 below shows the MSE value for the 6 cover
images. While Table 7 compares the MSE values of HM
with [3], [17], and [33]. Table 7 compares the original and
extracted X-ray images one at a time for a set of 5856 X-ray
images for HM. Achieving UACI value is 7.43E-10, NPCR
is 95.59, Entropy is 7.84, MSE is 5.6E-09, PSNR is SSIM is
0.9999, and R is 1. This paper compares the retrieved with its
original while cited papers have compared the stego-image
with the cover image to achieve UACI and NPCR test
values.

c1 (i,)) =2 (@)
mxn

M
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TABLE 3. X-ray images with 6 cover images before and after implementing HM.

Stego-crypto image

Original X-ray image
A -

i

Extracte X-ray image

o~

TABLE 4. Computational time comparison achieved after implementing hm on 6 cover images.

Cover Image Encryption Time (ET) 1 Decryption Time (DT) |
Total Time Max. Time Min. Time Avg. Time Total Time Max. Time Min. Time Avg. Time

Image 1 2.0514 Min 0.074 Sec 0.0117 Sec 0.021 Sec 4.3094 Min 0.1095 Sec 0.0142 Sec 0.044 Sec
Tmage 2 18.735 Min 1.3815 Sec 0.1712 Sec 0.192 Sec 9.1995 Hrs 6.069 Sec 1.649 Sec 5.656 Sec
Image 3 56.57 Min 1.445 Sec 0.1783 Sec 0.58 Sec 9.456 Hrs 6.047 Sec 1.667 Sec 5.81 Sec
Image 4 27.293 Min 2.136 Sec 0.1759 Sec 0.279 Sec 4.004 Hrs 6.08 Sec 1.681 Sec 2.461 Sec
Image 5 49.976 Min 1.359 Sec 0.1804 Sec 0.512 Sec 7.929 Hrs 12.04min 1.693 Sec 4.874 Sec
Image 6 1.028 Hrs 2.065 Sec 0.181 Sec 0.632 Sec 7.681 Hrs 6.03 Sec 1.66 Sec 4.72 Sec

MSE value is achieved by comparing the original
X-ray with the extracted X-ray image. Here extraction means
reversing five layers of cryptography and then reversing EBS.
Lower MSE value is preferred. Image 5 has the lowest MSE

value of 5.6E-09 as depicted in Figure 11 below. As [3] had
achieved the preferred value for HM MSE value is 5.6E-0.9
is also great. MSE indicates that retrieved and original X-ray
images are the same.
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TABLE 5. Computational time-based comparison with cited work.

Cited As HM [1] [29] [34] [3] [17] [35] [36]
Computational] ET=0.37sec, ET=17.196 ET and DT | ET=0.7316sec, ET=0.0327 | ET=8.35 sec, | ET=0.492sec, CPU
Time DT=3.9275sec | sec, =2.2468sec 0.5575sec sec DT=10.03sec DT=0.592 sec time=1.735sec|
DT=2.177
sec
TABLE 6. Size comparison of data set of 5856 X-ray images after implementing HM.
[ IMAGE NO [ IMAGE 1 [ IMAGE 2 [ IMAGE 3 [ IMAGE 4 [ IMAGE 5 [ IMAGE 6 ]
| TOTAL SIZE AFTER HM | 16822655443 [ 20532948837 | 20532546307 | 20532726089 [ 20532855647 | 20531904400 |
MSE
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=
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IMAGE NUMBER
FIGURE 11. Minimum MSE value plot for 6 cover images using HM.
TABLE 7. , NPCR E, MSE, PSNR, SSIM, and R values comparison with the cited paper.
Cited As UACI NPCR ENTROPY MSE PSNR SSIM R
HM 743E-10 | 95.58653 | 7.8398 5.60E-09 | 82.51967 | 0.999995 | 1
[2] 0.3329 0.9987 7.846 739.098 5.72 - 0.0198
30] B - - - 47.8 0.92 -
[33] - - - 0.043 49.108 - -
[29] 33.31 99.62 7.92 - 7.98 0.00462 0.0357
[34] 3343 99.61 - - - - -
[3] 33.5727 99.5989 7.9974 0 7.4232 0.99906
[17] 33.124 99.618 7.94 13743 26.7 0.0067 0.02392
[35] 0.3337 0.9962 7.9974 - - - 0.002778
[4] 33.4681 99.6143 7.9994 - - - 0.0011
[36] 33.55 99.63 7.9989 - 9.33 0.0026 0.03097
[37] - - - - 38.98 - 0.996
[24] - - - 0.001992 75.1375 - -
[13] 33.5688 99.8069 7.9993 7.927483 39.948 0.9273 0
[71 - - - NA 76.909 - -
PSNR
83
82.51967
82
81
80
g 79
g 78
77
76
75 74.06626 73.83097 73.86804

FIGURE 12. Maximum PSNR value plot for 6 cover images.

73.16

IMAGE 1

IMAGE 2

B. PEAK SIGNAL TO NOISE RATIO (PSNR)
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PSNR = 10log,

2

max

MSE

IMAGE 3

IMAGE 4

IMAGE NUMBER

IMAGE 5

IMAGE 6

Figure 12 below plots the comparisons of 6 cover images
for HM. Table 7 and Table 8 depicts the statistical test values

@

of HM and compares them with cited work [3], [17], [29],

[33], [36]. A high value of PSNR is preferred [29].
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TABLE 8. MAE, PRD, CR, SNR, RMSE, BER, KLD, FSIM, and Cv comparison of the HM with cited literature.

Cited As | MAE PRD CR SNR RMSE | BER KLD FSIM | Cv
HM 1.89E-07 2.42E-05 | 0.995064 0.049221 7.48E-05 | 9.66E-06 | -8.80E-06 | - 690636.3
3] 0.0041 + 0.001 (%) | 0.164425 | 3.87 (for PPG) to 5.07 (for Holter) | 31.83 to 46.37 | 0.2074 0.005 0.002 - =
[29] - - - - - - - 033532 | -
[36] - - - - - - - 04105 | -
7] 0.1985 0.3009 - 63974 03341 - - - -
SSIM
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FIGURE 13. 6 cover images SSIM value plot.
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FIGURE 14. SNR value comparison for the 6 cover images for the same data set.
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FIGURE 15. Maximum NPCR value for 6 cover images.

As per Figure 12 depicts the cover image 5 has good PSNR added to it but is far better when compared to other cited
value of 82.51967 dB. Table 7 the HM has better PSNR value works. In [3], [29], and [36] the PSNR value is achieved by
of 82.52. Hence the retrieved X-ray image has some noise comparing the stego-image with the cover image.
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FIGURE 16. UACI value comparison for 6 cover images.
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FIGURE 17. RMSE value comparison for the 6 cover images on the same data set.
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FIGURE 18. R values comparison for the 6 cover images for the same data set.

C. STRUCTURAL SIMILARITY INDEX MATRIX (SSIM)
(2uxty + 1) (204 + €2)
(M§M§ + Cz) (ze +o2+ cz)

Figure 13 plots SSIM of 6 cover images for HM which are
all close to preferred value of 1. Figure 13 shows that image

3 has the best SSIM value of 1. Table 7 it can be deduce that
HM achieved better SSIM value than [17], [29], and [36].

SSIM (x,y) = (3

D. SIGNAL TO NOISE RATIO (SNR)
> (e () — 2 (i))?
ZiL:I (Cl (i)z)

SNR = 101og,, )

VOLUME 12, 2024

Figure 14 depicts the minimum SNR values of 6 cover
images after implementing HM. Here cover image 6 achieved
the best value. Table 8 compares test values for various tests
such as BER, MAPE, RMSE, SNR, PRD, CR, FSIM, KLD,
and Cv.

Table 8 SNR value of 0.0492 indicates negligible addition
of noise in the retrieved X-ray image compared [7], [33].

E. NUMBER OF PIXEL CHANGE RATE (NPCR)

0c1(G,)) =c20,))
1 otherwise

d(i,)) = [ &)
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FIGURE 19. KLD value comparison for the 6 cover images for the same data set.
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FIGURE 20. BER values for the 6 cover images.
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FIGURE 21. Entropy values comparison for the 6 cover images for the same data set.

i D (i, ))
NPCR = 2ap LD x 100 (6)
mXxXn

F. UNIFIED AVERAGE CHANGING INTENSITY (UACI)

UACI =

1 5 le1 (i) —c2 ()|

100 (7
255 x @

Figure 15 shows NPCR values of 6 cover images achieved
after implementing HM. Table 7 tabulates NPCR values

mXxn —
L]

for HM compared with [3], [4], [17], [29], [34], [35],
and [36].

Preferred value of NPCR which is greater than 99 %. HM
achieved a value close to 95.5.

165062

In Figure 16 plots UACI values achieved after implement-
ing HM on 6 cover images. Table 7 quotes UACI values for
the cited work [3], [4], [17], [29], [34], [35], [36] where able
to achieve preferred value of 33.
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FIGURE 22. MAPE value for 6 cover images.
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FIGURE 23. PRD values for the 6 cover images.
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FIGURE 24. CV value comparison for the 6 cover images.
G. ROOT MEAN SQUARE ERROR (RMSE) I. KULLBACK-LEIBLER DIVERGENCE (KLD)

RMSE = < MSE ®)
RMSE value of 7.48E-05 was achieved in Table 8.

c1 (x)
¢ (x)

KLD = /cz (x) log (10)

Figure 19 KLD values for the 6 cover images for HM.

H. PEARSON CORRELATION (R,
®) Table 8 KLD values are compared with [33].

R R,y = SOV e R o)
C»o e) — —
OAcORe J. BIT ERROR RATE (BER)

Figure 18 plots R values for HM method for 6 cover images.
Table 7 compares HM with the cited work [3], [4], [17], [29], BER — i@ (a1
[35], [36], [37] for R values. L
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FIGURE 25. CR values comparison for the 6 cover images.

TABLE 9. The minimum value achieved for HM on a data set of 5856 x-ray images while dealing with 6 cover images.

IMAGE1 | IMAGE2 | IMAGE3 | IMAGE4 | IMAGES5 | IMAGE 6
MAE 8.15E-07 1.53E-06 1.75E-06 2.65E-06 1.89E-07 8.35E-07
PRD 6.37E-05 0.000104 3.47E-05 9.55E-05 2.42E-05 6.83E-05
CR 0.995064 0.995908 9.96E-01 0.995469 0.996006 0.995848
UACI 3.19E-09 5.99E-09 6.86E-09 1.04E-08 7.43E-10 3.27E-09
NPCR 0.002876 0.001933 4.06E-03 0.008456 0.000966 0.001933
ENTROPY | 5.998852 5.999485 6.00E+00 5.99936 5.999273 5.998842
MSE 4.83E-08 3.92E-08 4.14E-08 3.54E-08 5.60E-09 4.10E-08
PSNR 2419774 24.79901 2.48E+01 24.80275 24.80128 24.86517
SSIM 0.46264 0.462676 4.63E-01 0.462711 0.462646 0.462908
CvV 895.2732 895.2804 8.95E+02 895.3043 894.5772 895.2712
R 0.976849 0.977266 9.77E-01 0.977097 0.977266 0.977476
SNR -0.01595 -0.01632 -1.45E-02 -0.01659 -0.01738 -0.01655
RMSE 0.00022 0.000198 2.03E-04 0.000188 7.48E-05 0.000203
BER 2.88E-05 1.93E-05 4.06E-05 8.46E-05 9.66E-06 1.93E-05
KLD -9.50E-07 -2.30E-06 -1.30E-06 -1.60E-06 -8.80E-06 -2.30E-06

TABLE 10. One of the maximum value achieved after implementing HM on data set of 5856 X-ray images for 6 cover images.

IMAGE1 | IMAGE2 | IMAGE3 | IMAGE4 | IMAGES | IMAGE 6

MAE 0.04072 0.04072 0.04070 0.04072 0.04072 0.04067
PRD 7.46246 7.46288 7.46285 7.46286 7.46286 7.46248
CR 8.83081 8.83121 8.83000 8.82999 8.83524 8.83029
UACI 0.00016 0.00016 0.00016 0.00016 0.00016 0.00016
NPCR 95.5833 95.5865 95.60000 95.578 95.5855 95.5782
ENTROPY | 7.83972 7.83951 7.84000 7.83952 7.83974 7.83978
MSE 0.00331 0.00331 0.00331 0.00331 0.00331 0.00326
PSNR 73.16 74.0663 73.80000 74.5051 82.5197 73.868
SSIM 0.99999 0.99998 1.00000 0.99998 1 0.99998
CV 690371 690606 691000 690417 690636 690630
R 1 1 1.00000 1 1 1

SNR 0.04922 0.0492 0.04920 0.04921 0.0492 0.0492
RMSE 0.05756 0.05755 0.05760 0.05753 0.05754 0.05711
BER 0.95583 0.95587 0.95600 0.95578 0.95586 0.95578
KLD 0.00026 0.00068 0.00026 0.00026 0.00068 0.00068

Table 8 shows that good result values were achieved for
BER. While Figure 20 diagrammatically compares the result
for 6 cover images.

K. ENTROPY (E)
E—=— ZP (¢i)log,P (ci) (12)
i=1

In table 7 it can seen that HM achieved Entropy [44] value
of 7.839. The best value for Entropy is close to 8 [2], [3], [4],
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[13], [17]. The 6 cover images comparative plot is shown in
Figure 21.

L. MEAN ABSOLUTE PERCENTAGE ERROR (MAPE)
L

MAPE = % z
i=1

|e1 (i) —o )| 100 13
ci (i)

Figure 22 plots the MAPE values for the 6 cover
images. Table 8 compares HM value with the cited
work.
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TABLE 11. Average values achieved after implementing HM one at a time on data set of 5856 secret X-ray images with 6 cover images.

IMAGE1 | IMAGE2 | IMAGE3 | IMAGE4 | IMAGES | IMAGE 6

MAE 0.005914 0.005911 5.91E-03 0.005912 0.005911 0.005913
PRD 1.103065 1.102729 1.102986 1.102887 1.102763 1.102936
CR 1.945501 1.945428 1.95E+00 1.945486 1.945492 1.945492
UACI 2.32E-05 2.32E-05 2.32E-05 2.32E-05 2.32E-05 2.32E-05
NPCR 55.02185 55.0025 5.50E+01 55.00544 55.00285 55.00914
ENTROPY | 7.282467 7.282502 7.28E+00 7.282506 7.282483 7.282518
MSE 0.000209 0.000208 2.09E-04 0.000209 0.00021 0.000209
PSNR 38.20109 38.1734 3.82E+01 38.1853 38.2452 38.17775
SSIM 0.945764 0.945788 9.46E-01 0.945775 0.945785 0.94577

CV 78295.71 78291.68 7.83E+04 78291.61 78291.71 78291.41
R 0.997956 0.997963 9.98E-01 0.997954 0.997958 0.997955
SNR 0.005469 0.00546 5.47E-03 0.005469 0.005466 0.005468
RMSE 0.013503 0.013488 1.35E-02 0.013509 0.013491 0.013513
BER 0.550218 0.550025 5.50E-01 0.550054 0.550029 0.550091
KLD 7.65E-05 6.96E-05 4.93E-05 4.68E-05 5.78E-05 0.000115

M. PERCENTAGE RESIDUAL DIFFERENCE (PRD)

n N 2
PRD = \/ z"} (ch ((’) (-j;(l)) %100 (14)
i=1 c1

PRD is plotted in Figure 23 while its value is tabulated in
Table 8.

N. COEFFICIENT OF VARIATION (CV)

sid = ,/@ (15)

T4

mean = (16)

n
cy = Sdmg) (17)
mean(img)

Table 8 indicates a good value for CV test. In case the
number of input X-ray images are increased beyond 5856.
Then total time which was in minutes could increase to a few
more minutes or even an hour as per the increase in count.
The largest dimension of X-ray image is /1408 x 1304 if it
is also increased then during EBS its dimensions would be
normalized. The HM will work properly for both cases and
yield results appropriately. The results achieved for 6 cover
images based on their minimum, maximum, and average
performance test values are shown in Table 9, Table 10, and
Table 11.

VI. CONCLUSION AND FUTURE SCOPE

HM enhanced the security and privacy of EMI on storage or
while being transmitted on an insecure transmission channel
from hackers and attacks. HM is reversible as all the 5856 X-
ray images were retrieved back. HM, combines edge-based
steganography, with five layers of cryptography. Therefore,
HM has properties of both steganography and cryptography
methods such as confidentiality, integrity, payload capacity,
etc. Confusion and diffusion properties of cryptography have
enhanced the security of HM. HM took an average encryption
time of 0.37 sec and a decryption time of 3.9275 sec. Thus,
less computational time is taken to secure EMI. EMI secured
using HM could be accessed in real-time through RTA. HM
can be used in future by hospitals for real-time security of

VOLUME 12, 2024

EMI while storing them on third-party cloud storage or while
being communicated.

Further, HM achieves better value for standard perfor-
mance tests such as PSNR, SNR, SSIM, R, PRD, RMSE,
Entropy, MAPE, etc. Hence, enhancing the security and
privacy of EMI. These tests help conclude that the secret X-
ray images extracted after the reversal of HM are the same as
the original X-ray images. Therefore, reliable, confidentiality,
privacy, and enhanced security of EMI. In future, 3D medical
images can also be secured using the HM while incorporating
it with an A[ algorithm for edge detection which would work
on all types of cover images. 3D medical images are slices
of images of the same body part from different angles which
are taken to get a better diagnosis. Hence implementing HM
could enhance their security. In future, a performance testing-
based comparison study for the HM, LSB, and DWT could be
implemented.
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