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Abstract. Selection of a cloud service provider (CSP) is an important decision for
businesses that make long-term investments. Notably, this process is a complex
decision that involves assessing multiple criteria where more than one condition jointly
may dictate the decision. In addition, the selection decision can be explained with more
than one equally effective configuration of conditions. Moreover, the causal
configurations for predicting the rejection of a CSP are unique and may not mirror
opposites of the causal configurations of the selection of a CSP. Prior studies commonly
apply traditional regression-based linear modeling techniques and thus far, these
techniques do not fully capture the complexity of CSP selection but rather identify the
individual and isolated effects of the conditions. This study fills the gap by proposing
a new configuration framework, which posits that CSP selection does not depend on
individual conditions, but on their specific configurations. The configurational model
has been validated using fuzzy-set qualitative comparative analysis method. The results
suggest three configurations to select and reject a CSP in conjunction with the
implications to research and practice.
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1 Introduction

In recent times, Cloud Computing has become increasingly popular and vital for
businesses, as it enables them to efficiently consume and utilize computing resources
over the web [1]. In order to perform Cloud Computing, users® take support from cloud
service providers (CSPs) to handle their computing utilities (e.g., infrastructure,
storage, computing power, and software applications) [2, 3]. A CSP vendor leases
different types of cloud-based services (e.g., 1aaS, PaaS, and SaaS) that are dynamically
provisioned based on customer’s demand. A wide variety of customized and reliable

1 Both individuals and businesses can be the users; however, our focus is the latter.
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computational services are hosted on servers maintained by the CSPs, allowing users
to access them from anywhere, replacing the on-premises information technology (IT)
commitments [4].

With the rapid growth of cloud services in recent years and the continuously
evolving market, businesses must evaluate their specific needs to select the most
suitable CSP. “Given the vast diversity of these offers, the choice of the most
appropriate CSP became a dilemma that confuses most cloud customers” [4, p. 71851].
For many users, “it is very difficult to choose the suitable cloud services” [5, p. 7015]
as there are several competing CSPs, it is quite a complex task.

When selecting a CSP, users value the technical attributes including security,
accessibility, and more [6]. Similarly, the non-technical or non-functional i.e.,
operational criteria e.g., performance, quality of support, and reputation must also be
assessed to meet the service levels as set in the service specifications [5]. When
selecting a CSP, users look at a wide range of service attributes that, in response,
support multiple functional objectives [7]. Even though the selection of a CSP is a
multi-criteria decision making (MCDM) process [4, 8], “most of the existing work
assumes that the service attributes are independent of one another, while in reality, there
are interdependencies between attributes” [7, p. 148]. In other words, while selecting a
CSP, users do not look at one attribute but a combination of them. For instance, users
do not decide on a CSP solely based on the cost [9] but take security into consideration
as well [10]. Thus, “consideration of the interdependent relationship between selection
criteria is critical for rational decision-making” [7, p. 148]. Nonetheless, several studies
applied MCDM methods e.g., analytical hierarchical process (AHP) [e.g., 4, 5, 8], yet
the joint effects of the attributed could not be explained. “Thus, more advanced
techniques need to be explored to model the relationships between multiple attributes
and enable service selection based on mutually interdependent criteria” [7, p. 148].

Against this backdrop, this study investigates: “Which configurations of technical
and operational attributes explain the selection of CSP?” This study does not provide a
process to select the most appropriate CSP [4]. Rather, it focuses on identifying the
features a CSP should possess for users to select that CSP. We collected data from
individuals who make CSP selection decisions in various industry sectors. To answer
our research question, we have applied a fuzzy-set qualitative analysis (fsQCA)
technique. The fsSQCA excels in identifying complex, non-linear configurations of
criteria that influence an outcome. MCDM methods typically assume linear
relationships between criteria, whereas fsQCA allows for the exploration of interactions
and dependencies among criteria that may not be apparent in traditional MCDM
approaches. Furthermore, fSQCA provides a unique capability to identify necessary and
sufficient conditions for an outcome. It can determine which combinations of criteria
are necessary (must be present) and sufficient (alone or in combination) for a particular
outcome, providing a more nuanced understanding of the decision-making process.

This study has several theoretical and practical implications. We respond to the
research call of Sun, Dong [7]. From the practical perspective, this study provides an
explainable guide to users on how to best bundle their products in combination of
different service attributes. Thus, this will lead to enhance the efficiency of the CSP
selection process of an organization.



2 Identifying the Attributes of CSP Selection

2.1  ldentifying the Attributes of CSP Selection

Extant literature has identified several attributes important for CSP selection. For
example, Godse and Mulik [8] suggest the following criteria for SaaS selection:
functionality, architecture, usability, vendor reputation, and cost. Other studies group
them under functional and non-functional service attributes [e.g., 5]. From a literature
review, Sun, Dong [7] identified five functional attributes including functionality,
accessibility, usability, scalability, and resource distribution. In addition, prior research
highlighted functional attributes such as performance, reliability, portability, and
customizability as important attributes for CSP selection [11, 12]. On the contrary, the
non-functional quality of services “is considered the most significant attribute for
appropriate service selection” in cloud computing [5, p. 7015]. Sun, Dong [7] identified
payment, performance, security, and reputation as the non-functional aspects of CSP
estimation. Among them, payment is considered by most of the service selection
studies, which is typically represented by the price or pricing models. In addition,
reputation, level of support, service variety, rapport, and geolocation are also
considered as important for CSP selection [2, 13].

From extant studies, the attributes important for CSP selection can be grouped into
two major categories: technical and operational attributes. The technical attributes refer
to the technical aspects of cloud services. The technical attributes include performance,
security, accessibility, scalability, reliability, usability, portability, and customizability
of the CSP. The operational attributes refer to the attributes and considerations related
to the operational aspects of the provider’s services such as reputation, pricing, level of
support, service variety, resource distribution, and subscription flexibility. Considering
these attributes enables organizations to make informed decisions when selecting a CSP
that aligns with their specific needs and requirements.

2.2 ldentifying the Conditions for Configurational Model

Theoretically, all these 14 attributes identified from literature in section 2.1 can be
included in a configurational model. However, in the fSQCA method, the truth table
(discussed in section 4.4) computes 2* possible configurations (or combinations) to
predict an outcome variable, where k represents the number of conditions (i.e.,
attributes or attributes). Hence, for 14 attributes, it will be impractical to evaluate
16,384 possible configurations. Therefore, using a convenient sampling technique, we
conducted a survey involving 29 small to medium-sized enterprises (SMES) to assess,
identify, and prioritize the relative importance of the technical and operational attributes
in CSP selection. Subsequently, these identified attributes formed the variables for
formulating the configurational model. In particular, the survey was designed with a
questionnaire consisting of the technical and operational attributes, along with their
definitions. The respondents were asked to rate each attribute using a three-point scale
of “not important” (=3), “somewhat important” (=2) and “very important” (=1) in
selecting a CSP. The results of the survey are summarized in Figure 1 where the
attributes are ranked in descending order of their mean values. The mean of the mean



values is 2.1 and the average of the highest (2.7) and the lowest (1.6) of mean rating
values of all attributes included in the survey is 2.2. Therefore, 2.2 is identified and
used as the cut-off value. In other words, those attributes that have mean values greater
than 2.2 are considered as relevant conditions? for our configurational model to explain
the selection of CSP. Thus, we identified four technical conditions (i.e., reliability,
performance, security, and usability) and three operational conditions (i.e., reputation,
pricing, and service capability), which are used as the variables to formulate the
configurational model for selecting a CSP.
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Fig. 1. Prioritizing the attributes affecting the selection of CSP

3 The fsSQCA Model

3.1  Structuring the CSP Selection Problem

Based on the literature, we postulate that the selection of a CSP is a complex decision
where asymmetrical relationships between technical and operational attributes may
exist [14]. Our configurational research model is presented in Fig 2 as a Venn Diagram
[15]. In summary, our theoretical foundation is based on the argument that
configurations between the technical and operational attributes affect the selection of a
CSP: [scsp = f(rel,per,sec,usb,rep,pre,srv)]. Alternatively, the rejection of a CSP
becomes: [~scsp = f(rel,per,sec,usb,rep,pre,srv)], where “~” denotes negation. Simply,
selection of a CSP is a ‘bundle’ of technical and operational attributes.

2 In configurational models, the antecedent factors (i.e., independent variables) explaining a
dependent variable are called “conditions” and the dependent variable is called as “outcome
variable.”



Fig. 2. The configurational model of cloud service provider selection.

3.2  Measures and Data Collection

All the measures of the variables have been adopted from established studies.
Reliability is the ability of a cloud service to perform its intended function continuously
and consistently over a period, without failure or interruption [11]. We measure
reliability using items from [16, 17]. Performance is a measure of how efficiently a
CSP can deliver computing resources, such as processing power, storage, and network
connectivity [7]. We measure reliability and performance using items from [16, 17].
Security defines the practices, technologies, and policies that a CSP employs to restrict
the access of resources and protect data, applications, and infrastructure from intruders
[5, 8, 11]. The security feature allows to restrict the access of resources and helps in
protecting the data from intruders. Security has been measured with scales from [16].
Usability is the ease with which users can interact with and use cloud-based services,
applications, and resources [18]. The items of usability are adapted from [8].
Reputation — the perceived trustworthiness, reliability, and quality of a CSP [19] — is
measured from [8, 16]. Pricing denotes the cost structure of cloud services, which
typically include usage-based fees, subscription fees, or a combination of both [9]. Its
items are adapted from several scales [8, 11, 17, 20]. Service capability is the vendor’s
ability to manage and deploy various tangible (e.g., physical IT infrastructure
components, human IT resources) and intangible (e.g., knowledge assets, customer
orientation) IT resources to provide the service [21, 22]. The items of service capability
are taken from [19, 23]. Finally, CSP selection is measured with the items adapted from
[24, 25]. All items, presented in appendix A [26].

The data for this study was gathered utilizing a convenient through an electronic
survey, specifically targeting SMEs. Among the participants, the majority (68%) fell
within the age bracket of 31 to 45 years, indicating a prominent presence of mid-career
professionals. Following this, 25% of respondents were aged between 46 and 60,
highlighting a seasoned demographic. A smaller portion of the participants (3.5%) were



in the age range of 21 to 30, while an equivalent percentage represented individuals
over 60 years old, representing a diverse age range. Around 66% of participants were
affiliated with organizations with over 100 employees, signifying a preference for cloud
adoption among more established enterprises. Within this spectrum, 12.5% were
associated with organizations having 50 to 100 employees, indicating a moderate-sized
segment. Additionally, 21.5% of respondents were connected to organizations with
fewer than 50 employees, representing the small businesses. Various industry sectors
were encompassed in the survey, including agriculture, consulting, education,
healthcare, retail, food and beverages, manufacturing, construction, and property.

4 Application of fSQCA for CSP Selection

Before we proceed to the fSQCA procedure, we check the measurement properties of
the variables. All items’ loadings are higher than 0.6, and the internal consistency of all
constructs (composite reliability and Cronbach’s alpha) are higher than the acceptable
level of 0.7 [27] (see Appendix A). In addition, the average variance extracted (AVE)
for every variable is greater than 0.5. For discriminant validity, the Heterotrait—
Monotrait ratio of correlations (HTMT) values of all constructs are significantly (p<
0.05) lower than the threshold of 0.85 [27].

4.1 Data Calibration

The fsQCA analysis was carried out using the software fSQCA 3.0 [28] from
www.fsqca.com. We followed the guidelines from [e.g., 29, 30, 31]. During data
calibration, to determine the degree of membership for each variable, three anchors are
defined, denoting ‘full membership’ (fuzzy score = 0.95), ‘full non-membership’ (fuzzy
score = 0.05), and the ‘crossover point’ (fuzzy score = 0.50) [32]. We rescaled the latent
variable scores into fuzzy values (values between 0 and 1) [30]. It requires calibrating
the standardized latent variable scores between -3 (i.e., full-set non-membership) and 3
(full-set membership), whereby 0 (zero) is the crossover point (intermediate-set
membership) [30].

4.2 Assessment of the Necessary Conditions

“[A] necessary condition implies that the outcome of interest does not occur in the
absence of the respective condition” [33, p. 4]. A condition is considered as “always
almost necessary” if the consistency score exceeds the threshold level of 0.80 [14].
Based on this, statistically, three conditions namely reliability, usability, and reputation
individually are found to be the necessary condition for selecting a CSP (see Table 1).
It can be interpreted that a CSP is not selected without the presence of these factors.
However, except reputation, the other two conditions are not present in every
configuration for selecting a CSP and therefore are not considered as necessary
conditions (see Table 2). Alternatively, no single variable comes out as a necessary
condition for rejecting a CSP.
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Table 1. The necessary conditions for selecting a CSP.

Condition Selection of a CSP Rejection of a CSP
Consistency Coverage Consistency Coverage
Reliability 0.816 0.741 0.697 0.697
Performance 0.755 0.779 0.758 0.739
Security 0.773 0.791 0.730 0.706
Usability 0.833 0.844 0.708 0.678
Reputation 0.840 0.846 0.698 0.664
Pricing 0.784 0.802 0.735 0.710
Service Capability 0.786 0.809 0.743 0.723

4.3  Assessment of the Sufficient Conditions

We need to develop a truth table to identify the sufficient conditions. Analyzing the
truth table, following Mattke, Maier [29, p. 560], we use “a raw consistency threshold
of at least 0.75” and a proportional reduction in inconsistency (PRI) threshold higher
than 0.50. Given the small sample size, we set the frequency threshold to 1. “[A]
sufficient condition means that the outcome occurs whenever the respective condition
is present” [33, p. 4]. All our consistency values are greater than 0.8 and the raw
coverage values are above 0.2 [30], indicating significantly valid configurations for the
outcome variables (i.e., SCSP). We present the diagrammatic representation of the
sufficient solutions for modelling selecting and rejecting a CSP, as outlined in Table 2.

Table 2. The sufficient conditions for selecting a CSP.

Conditions Selecting a CSP Rejecting a CSP
C1 Cc2 C3 ~Cl1 ~C2 ~C3

Reliability ° ®

Performance ° ° ® ®

Security

Usability ® R

Reputation ° ° ° ®

Pricing ® ° °

Support Capability ° °

Raw Coverage 0.591 0.579 | 0.590 0.711 0.658 0.658

Unique Coverage 0.074 0.007 | 0.006 0.010 0.004 0.002

Consistency 0.931 0.921 | 0.911 0.918 0.956 0.919

Solution Coverage 0.722 0.879

Solution Consistency 0.894 0.857

Key: e indicate the presence of a condition, & indicates its absence, and blank space refers to a
“do not care” condition (i.€., either present or absent).



4.4  Findings and Discussion

Most of the studies dealing with CSP adoption mainly focus on the individual and main
effects of various antecedents [7]; they have commonly applied symmetric and
regression-based analysis methods (e.g., structural equation modeling). Regression-
based models suggest that a predictor variable needs to be both necessary and sufficient
to achieve the desired outcome. This is not plausible. Let us first discuss that an
antecedent may be necessary but is rarely sufficient for predicting an outcome. Our
study finds that the reputation of a CSP is a necessary condition for the selection of a
CSP. However, reputation is not sufficient for selecting a CSP as it needs to be
combined with either attribute e.g., reliability. Then, a sufficient condition may not
necessarily be a necessary condition. For instance, according to C2, the presence of
performance, security, and reputation are sufficient in explaining selection of a CSP;
however, while security is absent, the selection of that CSP may still be high if support
capability is high (C3). It suggests that security is not a necessary but a sufficient
condition, which conventional regression-based models cannot explain.

Not only the technical attributes but also the operational attributes of CSP are
considered while selecting or rejecting a CSP. In other words, selection, or rejection of
a CSP is not dependent merely on technical or operational attributes of CSP but on their
specific configurations. As such, this study contributes to providing specific guidelines
for CSP selection process.

Our analysis finds three different combinations of attributes that are individually
sufficient to select a CSP. By looking at these different configurations, a CSP can
bundle the attributes differently for different users. Among these configurations (i.e.,
C1 - C3), C1 has the largest raw coverage and unique coverage as well as high
consistency, meaning that it is empirically the most relevant and important
configuration for selecting a CSP. C1 suggests combination of high reliability with high
reputation and support capability with low pricing, where performance, security, and
usability are ‘do not care’ conditions. C2 is the next statistically significant
configuration that prescribes that if performance, security, and reputation of a CSP are
high, users do not care if the other four attributes are present or not. This can be because
reputation and security create a perception that overshadows the rest of the attributes.
Finally, C3 suggests that CSPs should combine high performance and security with
high reputation, where the other attributes do not matter. This is especially applicable
for businesses that possess sensitive data.

We find three configurations (~C1 — ~C3) that consistently can be responsible for
rejecting a CSP. Configuration ~C1 has the highest coverage, and hence is the most
significant configuration explaining the rejection of a CSP. ~C1 suggests that high
pricing and low usability is sufficient for a user to reject a CSP, where the other
attributes are not considered at all. Additionally, according to ~C2, low performance
and low usability along with low reputation of a CSP are sufficient for a user to reject
a CSP where the presence or absence of the other attributes do not matter. This is a
reminder for the CSP to improve the quality of their services. Complementary to ~C1,
our last configuration i.e., ~C3 suggests that low reliability and low performance along
with high pricing may lead to rejecting a CSP, where the presence or absence of the
other technical or operation attributes do not make any difference. Similar to ~C1, if
the price is high, the likeliness of rejecting a CSP will be invariably high.



5 Implications and Limitation of the Study

There are several theoretical implications. First, the utilization of the configurational
model in this study contributes to the evolving theory of decision-making in
information systems (IS). It highlights the relevance of a configurational perspective in
understanding complex decision processes, emphasizing the need to move beyond
linear, single-factor models. Second, by showcasing the utility of the configurational
model in the context of CSP selection, this study opens doors for the cross-domain
application of configurational models in IS research. Researchers can explore the
adaptability of these models in various decision-making scenarios beyond CSP
selection, enriching the theoretical foundations of IS. These theoretical implications not
only underscore the significance of our study within the IS literature but also encourage
scholars to further investigate the complexities of decision-making processes and the
configurational dynamics that underlie them. In doing so, we contribute to broader
theoretical advancements in the field of IS.

Furthermore, there are also several practical contributions to this study. First, our
study shows that the use of the configurational model can help facilitating the decision
making to select as well as reject a CSP. This enables users to examine strengths and
weaknesses of candidate CSP services and compare them with respect to appropriate
conditions. Second, the findings of the study will immensely increase the quality of the
CSP selection decision, especially the method we have suggested in this study will
invariably add value to organizations, especially the CSP providers. Business users too
can make informed decisions that will enable successful and suitable CSP selection for
their respective organizations. The study informs managers that while reputation is
important when selecting a CSP, there are other attributes that will influence the
decision. In addition, researchers can use our methodical approach in other decision
problems including selection of security service and data analytics providers.

Despite the implications, our study has several limitations. First, even though the
sample size is suitable for fsSQCA method, a larger sample may increase the validity of
the findings. Also, longitudinal studies can be undertaken to assess the longevity and
efficacy of CSP selections over time. Second, it is important to note that the choice
between fsQCA and traditional MCDM methods should be based on the nature of the
problem, the type of data available, and the specific research or decision-making
context. In cases where problems are more quantifiable, traditional MCDM methods
may remain more appropriate. Yet, researchers can extend the methodical approach
developed in this study to address analogous decision challenges within the IS domain
(e.g., selection of security service providers). Third, the data collection will be extended
to include multiple industries that will improve the generalizability of the study
findings. Finally, we agree the selection decision is a process; future studies may focus
on the process of CSP selection decision.
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Appendix A. The measures of the variables.

Attributes Measures
Reliability Most of the times, ...
CR:0.70 1. ... [your provider] operates without failure.
AVE: 0.52 2. ... [your provider] provides services at the promised time.
3. ... [your provider] fulfils the obligations to the contract.
4. ... the services of [your provider] are accurate/error-free.
Performance Most of the times, ...
CR:0.93 1. ... the service response time of [your provider] is quick.
AVE: 0.81 2. ... the performance of [your provider] is stable.
3. ... [your provider] meets most of the end-user requirements.
4. ... the services of [your provider] are available (e.g., no system crash).
Security 1. As far | know, [your provider] has anti-virus protection.
CR: 9-89 2. As far | know, all data are encrypted in [your provider].
AVE: 0.67 3. As far | know, [your provider] ensures data confidentiality.
4. As far | know, [your provider] has secure data centers.
Usability 1. [Your provider] has a simple user-interface for its contents.
CR: 9-81 2. [Your provider] has a simple layout for its contents.
AVE:0.53 3. The services of [your provider] are well organized.
4. Overall, using the services of [your provider] is easy.
Reputation 1. I believe that [your provider] has high brand value.
CR: 9'89 2. When it comes to user problems, [your provider] shows a sincere interest
AVE:0.73 in solving them.
3. [Your provider] provides support that is tailored to individual needs.
4. Overall, | believe that [your provider] has a good reputation.
Pricing 1. The annual subscription cost of [your provider] is high.
CR: 9'81 2. The acquisition cost (i.e., subscription cost) of [your provider] is high.
AVE: 0.51 3. The on-going cost of [your provider] is high.
4. The financial charges [your provider] are high.
5. The cost of using the service of [your provider] is significantly higher
than buying and deploying relevant hardware and software by us.
6. Overall, [your provider] is expensive.
SEFViC? ) 1. [Your provider] possesses a wealth of technical proficiency in delivering
Capablllty efficient cloud solutions.
g‘\R/EOg%3 2. [Your provider] employs industry best practices, leveraging the latest

CSP Selection
CR:0.91
AVE: 0.77

advancements in cloud technology.

3. ['Your provider] consistently upgrades their capabilities to ensure they are
well-equipped to address customers’ dynamic demands of cloud computing.
4. [Your provider] exhibits a strong command of cloud processes, enabling
them to streamline deployment, management, and monitoring procedures.
5. ['Your provider] demonstrates a deep understanding of cloud architecture.
1. We use cloud services from [your provider] in our business operations.
2. Our business plans to continue to use cloud services from [your provider].
3. 1 will recommend [your provider] to others.




