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Abstract

As more machine learning models are used in sensitive fields like healthcare, finance,
and smart infrastructure, protecting structured tabular data from privacy attacks is a key
research challenge. Although several privacy-preserving methods have been proposed for
tabular data, a comprehensive comparison of their performance and trade-offs has yet to be
conducted. We introduce and empirically assess a combined defense system that integrates
differential privacy, federated learning, adaptive noise injection, hybrid cryptographic
encryption, and ensemble-based obfuscation. The given strategies are analyzed on the
benchmark tabular datasets (ADULT, GSS, FTE), showing that the suggested methods
can mitigate up to 50 percent of model inversion attacks in relation to baseline models
without decreasing the model utility (F1 scores are higher than 0.85). Moreover, on these
datasets, our results match or exceed the latest state-of-the-art (SOTA) in terms of privacy.
We also transform each defense into essential data privacy laws worldwide (GDPR and
HIPAA), suggesting the best applicable guidelines for the ethical and regulation-sensitive
deployment of privacy-preserving machine learning models in sensitive spaces.

Keywords: differential privacy; federated learning; model inversion attack; privacy-preserving
machine learning; tabular data security

1. Introduction

The application of machine learning (ML) across various industries has transformed
operations and enables faster, more accurate, and predictive decision-making. In medicine,
machine learning enables progress in personalized treatment by helping to customize
plans based on genetic profiles [1-3]. Recommendation engines based on ML are used on
e-commerce sites to forecast consumer behavior and improve their quality [4,5], whereas in
the financial sector, ML is applied to algorithmic trading, fraud detection, and risk analy-
sis [6]. Outside these areas, ML is also being used in smart infrastructure and industrial
automation, where it is used to schedule and optimize production, frequently involving
the creation and utilization of synthetic data to augment sparse raw data. Discrete event
simulation (DES) and generative modeling techniques allow for ML systems to be trained
on artificial information that is statistically similar to the real operational data and obviate
the need to expose sensitive information directly [7,8].

As the use of ML systems grows in data-sensitive areas, privacy concerns have become
more urgent. Unregulated handling of personal, proprietary, or confidential data during
model training makes systems prone to accidental data leaks. Among recent threats, model
inversion attacks are especially critical: even without direct access, the output from trained
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models can reveal private information about the training data. Remarkably, this was
demonstrated by Fredrikson et al. [9], who reverse-engineered a pharmacokinetic ML
model to gain partial access to a patient’s genomic profile, highlighting the dire insecurity
of such models, which unintentionally reveal the data they are supposed to safeguard.

Amid these risks, one studied solution is generating synthetic data as a privacy-
protecting measure, especially for tabular data. This involves statistically replacing or
augmenting real records with synthetically similar samples to lower the risk of disclosure
without losing utility. However, producing data alone is not enough: generative models
can unintentionally memorize or mimic real people’s patterns, making it impossible to
prevent inference attacks entirely. Therefore, strong, layered privacy-protection methods
like differential privacy, federated learning, and advanced cryptographic barrier nets
are essential, particularly when safeguarding sensitive data, as the international legal
framework requires protective measures against such data.

To give an example, in healthcare, synthetic data functions to remove personally
identifiable information (PII) and synthesize datasets that are not directly associated with
individuals [10]. In production, artificial data secures competitive aspects and trade secrets.
Still, the two areas demand more defense mechanisms than synthetic data to prevent skilled
adversarial inference, as creating and evaluating advanced privacy-preserving ML tech-
niques is of value. In this regard, the protection of ML systems based on structured /tabular
data containing sensitive personal, financial, or operational information is critically impor-
tant. Since model inversion attacks pose a potential threat, effective defense mechanisms
should not only prevent these attacks but also comply with existing data protection laws
(including GDPR and HIPAA), making them suitable for use in high-stakes applications.
Although extensive research has been conducted, the majority of the work only assesses
either specific defenses or targets unstructured data, resulting in a lack of comparative,
overall assessments in tabular contexts.

1.1. Goals and Scope

This paper proposes and systematically analyses a set of privacy-protecting methods of
ML models in tabular settings. Our comparative study unites and compares several defense
mechanism solutions, such as differential privacy, federated learning, hybrid encryption,
adaptive noise injection, and ensemble obfuscation, on an equal experimental basis. To
evaluate the potential privacy leakage suppression of each strategy (measured by inversion
accuracy, mutual information reduction, and reconstruction error) and the preservation
of model utility (accuracy, F1 score, and latency), we utilize real-world tabular datasets
in the areas of healthcare, finance, and social science. This comparative analysis exposes
trade-offs, domain-restricted boundaries, and pragmatic suggestions on how to advance
the secure and ethical use of ML in sensitive aspects of data.

To enhance the visualization of the privacy risks associated with deploying machine
learning models over tabular data, Figure 1 presents a comparison of a typical ML workflow
with an adversarial one, where a model inversion attack is employed using tabular data.
In the traditional case, tabular data would be gathered, a model would be trained and
established, and users would submit a query to obtain predictions. As a contrast, the
adversarial setup illustrates that an attacker can obtain query access to the deployed model,
feed it with inputs, and receive outputs to reverse-engineer sensitive attributes on the
training data, leading to a major privacy violation [11].
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Figure 1. Comparison between a standard ML workflow and a model inversion attack scenario.

1.2. Contributions
The primary contributions of this work are:

e Comparative analysis of defense mechanisms: We evaluated various defensive
techniques—differential privacy, federated learning, adaptive noise injection, hybrid en-
cryption, and ensemble obfuscation—using tabular datasets to assess their effectiveness.

e  Comparison across different datasets: We conducted an in-depth analysis across mul-
tiple datasets to understand how these defense techniques affect different conditions
and data types.

e Data compliance: We interpret each defense within the context of major data privacy
laws worldwide, such as GDPR and HIPAA, and recommend the most appropri-
ate guidelines to ensure ethical and regulation-compliant deployment of privacy-
preserving machine learning models in sensitive sectors.

1.3. Paper Structure

Section 2 reviews related work and identifies a gap analysis that motivates our study.
Section 3 details datasets, threat model, defenses, metrics, and the experimental protocol.
Section 4 presents results including baseline vulnerability, privacy—utility curves, compara-
tive defense performance, and domain generalization. Section 5 discusses limitations and
future directions; Section 6 offers the conclusion.

2. Literature Review

The growing use of machine learning models in sensitive industries like healthcare,
finance, and infrastructure has increased the need for security against privacy threats. One
of the most challenging attacks is the model inversion attack, where adversaries are only
able to use outputs of a model to infer sensitive training data, even when raw data is
never directly revealed [12]. The threat level is extremely high when it comes to structured
tabular data with highly identifiable attributes. This sensitive situation is not only related
to what the model generates but also to the data structure, open API endpoints, and the
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complexity of how features interact in the real world. Therefore, becoming familiar with
the methods used by adversaries and the mitigation techniques is essential for securing ML
in these environments.

2.1. Foundational Inversion Attacks

An early work by Fredrikson et al. [9] showed that securely trained models could still
leak sensitive information (e.g., genomic information) when the attacker knew some infor-
mation about the training inputs and could access the model outputs. Amini Gougeh [13]
and Kulkarni & Bhambani [14] followed up with this and considered adversarial image
perturbations (FGSM, PGD) to tabular and medical cases, as they demonstrated that such
manipulations could expose very sensitive information in patient or financial data.

The primary cause of a high risk of privacy in tabular data has to do with its semantics.
Such features as income, medical history, or age can be directly interpreted in the sense
that attacks can be easier to pursue than on the abstracted pixel values of images. This
semantics transparency further makes it difficult to use inter-feature correlations, which
the inversion attacks depend on. Accordingly, tabular adversarial manipulation may be
discrete and therefore hidden but is frequently considerably drastic.

To counter these threats, various defense mechanisms have been devised with the
scope of bringing privacy without compromising security. Tables 1 and 2 break down these
mechanisms into differential privacy, federated learning, hybrid encryption, adaptive noise
injection, and ensemble obfuscation in terms of their core purpose, implementation phase,
and prevention impact. More importantly, Table 1 is here combined with a mapping of
the most relevant prior works, including both an at-a-glance overview and a contextual
linkage of each strategy and literature contribution.

Table 1. Summary of Model Inversion Attacks Research and Their Limitation.

Study

Application How It Mitigates

Data Type Focus Domain Inversion Attacks

Limitation or Gap

Fredrikson et al. [9]

. . . Requires partial input
Tabular Attack Healthcare Model inversion via knowledge; early-

confidence scores
stage framework

Focused on CNNs;

Amini Gougeh [13] Image Attack Medical Imaging FGSM’ PGD limited translatability
adversarial attacks
to tabular structures
Kulkarni & Bhambani [14] Tabular Attack  Finance, Health Reglona.l adve.rsarlal Demonstrates .rISk.;
manipulation lacks defense validation
Optimization-based Effective across
Brendel & Bethge [15] Tabular/Image  Attack General P domains; lacks

turbati P
perturbation targeted mitigation

As summarized below, most of the earliest model inversion literature was concerned
with an unstructured domain. However, interpretable features and regulations make
tabular datasets, which dominate in healthcare, financial, and administrative systems,
deal with even greater privacy threats directly. Most importantly, the majority of defenses
devised for images or text are not easily transferable to tabular data or lead to significant
reductions in model utility.

The same research has noted that models trained with synthetic or semi-synthetic data
would remain vulnerable when the generative process uses patterns in the original data [16].
Synthetic data should be audited carefully in highly structured environments to avoid
leakage by mistake. Stronger defense techniques, including differential privacy (DP) [17]
that add noise into training, but at high noise levels they can hurt model performance.
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A more recent promising solution that is currently under consideration is Context-aware
privacy budgets, where the noise is allocated based on the sensitivity of the specific features.

Table 2. Summary of Defense Mechanisms Against Model Inversion Attack.

Application How It Mitigates ST
Study (Author, Year) Data Type Focus Domain Inversion Attacks Limitation or Gap
Obfuscates . .
Uniform noise may
. . feature-target -
Zhang et al. [18] Tabular/Image Defense Medical, Finance . . .. reduce utility
relationships; limits sienificant]
attribute leakage & y
. Federated Medical Prevgnts raw data High overh?a}d:
Lietal. [19] Tabular/Image Defense sharing; reduces context-sensitive
Models . .
central exposure calibration needed
Uses multiple models .
Lo . . S Not directly usable for
Alzubaidi et al. [20] Image Defense Medical Imaging for prediction; dilutes structured / tabular ML

direct feature influence

Also, Li et al. [19] also addressed the privacy issue of deep learning related to military
and medical images, where even small perturbations of the input can expose important
hidden variables. As Guo et al. [21] showed, causing an oversized impact on the outputs
by manipulating a single feature (such as in the case of One-Pixel Attack), which has direct
implications in the context of tabular ML because a single feature like smoker, married, etc.,
can lead to major changes in prediction.

Regardless of the numerous individual developments, the literature indicates that
a multi-faceted defense for tabular ML systems is necessary. There should be no post
hoc anonymization; instead, proactive measures such as model diversification, synthetic
data verification, different privacy calibration, and online query auditing are required.
Interpretability is the key feature that makes tabular ML valuable, as well as vulnerable: an
apparent decision process makes targeting sensitive attributes more accessible.

2.2. Gap Analysis

Although recent developments have concentrated on specific aspects of model inver-
sion and privacy protection, several gaps still exist. Most comparative studies focus on
unstructured data or consider only one defense method. The unique features of tabular
ML, such as interpretability of features, domain control, or the need to balance utility and
privacy, are rarely addressed comprehensively in a single empirical study. Additionally,
state-of-the-art (SOTA) techniques, such as local differential privacy, transformer-based
attacks on inversion, and adaptive defense tuning, are underrepresented in tabular bench-
marks. Terms like operational regulatory compliance (e.g., GDPR, HIPAA) are discussed
only in general terms, without technical validation.

The final concern is that standard and effective methods for measuring risk have not
been developed within the context of model inversion attacks. Most current discussions of
privacy threats are descriptive, so the exposure and loss of privacy cannot be effectively
quantified or compared, and neither can the effectiveness of gender-specific protective
measures be measured quantitatively. The work directly addresses these restrictions by
benchmarking five complementary defenses on both synthetic and real tabular datasets,
aligning with technical and regulatory requirements, and providing concrete guidance on
privacy-utility trade-offs in high-stakes ML deployments.
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2.3. Recent Developments in Data Privacy and Inversion Attacks

Recent research has broadened the scope of privacy-preserving machine learning
for tabular data. For instance, local differential privacy (LDP) techniques tailored for
structured datasets have demonstrated practical compromises between utility and privacy
in decentralized settings [22,23]. Furthermore, approaches that dynamically adjust noise or
obfuscation levels during inference are gaining traction as practical strategies to counteract
evolving adversarial threats [24].

While this study centers on tabular machine learning models, it is essential to recognize
that similar privacy issues also exist with large language models (LLMs) [25,26]. Recent
studies have shown that LLMs can be susceptible to training data leaks through prompt-
based inversion or membership inference attacks [27-29]. Researchers have found that
exposing sensitive data during fine-tuning poses risks through attacks such as membership
inference, data extraction, and backdoor attacks [30]. They also examined defense methods
such as differential privacy and federated learning during the fine-tuning process.

Additionally, Petrov et al. [31] demonstrated a gradient inversion attack called DAGER
(Discreteness-Based Attack on Gradients for Exact Recovery), which can reconstruct entire
text inputs from shared model gradients in federated LLM training. Lukas et al. [32]
assessed attacks on GPT-2 models and defined three types of PII leakage using only API
access to a language model. These findings emphasize that simple anonymization or basic
differential privacy by themselves are inadequate against persistent LLM adversaries.

Despite differences in structure and data types, these models face common threats
such as unintentional memorization and the risk of sensitive information being recon-
structed. Future research could investigate whether multi-modal or hybrid defense strate-
gies might provide valuable insights for both structured tabular models and unstructured
language models.

3. Research Methodology

To develop a robust defense framework against model inversion attacks in tabular
ML systems, this study adopts a structured, multi-phase experimental methodology. Each
phase builds upon the previous one, enabling systematic evaluation of defense strategies in
terms of both privacy protection and model utility. The process also includes regulatory
alignment with GDPR and HIPAA standards.

The complete workflow is illustrated in Figure 2, and the methodology is detailed in
the following subsections.

Raw Tabular Data

l

Preprocessing

l

Apply Baseline Model

|

Evaluate
(Utility + Privacy -tetc.)

l

Compliance
Mapping (GDPR/HIPAA

Figure 2. Methodology Workflow.
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3.1. Attack Model

In our attack model, the adversary aims to reconstruct sensitive attributes using
the outputs of a deployed model. Our main focus is on black-box inversion, where the
attacker only has query access to the target model. The attacker trains a neural network
inversion model that learns to predict the sensitive attribute by using the target model’s
outputs as inputs. The architecture employed is a multi-layer perceptron (MLP) with ReLU
activations. We used class-weighted loss functions to address the imbalanced distribution
of sensitive attributes. Performance metrics, such as accuracy, precision, recall, and F1
score, are calculated and averaged over five independent runs to report the mean and
standard deviation. We primarily focus on a black-box threat model because it reflects
realistic deployment scenarios in commercial and medical settings, where model internals
are typically inaccessible.

3.2. Baseline Model Training

The initial step will be training baseline ML models (Decision Tree, Random Forest,
Multi-Layer Perceptron) on three real-life tabular data sets: ADULT (UCI Income), GSS
(General Social Survey), and FTE (Five Thirty-Eight). A summary of these datasets is
provided in Table 3. They were chosen due to their distinctiveness and frequent analysis;
the three categories are census, social science, and financial transaction data, which are
considered baseline examples in privacy research and literature relative to ML.

Table 3. Dataset Overview.

Dataset Features Sensitive Attributes Preprocessing Applied
ADULT 14 Income Normalization, Encoding
GSS 12 Religious Affiliation Scaling, Missing Value Handling
FTE 16 Transaction Purpose Normalization, Feature Engineering

Despite the availability of several tabular datasets, these three provide a convenient
combination of data scale, diversity, and existing privacy-sensitive attributes (income,
religious affiliation, transaction purpose), which allows comparing the results with previous
studies and state-of-the-art techniques. The missing values were imputed, and features
were normalized using standard methods for categorical variables (e.g., one-hot encoding,
z-score normalization). At this stage, no defense mechanisms were applied, and it was
possible to measure the baseline vulnerability to attribute leakage and identify reference
points for further defensive actions.

3.3. Defense Strategy Integration

At this second step, the different defense mechanisms are inserted and tested individ-
ually using the same models and datasets, allowing for direct comparison in an equalized
fashion. The defense response measures are:

Differential Privacy (DP): The DP-SGD optimizer adds noise to the model gradients
during training. The privacy budget epsilon is varied systematically (epsilon in {0.1, 0.5, 1.0,
5.0}) to examine the trade-off between privacy and utility, as found in other studies [24]. The
outcome of model accuracy and the success of an inversion attack is noted at each value.

Equation for DP-SGD Noise Injection:

041 =0 —n(VL(6;) + N(O, 021))

Here, 7 is the learning rate, L is the loss, and N (O, 2] ) is the injected noise, which is
a Gaussian.
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Federated Learning: Mimics is a distributed environment with five client nodes,
where Federated Averaging (FedAvg) is used over 50 communication steps [33]. The
local data remains on each client’s device; only the transmitted and aggregated gradients
are shared, which accurately portrays privacy-preserving deployment environments in a
realistic setting.

Hybrid Encryption: Elliptic Curve Cryptography (ECC) is used in combination with
AES-128 to encrypt data both in transit and at rest symmetrically [34-37]. Both sensitive
features and model parameters are encrypted prior to being stored or transferred. The
computation overhead and latency are recorded.

Adaptive Noise Injection: A type of noise used in sensitivity scores for features and
small features at risk, identified through mutual information analysis [38-40]. The approach
allows for high-resolution adjustment of the noise impact while maintaining the overall
usefulness of the model.

Ensemble Obfuscation: This combines (aggregates) predictions from different models
(Random Forest, MLP, k-Nearest Neighbors) using a voting classifier [41]. This approach
aims to obscure deterministic feature-to-output mappings and reduce overspecialization
on sensitive patterns in a single model.

All defenses are built on open-source ML frameworks such as scikit-learn, TensorFlow
Federated, and PyCryptodome, with every hyperparameter and setting documented for
reproducibility. Clear records of dataset and model configurations are maintained for
each table. Table 4 summarizes the configurations for baseline models and each defensive
strategy, providing a concise overview of parameters, datasets, and specific implementa-
tion details.

Table 4. Model and Defense Configuration.

Technique/Model

Parameters Dataset (s) Notes on Configuration

Decision Tree

Baseline model for

Gini, max depth = 10 ADULT, GSS, FTE tabular classification

Random Forest

100 estimators, max features = auto ADULT, GSS, FTE

Improved generalization and
baseline ensemble comparison

3 layers, 128-64-32 nodes, ReLU, Used for benchmarking deep

MLP dropout = 0.2 ADULL, G55 learning sensitivity
. . . . . Implemented using
Differential Privacy e €{0.1,0.5, 1.0, 5.0}, noise on gradients ADULT, FTE DP-SGD optimizer
Federated Learning 5 simulated clients, FedAvg, 50 rounds ADULT, GSS Used TensorFlow Fed.erated; no raw
data sharing
Hybrid Encryption  ECC key exchange, AES-128 encryption ADULT, FTE Encrypts at rest and in transit;
y yp y 8¢ yp ! additional computation overhead
Adap'tlvg Noise Gaussian noise §ca1ed by feature ADULT, GSS, FTE Higher noise on sensitive features,
Injection sensitivity scores low impact on performance
Ensemble Obfuscation Voting classifier (RE, MLP, KNN) GSS, FTE Blurs attribution by averaging over

diverse models

The hyperparameters used in the experiments were carefully chosen based on stan-
dard results from machine learning and privacy defense methodologies for tabular tasks.
Specifically, the sizes of Decision Trees and Random Forests are widely referenced as
benchmarks when working with structured data, similar to how Multi-Layer Perceptrons
(MLPs) are more associated with deep learning in tabular data setups. Additionally, the
limits on parameters for defense mechanisms, including privacy budgets (which is 0), the
magnitude of adaptive noise injection, and the number of clients in federated learning,
are based on values commonly disclosed and practically achievable, as described in the
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existing literature. This selection of parameters aims to ensure that the solution achieves a
good balance between privacy protection effectiveness and its deployment feasibility in
real-world applications.

3.4. Evaluation and Regulatory Mapping

Both utility and privacy risk metrics are used to assess the models and defenses. For
utility, common measures include accuracy, precision, recall, and F1 score.

Accuracy = TP+ TN
Y= TPYTN Yt FP+FN

Precision = L

~ TP+ FP

TP
Recall = — +F
eca TP + FN

Precision x Recall

F1=2
% Precision + Recall

For privacy risk, metrics include Inversion Accuracy, which is the success rate at which
adversaries reconstruct sensitive attributes, and Mean Squared Error (MSE).

n
(MSE) = Y- (31~ 51

ie
Mutual Information Reduction: The difference in mutual information between the true
and reconstructed values indicates how much information leakage decreases. For efficiency,
training time and inference latency are used as metrics to reflect the practical overhead of
each defense. The same computational platform will be used for all experiments to ensure

consistency. These metrics are summarised in Table 5 for clarity and completeness.

Table 5. Evaluation Metrics.

Category Metric Purpose in Evaluation
Accuracy Overall correctness
Classification F1 Score Balance of precision and recall
Precision/Recall False positive/negative rate
Inversion Accuracy Vulnerability to attribute reconstruction
Privacy Risk - - : ”
Mutual Info Reduction ~ The degree of information leakage mitigated
Regression MSE Quality of attribute reconstruction
Training Time Deployment feasibility
Efficiency - A
Inference Latency Real-time applicability
Regulatory Map Compliance Alignment GDPR/HIPAA readiness

Figure 3 represents the architectural layout of the five core defense strategies evaluated
in this study. Each subfigure illustrates the key operational flow and intervention point of a
specific method. In Figure 3a, Differential Privacy introduces noise during model training to
mask sensitive attribute correlations. Figure 3b depicts Federated Learning, where multiple
client devices perform local training and only share aggregated gradients with a central
server, preserving data locality. Figure 3c shows Hybrid Encryption, which secures data
during transmission and storage through ECC-based key exchange and AES encryption.
In Figure 3d, Adaptive Noise Injection identifies high-risk features and perturbs them
with Gaussian noise before training. Finally, Figure 3e illustrates Ensemble Obfuscation,
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where predictions from multiple diverse models are combined via a voting mechanism,
reducing deterministic leakage and making inversion attacks less effective. Together, these
diagrams highlight how each technique targets a specific vulnerability stage in the machine
learning pipeline.

(a) DP

(b) FL Central
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_Aggregated Gradients
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Figure 3. Architecture of five defense strategies. (a) Differential Privacy; (b) Federated Learning;
(c) Hybrid Encryption; (d) Adaptive Noise Injection: (e) Ensemble Obfuscation.

3.5. Experimental Protocol, SOTA Benchmarking, and Complexity Considerations

To ensure rigor, the same random seeds are used in each experiment, and the re-
sults are reported in terms of mean and standard deviation. In cases where feasible, the
suggested framework is compared against the state-of-the-art (SOTA) techniques that are
mentioned in recent works [17,21,42]. Where direct SOTA implementation is not possible
(e.g., no code, the dataset is incompatible), the results obtained based on the original pub-
lications are provided for comparison. They also include white-box attack experiments
in which a partial knowledge of the model parameters is conferred on the adversary to
evaluate robustness outside of black-box conditions.

Complexity and Overhead: The time used during training, volume of communication,
and latency in differencing are logged for each defense and analyzed. For example, the
extra time that federated learning requires and the encryption/decryption steps in hybrid
encryption are highlighted.

Reproducibility: A repository containing all code, parameter grid, and configuration
files will be publicly released as an additional artifact. This will enable validation of the
reported 30-50 percent reductions in inversion accuracy and utility trade-offs.
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4. Experiments and Results
4.1. Baseline Vulnerability: Attack Reconstruction Accuracy Without Defense

First, the sensitivity of common machine learning models to model inversion attacks
was systematically examined to establish a benchmark. Without employing any protection
strategies, Decision Tree, Random Forest, and Multi-Layer Perceptron (MLP) models were
trained on three well-known tabular datasets (ADULT, GSS, FTE). These datasets were
selected because they are widely used in existing research, making them a relevant standard
for comparison with the latest (SOTA) privacy-preserving techniques.

Every experiment was performed using a 70/30 data split, except for the FTE dataset
with MLP, which used an 80/20 stratified split to better reflect real-world class distribution.
To evaluate stability and address class imbalance, Random Forest was run five times on
the ADULT dataset. To manage class imbalance, the SMOTE method was employed in
every setup involving imbalanced datasets. These baseline results are shown in Table 6
and Figure 4 and indicate that privacy risks were significant due to the reconstruction of
sensitive attributes.

Table 6. Baseline Vulnerability (No Defense Applied).

Model Dataset Model Accuracy Inversion Accuracy Sensitive Attribute Preprocessing
Decision Tree Adult 0.807 4= 0.035 0.76 = 0.004 Race Label encoding
Decision Tree GSS 0.5137 + 0.0035 0.7157 £ 0.0151 Xmovie Label encoding
Decision Tree FTE 0.3505 + 0.0432 0.7400 £ 0.0389 Infidelity Label encoding

Random Forest Adult 0.8279 4= 0.0033 0.8551 + 0.0113 Race Label Encoding

Random Forest FTE 0.7667 + 0.0551 0.8533 + 0.0452 Infidelity Label encoding

Random Forest GSSs 0.6084 £ 0.0032 0.7784 £ 0.0121 Divorce Label encoding
MLP GSS 0.6105 £ 0.0227 0.8667 £ 0.03471 Infidelity One-hot, SMOTE
MLP FTE 0.7522 + 0.0747 0.7463 £ 0.1610 Infidelity One-hot, Label Encoding
MLP Adult 0.7904 + 0.0061 0.8722 £ 0.0126 Race One-hot for target

Target vs Inversion Accuracy Across Models and Datasets

= Target Accuracy
W= Inversion Accuracy

0.9 4

Figure 4. Baseline Vulnerability to Model Inversion Attacks (No Defense).

The outcomes reveal a significant weakness, highlighting the necessity of defensive
methods, as shown by the scenario where sensitive features, including race and infidelity,
are reconstructed with up to 80 percent accuracy.

4.2. Utility—Privacy Trade-Off: Evaluating the Balance Under Defensive Conditions

This paper examined the concept of privacy utility trade-off, especially in the context
of Differential Privacy (DP) via the privacy budget (indicated as 0.96). By raising the mag-
nitude of noise (minor 1/epsilon), the quality of attribute reconstructions fell dramatically,
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at the expense of functionality as a classifier. Figure 5 illustrates this trade-off by showing
the change in both target model accuracy and inversion accuracy across different ¢ values.
Table 7 provides a concrete numerical visualization of the impact of changing the value
of (mathematically) to the privacy level as well as utility which shows that it is quite easy
to create a setting using the parameters of such policies where several optimal levels of
both parameters could be chosen based on the application domain (e.g., in healthcare or
general applications):

Privacy vs Utility in FL + DP + Output Noise
(e: Smaller values imply stronger privacy but lower utility)

el Accuracy

ot Mode!

larg
o
L
I

0.2 0.4 0.6 0.8 1.0
Privacy Budget (g)

Figure 5. Utility—Privacy Trade-off under a Hybrid Defense using FL and Differential Privacy. The
solid blue line (left Y-axis) represents the target model accuracy, while the dashed red line (right
Y-axis) indicates the inversion attack accuracy. The privacy budget (¢) controls the trade-off; smaller
¢ values represent stronger privacy but typically reduce utility.

Table 7. Privacy-Ultility Trade-off (Differential Privacy Focus).

€  Accuracy (Mean £ Std) F1-Score (Mean =+ Std) Notes on Trade-Off
0.1 59.3% £ 3.6% 62.6% =+ 3.3% Strong privacy, but high utility loss
0.3 71.5% + 3.5% 72.2% + 3.1% Balanced privacy-utility, preferred in

sensitive domains
0.5 70.6% =+ 4.6% 71.4% + 4.4% Balanced but slightly unstable
0.7 78.8% + 1.6% 77.7% + 0.7% Moderate privacy, good utility for
general use
1 79.5% + 0.7% 78.9% + 1.1% Low privacy,

near-baseline performance

The trade-off clearly indicates diminishing returns in privacy improvement beyond a
certain threshold (e = 0.5).

4.3. Comparative Evaluation Across Defense Mechanisms

A rigorous comparison of five state-of-the-art defense mechanisms was performed:
Differential Privacy, Federated Learning, Hybrid Encryption, Adaptive Noise Injection,
and Ensemble Obfuscation. The comparison was fair because the same datasets were used,
and similar experiments were carried out.

Table 8 presents the results, where Hybrid Encryption offered the most privacy pro-
tection, albeit with an increase in computational overhead. Federated Learning [27] repre-
sented a good tradeoff between excellent privacy and only a minor tradeoff in accuracy. The
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ANI and Ensemble Obfuscation produced good results in performance-driven situations.
These trends are also visualised in Figure 6, which compares the target and inversion
metrics across all defense strategies.

Table 8. Performance Comparison Across Defense Mechanisms on Adult Dataset.

Defense

Target Accuracy

Target F1

Inversion Accuracy

Inversion F1

Differential Privacy

0.7896 £ 0.0414

0.7849 +£ 0.0473

0.4983 + 0.0176

0.3317 £ 0.0192

Federated Learning + DP 0.7705 & 0.0312 0.779 + 0.0122 0.5 =+ 0.0112 0.3333 + 0.0043
Hybrid
Encryption 0.8505 + 0.0223 0.8432 + 0.0218 0.5 -+ 0.0415 0.3333 + 0.0402
(AES + ECC)
Adaptive Noise 0.8490 + 0.0000 0.8400 + 0.0000 0.4697 + 0.0026 0.4165 + 0.0025
Ensemble 0.8714 + 0.0000 0.8633 + 0.0000 0.4589 + 0.0059 0.4070 + 0.0053
Obfuscation
0o Comparison of Defense Mechanisms (Target vs Inversion Metrics)

B Target Accuracy
B Target F1

EE Inversion Accuracy
EEE Inversion F1

DP FL + DP Hybrid Encryption Adaptive Noise Ensemble Obfuscation

Figure 6. Comparison across Defense Mechanisms.

4.4. Generalization Across Datasets and Domains

The robustness of the results across different domains (Census, Finance, Social Survey)
(Table 9) demonstrates their generalizability, as the privacy improvements are moderate to
high across all three data sets.

Table 9. Comparison Across Datasets.

Inversion Accuracy  Inversion Accuracy

Defense Dataset (Without Defence) (With Defence) Reduction (%)
ADULT 87.22% 49.83% 37.39%
Differential Privacy GSS 86.67% 57.36% 29.31%
FTE 74.63% 58.70% 15.93%
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Table 9. Cont.

Inversion Accuracy  Inversion Accuracy

Defense Dataset (Without Defence) (With Defence) Reduction (%)
ADULT 87.22% 46.97% 40.25%
Adaptive Noise Injection GSS 86.67% 65.10% 21.57%
FTE 74.63% 58.30% 16.33%
ADULT 87.22% 45.89% 41.33%
Ensemble Obfuscation GSS 86.67% 55.20% 31.47%
FTE 74.63% 52.15% 22.48%
ADULT 87.22% 55.30% 31.92%
Federated Learning + DP GSS 86.67% 56.50% 30.17%
FTE 74.63% 60.20% 14.43%
Hybrid ADULT 87.22% 50.04% 37.18%
Encryption GSS 86.67% 55.50% 31.17%
(AES + ECC) FTE 74.63% 53.60% 21.03%

Ensemble Obfuscation produced an average privacy gain that was significantly higher
than that of any other method, and Differential Privacy exhibited varying privacy gains
across domains, indicating sensitivity to dataset-specific structural correlations.

4.5. Alignment with Data Protection Regulations (GDPR and HIPAA)

Lastly, the compliance of defense strategies with GDPR and HIPAA was clearly ana-
lyzed. The Hybrid Encryption demonstrated the greatest regulatory alignment with GDPR
Article 32 and the Technical Safeguards as described by HIPAA. The principles of data
mineralization in GDPR corresponded with Differential Privacy, and the decentralized han-
dling of data in HIPAA aligned with Federated Learning. Although our technical defenses
are aligned with GDPR and HIPAA provisions, this should be considered indicative and
does not replace professional legal interpretation. Table 10 provides a structured summary
of the mapping between each defense mechanism and relevant GDPR and HIPAA clauses.

Table 10. Defense—Regulation Mapping (GDPR/HIPAA).

Defense Mechanism

Compliance Feature GDPR Article HIPAA Clause

Differential Privacy

Article 5(1)(c)-Principles
relating to processing of
personal data

Data Minimization §164.502(b)-Minimum Necessary

Federated Learning

Decentralized
Data Processing

Article 25(2)-Data protection

by design and by default §164.308(a)(3)-Workforce Security

Hybrid Encryption
(ECC + AES)

Secure Data in
Transit & Rest

Article 32(1)(a)-Security

of processing §164.312(a)—(e)-Technical Safeguards

Adaptive Noise Injection

Recital 78-Appropriate
Technical and
Organizational Measures

Context-Aware

Data Perturbation §164.514-De-identification

Ensemble Obfuscation

Risk Reduction via
Diversity

Article 25(1)-Data protection

by design and by default §164.306(b)-Security Standards

The compliance of the proposed methods with the regulatory practices also confirms
their practical suitability in sensitive areas of application.
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5. Limitations and Future Work

While this paper provides a robust and comprehensive analysis of model inversion
vulnerabilities and the effectiveness of various defensive strategies, several limitations
must be acknowledged to contextualize the findings and inform future research.

5.1. Limitations of the Study

The study focused on well-known tabular models instead of newer examples like
gradient-boosted trees, transformers for structured data, or graph networks because these
architectures can have different weaknesses and require special protection methods. An-
other concern relates to the datasets chosen for the study. Although the Adult, GSS, and
FTE datasets are different and uniquely organized, they are still carefully crafted datasets
with few noisy or disorganized attributes. While the alignment of defenses with GDPR
was briefly discussed, the study did not include legal audits, formal risk assessments, or
stakeholder impact evaluations.

5.2. Future Scope

Future research should examine a wider variety of machine learning architectures
beyond the typical tabular models discussed here. This includes assessing model inver-
sion risks in newer structured-data models such as TabNet and transformers. Using the
proposed framework in more fields like social media, e-commerce, and medical records
will help confirm its broad applicability. This work does not include a formal analysis of
computational complexity. Considering the range of techniques examined, expanding on
this aspect could be a meaningful direction for future studies.

Additionally, helping regulators understand and utilize technical barriers to crime should
be a top priority. Future efforts should focus on linking legal concepts to specific algorithms.
Society benefits when machine learning researchers, lawyers, and officials collaborate to
explore techniques for protecting devices and meeting obligations across regions.

6. Conclusions

The study addresses a significant and growing privacy challenge related to machine
learning systems involving structured tabular data, specifically the vulnerability to model
inversion attacks. Through a systematic analysis and comparison of five prominent de-
fense mechanisms, the study demonstrates that, to a significant extent, privacy risks from
model inversion attacks are mitigated without substantially compromising the models’
predictive accuracy.

In extensive experiments, defense mechanisms all showed a reduction in success
rates of inversion attacks by approximately 30-50 percent, depending on the technique and
dataset involved. One of these methods, the Ensemble Obfuscation, was the most successful
because it maintained excellent model utility (F1-score of 86%) and significantly lowered
inversion accuracy to around 46%. This performance balance suggests that Ensemble
Obfuscation is a practical choice in applications where it is crucial to preserve privacy while
also maintaining model quality.

Additionally, cross-domain analysis clearly demonstrated the applicability and effec-
tiveness of the proposed defense strategies overall, thereby emphasizing their usability
across various real-life situations. Furthermore, strict adherence to leading international
data privacy regulations, particularly GDPR and HIPAA, will enhance their functionality
and legal viability, especially in sectors like healthcare, finance, and government.

In summary, the work presented in this study establishes a broad, practical, and
regulation-compliant method for safeguarding models on sensitive tabular datasets. Going
forward, this framework should be expanded to include dynamic IoT systems with real-
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time threat detection, along with research into adaptive defenses that proactively counter
adversarial strategies. As part of our ongoing effort to balance data privacy with technologi-
cal usefulness, it is essential to maintain a framework that upholds these principles ethically
and securely while evolving alongside the rapid advancements in machine learning that
impact our most critical fields. To promote reproducibility and encourage further research,
all code will be publicly available through a GitHub repository upon acceptance of the
paper. The implementation was developed using Python 3.10, with key libraries including
PyTorch 2.0, TensorFlow 2.11, Scikit-learn 1.2.2, NumPy 1.24, and Pandas 1.5.3.
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published version of the manuscript.
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