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� g�gk�;g�g|d
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©��uª�ltg�g!�¡g!h�q;g|d�^osubc\'`5�uª�v�\�foª�\«_afo��ij_abclt\'de_abcv�ª�n
¬ v�ª­bmg!`mv�_ez/fovw{|\�`�n}vwb�~�gah � \�ª�ltftg|�wg|x!~!yui�\'�w�£g!so`cft\
q;vwb�~!yoi®qP¯!�!�o°!yu�/s3n�bm`m_!�wv�_t±

� d�_av��²��³u´|µo�!���t¢o¶���·/¥¹¸O�¨¥}¦!§|�¨¥¹�!�
º«[]\�^o_!`}bmde\�fOb�gah�q;g!de^tsubm\�`5�uª�vw\'foª�\�prq;g!de^tsubm\�` � fox!v�ft\�\'`cv�ftx�1_ � `mg!�£\«z/ftv�{!\'`mncv»b�~|yti�\����£g!st`mft\!y ¬5¼ q,�!�!¯|½ty��/son}bc`�_a��v�_

� d�_av��G�¿¾3À��oÁoÀa¢o¶��.¥cÁO�|Â�ÃuÄ!Åo¦�¥�¦O§!�¨¥¹�!�

ÆLÇ�È�É'ÊÌËoÍaÉ
� lt\�deg!�tv��wvwb�~�g!h£sonc\�`cÎH`cg|�w\P`c\'��_abcv�g!foncltv�^
v�n�_�ft\��9hÏ\'_abcst`m\`c\'��_abcv�{!\�bcg/bclt\'vw`.ª�g!sof|bm\�`m^o_a`cbmnWvwf«sonc\�`cÎH`cg|�w\�_!nmncvwx|ftde\�fObmn'±
Ð lt\�f®_afj_!�td�v�ftv�n�bm`m_abcv�{!\�`mg!��\
_|ncncvwx|fon5_L`cg|�w\«bmg�_Ñson}\'`��v»bmlL_]deg|�tvw��\�de\�d��3\'`mncltv�^Wykbclov�n�_!�w��gk�/n.bclo\�son}\'`�bcgEsonc\
bclt\�^3\'`cdev�ncncvwg|fon«g!h;bmlt\Ñ`mg!��\L_afo�Òbmgj�3\ÑhÏst`cbclt\'`
_!�t�t\'�
gabclo\�`�`mg!��\'nP��~Ñ_!�udev�ftv�n�bm`m_abcg!`�n'± ¼ dedeg!�tv���\�de\'d
�£\�`�n}ltv�^x!`�_afObmn¨bmlt\�sonc\�`/bclt\
_!subclog!`mv»b�~Ñbcg�sonc\«bclo\�^3\'`cdev�ncncv�g!fon'y
�tsub��ug�\'n.ftg!b�de_!Ó!\Pbclo\Ps3n}\'`.\'�wv�x!v��t��\PhÏg!`.hÏst`cbclt\'`�`cg|�w\¨_!n}Î
n}v�x!ftde\'f|b�± � �PgLb�~�^£\'n]gah�^o`cg|�t�w\'d�n5d�_Ì~�_a`mv�nc\�v�f�sonc\�`cÎ`cg|�w\j_|ncncvwx|ftde\�fOb���v»bml=bclt\�d�g|�tv��wvwb�~Ôg!h�sonc\�`cÎH`cg|�w\Õ`c\'��_aÎ
bcv�g!foncltv�^W±4Ö]fo\®v�n�`m\���_kbc\��×bmg=_!subclog!`mvwØ�_kbcv�g!fYx!`�_afObcv�ftx
^t`cguª�\'nmn�± Ð lt\�fÙ_�`mg!��\ev�n«x|`m_!fObc\'�Òbmgj_�son}\'`'y?bcltv�n�`mg!��\de_Ì~¿�£\Òª�g|fuÚov�ª­bÑ��vwbcl,gabclo\�`L`mg!��\'nÑgahEbclt\Òsonc\�`Lg|`Lbcg!Î
x!\�bmlt\�`«��vwbcl®bmltv�n�`cg|�w\|Û¡bclt\�s3n}\'`«de_Ì~�lo_Ì{!\�g!`«�u\'`cv�{!\�_
ltvwx|lÒ��\�{|\��.gah¨_asubmltg!`mv»b�~|±��/ftg!bclt\'`Ev�n�`m\���_kbc\���bmgÕ_!subcltg!Î
`cv�Ø'_abcv�g!fÙ`m\�{|g�ª'_kbmvwg|fW± Ð lt\'f9_j`mg!��\Ñv�n�`c\'{!g!Ó|\'�®hÏ`mg!dÜ_son}\'`'y!bclt\5son}\'`�d�_Ì~
n}bcv��w�3lo_Ì{!\Pbclo\/`cg|�w\PhÏ`mg!dÝgabmlt\�`�`mg!��\'n'±
¼ f�bmltv�n]^o_!^3\'`'y£�;\��uv�ncª�soncn5x!`�_afObcv�ftxL_!fo��`m\�{!guª'_kbcv�g!fd�gu�u\'��n/`c\'��_abc\'�Ñbcgedeg!�ovw��\«_afo�Õv�d�deg|�tvw��\«de\�d��3\'`mncltv�^on

�3\�b��;\'\�fÔs3n}\'`mn�_afo�Þ`mg!��\'n'y.bclt\'fÔ^t`mgk{�v��t\Ñ^t`mg!^£g|nc\'�Þ_!suÎ
bcltg|`cv�Ø'_abcv�g!f�x!`�_afObmvwftx3y3�P\'_!Ó�`m\�{|guª�_kbmvwg|f�_afo�jn}bc`mg!foxL`c\�Î
{!guª�_abcv�g!fe_a��x!g!`mvwbcltd�n.bcl3_kb�_a`m\¨�o_!nc\'��g!fe`m\���_kbmvwg|fo_a�u_a��x!\�Î
�t`m_�_!fo�Õg!^£\�`�_kbmvwg|fon�± Ð \
_!��ncg��u\'nmª�`mv��3\«ltgk�,bcgLs3n}\Ebmlt\ft\��ß_a��x!g|`cvwbcltd�nP��vwbcl�_af�_afog!f�~�d�vwb�~Lnmª�_a��_a�o�w\E^o_Ì~�de\�fOb
ncª�lt\'de\!±�à1v�fo_!�w��~!y!ª�g!de^o_!`cv�n}g|fon.��v»bml�g!bclt\'`�`c\'��_abc\��
�Pg!`mÓ
_a`m\�d�_|�u\!±
á�â�ãkä�åkæmçÌè�é �/submltg!`mv�Ø'_kbmvwg|fWyÕd�g|�tv��wvwb�~!yjê/ë¨�5q]yez5nc\�`cÎê�g!��\�ê�\���_kbmvwg|foncltvw^?±

ì í�î É�ÊkïWð.ñ1Í!É'òóï î
� lt\�ô]_kbcv�g!f3_a� ¼ f3n�bmv»bmsubc\�gah;�Ob�_afo�t_!`m�on5_af3� � \�ª�ltftg!��g!x|~
õ ô ¼ � �/ö �u\�{|\���g!^£\'�j`mg!��\�ÎH�o_|n}\��j_!ª'ª�\'nmn�ª�g!fObm`cg|� õ ê/ë¨�5q ö^t`cg!bcg!b�~O^£\ õ àt\�v�fon}bc\'vwfÕ÷�±u��±£°'ø|ø|� ö _!fo��^tso�t�wv�nclt\'�L_�hÏg!`cÎde_!�¨d�gu�u\'� õ àt\'`c`�_av�g!��g�[�±�àP±�_af3�ÙùEstltf¿[
±�ê«±¨°'ø|ø|ú ö ±ij_af�~×g!`mx|_!ftv�Ø'_kbmvwg|fonL^o`c\�hÏ\�`Õbcg=ª�\'f|bm`m_!�w��~×ª�g|f|bm`cg|��_!fo�
de_!vwfOb�_av�fe_|ª�ª�\'nmn�`cv�x!lObmn'yaftg!b;ncg�d�soª�l�_kb�bmlt\5nc~�n}bc\'dû_|��Î
d�v�ftv�n�bm`m_abcg|`'ü n�^£\�`�n}g|fo_a�P�uv�ncª�`c\�bcv�g!fÞ�tsubedeg!`m\Lv�fÔ_!ª'ª�g!`cÎ
�t_afoª�\Ò��vwbcl,bclt\ýg|`cxO_aftv�Ø'_abcv�g!fWü n�^t`mgabm\'ª­bmvwg|f,x|stv��t\���vwft\�n
õ [�_Ì{Ov��ÔàP±�àP±�y�[5\'ftftv�n�iÞ±�þ�±�_afo�9ô/v�ª�ÓOv���~Of¿��±¨°'ø|ø!� ö ±ê/ë¨�5qJv�nL�£\�v�ftxÙª�g!foncv��t\�`m\'�=_!n�^3_a`cbÑgah�bclt\�\�de\�`mx!v�ftx
�o���?�=n}bm_af3�t_a`��ÿhÏg|`j�t_kb�_a�o_|n}\ýd�_af3_ax!\'de\�fObjn}~un}bc\�d�n'y
�o_!nc\'�ýg|fÞbclt\'vw`�vwde^t��\�de\'f|b�_kbmvwg|fÙvwf=Ö]`m_|ª���\�� õ �u_!fo�ul�s
ê«±�°'ø|ø!¯�� ö ±Lij_af�~�ê/ë¨�5qB^t`�_!ª­bmv�ª'_a��_a^o^t�wv�ª�_abcv�g!fonEl3_Ì{!\
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�£\�\'fÙvwde^t��\�de\'f|bm\'� õ ë¨_a`mÓ��w\'~[Z3±�à;±�y�ëP\�Ø'ftg|ncgk{®ùe±�_af3�
z5^t^o_a�:Z3±«°'ø|ø!øty¨àt\'`c`�_av�g!��g9[�±/àP±wy«ë¨_a`mÓ��w\'~\Zo±/àP±/_af3�
ùEstlofÕ[�±oê«±W°�ø!ø|øtyt�u_af3�ul�sÕê«±?°'ø!ø|¯J] ö ±ê/ë¨�5qBv�f�{!g|�w{|\'n�v�fo�uv�{�v��tso_a�Psonc\�`�n��£\�v�ftxÒ_|ncncguª�v�_kbc\��
��vwbcl�`mg!��\'n/_|n/�P\����1_|n�`cg|�w\�n��£\�v�ftxÑ_!nmncg�ª�v�_abc\�����vwbcl�^3\'`}Î
dev�ncncvwg|fon õ � _|ª�l×^3\'`cdev�ncncvwg|fÿv�n�_Þ^3_av�`�g!h�g!�O^�\�ª­bmnÕ_af3�g|^3\'`m_abcv�g!fon ö ±��5nPn}s3ª�lWyO_
`cg|�w\5v�n;sonc\'��bmg�_|ncncguª�v�_kbc\�s3n}\'`mn_!fo��^3\'`cdev�ncncvwg|fon'±.�×s3n}\'`�v�febcltv�n�degu�u\��3v�n;_«l�std�_afe�£\�Î
v�ftxo±��×`mg!��\�v�n�__^�g!�ehÏstf3ª­bcv�g!f�g|`R^�g!�ebmv»bm�w\5��v»bmltvwfLbclt\/g|`}Î
xO_aftv�Ø'_abcv�g!fL_!nmncg�ª�v�_abc\�����v»bmlÕ_!subclog!`mv»b�~�_af3��`c\�n}^£g!f3n}v��tv��»Î
vwb�~!±��5n�ncltgk��f�vwf�à.vwx|st`c\ °|y�bclt\E`m\���_kbmvwg|fon}lovw^on;�£\�b��P\�\�f
sonc\�`�ne_afo�¿`mg!��\'n'y;_!fo�¿�3\�b��;\'\�f¿`cg|�w\�n�_afo�9^3\'`cdev�ncncv�g!fon
_!`c\¨d�_af�~OÎ²bmgaÎHd�_af�~!±?ê/g!��\'n�_a`m\¨vwfeb��Pg«ª�_abc\�x|g!`mvw\�n.��v»bmltvwf
ê/ë¨�5q]yWg|ft\ev�n
_!�udev�ftv�n}bc`�_kbmvw{|\e`cg|�w\�n õ _!�td�v�fW± `cg|�w\ ö y?bclt\g!bclt\'`5v�n]`m\�x|st��_a`5`mg!��\'n õ `mg!��\ ö bclo_ab�ft\'\'��bmg��£\e_!nmn}v�x!ft\��bmg�g|`�`c\'{!g|Ó!\'��hÏ`cg|dRsonc\�`�nP�O~Õ_!�udev�ftv�n�bm`m_abcv�{!\�`cg|�w\�n�±

Role_Name

User_Name

   Indicates 

m n

Senior−
Junior

m n

OPERATION

PE
R

M
IS

SI
O

N
S

m n

m

n

many−to−many relationships 

Permission−role  assignment (PA)User−role assignment (UA)

OBJECT

USERS ROLES

à1v�x!so`c\e°!��ê/ë¨�5qÿ`c\'��_abcv�g!foncltv�^
� lt\�`m\�d�_Ì~E�3\Pltv�\�`�_a`�ª�ltvw\�n¡��vwbcltv�f
`mg!��\'n'±1��\'ftvwg|`1`mg!��\'n_!`c\
ncltgk��f�_ab5bmlt\
bmg!^jg!h�bclo\
ltv�\�`�_a`�ª�ltv�\'n'±���\'ftvwg|`]`mg!��\'n

v�ftlt\'`cvwb�^£\�`mdev�nmncvwg|fon]hÏ`cg|d`^�stftv�g!`«`mg!��\'n'±��W\�b:acbedÒ�u\�Î
ftg!bc\fa�v�n;nc\�fovwg|`�bmggde��v»bmlÑg|�O{�v�g!son�\
h�bc\'foncvwg|f�bcgFajicd)±
Ð \¨son}\/_|�udevwfov�n}bc`�_kbmvw{|\;`mg!��\'n�v�f�à.v�x!st`m\/ú5bcg«\
hu^t��_av�f�bclt\deg!�ovw��v»b�~Õgah�s3n}\'`}ÎH`cg|�w\Ede\�d��3\'`mncltv�^W± � lt\�à.vwx|st`c\�n}ltgk�/nltv�\�`�_a`�ª�ltv�\'n?gah£_|�udevwfov�n}bc`�_kbmvw{|\;`mg!��\'n'± � lt\�nc\�ftv�g!`�_!�td�v�fuÎv�n�bm`m_abcv�{!\Õ`cg|�w\ õ �u�5[]`cg|�w\ ö vwfolt\�`mv»b�nL_!�td�v�ftv�n�bm`m_abcv�{!\Õ`cg|�w\
õ �5[]`cg|�w\ ö ��vwbclÔ_!�w�P^3\'`cdev�ncncv�g!fon
gah5�5[]`mg!��\!±®�uvwdev���_!`c��~!y�][5`mg!��\/v�ftlt\�`mvwbmn+^�stftv�g!`¨_!�udev�ftv�n}bc`�_kbmvw{|\�`cg|�w\ õ ZO�5[]`cg|�w\ ö ±
Ð lt\'fÕ_�de\�d��3\'`mncltv�^��£\�b��P\�\'f�s3n}\'`/_afo��`cg|�w\�v�n�deg!�tv��w\
õ vwdedeg!�tv���\ ö y��;\�nc_Ì~®bmlt\�s3n}\'`�v�ne_�deg!�ovw��\ õ vwdedeg!�ovw��\ öde\�d��3\'`;g!h¡bclt\�`mg!��\/g!`�bclt\�`cg|�w\5v�n¨_�deg|�tvw��\ õ vwdedeg!�ovw��\ öde\�d��3\'`;g!hWbclo\]sonc\�`�±���st^t^£g|ncvwfox��][5`mg!��\]_|ncncvwx|fon�_
`cg|�w\
bmgL_eson}\'`5_!n5_ed�g|�tv��w\«de\�d��3\'`'y3v»b]d�\�_afon�bclt\�s3n}\'`5ª�_!f
sonc\�^3\'`cdev�ncncvwg|fon�gah�bmlt\e`cg|�w\e_af3�jgabmlt\�`«_|�udevwftv�n}bc`�_kbcv�{!\
`mg!��\'n õ �u�5[]`mg!��\!yfZO�5[]`mg!��\ ö d�_Ì~9hÏst`cbclt\'`Õ_|ncncvwx|f×gabmlt\�``mg!��\'n/bcgLbmlt\
s3n}\'`'± ¼ h�bclt\�sonc\�`]v�n�_!nmn}v�x!fo\'��_L`mg!��\
_|n]_!fv�ded�g|�tv��w\�de\�d��3\'`���~��5[]`mg!��\!y?vwb
x|`m_!f|b�n]bclt\Ls3n}\'`Ebclt\
_!subcltg|`cvwb�~�bcgÑs3n}\�^£\�`mdev�nmncvwg|fon5g!h�bclo_ab]`mg!��\
_af3�jª�_!ftftgab
�£\
_!nmncvwx|ft\'��gabmlt\�`/`mg!��\'n�bcg�bmlt\�sonc\�`/\�htª�\�^tb/bclt\
vwdedegaÎ
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�tvw��\«`m\���_kbcv�g!f3n}ltv�^Õv�n¨`m\�degk{!\��¡±

Senior Administrative Role

          Administrative Role

Junior Administrative Role

(SADrole)

(ADrole)

(JADrole)

à.v�x!st`m\�úu��÷/v�\�`�_a`�ª�ltv�\'nPgah�_!�udev�ftv�n�bm`m_abcv�{!\E`cg|�w\�n
÷/gk�P\�{|\�`�y�bclo\�`m\ÿv�n9_�ª�g|fon}v�n}bc\�f3ª�~ ^o`cg|�t�w\'d*��lo\�f

son}v�ftxÔê5ëP�5qJd�_afo_!x!\'d�\'fOb õ �u_!fo�ul�sÿê«±;_!fo����_a`mÓ Z3±
�)±1°�ø!ø|¯ ö ±�àog!`5v�fon}bm_!foª�\|yovwh�bclt\'`c\�_a`m\«lOsofo�u`m\'�tn5gah�`cg|�w\�n_afo�ebmltg!s3nc_!fo�tn�g!h¡son}\'`mn�vwf�_�n}~un}bc\'dÕyOvwb;v�n�{!\'`c~��uv���ª�st�wb
bcg
d�_!vwfObm_!vwf�ª�g!f3n}v�n�bm\�foª�~��£\'ª'_asonc\5vwb¨de_Ì~eª�lo_!ftx!\/s3n}\'`'ü n
_asubmltg!`mvwØ�_kbmvwg|f×�w\'{!\��Gy5g|`Ñv�de^t�w~×lovwx|luÎG��\�{|\��Eª�g|f��3�u\'f|bmv�_!�
vwfuhÏg|`cd�_abcv�g!f
��lo\�f
deg|`c\�bclo_!f
g!fo\�`mg!��\�v�n1`m\��Ost\�n�bm\'��_!fo�
x!`�_afObc\��¡±
¼ fÙbmltv�n�^3_a^£\�`�y��;\Õ_afo_!�w~�Ø�\Õ_asubmltg!`mv�Ø'_kbmvwg|fÞx!`�_afObcv�ftx_afo��`m\�{|g�ª'_kbmvwg|f�degu�u\���n/��vwbcl�bmlt\
deg|�tvw��vwb�~Ñgah�sonc\�`cÎH`cg|�w\

_!nmn}v�x!ftde\'f|b�± � lt\'f �P\¿�u\'{!\'�wg|^û_astbcltg|`cv�Ø'_abcv�g!f _!�wx|gaÎ`cvwbcltd�nEbmgjª�lt\'ª�ÓÒª�g!ftÚov�ª�bmn«_!fo�Òbclt\'`c\�hÏg!`m\�lo\���^ý_!�w��guª�_abc\
bclt\«`mg!��\'nP��vwbcltg|sub5ª�g|d�^o`cg|d�v�ncvwftx�bclo\�n}\�ª�st`mv»b�~|± � lt\�_a�wÎx!g!`mvwbcltd�n¨_a`m\]�3_!nc\'��g!fÑ`m\���_kbmvwg|fo_a�¡n}bc`msoª­bmst`m\!yu`m\���_kbcv�g!f3_a�
_a��x!\��o`m_oy?��ltv�ª�lÞlo_!n�_�n}\�b
gah/ª�g!de^t��\�bc\�_afo�Þncg!stf3�Þ_2h�Î
vwg|den'±��5n�hó_a`�_|n��P\/Ó�ftgk�«yabmltv�n�v�n�bclt\��o`mn}b�Ó�v�fo��gah¡�Pg!`mÓ
vwf9bcltv�ne_a`m\'_jbcg®^t`cgk{�v��u\Ñ_!subcltg|`cv�Ø'_abcv�g!fÔ_!�wx|g!`mv»bmltd�n�hÏg|`
`cg|�w\�_!�w��guª�_kbmvwg|fÕ_!fo��ª�g|fuÚov�ª­b5�u\�bc\�ª­bcv�g!f���vwbclovwf�deg!�ovw��v»b�~
gah�d�\'d
�£\�`�n}lovw^on'±
� lt\®^o_a^£\�`�v�nÑg|`cxO_aftv�Ø�\��×_!nÑhÏg!���wgk�/n'± ¼ fÿbmlt\Òfo\
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Bank

New system (FPS)

Employee (E)

AUDITOR(AU3)

They are
 employees

The Manager inherits the Operator

AP agent:

and Quality controler. Auditor, they are employees.  The Saler
The manager inherits the Saler and the 

has DSD relationship with the Auditor.

Shop

QUALITY
   CONTROLER(QC)

OPERATOR(OP)

Shop
AP agent(AP)

MANAGER(M1)  MANAGER(M3)

  

SELLER

Director (DIR)

:

they are  employees.  The Account_rep has DSD relatonships 
The Manager inherits the Teller, Auditor and  Account_rep, 

Bank:

with  the Teller,  SSD relationship with the Auditor.

(AC)
AUDITOR(AU) TELLER (TE)

MANAGER(M2)

ACCOUNT_REP
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