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ABSTRACT 

This research examines the role that awareness has on the effectiveness of 

information security within an organisation. There is a lack of understanding as to 

what is an appropriate level of awareness for information security controls across an 

organisation. Without understanding the required awareness importance and 

demonstrated awareness capability, an organisation may not be able to determine 

whether a lack of knowledge poses information security related risks. 

This study refers to Awareness Importance as how important awareness is, or how 

influential awareness is, in the success of a process or control. For example, when 

crossing a busy street it would be important to be aware of oncoming traffic before 

crossing. This study also refers to Awareness Capability as how aware or capable a 

person is when faced with a decision. It relates to the comprehension of a current 

situation and, for example, before a person crosses a street, are they aware or capable 

of comprehending the situation of the oncoming traffic? This capability will 

influence how successful the street crossing would be. Awareness Risk is the gap 

that results from the required amount of awareness (Awareness Importance) being 

greater than that actually being displayed (Awareness Capability. 

This research is motivated by the primary question of “to what extent does the 

relationship between awareness importance and awareness capability predict the 

risks associated with an organisation’s current state of information security 

awareness of their information security controls?” This study suggests that by 

identifying the potential risks posed by any awareness gap, it is likely that 

improvements to the capability and posture of information security in organisations 

could be achieved. 

There is little empirical research on how awareness influences the effectiveness of 

information security controls. Furthermore, scant research has been conducted on 

how successful or effective these education and training programs are on 

organisational awareness. Moreover, do they raise the perception, comprehension 

and decision-making of individuals and organisations in relation to potential threats? 

In bridging this literature gap, this current research builds and tests a theoretical 



 
 iii 

framework and model that combines aspects of ISO/IEC 27002 standard with 

theories of situation awareness and risk management. The resultant model is an 

information security awareness capability model (ISACM). 

In the first phase of this research, survey data was collected from information 

security professionals in order to establish a benchmark Awareness Importance 

rating for each of the 39 main security categories and their associated control 

objectives in the ISO/IEC 27002 standard. These ratings, established for three 

stakeholder groups (IT staff, senior management, end users) within organisations, 

formed the first component of this study’s ISACM. In the second phase survey, 

situation awareness theory guided the development of an Awareness Capability 

instrument to capture the second component of ISACM. This instrument was used to 

survey two separate populations to measure awareness capability of end users against 

the top 10 security categories of Awareness Importance determined in phase one. 

Phase two survey data was used to calculate the third component of the ISACM, 

Awareness Risk - the gap between required awareness (Importance) and 

demonstrated awareness (Capability). 

This research extends existing literature by contributing an approach and empirical 

model for measuring the required importance and capability of information security 

awareness within an organisation, thus identifying potential information security 

risks. The key findings illustrate that the required importance of awareness of 

information security controls differs from control to control, and differs depending 

on which stakeholder is involved. Finally, the study’s model calculates Awareness 

Risk, allowing organisations to establish where awareness is sufficient; as well as 

where awareness is lacking and likely to present risks.  

The researcher concludes that the model developed will assist organisations in 

identifying awareness gaps and associated risks for specific information security 

control objectives across an organisation. ISACM will provide a better understanding 

of the level of information security awareness that exists in an organisation and 

where risks exist due to lower than desirable levels of awareness of information 

security controls. This will subsequently allow organisations to invest in the 

appropriate areas where unacceptable levels of risk exist. 
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1.0 Introduction 

The purpose of this chapter is to introduce the research problem that provided the 
motivation for conducting this PhD research. Firstly, the research questions posed to 
provide answers to the research problem are outlined. The theoretical and conceptual 
model and methodological approach that underpinned this research are outlined and 
described. This chapter concludes by describing the structure of the dissertation in 
terms of the content of subsequent chapters and provides a summary of the key 
definitions used in this dissertation and the delineation of scope of this research. 
Figure 1-1 below outlines the structure of this chapter. 

 
Figure 1-1 Structure of Chapter 1 

This research is based in the field of information security and, in particular, 
information security awareness. However, to adequately provide a detailed insight 
into information security awareness, this research examines and builds on a number 
of parent theories that were used to develop the theoretical and conceptual model and 
methodological approach that underpins and guides how this research was 
conducted. These are Information Security, Situation Awareness, Capability 
Measurements, and Risk Management. This introduction chapter provides a high 
level overview of these parent theories and their relationship to information security 
awareness.  

1.1 Background to the research 

The need for improved information security has received increased attention since 
the late 1990s when substantial disruption to organisational computing services was 
caused by computer viruses such as Code Red and Melissa. Information security 
threats have continued to evolve and diversify and ‘hackers have been continuously 
innovative in developing polymorphic phishing vectors’ (Nagunwa 2014, p. 72) 
since those earlier days. Threats now faced by individuals and the organisations they 
work for include email threats (Aslam & Aziz 2015), identity theft (Australian 
Government 2014; Edwards 2014; He et al. 2014), and the Nigerian scam and data 

1.8 Conclusion 

1.7 Delimitations of scope and key assumptions, and their justifications 

1.6 Definitions of Key Terms 

1.5 Outline of the thesis 

1.4 Methodology 

1.3 Justification for the research 

1.2 Research problem, research questions and contributions 

1.1 Background to the research 
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leakage (Patil & Prasanthi 2013; US Government & Lew 2010). Insider threats ‘pose 
significant challenges to any organisation’ (Sarkar 2010; Zeadally et al. 2012, p. 
183), and threats to critical infrastructure (Bronk 2015; Popa 2013) pose increasing 
risks to organisations and society in general.  

In a recent survey focused on the global state of information security, 
PriceWaterhouseCoopers (2012, p. 16) found that ‘as mobile devices, social media, 
and the cloud computing services become commonplace both inside the enterprise 
and out, technology adoption is moving faster than security’. These changes in 
technology and its usage present a new wave of emerging information security 
threats, and yet we continue to find employees falling victim to well-used threat and 
exploitation techniques. In their report on email security awareness, Ipsos Public 
Affairs (2010, p. 24) found ‘three in five users (58%) on average say that their 
computer has been affected by a virus’.  

Information security threats continue to evolve. Old threats that first emerged via 
emails have now progressed to death threats via mobile phones (News.Com.au 2012) 
to anyone receiving a text message and not paying the stated ransom. These threats 
continue to manifest themselves in many different ways, include phishing emails 
requesting ‘customers’ to provide passwords to bank accounts, or to advance money 
in order to gain greater returns - such as the Nigerian scam (Australian Securities and 
Investment Commission (ASIC) 2008). In their latest Cyber Crime & Security survey 
report (Australian Government 2013a, p. 22), Cert Australia found that ‘56% of 
organisations did identify one or more cyber security incident in the previous 12 
months’. The main incidents included targeted emails, virus or worm infections, 
Trojan or rootkit malware, theft of mobile devices, and unauthorised access.  

Employees and people in general continue to fall victim to the same techniques 
applied many years ago. Vulnerabilities in computer software continue to provide 
virus, spam and phishing writers with a supply of victims, which poses a significant 
risk to organisations. Some believe that these vulnerabilities ‘are the root cause of 
computer security problems’ (Liu et al. 2012, p. 152). Savirimuthu and Savirimuthu 
(2007, p. 443) relate that ‘software vendors wait for vulnerabilities to be discovered’; 
that this is really ‘reactive approaches’; and that ‘the bad guys scramble to open new 
holes’. Protection against, and cleaning up in relation to vulnerabilities such as a 
virus or phishing attack has been an ongoing significant cost and disruption to 
organisations, and is causing considerable annoyance to the general public.  

The emergence of cloud computing does not lessen the risks of computer 
vulnerabilities. Research has found (Chou 2013, p. 79) that breaches to data security 
in cloud services ‘are also increasing every year due to hackers who are always 
trying to exploit the security vulnerabilities’. Also poor management of computer 
access within organisations leaves organisations vulnerable to employees, as well as 
ex-employees having more access than is required. Data leakage has been widely 
communicated through the trials and tribulations of Wikileaks. This leakage could be 
‘inadvertent or intentional leakage of knowledge by disgruntled employees which 
could occur easily in an increasingly networked society’ (Ahmad, Bosua & 
Scheepers 2014, p. 28). Awareness of information security is a mainstream issue for 
society, governments and organisations.  
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The emergence of identity theft and financial fraud from phishing is causing similar 
concerns to those experienced during the early years of viruses in the late 1990s and 
early 2000s. The results of a Australian Bureau of Statistics survey on personal fraud 
(Australian Bureau of Statistics (ABS) 2011) reported 702,100 victims of identity 
theft, an increase of 499,500 victims since the 2007 survey, although changes to how 
this survey was conducted (2007 versus 2011) makes directly comparing the two 
figures difficult. It is unclear whether the increase is a result of more victims or just a 
greater level of awareness of the problem and consequent increase in reporting 
incidents. Society’s reliance on information technology for Internet banking, share 
trading, instant messaging, blogging and social networking, as well as critical 
infrastructure’s use of information technology, provides a perfect attack vector.   

Information security controls are the rules and regulations capable of preventing or 
minimising the impact of such attacks (Hove et al. 2014; Narain Singh, Gupta & 
Ojha 2014; Siponen & Willison 2009). Knowledge of these controls, through 
information security awareness, can provide a strong level of defence for 
organisations. This knowledge includes awareness of a new virus or phishing attack, 
awareness of identity theft, and what controls can minimise the likelihood and impact 
of these threats. Understanding how awareness influences the importance, capability 
and effectiveness of information security controls is important. It provides insight 
and a challenge for the development of models incorporating measures of importance 
and capability by linking information security control methodologies and awareness. 

There is a large body of literature that describes what to include in an information 
security awareness program. Literature such as Information Security Awareness: 
Local government and Internet service providers (European Network and 
Information Security Agency (ENISA) 2007) and Guidelines for Managing the 
Security of Mobile Devices in the Enterprise (National Institute of Standards and 
Technology [NIST], Souppaya & Scarfone 2013) are examples of government or 
industry-body provided information on information security awareness. There is, 
however, scant information on how awareness influences the effectiveness of the 
information security controls and little is documented about how capable or effective 
these awareness programs are, and whether they raise the perception, comprehension 
and decision making of individuals and organisations in relation to potential 
information security threats.  

The Government’s Inquiry into Cyber Crime (Australian Government 2010, p. 59) 
took submissions from the Australian Computer Society who argued that 
‘Australians seem to be aware of, and are taking precautions against, old cyber crime 
threats but are not aware of, or taking steps against, new and emerging cyber crime 
threats’. As technology continues to permeate more and more aspects of our lives, 
and the organisations we work for, and technologies such as cloud computing 
become common place, daily activities contribute to both the reporting of further 
information security breaches (Chou 2013), as well as to the knowledge of the 
subject. This increase includes the use of social media, the growth of data and data 
leakage, technology improvements adding significant computing power to devices 
(e.g. smart phones, iPad-like devices [tablets]), increased online purchasing, and 
critical infrastructure relying on computer automation. These increases lead to 
society and organisations needing to become more technology risk aware (Arabo & 
Pranggono 2013; Imgraben, Engelbrecht & Choo 2014). 
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1.2 Research problem, research questions and contributions 

The problem addressed in this research is: 

How can the relationship between the awareness of information security 
controls and the levels of awareness capability displayed by employees be 
measured to inform an organisation of the risks and consequences of any 
insufficient awareness capability of their employees? 

By determining the appropriate level of awareness for information security controls 
for an organisation’s employees, and how an organisation can assess awareness 
capability of these employees for information security controls, the level of risk 
faced by an organisation as a result of the level of awareness capability that exists in 
its workforce can be determined and action taken to reduce that risk. These levels of 
awareness capability and awareness risk are captured in an information security 
awareness capability model developed in this research. The basis of this model are 
the main security categories and their associated control objectives, which are drawn 
from the international information security standard ISO/IEC 27002 (Standards 
Australia/Standards New Zealand 2006b). This current research examines awareness 
in terms of its importance in supporting the objectives of these security categories 
and controls, and how capable stakeholders in an organisation are in being able to 
demonstrate their awareness. 

Situation awareness theory (Endsley & Garland 2000; Webb et al. 2014) and risk 
management theory (NSW Government 2012; Standards Australia/Standards New 
Zealand 2009b) provide a theoretical basis for the conceptual model of information 
security awareness capability developed in this research. This research determines 
desired levels of awareness and what levels of awareness are obtained in relation to 
information security controls in an organisation. The gap between desired and 
obtained is presented as a risk measurement for the information security control.  

The main objective of this research is the development and evaluation of a theoretical 
and conceptual model with practical applications in assisting organisations in 
measuring the information security awareness capability of its workforce. This will 
allow organisations to identify the resultant risks that may exist because of less than 
desirable levels of awareness capability. This model is based on rating how important 
awareness is for information security controls in the ISO/IEC 27002 standard, and 
determining how to measure the awareness capability of three key stakeholders in 
relation to those controls in order to measure gaps (risks) between desired and 
measured awareness. The theoretical and conceptual model developed in this 
research is underpinned by situation awareness theory (Howard & Cambria 2013; 
Kokar & Endsley 2012)  and risk management theory (Mejias 2012; Standards 
Australia/Standards New Zealand 2009b; Xiaosong et al. 2009) and is termed the 
Information Security Awareness Capability Model (ISACM). 

A key reason for undertaking this research is to link information security awareness 
and the theory of Situation Awareness (SA). Whilst initially aimed at pilot 
behaviours, SA is an emerging field for information security. The awareness 
capability instrument developed for this study is based on approaches used 
previously in measuring SA (Breton & Rousseau 2003; Endsley, Sollenberger & 
Stein 2000; Muñiz et al. 1998). Some practices of assessing information security 
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awareness only assess how aware someone is at a very shallow level (European 
Network and Information Security Agency (ENISA) & PricewaterhouseCoopers 
2007; Talib, Clarke & Furnell 2010). This could provide an organisation with a false 
sense of security that employees have high levels of information security awareness. 
The approach of this current study uses SA, which is a cognitive information 
processing theory based on a hierarchy of levels of understanding for evaluating 
awareness capability. Such an approach allows organisations to test for awareness 
capability at a much deeper level in its employees. 

1.2.1 Research Questions 

The general research question seeks to examine how the relationship between 
awareness importance and awareness capability predicts awareness risk. The general 
research question and specific research questions are stated below in Table 1-1. 

Table 1-1: General Research Questions and Specific Research Questions 

General 
Research 
Question 

To what extent does the relationship between awareness importance and 
awareness capability predict the awareness risk associated with an 
organisation’s current state of information security awareness of their 
information security controls? 

RQ1: What is the appropriate level of awareness importance of the main 
controls of the ISO/IEC 27002 Information Security Standard in terms 
of three stakeholder groups (IT staff, senior management, end users)? 

RQ2: How can the awareness capability of these three stakeholder groups be 
measured, based on situation awareness theory? 

RQ3: How can resultant awareness risk evidenced from insufficient awareness 
capability (in comparison to awareness importance) be combined into a 
risk management model that will assist organisations in measuring and 
managing information security awareness risk? 

 
In answering the first research question RQ1, this study examined the range of 
information security controls described by the ISO/IEC 27002 standard and rated the 
importance that awareness plays for each of the 39 main security categories and their 
associated control objectives.  This was done by examining each of the 39 main 
security categories and their associated control objectives and developing relevant 
questions designed to establish awareness importance baseline levels for each of 
them. These questions were presented to information security experts to determine 
the appropriate level of awareness importance for three key stakeholder groups. 

In answering the second research question RQ2, this research used situation 
awareness theory to help determine a suitable measure for Awareness Capability. 
Situation awareness theory is a cognitive information-processing theory that 
categorises the levels of situation awareness - from perception through to 
comprehension and, finally, through to projection (Endsley & Garland 2000; Tadda 
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& Salerno 2010; Webb et al. 2014). Situation awareness theory is playing an 
emerging role in understanding cyber situational awareness. And, finally, in 
answering the third research question RQ3, this research examined how, by 
comparing the Awareness Importance and Awareness Capability, an Awareness Risk 
measure can be derived. This measure provides an insight into gaps in the 
information security awareness posture that may exist within organisations. 

1.2.2 Contributions 

This research contributes to a number of fields of study including information 
security, information security awareness, and situation awareness. Firstly, it extends 
the existing literature in these fields by contributing an approach for measuring the 
importance of awareness, the capability of an organisation’s information security 
awareness, and risks that result from the gap between the desired level of awareness 
and the awareness capability that exists in an organisation’s workforce. The main 
contribution from this research is the development and evaluation of an information 
systems artefact: Information Security Awareness Capability Model (ISACM). This 
research provides the following specific contributions, which are summarised below: 

• Development of an instrument to determine the Awareness Importance 
ratings for the 39 main security categories and their associated control 
objectives from the AS/NZS ISO/IEC 27002:2006 standard. 

• Awareness Importance ratings for the 39 main security categories and their 
associated control objectives from the AS/NZS ISO/IEC 27002:2006 
standard. This was determined for the three organisational stakeholder 
groups; IT staff, senior management, and end users. 

• Awareness Capability assessment instrument, developed to test the top 10 
(based on awareness importance) main security categories and their 
associated controls. This was demonstrated for the end user stakeholder group 
for two population groups: one general population to provide a baseline; and 
a specific population. 

• Awareness Risk measure, based on the gaps between awareness importance 
and awareness capability. 

• Evaluation of Awareness Capability and Awareness Risk in a general 
population sample to establish a baseline and the demonstration of the 
ISACM through the evaluation of Awareness Capability and resultant 
Awareness Risk in a specific organisation. 

The development of the ISACM, including the three measures of Awareness 
Importance, Awareness Capability and Awareness Risk have been described in detail 
in this dissertation. This will allow organisations to utilise the ISACM according to 
their specific needs. This current research is focused on the development and 
evaluation of a theoretical and conceptual model for determining the level of 
information security awareness capability that exists in an organisation’s workforce 
and the resultant awareness risk that may exist. The ISACM model and approach 
developed and evaluated in this research provides a sound foundation for other 
researchers and practitioners interested in evaluating awareness capability to build 
upon in future research on information security awareness.  
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This development will allow for other researchers to build on the findings of this 
research, and further test and refine the ISACM in a number of different 
organisational contexts. Future research could also extend this research and ISACM 
by incorporating awareness aspects into broader research on information technology 
or information security. This current research, through the development of the 
ISACM, is contributing to a better understanding on how to measure and improve the 
organisation’s capability in information security awareness. 

Effectively managing information security is a key challenge for many organisations. 
Section 1.1 above highlighted many of the threats that organisations face today, 
ranging from damaged caused by computer virus infections, through to emerging 
cyber criminal activities. Organisations that are unable to implement suitable 
information security controls, by understanding the risks associated with these 
threats, will be at a distinct competitive disadvantage to those organisations that 
implement the necessary risk based measures. 

This research provides a practical way to measure awareness risk in a manner that 
can be incorporated into an organisation’s broader risk management program. The 
benefits to organisations in this approach is that rather than assessing information 
security risks as a stand-alone issue that is an ‘information technology (IT) 
department issue’, the organisation can compare information security awareness risk 
alongside other risks that impact on an organisation. Incorporating awareness risk 
with other organisational risks will allow an organisation to make an informed choice 
as to the priority of any risk remediation activities required to address information 
security risks. 

With the focus of this study being on three different stakeholder groups (IT staff, 
senior management, and end users), the research is not only focused on the technical 
aspects of information security or those employees normally associated with being 
responsible for information security within an organisation. By developing ISACM 
to incorporate the three stakeholder groups, this covers the broad range of 
participants within an organisation, all of whom have a role to play in ensuring that 
information security controls are effective. Awareness capability, the researcher 
believes, plays a critical role in organisations achieving an appropriate level of 
information security. 

Implementing information security, like other management and control aspects of 
technology, comes at a price. The key findings from PricewaterhouseCoopers Global 
State of Information Security Survey 2014 (PricewaterhouseCoopers 2013) found ‘an 
evolved approach to security also requires the support of top executives and an 
adequate budget that is aligned with business needs’. As impacts of information 
security incidents increase, more will be expected of the information security 
management function within organisations. This current research provides a 
theoretical and practical approach that will allow organisations to determine and 
monitor awareness capability in their workforce and manage their information 
security awareness risks and information security budget in a more efficient and 
targeted manner, particularly where information security awareness is involved. 
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1.3 Justification for the research 

Despite the increased growth in information security incidents, identity theft, online 
fraud and information theft, the budget expenditure in organisations on awareness is 
low. Findings from the latest Global State of Information Security survey 2015 
(PriceWaterhouseCoopers 2014) show that ‘despite elevated concerns, our survey 
found that global IS budgets actually decreased 4% compared with 2013. In fact, 
security spending as a percentage of IT budget has stalled at 4% or less for the past 
five years’. This is similar to 2007 when ‘61% of organisations surveyed allocated 5 
percent or less of their overall IT budget to information security’, and ‘less than 1 
percent of their security dollars on awareness programs’ (Richardson, p. 8). This 
appears to represent an underinvestment in information security awareness. The same 
survey had 50% of respondents flagging that this represented too little expenditure, 
and that awareness was the only area in which so many respondents felt too little was 
being spent. 

Information security can be difficult to promote because of competing information 
technology budgets priorities, but it requires senior management support 
(McFadzean, Ezingeard & Birchall 2007, pp. 623-5; Narain Singh, Gupta & Ojha 
2014; Tejay & Barton 2013). A PriceWaterhouseCoopers survey (2014) found ‘only 
40% of respondents say their Board is involved in security budget decisions’. This is 
likely to lead to difficulties in achieving suitable funding for information security. 
This lack of senior management involvement was a prime motivation for this current 
research to develop and evaluate an approach for measuring the importance and 
capability of information security awareness. Being able to present a strong business 
case for information security will help in gaining senior management support. 

Any improvements in awareness could lead to an improvement in the capability and 
posture of information security in an organisation (Maqousi, Balikhina & Mackay 
2013; Sannicolas-Rocca, Schooley & Spears 2014; Shahri, Ismail & Rahim 2013). 
Hagen, et al. (2008, p. 380) suggest there are ‘beneficial effects of a security 
awareness programme’. AlAboodi (2006, p. 3) stresses that ‘proper security 
awareness leads to the correct practice of any security control’. In relation to 
information security awareness training effectiveness, Shaw et al. (2009, p. 95) 
identified ‘three levels of security awareness: perception, comprehension and 
projection’ and suggested ways that may help educators deliver more effective 
training.  They also suggest that ‘the chance of committing human errors can be 
lowered as the base of users who are more aware of security risks is expanded’. 

1.3.1 The Importance of the Study 

Awareness of information security is seen as key for both organisations and 
individuals.  Knapp et al. (2006, p. 1) support this view and suggest that ‘information 
security is a critical issue threatening organizations worldwide’ and that ‘…the need 
to protect information is more paramount than ever before’.  They also suggest that 
‘…everyone must agree that security is important and each person has a critical role 
in promoting a security-aware culture’. Understanding how to measure and improve 
awareness is a key factor. Organisations must proactively look at information 
security as something for all to be concerned with - not just IT staff. The use of three 
stakeholder groups in this current study acknowledges this importance. 
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Information security is becoming a key enabler to many organisations. It can help to 
facilitate the sharing of knowledge and information in an effective an efficient 
manner. It is crucial in providing customer confidence in transaction-based 
organisations such as banking, and is playing an increasing more important role in 
the health sector as more and more aspects of health care involve the use of 
computers and electronic information. Awareness of information security is a key 
enabler to determining the suitable balance between the protection and sharing of 
information. 

Gartner et al. (2005, p. 2) suggests an ‘information security awareness training 
program is a tool that all companies, regardless of size, need to implement. Without 
one, serious IT risks may be overlooked’. Other researchers (e.g. Talib, Clarke & 
Furnell 2010) found that those undertaking awareness training ‘are more aware of a 
greater variety of security issues’. Awareness is a positive influence on achieving 
sound information security protection (Kim 2013; Sannicolas-Rocca, Schooley & 
Spears 2014; Talib, Clarke & Furnell 2010); and doing so in an efficient and 
effective manner is likely to improve information security overall and reduce or slow 
the increase in the currently observed financial losses to organisations and 
individuals due to information security incidents. 

The Information Security Awareness Capability Model (ISACM) developed and 
evaluated in this research will help organisations with measuring information 
security awareness capability and identifying the resultant awareness risks that may 
exist in their organisation. ISACM provides theoretically based and practical 
techniques for helping organisations to improve information security effectiveness 
and capability within those organisations. 

1.4 Methodology 

This study adopts a theoretical framework combining information security control 
objectives presented by the International Organization for Standardization (ISO/IEC 
27000 series) with theories of situation awareness and risk management. Combining 
these is appropriate because ISO/IEC 27002 provides a widely-accepted international 
standard for information security controls; situation awareness provides a relevant 
framework for assessing and measuring awareness capability; and risk management 
theory describes consequences of a mismatch between the importance of control 
objectives and the level or capability being demonstrated. The ISO/IEC 27002 
framework, situation awareness theory, and risk management theory are covered in 
detail in Chapters 2, 3 and 4.  

In order to see how these models, frameworks and approaches, and specific research 
questions interact; Figure 1-2 below depicts the overall theoretical framework that 
underpins this research. Figure 1-2 highlights the order and relationships of the 
supporting research questions (RQ1, RQ2 and RQ3) posed, and how the answers to 
these research questions are combined to form the overall model of the Information 
Security Awareness Capability Model (ISACM). 
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Figure 1-2: Model incorporating ISO/IEC 27002, Awareness Importance, Awareness Capability, and 
Awareness Risk 

1.5 Outline of the thesis 

Chapter 1 provides an overall introduction to this thesis, including the research 
problem investigated and motivation for undertaking this research. The specific 
research questions that address and provide answers to the research problem are 
outlined. The justification as to why this research is important is provided. A high 
level view of the methodology used in this research is provided, and formal 
definitions are provided for the key terms used throughout this thesis. This chapter 
provides the reader with an overall view of what is included within the thesis. This 
first chapter also provides a description of what the contribution of this research will 
be, as well as justification for why this research is worthwhile. 

Chapter 2 provides a detailed review of the key parent theories: information security, 
situation awareness and risk management in terms of current literature. It begins with 
a discussion on the current state of information security, including a detailed 
description of the international information security standards ISO/IEC 27002. This 
standard - and in particular the 39 main security categories and their associated 
control objectives - provides a critical basis and context for the development and 
evaluation of the Information Security Awareness Capability Model in this research. 
The current state of information security awareness is then described, including its 
importance to organisations. The main aspects of the measurement of information 
security awareness are included in this discussion. 

A detailed description of situation awareness (SA) is provided, including how SA is 
measured and how it relates to this research. A discussion is provided on how risk is 
measured in relation to the awareness risk component of the ISACM. The literature 
review chapter concludes with the development of the theoretical and conceptual 
framework that guided the development and evaluation of the ISACM and the 
literature support for the three research questions which underpin the ISACM. 

Chapter 3 describes and justifies the philosophical stance adopted for this research 
and the methodology paradigm employed in this research. Overall based on the 
philosophical assumptions of this study in relation to ontology, epistemology and 
methodology, the functional positivism paradigm best fits the philosophical beliefs of 
this researcher. A quantitative approach using online surveys was an appropriate 
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research method for this study. Justification is also provided for the research 
methodology that has been used. A detailed description of the overall research design 
deployed in this research is provided. The research design and procedures used for 
phase 1 of this study are described. Phase 1 includes the development of the structure 
of the overall information security awareness capability model (ISACM) that 
provided the key measures for this research. These measures are awareness 
importance, awareness capability and awareness risk. 

Chapter 3 also describes how the measurement instrument for awareness importance 
was developed. The measurement of awareness importance was undertaken for the 
39 main security categories and their associated control objectives from the ISO/IEC 
27002 standard for each of three key stakeholder groups (IT staff, senior 
management, end users). An online survey was used to target the most appropriate 
respondents for rating awareness importance. Information security, IT audit and IT 
risk professionals were considered the most appropriate persons to be surveyed to 
rate awareness importance, given their knowledge and expertise in information 
security. Phase 1 results were used to influence the design of the awareness 
capability instrument developed in phase 2. 

Chapter 4 is the second methodology chapter and builds upon Chapter 3. This 
chapter describes and justifies the research design and procedures used for phase 2 of 
the research. The approach used to develop the awareness capability and awareness 
risk measures is described. The awareness capability instrument is based on situation 
awareness theory. A survey was developed based on the awareness capability 
instrument to capture awareness capability of end users for the security categories 
and their associated control objectives which had been rated by IT security 
professionals in the phase 1 survey as having the highest levels of awareness 
importance for end users in organisations. The awareness capability instrument was 
evaluated in a survey of two population groups of end users. A general population 
obtained from a survey panel was used to provide a baseline for awareness capability 
for end users. The awareness capability of an end user population in a specific 
organisation was evaluated against the general population awareness capability 
baseline.  

A description is provided of how the awareness risk measure was calculated from the 
results of the phase 1 survey and phase 2 surveys. The researcher adapted a 
traditional risk matrix heat map to illustrate how the awareness risk measures for the 
two survey populations in phase 2 would be presented. The chapter concludes with a 
description of how the researcher ensured that the surveys in phase 1 and phase 2 of 
this research were conducted in an ethical manner in accordance with the University 
of Southern Queensland’s Human Research Ethics Policy. 

Chapter 5 presents the results from the analyses of data collected in the phase 1 and 
phase 2 surveys. It describes how the results of statistical analysis of the phase 1 
survey data were used to determine the awareness importance rating for each of the 
39 main security categories and their associated control objectives in the ISO/IEC 
27002 standard. A breakdown of the awareness importance ratings for each of the 
three stakeholder groups provides a useful and vital comparison for organisations to 
consider for their information security awareness programs. A heat map of the results 
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provides an efficient way of comparing results between the stakeholder groups in 
relation to the desired awareness importance. 

Chapter 5 also presents the results of the statistical analysis of phase 2 survey data 
and how this was used to determine the awareness capability scores for one 
stakeholder group, end users. The data was collected from two separate populations 
of end users: one was a baseline survey panel of a general population of employees 
who utilise computers in their work, whilst the second population was staff from an 
Australian university.  Detailed analysis of these results allowed for a comparison 
between both populations in terms of their awareness capability. In particular, the 
analysis allowed for an examination of the phase 2 survey results in terms of the 
survey respondents’ cognitive information processing levels, Level 1 perception, 
Level 2 comprehension and Level 3 projection of situation awareness (SA) theory as 
a way of evaluating their awareness capability. The awareness risk measure for the 
end users stakeholder group of both populations was calculated from awareness 
importance and awareness capability and compared between these two population 
groups. The risk ratings that were obtained for each of the top 10 (base on awareness 
importance) main security categories and their associated control objectives were 
described. The results of an in-depth analysis of the two highest rated awareness 
risks are presented to conclude this chapter. 

Chapter 6 discusses key findings from the data analysis reported on in Chapter 5 
from the phase 1 and phase 2 surveys. The discussion of the key findings provides 
answers to this study’s research questions and emphasise the relationship between 
the key findings of this study and the relevant literature. In particular, the chapter 
firstly discusses the awareness importance ratings that were derived in phase 1 and 
assesses them in terms of the three stakeholder groups. Commentary is then provided 
on the measured ratings in terms of what ratings were expected for these 
stakeholders, and any impacts that may result where there were deviations in the 
measured ratings compared to the expected ratings. These outcomes were intertwined 
with relevant literature to assist with clarifying the measured results. 

Secondly, the awareness capability scores and the resultant awareness risk ratings for 
both of the populations surveyed in phase 2 were examined. These awareness risk 
measures are presented in a commonly used risk management heat map for ease of 
interpretation. Finally, the chapter provides an approach for analysing the awareness 
capability responses in greater details that will allow organisations to determine 
exactly where awareness capability is lacking and subsequently resulting in 
unwanted risk. This will also assist organisations in determining which information 
security control categories the organisation should target their information security 
awareness program towards. 

Chapter 7 is the final chapter in this thesis and includes overall conclusions and 
implications of this research. It provides a high-level summary of this study in terms 
of the research problem, the general research question, the three specific research 
questions investigated and tested in this research, as well as the methodological 
approach used. Chapter 7 also discusses the key contributions that this research has 
made for theory and practice and the implications of this research for current and 
future research and practice. The limitations of this study are also acknowledged and 
suggestions provided for future research in this area of study. 
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1.6 Definitions of Key Terms 

There are definitions developed and used within this thesis that are a key aspect of 
this research. Definitions adopted by researchers may have differing meanings, so 
defining these terms enables them to be properly positioned for this research. These 
key terms include Awareness Importance, which refers to how important awareness 
is, or how influential awareness is, in the success of a process or control. Endsley 
(1999, p. 1) found situation awareness theory to be ‘particularly critical to effective 
functioning’ for air traffic control and control rooms. Awareness importance is 
described in more depth throughout this thesis and likened to ‘perception of 
elements’ in any situation. For example, in simple terms, when crossing a busy street 
it would be important to be aware of oncoming traffic before crossing. Awareness 
Importance would be considered high in such a situation. Compare this to driving a 
car, where knowing how fuel enters the engine pistons is not important in order to 
drive the car. Awareness Importance of having detailed knowledge of engine 
function in this case would be considered low for the end users (drivers), but high for 
specialist roles such as automobile mechanic. 

Awareness Capability refers to how aware or capable a person is when faced with a 
decision. Capability is highlighted by Siponen (2002, p. 212) in terms of how it is 
‘used to determine and improve the maturity of software processes with the help of 
five maturity levels’. It relates to the comprehension of a current situation and is 
measured by the levels of awareness as detailed in situation awareness theory 
(Endsley 2015). For example, before a person crosses a street, are they aware or 
capable of comprehending the situation of the oncoming traffic? This capability will 
influence how successful the street crossing would be. 

Awareness Risk is the gap that results from the required amount of awareness 
(Awareness Importance) being greater than that actually being displayed (Awareness 
Capability). Slack (1994, p. 60) suggests that ‘the use of a “gap-based” approach 
which compares importance with performance should be used in implicitly setting 
improvement priorities’. Awareness risk is likened to the projection of future status. 
In the example of crossing the street, a high level of awareness about the current 
traffic is required, however, a young child may exhibit a low level of awareness or 
capability at that particular time. This results in a high level of awareness risk 
(possibly being struck by oncoming traffic) as a result of the mismatch between the 
two measures of awareness importance and awareness capability. 

This current research targets three key stakeholder groups within an organisation. 
They are the IT staff (including information security officers) responsible for 
developing and managing information systems, senior management (such as C class 
officers and other key decision makers) whose support of information security is 
crucial, and end users (who are the main users of the information systems). Note that 
although IT staff and senior management are also end users, the focus in this research 
is on capturing the functional job role they play in terms of influencing security 
awareness. 

Finally, this research draws heavily upon the international information security 
standard ISO/IEC 27002. It is beneficial to describe the structure and some of key 
terminology used in the standard in order to show the interaction that these element 
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of the standard have with each other. The terminology used within the ISO/IEC 
27002 standard is also used extensively within this thesis. The key terms are bolded 
and have been described below. 

Terminology used within the ISO/IEC 27002 standard 
It should be noted that the version of the standard used throughout this study was the 
AS/NZS ISO/IEC 27002:2006 standard. This research began whilst the 2006 version 
was still current, and that it would have been impractical to rework it partway 
through on the basis of the newly issued version of the standard. 
 
The standard used within this research contains 11 security control clauses 
collectively containing a total of 39 main security categories. The hierarchy is:  
Security control clause – The standard contains 11 of these and they are the primary 
‘dividers’ of the various topics of information security. 

Main security categories – The standard contains 39 of these and they form 
the main areas of security that are covered within the standard, such as 
Equipment security, User Responsibilities, etc. 

Control objective – One for each main security category, such as ‘To 
ensure that information receives an appropriate level of protection’. 

Controls – one or more for each of the control objectives. 
Implementation guidance - supports control implementation. 
Other information - provides general assistance. 

1.7 Delimitations of scope and key assumptions, and their 
justifications 

This research’s primary focus is to solve the problem of how the relationship 
between the awareness of information security controls and the levels of awareness 
capability displayed by employees can be measured to inform an organisation of the 
risks and consequences of any insufficient awareness capability of their employees. 
The ISACM helps to solve this problem. The model has been scrutinised by industry 
experts, and tested for one stakeholder group, end users, but until there has been 
significant additional scrutiny and use of the model, it remains a model that will 
require adaptation. 

The first component of the ISACM, awareness importance, was constructed around 
the 39 main security categories and associated control objectives in the ISO/IEC 
27002 Standard. The ISO/IEC 27002 standard includes many more detailed controls 
that support these 39 main security categories and their associated control objectives. 
Whilst it would be possible to extend the awareness importance rating to include all 
of these detailed controls and sub-controls, the practicality of doing so would have 
been difficult to achieve within the scope of this thesis. 

The second component of the ISACM, awareness capability, was only developed and 
tested to cover the top 10 of the 39 main security categories and their associated 
control objectives based on their awareness importance ratings. Additionally, it was 
only tested for the end users stakeholder group. Extending the awareness capability 
instrument to include the other 29 main security controls and their associated control 
objectives, and testing all of these for all three stakeholder groups would have 
resulted in a significant amount of additional work that was beyond the scope and 
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time constraints of this thesis. The researcher was, however, able to significantly 
develop and test all elements of the ISACM. 

1.8 Conclusion 

This chapter laid the foundations for the thesis. It introduced the research problem 
and research questions. The research was then justified and key definitions were 
presented. The methodology was briefly described and justified, a structure of the 
thesis was provided, and the limitations were outlined. Based on these foundations, 
the next chapter, the literature review Chapter 2, provides a detailed analysis of the 
supporting parent theories and relevant literature, which underpin the development of 
the theoretical and conceptual ISACM. 
 
 



Chapter 2 Research Issues 

 
  16 

2.0 Research Issues 

2.1 Introduction 

The purpose of this chapter is to provide a detailed review of the key parent literature 
and theories: information security, situation awareness and risk management, with a 
particular focus on their relationship with information security awareness. A review 
of the relevant literature provides the justification for the theoretical and conceptual 
model Information Security Awareness Capability Model (ISACM), which is 
developed and evaluated in this research.  Figure 2-1 below outlines the structure of 
this chapter. 

 
Figure 2-1 Structure of Chapter 2 

The foundation of this research is in the field of information security and, in 
particular, that of information security awareness. However, to provide a detailed 
insight into information security awareness this research examines and builds on a 
number of parent theories: information security, situation awareness and capability 
measurements, and risk management. This chapter examines these parent theories 
with a particular focus on their relationship with information security awareness.  

 

2.5 Conclusion 

2.5 Research design - the overall ISACM model 

       2.4.3 Awareness Risk and risk management standards 

       2.4.2 Awareness Capability and Situation Awareness 

       2.4.1 Awareness Importance and the ISO/IEC 27002 Standard 

2.4 Research problem theory: analytical, theoretical frameworks and 
related research issues or propositions  

 2.3 ISO/IEC 27002 Standard 

       2.2.5 Risk Management and Performance Gaps 

       2.2.4 Situation Awareness (SA) and Capability Measurement 

       2.2.3 Information security awareness 

       2.2.2 ISO/IEC 27000 framework 

       2.2.1 Information security 

2.2 Parent theories and classification models 

2.1 Introduction 
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2.2 Parent theories and classification models 

This section looks into the major theories that will guide the overall research. Below 
is a classification model that will assist with following the sequence of this chapter.  

 

Figure 2-2 Relationship between the parent theories and research problem theory, and between the 
research problem and the research issues or propositions 

2.2.1 Information security 

Information security was once the realm of technical experts. In her article on 
Embedding security: when technology is no longer enough, Everett (2010, p. 7) 
recalls comments from Bupa’s information security manager where he suggests 
striving for security that ‘is not just seen as a geeky thing from the IT department but 
is something that belongs to everyone’.  Supporting this idea of moving on from 
‘geeks running security’, Dell’s former director of global information security and 
compliance, whilst talking about having the right people to implement security 
successfully, said ‘I can go hire geek after geek after geek to do penetration testing or 
application assurance, but if there is no business acumen there, I do not know how 
much value that provides’ (Johnson & Goetz 2007, p. 20). Technology knowledge 
and skills are no longer enough to provide suitable levels of information security 
controls (Hu et al. 2012; Narain Singh, Gupta & Ojha 2014). 

Traditionally, information security was something information technology (IT) 
departments looked after, and in that IT department it was often an individual or 
small group of information security professionals who controlled ‘IT security stuff’. 
It was also seen purely as a cost. Early attempts as captured in a 1995 conference on 
information security (Murray) included a presentation titled “Security should pay: it 
should not cost”.  Focused research such as “Balanced Integration of Information 
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Security into Business Management” (Anttila, Kajava & RaunoVaronen 2004), 
“Senior Executives Commitment to Information Security - from Motivation to 
Responsibility” (Kajava et al. 2006), and “Embedding Information Security into the 
Organization” (Johnson & Goetz 2007) helped highlight that information security 
was not an issue purely the domain of an organisation’s information technology staff. 

In more recent times it has been the advent of publicity generated by Wikileaks (US 
Government & Lew 2010) that has helped to reinforce this message that information 
security is not purely a concern of IT professionals. In an article highlighting the 
impact that Wikileaks has had on information security, Parkinson (2011, p. 25) says 
it is ‘important to get senior managers to value security’; and for information security 
to be effective it needs ‘leadership and guidance from the top’. It is not just about the 
IT department anymore, Wikileaks-related reporting certainly had non-IT department 
people sitting up and talking about information security. Events since then, such as 
leaked celebrity nude photos and hacked celebrity voicemail accounts have 
reinforced this message. 

Widespread use of information technology 
Information technology has permeated every aspect of society. Society uses it for 
seeking information via the Internet (Moghe et al. 2014), for improving outcomes in 
the healthcare sector (Patil & Patil 2014), for purchasing items online (Venkatesh, 
Thong & Xu 2012), for ones banking (Safeena, Kammani & Date 2014) and to 
communicate (Hetling, Watson & Horgan 2014). Educational institutions are 
increasingly using technology in their curriculum. Chai, Bagchi-Sen et al. (2006) 
highlight the ‘need to provide more information security education opportunities to 
students as well as chances for students to be exposed to information security issues’ 
such as phishing attempts or social media hacks. It is not just about teaching students 
how to use IT, but how to be safe and secure whilst using information technology. 

The growth and prevalence of social media applications such as Facebook and 
Twitter has increased the information security focus. Identity theft is now impacting 
on all age groups using social media and IT in general (Kirk 2014; Seda 2014). Gray 
and Christiansen (2010, p. 17) describe how adolescences generally lack awareness 
about ‘protecting their privacy online’ or ‘future implications of creating a digital 
footprint’. Clearly, raising information security awareness would be beneficial to 
people in general. The elderly, many of whom may have no previous exposure to IT 
are now embracing computing (Ramon-Jeronimo, Peral-Peral & Arenas-Gaitan 
2013). Some may only use computers for email and Facebook to communicate with 
grandchildren, but even that presents information security challenges.  

Spam and phishing emails are foreign to many of the elderly, many of whom grew 
up in a time of physical mail with its associated markings that show where and whom 
the mail came from. There was minimal fake physical mail sent, particularly to 
individuals, and when it occurred it did not occur on a mass scale. Now, as the 
elderly move across to the electronic age, they would therefore naturally assume that 
‘if it says the email is from Bill Gates then it must be from him’.  

A case study examining Uses of Internet and mobile technology in health systems for 
the elderly (Lam & Chung 2010, p. 40) found that ‘levels of computer anxiety 
decreased and levels of efficacy increasing after training’. Various seniors-related 
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organisations conduct computer related training and include details of information 
security and associated risks. One such association (Australian Seniors Computer 
Clubs Association [ASCCA] 2013) assists clubs to educate seniors in using computer 
technology. They also provide seniors with computer club starter kits, promote 
National Cyber Security Awareness Week and provide links to web sites (Australian 
Government 2013b) focused on helping people stay safe whilst online.  

Businesses and educational organisations use technology in ever-increasing ways. 
This explosion of use of technology has also attracted a criminal element. Moore 
(2010, p. 104) relates that ‘one key way in which malicious parties capitalise on 
Internet insecurity is by committing online identity theft’, as well as the growth in 
industrial cyber espionage. Moore’s paper is ‘designed to raise awareness of cyber 
security issues and assign responsibility for action’. Their article goes beyond 
technical solutions and looks at the economic consequences. Coupled with increasing 
use of social media, and the availability of personal information on the Internet, 
criminal activities such as identity theft and the subsequent financial gains associated 
with this is increasing. 

Increased online transaction activity has seen increased identity theft (Lai, Li & 
Hsieh 2012, p. 353) occurring ‘in any industry such as general business, educational 
institutions, government/military, healthcare, and banking/credit/financial services’. 
A recent Australian government survey (Australian Government 2014, p. 46) found 
that ‘identity crime continues to be of serious concern to a large number of 
Australians, with around two-thirds of survey respondents expressing concern about 
becoming a victim of identity crime in the next 12 months.’ 

Information security now in the mainstream 
Information security now forms part of the everyday vocabulary. Major banks 
provide targeted information security information for their customers. The 
Commonwealth Bank of Australia has a dedicated web page on security and privacy 
(Commonwealth Bank of Australia 2015). HSBC, one of the biggest banks in the 
world (HSBC Holdings 2015) also include a dedicated web page on online security. 
In fact, the majority of financial institutions provide their online customers with this 
level of information with the aim of raising the awareness of their customers in 
relation to information security. This is primarily done because it is in the bank’s 
own interest, but it also provides a valuable customer service, and many regulators of 
financial institutions would demand this of the banks.  

Facebook has a dedicated page (Facebook 2015) that allows topics on security to be 
published. One such topic (McCarthy, Watson & Weldon-Siviy 2012) on Facebook 
security is for young adults, parents, and educators. Information security awareness 
is presented for mainstream computer users and not just the traditional IT-savvy 
person. As newer forms of social media have emerged over the last few years, the 
need for raising awareness has also increased. ‘Increasing security awareness should 
be a concern of all companies, and indications of these technical-based dangers 
should be included in all social media guidelines’ (Oehri & Teufel 2012, p. 3). 

Many of these newer forms of social media support the sharing of photos, and we 
have seen much media coverage about how these photos are being hacked (SMH 
2014). This is not just an issue for celebrities. Behavioural changes are needed as to 
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what and how things are posted, and more awareness needs to be provided. In a 
recent survey of security risks of mobile social media, it was reported that ‘cyber 
attacks targeting mobile social media are rapidly increasing and becoming 
increasingly sophisticated, targeted, and serious’ (He 2013, p. 393). 

The information security messages today are not vastly different to those that have 
been promoted by the IT profession for the last two decades. Looking back at an 
article titled Protecting Information: Effective security controls (Wright), this 1994 
perspective advocated that ‘information security must originate from the top’. It also 
suggests that ‘employees pose the greatest challenge to information security’ and in 
terms of access control ‘this type of control restricts information access according to 
the sensitivity of the information and the level of trust associated with the user’.  

Current information security messages still call for the need to limit access to 
information (Rajagopal et al. 2014); the need for protecting and changing passwords 
regularly (Parsons et al. 2014); IT departments to harden their IT systems (European 
Network and Information Security Agency (ENISA) et al. 2012); organisations and 
individuals to deploy virus protection (Maqousi, Balikhina & Mackay 2013); and for 
organisations to obtain senior management support for information security 
activities. These are not new messages and all remain relevant today. What is 
changing though is the audience that these messages are being targeted towards, and 
the attack vectors that are being used to exploit information security vulnerabilities. 
The embrace of social media by the general public, and the resultant high profile 
stolen Twitter and Facebook accounts of celebrities, highlights the issue of 
information security to the general public in very real terms that they can relate to. 

 A 2013 warning of 250,000 Twitter accounts being hacked in the UK (Sawer 2013) 
is just one of many such reports appearing in the mainstream media highlighting the 
information security risks associated with using social media. These news stories are 
no longer restricted to the technical pages of computer magazines and journals and 
are increasingly making the front pages of mass media publications. Also in 2013 
was the reported theft of some 2 million ‘user credentials from Web sites such as 
Facebook, Google, Yahoo, Twitter and LinkedIn’ (Tsukayama 2013). Whilst events 
associated with Wikileaks have played their part in raising awareness, recent reports 
of stolen nude photos of female celebrities (SMH 2014) attributed to hackers have 
continued to reinforce the risks associated with using social networking sites such as 
Facebook to computer users in general. The reporting in the mass media of the theft 
of banking credentials and other financially-motivated identity theft adds to the 
awareness being raised with the public in general. 

A memorandum titled WikiLeaks - Mishandling of Classified Information (US 
Government & Lew 2010) sent to the Heads of Executive Departments and Agencies 
in the US reinforced the need to ‘establish a security assessment team’ and to ‘review 
the agency’s implementation of procedures for safeguarding classified information’. 
Further instructions in that memorandum required agencies to ‘ensure that users do 
not have broader access than is necessary’ and, finally, to ‘restricting usage of, and 
removable media capabilities from, classified government computer networks’. None 
of these messages, or the weaknesses they target, are new. 
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A US Government report titled Information Security: Serious and Widespread 
Weaknesses Persist at Federal Agencies by the Honourable Stephen Horn (2000, p. 
2) highlighted ‘significant weaknesses in each of the 24 agencies’. These Federal 
Agencies ‘were not fully aware of the information security risks’ and the report 
concluded ‘poor security program management and poor administration of available 
control techniques’ were the primary cause for security breaches. Perhaps the more 
recent 2010 memorandum, WikiLeaks - Mishandling of Classified Information, and 
the audience (Heads of departments rather that IT security professionals) indicates a 
shift of focus away from IT staff and more towards senior management. 

The information security profession has grown over the last 5-10 years with 
professional certifications such as ISACA’s (Information Systems Audit and Control 
Association [ISACA] 2015) Certified Information Security Manager (CISM), 
Certified Information Security Auditor (CISA), the more technically-focused 
Certified Information System Security Professional (CISSP) offered by the 
International Information Systems Security Certification Consortium (ISC)2 (2015), 
and SABSA (Sherwood Applied Business Security Architecture [SABSA] 2015). 
Those offered by ISACA have more than a technical focus and reach out to the IT 
audit and IT risk communities. Furthermore, we see many universities increasingly 
specialising in the provision of information security focused courses and programs. 
In relation to the top 10 universities in Australia, some of the courses offered include: 

• Information Security Management at the University of Sydney 
• Information Security at the University of Queensland 
• Intelligence and Security at the Australian National University 
• Master of Networks and Security at Monash University 
• Cyber security at the University of New South Wales 
• Digital forensics at the University of Western Australia 

Whilst there are controls available to assist good information security practices, and 
the technology to implement these controls continues to improve, awareness of 
information security appears to continue to lag. For example, in the health sector 
researchers have concluded that ‘the largest security threat facing health 
organizations is the insecure behavior of its own IS users’ and that ‘there is a lack of 
frameworks for the security of health information systems which are based on the 
security culture and the security awareness of users’ (Shahri, Ismail & Rahim 2013). 

Research has been conducted in order to understand ‘why mainstream information 
security awareness techniques have failed to evolve at the same rate as automated 
technical security controls’. Stewart and Lacey (2012) found that using a technical 
expert in the field of information security to inform their audience what they believe 
they should know has its failings. They suggest that it is not enough to focus solely 
on the ‘what’ behaviours, but they must also understand the ‘why’. This is where the 
awareness importance rating of this current research can better target awareness that 
is relevant to a particular stakeholder. This research includes three key stakeholder 
groups: IT staff, senior management, and end users. 

Technical controls are become cheaper and more readily available to the non-
technical audience. For example, controls for data backup are very cheap and do not 
require an IT professional to implement. A 2 TB external backup device with the 
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software to perform the backup and encrypt the data is available for around $100. 
However, these controls are not always implemented and organisations continue to 
lose precious data. The Disaster Recovery Survey 2012 for the Middle East, Turkey 
and Morocco (VansonBourne) found some ‘organisations who only recognised that 
their backup/disaster recovery procedures/technologies were insufficient for their 
needs once they had experienced a data loss’. This indicates a lack of awareness or 
relevance of information security from those particular organisations.  

Puhakainen and Siponen (2010, p. 774) suggest providing ‘IS security training, calls 
for the use of learning tasks that are of personal relevance to the learners’. From a 
guidance and best practice perspective for managing information security, the key 
international standards provide a suitable starting point for most organisations. 
Details of these standards are covered in the section below. ISACA (Information 
Systems Audit and Control Association [ISACA] et al. 2011, p. 37) in their book 
Creating a Security Culture suggest that the ISO/IEC 27000 series of international 
standards ‘do represent a framework and a lexicon for security that are accepted 
internationally and must be respected even if not always observed’. 

2.2.2 ISO/IEC 27000 framework 

To provide a solid anchor point for measuring and evaluating information security 
awareness in terms of the risks that poor awareness in employees may pose to 
organisations, it is important to utilise a well-regarded framework for information 
security itself. The International Organisation for Standardization provides such a 
framework. According to the ISO/IEC 27001 standard (Standards 
Australia/Standards New Zealand 2006a), the standards in the ISO/IEC 27000 stream 
‘specify the requirements for establishing, implementing, operating, monitoring, 
reviewing, maintaining and improving a documented ISMS (information security 
management systems) within the context of the organisation’s overall business risk’. 
However, support by organisational senior management is also vital (Hu et al. 2012; 
Narain Singh, Gupta & Ojha 2014). They bear the ultimate responsibility for 
information security and the ‘information security policy represents the position of 
senior management toward information security, and sets the tone for the entire 
organization’ (Kajava et al. 2006, p. 1520). 

Ramirez (2006, p. 1) suggests that some of the main problems for security projects in 
the 1980s and 1990s was ‘the absence of security awareness and senior management 
support’. He also suggests ‘ISO 27001 presents a new opportunity to articulate the 
information security policy to all the business areas and define a company wide 
framework’.  The ISO/IEC 27000 stream of standards, and in particular ISO/IEC 
27002 ‘is the choice of many enterprises for developing security programs’ 
(Srinivasan 2012, p. 127). A 2013 survey of management system standard 
certifications showed that 22,293 ISO 27001 certifications were issued in 2013, 
representing a growth of 14% on the previous year (International Organization for 
Standardization (ISO) 2013). The adoption of this series of information security 
standards by organisations (as demonstrated by the high levels of certification), and 
the international recognition of this standard were key reasons for selecting this 
standard for use within this research. 
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This current research has used these standards as a reference point of security control 
objectives that organisations should have implemented or at least considered. An 
importance rating of awareness is determined, as well as a method on how to 
measure employees’ awareness capability of those controls. These aspects are further 
described below in the section on situation awareness. With the focus of the ISO/IEC 
27000 stream of information security standards being the organisation, this research 
limits the analysis of stakeholders to those existing within an organisation. This does 
not mean that other participants outside of the organisation such as suppliers, 
customers, general public, etc. are not important from an information security 
perspective, but information security in relation to these other participants is covered 
within the family of ISO/IEC 27000 standards. For example, External Parties is not a 
stakeholder but is addressed by one of the 39 main security categories and their 
associated control objectives in the ISO/IEC 27002 standard.  

It is important that those stakeholders within the organisation be assessed in terms of 
information security of the organisation. A simple example may assist with clarifying 
the exclusion of any external party as stakeholders as part of the scope of this 
research. Many banks provide guidance and terms and conditions to their customers 
in relation to online usage, selection of passwords and PINs, etc. The main focus of 
this guidance and terms and conditions of use in relation to online banking services is 
not to protect the banks’ overall information security, but is primarily aimed at 
protecting the customer. The bank would have already taken into account (including 
via security controls for external parties) the ‘threat’ that a customer (or other 
external party) could pose to their systems and they would have implemented 
suitable controls. It is the assessment of the organisation’s internal stakeholders (IT 
staff, senior management, end users) rather than the external parties that is the focus 
of this current research. 

2.2.2.1 How aspects of ISO/IEC 27002 help contribute to better security 

This research targets three key stakeholder groups within an organisation. They are 
the IT staff (including information security officers) responsible for developing and 
managing information systems, senior management (such as C class officers) who 
are the key decision makers within an organisation and whose support of information 
security is crucial, and end users who are the main consumers of these information 
systems. The ISO/IEC 27002 standard covers a code of practice for information 
security management, including a detailed level of best practices that organisations 
should at least consider, although the applicability of these best practices will vary 
for every organisation.  

The detailed information and guidance on implementing information security 
holistically in an organisation contained within these standards not only provides 
what (information security policy, procedures and controls) should be considered for 
the organisation, but it also describes why these are important. This ‘why’ factor is 
important for determining whether an information security control is applicable to a 
particular organisation. In information security practices, it is often the ‘why’ 
explanation that is missing. ISO/IEC 27002 can help address this information gap for 
organisations endeavouring to implement effective security practices. 
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Information security standards also form the foundations for many professional 
services organisations to use when undertaking information security audit and 
consulting services to many of the largest organisations in the world (KPMG 
Australia 2015; PriceWaterhouseCoopers 2014). Much of the development of the 
ISO/IEC 27000 information security standards is occurring with the assistance of 
ISACA, and their information security expert members. ISACA is ‘an independent, 
nonprofit, global association. ISACA engage in the development, adoption and use 
of globally accepted, industry-leading knowledge and practices for information 
systems’ (Information Systems Audit and Control Association [ISACA] 2015). As of 
2015, ISACA have 115,000 constituents in 180 countries. These members undertake 
IT audits and information security consulting reviews of organisations (often as 
employees of professional services organisations such as KPMG), utilizing standards 
such as ISO/IEC 27002. 

There is an expectation that the controls in these information security standards have 
been considered, and either deployed or that there is suitable reasoning as to why 
they are not needed in a particular organisation. In a joint exercise by the IT 
Governance Institute and the UK Office of Government Commerce, and made 
available by ISACA (the primary organisation providing IT audit certification and 
guidance to auditors), they brought together a number of technology related 
international standards. Their reasoning for doing so included ‘increasingly, the use 
of standards and best practices, such as ITIL, CobiT and ISO/IEC 27002, is being 
driven by business requirements for improved performance, value transparency and 
increased control over IT activities’ (IT Governance Institute (ITGI) 2008). 

The 11 security control clauses covered in the ISO/IEC 27002 standard are listed in 
Table 2-1 below, whilst section 2.3 discusses in depth the key aspects of these 11 
security control clauses and identifies points of importance for organisations in terms 
of information security awareness. The three stakeholder groups are discussed in turn 
for each of these 11 security control clauses in relation to what is important from an 
information security awareness perspective for each stakeholder group.  

Table 2-1 Eleven security control clauses of ISO/IEC 27002 

  1. Security Policy 
  2. Organisation of Information Security 
  3. Asset Management 
  4. Human Resources Security 
  5. Physical and Environmental Security 
  6. Communications and Operations Management 
  7. Access Control 
  8. Information Systems, Acquisition, Development and Maintenance 
  9. Information Security Incident Management 
10. Business Continuity Management 
11. Compliance 

2.2.3 Information security awareness 

Before analysing the role that awareness plays within the discipline of information 
security, it is important to describe awareness as a concept. In her book on 
awareness, Nunn (1995) equates awareness with consciousness. Vaneechoutte (2000, 
p. 437) suggests that ‘consciousness might be better understood by considering it as a 
special form of awareness’. Other sources, including Wikipedia (2011), suggest 
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awareness contain aspects such as ‘ability to perceive’ and ‘conscious of events’ 
when they describe awareness.  Other definitions (Cambridge Dictionaries Online 
2011) include ‘understanding of a situation’, knowledge that something exists, or 
understanding of a situation or subject at the present time based on information or 
experience. 

There are also various synonyms for awareness such as comprehension, perception, 
alertness, understanding and recognition.  Writers using these terms can often be 
seen as referring to awareness. Therefore, when assessing an employee who requires 
‘a good understanding of something’, this could be seen as implying that the 
employee is required to have sufficient awareness of a particular thing. The terms 
awareness importance, awareness capability and awareness risk are developed in this 
research and have been defined earlier in section 1.6 on page 13. The relevance of 
these three key terms is described further in this chapter. The scope of awareness 
within this research is in terms of how it relations to awareness of aspects of 
information security. In particular, the importance that awareness has in terms of 
understanding information security controls, how a person’s capability of this 
awareness can be measures, and the risk to an organisation when the required level of 
awareness of information security controls is not demonstrated. 

There is a large body of published literature (a selection is shown below in Table 
2-2) that describes various aspects of information security awareness. The topics 
range from methodologies on designing an awareness program through to guidelines 
that can be used to provide the awareness, and governance aspects of information 
security. The amount of available literature provided a high degree of confidence that 
there is a sufficient existing knowledge available as a base to support this research.  

Table 2-2: Information Security Awareness related Literature 

Key Topics Article Title Authors 
Awareness Prototypes for assessing information security 

awareness 
(Kruger & Kearney 
2006) 

Awareness The impact of information richness on information 
security awareness training effectiveness 

(Shaw et al. 2009) 

Awareness Information security awareness: Beyond new user 
orientation 

(Tompkins 2008) 

Awareness A security standards’ framework to facilitate best 
practices’ awareness and conformity 

(TsohouKokolakis, et al. 
2010) 

Awareness An Effective Method for Information Security 
Awareness Raising Initiatives 

(Maqousi, Balikhina & 
Mackay 2013) 

Awareness 
Guidelines 

The new users’ guide: How to raise information 
security awareness 

(European Network and 
Information Security 
Agency (ENISA) et al. 
2008) 

Awareness 
Methodology 

Design theory for information security awareness (Puhakainen 2006) 

Awareness 
Methodology 

An Effective Method for Information Security 
Awareness Raising Initiatives 

(Maqousi, Balikhina & 
Mackay 2013) 

Certification Formal information security certifications (Information Systems 
Audit and Control 
Association [ISACA] 
2015) 

Security 
Culture 

Encouraging information security behaviours in 
organisations: Role of penalties, pressures and 
perceived effectiveness 

(Herath & Rao 2009) 
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Key Topics Article Title Authors 
Security 
Culture 

Information security culture – validation of an 
assessment instrument 

(Veiga, Martins & Eloff 
2007) 

Security 
Culture 

A cross-cultural investigation of situational 
information security awareness programs 

(Chen, Medlin & Shaw 
2008) 

Security 
Culture 

A framework and assessment instrument for 
information security culture 

(Da Veiga & Eloff 2010) 

Security 
Culture 

Security Culture and Security Awareness as the Basic 
Factors for Security Effectiveness in Health 
Information Systems 

(Shahri, Ismail & Rahim 
2013) 

Security 
Culture 

Information security culture: A management 
perspective 

(Van Niekerk & Von 
Solms 2010) 

Security 
Awareness 
Guidelines 

59 approaches to Information security awareness  
 

(Puhakainen 2006) 

Security 
Governance 

In a ‘trusting’ environment, everyone is responsible 
for information security 

(Williams 2008a) 

Security 
Governance 

Information security governance: A risk assessment 
approach to health information systems protection 

(Williams 2013) 

Security 
Awareness 
Guidelines 

Employees’ Information Security Awareness and 
Behavior: A Literature Review  

(Lebek et al. 2013) 

Security 
Awareness 
Guidelines 

Improving information security awareness and 
behaviour through dialogue, participation and 
collective reflection. An intervention study 

(Albrechtsen & Hovden 
2010) 

Security 
Awareness 
Guidelines 

The new users guide: How to raise information 
security awareness 

(European Network and 
Information Security 
Agency (ENISA) 2010) 

Industry 
Perspectives 

Information Security Solved: Economics of IT 
Conference 2006 

(Gartner & Wagner 
2006) 

Industry 
Perspectives 

IT security needs makeover: experts (Dearne 2008a) 

Measures Measuring user satisfaction with information security 
practices 

(Montesdioca & Maçada 
2015) 

Measures 2010 MAAWG Email Security Awareness and Usage 
Report 

(Ipsos Public Affairs 
2010) 

Measures Assessing insider threats to information security using 
technical, behavioural and organisational measures 

(Sarkar 2010) 

Measures Using Shared Priorities to Measure Shared Situation 
Awareness 

(Höglund, Berggren & 
Nählinder 2009) 

Methodology Security Maturity Models (Chege 2007) 
Methodology A methodology for security assurance-driven system 

development 
(Vivas, Agudo & López 
2010) 

Methodology How Effective Is Your Security Awareness Program? 
An Evaluation Methodology 

(Rantos, Fysarakis & 
Manifavas 2012) 

Methodology A New Data Classification Methodology to Enhance 
Utility Data Security 

(Rajagopal et al. 2014) 

Practices Application of CMM to medical security capability (Williams 2008b) 
Practices Streamline ISO/IEC 27001 Implementation: Reducing 

the Time and Effort Required for Compliance 
(Ramirez 2006) 

Survey Online users lack security skills (Dearne 2008b) 
Training The Department of Health and Human Services 

Information Systems Security Awareness Training 
(US Government 2014) 

Vendors IT vendor views on information security (Microsoft 2008) 

2.2.3.1 Importance of information security awareness to organisations 

Information security awareness was highlighted (Tsohou, Angeliki et al. 2008, p. 
271) as being important ‘for information security effectiveness’. Siponen (2000, p. 
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31) says information security awareness is ‘where users in an organisation are aware 
of – ideally committed to – their security mission’. He uses a behavioural science 
framework approach and suggests empirical studies need to consider the validity of 
the persuasion framework presented. The Australian Attorney-General’s Department 
(2007, p. 3) also promotes information security awareness. They suggest that one of 
the seven basic principles of information security requires understanding and 
commitment. In particular, they suggest that ‘awareness and understanding within 
the organisation’ helps to support the culture of security within an organisation. 

Information security is one priority for the Australian Research Council Centre of 
Excellence in Policing and Security via National Research Priorities - Safeguarding 
Australia (Australian Research Council [ARC] 2007, p. 2) emphasising ‘personal 
identification, information protection and the integrity of security systems are 
fundamental towards ensuring the national security of Australia’.  Specific research 
into evaluating security awareness (Drevin, Kruger & Steyn 2007, p. 36) suggest 
‘security awareness is important to being able to reduce error, theft, fraud, and 
misuse of computer assets’. These researchers conclude a robust information security 
culture cannot ‘develop and grow in a company without awareness programs’. They 
suggest a value-focused approach to developing and delivering security awareness, 
but it does not present guidance on how to measure these programs.  

Kruger, Drevin and Steyn (2010, p. 316) examined whether it is possible to assess 
information security awareness on the basis that there is a dependence on humans 
and that ‘to protect information assets necessitates an information security awareness 
program’. This is required in order to raise awareness around individual’s 
information security responsibilities. Further research (Shaw et al. 2009, p. 92) 
showed that ‘information security awareness is becoming an important issue to 
anyone using the Internet’ and these researchers believe that in order to reduce 
losses, it is important for organisations to prioritise information security awareness.  

2.2.3.2 Conducting information security awareness training 

There is much advice in the existing literature related to what to include in security 
awareness programs. One such literature is from the SANS Institute (2015) titled 
Securing the Human.  Much of the available literature is commercially produced and 
aimed at selling organisations either an information security awareness kit or offering 
consultancy for conducting the awareness training. There is also non-commercially 
focused literature available including research by Desman (2002) who presents an 
overall approach to building an information security awareness program. 

The National Institute of Standards and Technology (NIST) web site (2015) contains 
often-quoted IT guidelines and standards literature, as well as material about 
information security and awareness (Wilson & Hash 2003, p. 36) that highlights 
‘formal evaluation and feedback mechanisms are critical components of any security 
awareness, training, and education program’.  It describes an approach in terms of 
using questionnaires and evaluation forms, focus groups, and selective interviews.  It 
has a practitioner focus and includes background information and resources on the 
measurement and evaluation of information security awareness in terms of 
framework and approach. Abawajy, Thatcher et al. (2008, p. 473) highlight 
awareness programs have not been designed or delivered taking into account ‘effects 
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of weakness of will and lack of commitment of the stakeholders’. Additional 
literature (Tsohou, Aggeliki et al. 2008, p. 207) attempts to gain ‘a better 
understanding of the reasons why security awareness practice remains an unsolved 
problem’. Not all awareness programs are effective, and more research is needed to 
determine why they fail. Without a mechanism to measure success, it is difficult to 
determine what is effective and what works. 

2.2.3.3 Measuring information security awareness 

Siponen and Kajava (1998) suggest measurement of information security awareness 
can be approached from two angles. Organisations should measure, verify and 
validate the formal part - as well as look at the content of the programs to determine 
their effectiveness. Results of security education should be measured to verify they 
meet their goals.  Yngström and Björck (1999, p. 18) suggest that by measuring the 
impact of security education and training, one is trying to ‘measure the resulting 
change in human behaviour and its impact on the organisation’. This view supports 
the focus of this research on the human behaviour aspects of situation awareness.  

The Information Warfare Site (IWS) (2008) provides material describing information 
security measures, together with details on how to deliver information security 
awareness. Wright (2006, p. 1), in Measuring the Effectiveness of Security, does not 
focus on information security awareness, but he does relate how measurement 
(controls effectiveness) and ISO/IEC 27001 are linked and how the standard calls for 
a ‘requirement to measure the effectiveness of selected controls’. This ISO/IEC 
27001 standard (and supporting standard ISO/IEC 27002) provides a large volume of 
support material, audit programs and consultants’ reports linking information 
security controls with approaches on assessing the effectiveness of that control. This 
provides support material for developing a model to measure the capability and 
effectiveness of security awareness based on control objectives awareness.  

A key resource for this research is the international standards ISO/IEC 27000 series 
on information security. The ISO/IEC 27000 standards framework was discussed 
earlier, whilst the details on how information security awareness will be measured is 
discussed in the methodology chapters of this thesis. Situation awareness and risk 
management theory complete the trio of theories that provide a theoretical basis for 
the conceptual model of the ISACM. These aspects are covered in sections 2.2.4 and 
2.2.5. In their literature on an assessment instrument for information security culture, 
Da Veiga and Eloff (2010, p. 205) describe their Information Security Culture 
Framework (ISCF) and how it ‘is used as the input to develop an assessment 
instrument for assessing the information security culture in an organisation’.  

Whilst higher levels of information security awareness should lead to more effective 
actions by employees in an organisation, measurements of the relationships between 
information security awareness and actions taken towards improving information 
security are sparse. Choi, Kim et al. (2008, p. 495) found ‘although it may seem 
intuitive that higher MISA (managerial information security awareness) leads to 
more MATIS (managerial actions toward information security), empirical studies 
that investigate the relationship are conspicuously absent’. A measurement 
mechanism is therefore required. 
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2.2.4 Situation Awareness (SA) and Capability Measurement 

With the major focus of this research being on awareness, it is important to look at 
theories of how humans acquire and manage awareness. Many of these theories stem 
from human factors and cognitive theories. Curts et al. (2002, p. 39) suggest that the 
OODA (observe, orient, decide and act) loop, and cognitive hierarchy may be 
relevant in understanding how humans acquire knowledge and then act. Another 
theory is the Shewhart or Deming Cycle of Plan-Do-Check-Act (PDCA) that 
describes a cyclical approach to undertaking tasks. 

An area of study of human factors is described by Endsley and Garland (2000, pp. 5-
8) as Situation Awareness (SA). They relate a definition of SA as ‘…the perception 
of the elements in the environment within a volume of time and space, the 
comprehension of their meaning and the projection of their status in the near future’. 
It is about being aware of information or cues in your environment, and then 
determining what might happen next, or what will happen if you take a certain course 
of action. Much of the early focus on SA was on pilots in the aviation industry and in 
the military and, in particular, problems with SA are quoted (Endsley & Robertson 
2001) as having been accountable for 88% of pilot errors that involved human error. 
SA appears to be a suitable theory of understanding information security awareness 
in an organisational context (James et al. 2013; Kokar & Endsley 2012; Sim, Liginlal 
& Khansa 2012; Webb et al. 2014). 

SA provides a theoretical framework that could be applicable to information security 
awareness, as many information security incidents or events are the result of human 
errors. For example, people are aware of computer viruses, but still many people 
readily click on unknown links and attachments due to a lack of situational 
awareness of the risks associated with them. Although theories such as OODA and 
PDCA present a suitable foundation for analysing how humans undertake learning, 
SA provides an extensive theory and associated model. SA begins with aspects of 
awareness, can be used to analyse and measure goals and decision tasks, and 
attempts to predict future states. SA is a multi-level model encompassing perceptions 
of cues or information at the Level 1 stage; focuses on comprehension aspects of 
current situations at the Level 2 stage; and attempts to project or forecast future 
situations in the Level 3 stage (Howard & Cambria 2013; Webb et al. 2014). It has 
linkages to information security awareness that forms a key part of this research. 

In 2008, it was suggested (Wickens 2008, p. 397) that ‘during the past 15 years, the 
concept of situation awareness has entered the mainstream of human factors’. Much 
of the initial focus of SA was its application to aircraft pilots and the military (Masys 
2005; Matthews & Beal 2002; Strater et al. 2001; Uhlarik & Comerford 2002), and 
how awareness of their situation influenced their decision-making. Subsequently 
researchers have expanded that view and described how SA may be applicable in 
other fields. In their article on the public’s preparedness for natural disasters, Ravitz, 
Shyu et al. (2010) describe how a system could ‘integrate meteorological data…with 
the aim of improving…by increasing their situational awareness due to such natural 
threats’. Additionally, a 2012 description of using SA derived from Twitter to assist 
with crisis management (Cameron et al. 2012) shows its expanding usage in 
emergency management (YinKarimi, et al. 2012; YinLampert, et al. 2012). 
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Tomaszewski (2011, p. 87) purports that a ‘lack of situation awareness is a recurring 
problem in disaster management’. Perhaps a lack of situation awareness may also be 
a recurring problem for information security incidents? Regarding the everyday 
activity of driving a car, a 2010 article (Johannsdottir & Herdman, p. 665) describes 
how current research is looking at techniques to ‘play a role in supporting a driver’s 
SA for traffic in the forward view’. SA is increasingly being used in many non-
military/air force disciplines (James et al. 2013). 

This research examines the role that SA can play in information security awareness. 
More relevant to this thesis is the application of SA to technology fields, and in 
particular information security. For example, in their article on Internet Situation 
Awareness, Hesse and Pohlmann (2008, p. 8) state that SA will help ‘to improve the 
stability and trustworthiness of the Internet, raise awareness for critical processes or 
components of the Internet, and find out more about the Internet and its users in 
order to better cater to their needs and service demands’. Similarly, in their article 
related to network intrusion detection systems, Folorunso, Taofiki, et al. (2010, p. 
246) describe how to ‘increase situation awareness for users needing to synthesize 
large amounts of intrusive data and make critical decisions under time pressure’. 

Cyber Situational Awareness (Jajodia et al. (2010)) presents recent developments in 
SA research in relation to information security. It aims to ‘establish the state of the 
art in the cyber situational awareness field to set the course for future research’ and 
covers a variety of computer and network security research topics. Tadda and 
Salerno’s (Jajodia et al., p. 20) presents a SA reference model that builds upon 
Endsley and Garland’s model (2000) containing three levels of SA: Perception, 
Comprehension and Projection (Endsley & Garland 2000, p. 6), but provides two 
additional levels (levels 0 and level 4). Many of these enhancements could have 
applications to information security awareness. Not only does this model provide a 
source of knowledge in terms of situation awareness as an information-processing 
model, but the associated measurement tools could assist with the development of an 
instrument for measuring SA as it applies to information security awareness. In 
examining the applicability of SA as a theoretical framework for measuring 
information security awareness, it is worthwhile to examine the general definitions 
that make up the original three levels of SA. This examination is outlined below. 

2.2.4.1 Level 1 situation awareness - perception 

Definitions for perception include ‘the ability to see, hear, or become aware of 
something through the senses’ (Oxford Dictionaries 2015c) and ‘the way you think 
about or understand someone or something, the ability to understand or notice 
something easily, the way that you notice or understand something using one of your 
senses’ (Merriam-Webster Dictionary 2015d). Perception has links to awareness and 
understanding and implies some knowledge or ability to gain that knowledge. In an 
information security awareness context, it could imply that ‘I know there is 
something about attachments of unsolicited emails that could be risky, but that is as 
much as I know’. It could equate to a low level of knowledge. Early literature on SA 
suggests that the first step required to achieve SA is ‘to perceive the status, attributes, 
and dynamics of relevant elements in the environment’ (Endsley 1995, p. 36). It is 
this that provides an initial insight and is categorised as Level 1 SA. So perception is 
part of the journey towards SA, but not the full story.  
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2.2.4.2 Level 2 situation awareness - comprehension 

Definitions for comprehension include ‘the ability to understand something’ (Oxford 
Dictionaries 2015b) and ‘ability to understand, the act or action of grasping with the 
intellect’ (Merriam-Webster Dictionary 2015c). Comprehension suggests a greater 
level of understanding than that described by perception. In an information security 
awareness context, it could imply that ‘not only do I know that attachments of 
unsolicited emails could be risky, but I know that the attachment may contain 
malware code’. It could equate to understanding significantly more about the 
situation (when compared to a general level of perception), and enough to influence 
actions that may be taken. Early literature on SA suggests that ‘Level 2 SA goes 
beyond simply being aware of the elements that are present to include an 
understanding of the significance of those elements’ (Endsley 1995, p. 37). There is 
comprehension of the situation. 

2.2.4.3 Level 3 situation awareness - projection 

Definitions for projection include ‘estimate or forecast of a future situation based on 
a study of present trends’ (Oxford Dictionaries 2015a) and ‘what might happen in the 
future based on what is happening now’ (Merriam-Webster Dictionary 2015b). 
Projection suggests a deep understanding of what is likely to happen, given what has 
been perceived and comprehended about a particular situation.  

From an information security awareness perspective, and continuing with the 
comprehension example described above, ‘not only do I know attachments of 
unsolicited emails could be risky, and I also know that the attachment may contain 
malware code, but I also know that if I open that attachment then it may infect my 
computer, steal my identity, and probably result in financial theft’. It equates to being 
able to predict what is likely to happen next. Early literature on SA suggest that this 
third and highest level of SA provides ‘the ability to project the future actions of the 
elements in the environment, based on an understanding and comprehension of those 
elements at least in the very near term’ (Endsley 1995, p. 37). 

2.2.4.4 Measuring situation awareness 

Table 2-3 below summarises previous key literature that discusses different 
approaches to measuring situation awareness. This literature on the measurement of 
situation awareness provides the foundation to support the development of a specific 
measurement tool for this current research. The literature listed in Table 2-3 below 
highlights the previous measurement of situation awareness and identifies the lack of 
previous empirical research, which has measured situation awareness of information 
security risks. Hence, the measurement of situation awareness of information 
security risks is an important topic worthy of more investigation.  

Table 2-3: Situation Awareness measurement literature 

Article Topic Authors 
Cyber Situational Awareness: Issues and Research (Jajodia et al. 2010) 
Cyber-Physical Situation Awareness and Decision Support (James et al. 2013) 
A methodology for measuring team situational awareness: Situational 
Awareness Linked Indicators Adapted To Novel Tasks (SALIANT) 

(Muñiz et al. 1998) 

Situation Awareness Analysis and Measurement (Endsley & Garland 
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Article Topic Authors 
2000) 

Situation Awareness Measurement: A review of applicability for C4i 
environments 

(Salmon et al. 2005) 

The Development of Situation Awareness Measures in ATM Systems (European Organisation 
for the Safety of Air 
Navigation 2003) 

Situation Awareness Misconceptions and Misunderstandings (Endsley 2015) 
Situation Awareness: A review of the concept and its measurement (Breton & Rousseau 

2003, p. 19) 
Assessing Situation Awareness in Field Training Exercises (Matthews & Beal 2002) 
A situation awareness model for information security risk management (Webb et al. 2014) 
Behavioural Situation Awareness Measures and the Use of Decision 
Support Tools in Exercise Prowling Pegasus 

(Kardos 2003) 

Measuring Performance of Cyber Situation Awareness Systems (Tadda 2008) 
Measuring and Predicting Shared Situation Awareness in Teams (Saner et al. 2009) 
Using Shared Priorities to Measure Shared Situation Awareness (Höglund, Berggren & 

Nählinder 2009) 
Measuring Situation Awareness in Complex Systems - Comparison of 
measure study 

(Salmon et al. 2008) 

Measurement of individual and Team situation awareness: A critical 
evaluation of the available metrics and tools and their applicability to 
command and control environments 

(Breton, Tremblay & 
Banbury 2007) 

Measurements of SA revolve around the three SA levels: perception, comprehension 
and projection. Measurement of SA aims to determine where in the spectrum of SA 
levels a person’s awareness is. Is their perception of the situation appropriate, are 
they able to fully comprehend the situation, and are they able to project what is likely 
to happen? The three levels of situation awareness relates to how capable a person is 
able to deal with a situation. SA provides a theoretical framework for determining 
the level of information security awareness capability of an individual for a specific 
situation. The next section provides an overview of capability measures. 

2.2.4.5 Capability measurements 

The next major parent literature relevant to this research is capability measurement - 
which plays a key role in being able to determine the awareness capability 
component of the ISACM. The discussion on situation awareness above provides one 
aspect, including a number of approaches on how to measure situation awareness. 
Expanding upon this, an examination of capability measurement models provides 
valuable insight into how to approach measuring awareness capability. This is 
important in this current research for determining if the current level of information 
security awareness being displayed is appropriate for an individual, given their 
particular stakeholder role within an organisation. 

Williams (2008b) proposes ‘the capability maturity model (CMM), to meet the needs 
of medical information security practice’. An examination of the applicability of this 
model will assist this current research. In a 2004 article on knowledge-based decision 
making (Kaner & Karni, p. 244), a decision making capability maturity model is 
presented with the view that ‘facilitates the determination of key elements of current 
and potential decision making capabilities and identification of the knowledge 
management issues most critical to decision quality’. Siponen and Willison (2009, p. 
268) suggest ‘SSE-CMM was intended to be used in certificating the maturity level 
of an organisation’s IS security processes’. Many of these maturity models look at 
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attaching a maturity level to security processes within an organisation. One such 
model that focuses on secure e-government services (Karokola, Kowalski & 
Yngström 2011, p. 8) proposes the following levels described in Table 2-4 below. 

Table 2-4: Karokola’s Proposed Information Security Maturity Model 

Level Description 
Level 1 
(undefined)  

meant for organizations with low information security targets in a low security risk 
environment – where process metrics are not compulsory. Security policies may be 
available. Adequate user awareness is necessary. Security risk reduction from 
technical and non-technical security threats occur.  

Level 2 
(defined): 

meant for organizations with normal information security targets in a normal 
security risk environment. Process metrics may be used but not compulsory. At this 
level, security policies including awareness, visions, and strategies are reviewed 
and updated. More security risk reduction from technical and non-technical security 
threats occurs. Information security is slowly imbedded into the organizational 
culture.  

Level 3 
(managed): 

meant for organizations with high information security targets in a normal or high 
security risk environment. Also, high-risk reduction from technical and non-
technical security threats occurs. At this level process metrics may be used. In 
addition, security policies including awareness, visions, and strategies are regularly 
reviewed and updated.  

Level 4 
(controlled): 

meant for organizations with higher information security targets in a normal or 
higher security risk environment. Highest security risk reduction from technical and 
non-technical security threats occurs. Uses of process metrics are compulsory. 
Information security is embedded into the culture of the organization. Additionally, 
Security policies, awareness, visions, and strategies are regularly reviewed and 
updated.  

Level 5 
(optimized): 

meant for organizations with higher information security targets in higher security 
risk environments. Highest security risk reduction from technical and non-technical 
security threats occurs. Uses of process metrics are compulsory. Similar to the 
previous maturity level – security policies, awareness, visions, and strategies are 
regularly reviewed and updated. Information security is embedded into the culture 
of the organization.  

Each of the capability maturity levels in Table 2-4 refers to ‘awareness’, but testing 
of that awareness is subjective and not captured within these CMM type models. 
Phrases such as ‘displays adequate user awareness’ leaves the determination of the 
displayed awareness capability up to the reviewer. Thus, an awareness capability 
measurement instrument would benefit such models. The previous discussion on SA 
and the tiered approach it takes could assist with developing a measure of awareness 
capability. Whether these models use the term capability, or knowledge management, 
or other organisational specific terms, they all relate to the ability to perform (and re-
perform) a task based on more than just guess work or luck.  

The element that most of these maturity models have in common is a scaling 
approach to measure maturity or capability of a process or knowledge state. They are 
generally presented as five distinct and upwardly maturing levels. Properties such as 
maturity and repeatability feature heavily in description of these maturity models. 
For this current research, the three levels of situation awareness theory as a cognitive 
and hierarchical information-processing model provides a valuable means for 
measuring awareness capability (Howard & Cambria 2013; Webb et al. 2014). 
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2.2.5 Risk management and performance gaps 

Awareness risk is the third measure of the ISACM. In broad terms it is the risk that 
materialises when there is a gap between the required amount of awareness (as 
captured by the awareness importance rating) assigned to a particular situation (and 
in this research the situational context of an information security control objective) 
and the awareness capability being displayed in that situation by an individual (as 
captured by the awareness capability measure). Where there is a shortfall between 
the required level of information security awareness (importance) and the level of 
information security awareness being displayed (capability) by an individual for a 
specific situation, an awareness risk is said to exist. It is where importance is not 
matched by performance.  

Al-Hakim (2007, p. 168) describes how Importance-Performance Grid Analysis 
(IPGA) (introduced by Martilla & James 1977) can provide a means for determining 
the ‘decisive’ factor. That is, it satisfies two conditions; it has a strong importance 
rating and it has a significant performance-importance gap. Al-Hakim relates that the 
grid measurement points, perception of performance and importance can be reduced 
to a tabular form. This could provide a suitable mechanism for capturing the 
measurements. He suggests ‘…a gap between the perceived performance and the 
expected importance of a dimension may provide some indication as to whether the 
dimension is effectively implemented’.  Similar to IPGA, risk management literature 
provides an approach for combining elements such as likelihood and impact to form 
a risk measure. 

The Australian and New Zealand standard on Risk Management, AS/NZS 
4360:2004, (Sai Global 2004) provides guidance on risk management. Also ISO/IEC 
27005 (International Organization for Standardization (ISO) 2008) is an emerging 
standard for information security risk assessments which describes a grid 
representation (on a 5 by 5 scale) to arrive at a risk measurement for information 
security. Information Security Risk Management (Calder & Watkins 2007) examines 
risk management in terms of ISO/IEC 27001 and provide in-depth information on 
measuring impact and likelihood, as well as discussions on risk treatment and the 
selection of controls. This current research takes a simplified approach to awareness 
risk. It is the resultant gap or shortfall from the required to the demonstrated 
awareness that may exist in a situation for an information security event. 

Baracaldo and Joshi (2013, p. 239) describe risk (in relation to access control) as ‘the 
likelihood of a hazardous situation and its consequences if it occurs. The likelihood 
of occurrence can be reduced through the implementation of controls and 
mechanisms in the system that aims to mitigate threats’. Foreseeing this (through 
comprehension and projection) relates to higher levels of SA. They describe the risk 
exposure following the implementation of appropriate controls as the residual risk, 
which is ideally the level of risk an organisation is willing to accept. If unacceptable, 
then additional controls would be put in place.  

This current research describes the gap as awareness risk, which could be addressed 
by increasing the level of awareness capability being demonstrated (through 
additional training and education), or shifting the awareness importance rating to a 
lower level, possibly by removing the need to know about something (e.g. by 
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implementing additional automated controls). For example, complex password rules 
force an end user to choose a complex password (otherwise they cannot change their 
password), thus having reduced the awareness importance requirement of the end 
user that they should voluntarily choose a strong password. 

2.3 ISO/IEC 27002 Standard 

This section discusses in depth the ISO/IEC 27002 standard in terms of key aspects 
of these 11 security control clauses and identifies points of importance to 
organisations in terms of information security awareness. The three stakeholder 
groups: IT staff, senior management and end users are discussed in turn within each 
of these 11 security control clauses, as determining the appropriate level 
(importance) of information security awareness for each stakeholder group was the 
foundation of the ISACM in this research. To gain better insight into the ISO/IEC 
27002 standard, the standard’s structure has been reproduced in Figure 2-3 below. 

 
Figure 2-3 Structure of the ISO/IEC 27002 Standard 
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2.3.1 Security Policy 

This security policy section of the ISO/IEC 27002 (Standards Australia/Standards 
New Zealand 2006b, p. 7) standard aims to ‘provide management direction and 
support for information security’ and ‘should be communicated throughout the 
organisation in a form that is relevant, accessible and understandable’. The policy 
should state the overall aims of information security, why it is important, and how it 
supports the organisation’s goals. It should also include details of the roles and 
responsibilities of those involved in information security management, and 
importantly, ‘rules’ that end users and people managers should comply with. 

D’Arcy et al. (2009, p. 83) support the notion that ‘a security policy defines rules and 
guidelines for the proper use of organisational IS resources (i.e. acceptable use 
guidelines)’. Therefore it is likely that an information security policy is supported by 
related documents such as Acceptable Use of Technology and technical information 
security standards. Security policies are the cornerstone of an information security 
program and play a critical role in raising information security awareness in an 
organisation (Bayuk 2009). Acceptance and a willingness to follow security rules 
and regulations outlined by an organisation are key to strengthening information 
security and clearly an awareness of these rules and regulation plays a vital role 
(Bulgurcu, Cavusoglu & Benbasat 2010, p. 253). 

The security policy and acceptable use policy should provide details of the objectives 
of the organisation in terms of securing information and will often outline the 
management strategy. It should also cover the possible consequences of a failure to 
comply with a policy. In many cases, policies form part of the contractual 
arrangement between employer and employee (such as confidentiality obligations). 
The lack of an information security policy could provide an employee with a simple 
excuse to say, ‘I was not aware’ or ‘I did not know I was not allowed to do that’. 

Whilst policies often highlight what you should not do, there is a need to include 
what you are allowed to do, or how you should do it. Policies supplemented with 
guiding principles and examples that help clarify the intent of the policy are more 
likely to be understood and followed than those without. In a CIO Online article on 
How to write an information security policy (Bayuk 2009, p. 2), it was suggested that 
‘policy should be reserved for mandates. Alternative implementation strategies can 
be stated as a responsibility, standard, process, procedure, or guideline. This allows 
for innovation and flexibility at the department level while still maintaining firm 
security objectives at the policy level’. The supplementary documents that are 
suggested to consider include technology standards, processes, procedures and 
guidelines. Providing awareness training for these policies is a key enabler to 
achieving awareness of the policy aims, as well as compliance.  

Without suitable training and awareness, enforcement of policies may be difficult. 
Employees could claim they were either unaware of the policy or did not understand 
what it meant. Difficulties associated with information security policies include: 

• They do not always align to the business objectives of the organisation; 
• They contain general statements, or worse, they contain statements that are 

impossible to comply with (i.e. strictly for business purposes); 
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• It can be difficult to track and measure compliance against an information 
security policy; 

• It can be used as an excuse by IT departments or business unit management to 
simply say ‘but the policy says so…’ when a genuine reason cannot be found 
or easily stated; 

• They are not always well-supported by training or awareness programs; and 
• They should be reinforced annually, but also revisited and adjusted to include 

what the current norm is, or to keep up with technology changes. 

Awareness can be a key enabler for communicating the messages and intent of these 
policies, as well as aiding with achieving compliance. Organisations that just publish 
policies without raising awareness of their existence or explaining what the policy is 
intended to do (such as help the organisation protect data, or prevent identity theft), 
risk not gaining employee buy-in and will find compliance and adherence to the 
policy difficult to achieve. Bulgurcu et al. (2010, p. 542) found that ‘security 
awareness can directly and indirectly alter employees belief sets about compliance 
with the information security policy’. They also found that ‘creating a security-aware 
culture within the organization will improve information security’. Al-Omari et al. 
(2012, p. 3323) are developing models for improving compliance with information 
security policies (ISP) and believe that ‘information security awareness likely plays a 
major role in shaping user compliance behavior with ISPs’. 

Security policies can be difficult to enforce and there is a reliance on people 
choosing to abide with organisational policies. When end users are aware that 
information security policies exist, and that they can protect the organisation as well 
as the end users, and what the consequences of violating aspects of those security 
policies are, then end users may be less likely to engage in the misuse of IT within 
their organisation (D'Arcy, Hovav & Galletta 2009, p. 92). All three stakeholders (IT 
staff, senior management, and end users) need a certain level of awareness of 
security policies. Below is a summary of the relevance that awareness plays for each 
of these stakeholders in relation to security policies. 

Senior management plays a crucial role in the ownership and support of information 
security policies (Holmberg & Sundström 2012; Tejay & Barton 2013), therefore, 
awareness of the intent of information security and an understanding of the 
assignment of information security management roles and responsibilities is vital. 
Senior management cast a long shadow and ‘the espoused values can be seen as the 
“visible” contribution of the organization’s management towards the organisation’s 
culture’ (Van Niekerk & Von Solms 2010). A 2006 empirical study (Knapp et al.) 
found that support by senior management played a significant role in determining the 
security culture and policy compliance within an organisation.  

Senior management’s influence and ownership over information security policies is a 
key factor in the success of these policies. Senior management should also be aware 
of the need for ensuring that policies are regularly reviewed, both by internal staff 
and external experts. Senior management are also often answerable to audit and risk 
committees within their organisation, and any adverse information security-related 
audit findings would ultimately require senior management’s attention. This is 
particularly relevant for public reporting organisations and boards. 
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IT staff provide much of the day-to-day management and enforcement of the 
elements contained within the information security policies, often through a 
dedicated information security team. These staff usually advise on the initial creation 
of the information security policies, and advise when changes may be required. 
These staff are required to understand how to translate between the non-technical 
business requirements of the organisation contained in the policy and the technical 
nature of information security measures that need to be implemented. For example, 
senior management’s business requirement may be to ‘only provide data to external 
organisations by sending that data in a secure manner’. This would require IT staff to 
translate (usually into a policy supporting standard or procedure) that, for example, 
all data transmissions would be conducted in a certain technical manner (such as 
using HTTP over SSL) using encryption (triple DES) as a technical control. 

Finally, the end user must be aware of the information security policies, be aware of 
the intent behind the policies statements, be aware of how it will protect them and 
their organisation, and be aware of how they will be able to comply with the 
information security policies. The end users should also be aware of the 
consequences should they choose not to comply. A study on information security 
policy compliance (Bulgurcu, Cavusoglu & Benbasat 2010, p. 524) found the end 
user (employee) is the ‘weakest link in information security’ but can also play a key 
role in an organisation that is trying to ‘reduce risk related to information security’.   

Furthermore, they found that the information security policy was a ‘statement of the 
roles and responsibilities of the employees’. To that extent the information security 
policy becomes a set of rules and regulations that would guide and compel end users 
in terms of how they should behave, what they would and would not be allowed to 
do (i.e. take data home on an unencrypted USB device), and consequences in the 
event of a deliberate breach of the information security policy.  

There is an abundance of existing literature highlighting that many security risks that 
organisations face are internal within an organisation and often have greater impact 
in comparison to the more external risks (Hu et al. 2012; Parsons et al. 2014; Siponen 
& Vance 2010). Raising the information security awareness of employees (and the 
information security policies they must comply with) is a proactive way for 
organisation to deal with these risks that can arise internally. 

To provide necessary awareness, organisations should complement the information 
security policy with a set of guiding principles to help explain to employees why a 
specific element is included within the policy and how to comply. Siponen (2000) 
reinforces this message suggesting that employees should not be satisfied with 
answers such as ‘this is our policy’. Recent research into compliance challenges with 
information security policies also highlight the importance of explaining new 
policies and ‘the important roles that managers have in promoting new policies, and 
that consideration should be given as to how these new policies are introduced and 
explained to employees’ (Lowry & Moody 2013, p. 3006). 

Consequence of poor awareness of Security Policy 
Some key consequences of poor awareness include: 

• Lack of clarity of what the overall aim of information security is within an 
organisation. 
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• Lack of senior management support for information security. 
• Lack of enforceability of the information security policy within an 

organisation. 

2.3.2 Organisation of Information Security 

This section of the ISO/IEC 27002 standard (Standards Australia/Standards New 
Zealand 2006b, p. 9) describes how information security should be organised 
(structurally and resource wise) and managed within an organisation. There is a 
strong emphasis on management support within the organisation for information 
security. Whilst enhancing the amount of information security awareness to all 
employees is unquestioned, it is ‘raising the awareness level of senior management’ 
that is also seen as a key to the success of improving information security (Kajava et 
al. 2006, p. 1519). The ‘tone at the top’ plays a vital role in promoting and holding 
staff accountable for good security practices (Tejay & Barton 2013). In their global 
state of information security survey (PricewaterhouseCoopers 2013, p. 4), it was 
found that ‘it is essential that security is a foundational component of the business 
strategy, one that is championed by the CEO and board, and adequately funded’. 

Structure of information security management 
Organisations are adopting different structural approaches in how they manage 
information security. In a study published in 2007 (Johnson & Goetz, p. 20), more 
than half the participants said that ‘the security group’s organisational structure is in 
flux and seems to undergo frequent change’. Some organisations have gone down the 
path of outsourcing the management (but not the accountability) of information 
security and some have stuck with the originally adopted centralised approach, 
usually locating information security staff within their IT department. 

Some organisations are embracing a decentralised structure where various roles of 
information security management exist within business units. These roles include 
role based access control (RBAC) management (Baracaldo & Joshi 2013). This 
decentralisation approach to management of information security would suggest that 
a greater emphasis be placed on training and ensuring that awareness of information 
security is also provided as this decentralisation is implemented. Peltier (2005, p. 
45), in his article on implementing an information security awareness program, 
highlighted this decentralisation and suggested that structurally there is a need for 
‘requiring each business unit to establish an information security coordinator’. He 
suggests that one of the tasks of an information security coordinator would be to 
‘present awareness sessions to their specific organisation’. 

Skill level requirements 
The formal skill levels of information security professionals have become easier to 
assess in recent times, with numerous certifications formally available for 
information security professionals. This allows for independent verification of the 
skills they have achieved, and the ability for these employees to be able to 
demonstrate their level of competence. Recruitment managers and human resource 
departments would need awareness of these aspects, and of the need for the current 
skills required for effectively managing information security in organisations.  
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Organisations such as SANS Institute (2013) have developed skills assessment 
instruments for information security to allow organisations to ‘rapidly and accurately 
assess the skill levels of job applicants and benchmark applicants against each other’. 
Specialist IT recruitment and compliance recruitment personnel are also being 
engaged or employed by human resources recruitment organisations to assist 
companies with this specialised recruitment of people with the necessary information 
security skills.  

The tradition of promoting your best and brightest technical information security 
person does not necessarily result in an information security manager with good 
business acumen, or someone who is respected by other areas of the business. 
Indeed, in some cases the person being promoted, whilst wanting to earn more 
money and gain a more prestigious job title, often wishes to stay heavily involved in 
what they know, that of technical information security. In an article published in 
Computerworld, (2012, p. 1) Paul Glen describes how moving from a technical role 
into a management role is effectively a change in career, and not always one that 
ends well. He found ‘a large percentage of engineers who try management don't like 
it. Too often, they choose to leave the organization rather than suffer the public 
humiliation of a "demotion" or perceived failure’.  

Many organisations also engage external contractors with specialist information 
security skills, as and when required. This is done rather than permanently hire very 
costly technical human resources that, if not constantly challenged at their technical 
skill level, are likely to become bored and leave. These external contractors may be 
required at key timeframes, including the implementation of a new technology (such 
as two factor authentication or deployment of IAMs) or after a serious information 
security incident. Engaging with external organisations and tapping into their 
knowledge is also a vital source of expertise. In their report on information security 
awareness initiatives, ENISA (2007) found 21% of organisations used external 
expertise for their security awareness training. 

Senior management also engage external organisations to review the effectiveness of 
the overall information security management function. This is often achieved using 
internal and external audit functions, particularly using some of the Big 4 accounting 
firms. For example, KPMG Australia (2015) offer cyber security risk management 
services where they ‘are helping business and government move beyond uncertainty 
to a position of strategic advantage’. A final but key aspect of this portion of the 
ISO/IEC 27002 standard is specifically stated in the standard’s guidance section as 
‘initiate plans and programs to maintain information security awareness’. Below is a 
summary of the relevance awareness plays for each of these stakeholders. 

Senior management must be aware of the organisation’s need for information 
security. A recent study on how external influences motivate senior management to 
commit to information system security found ‘senior management commitment is 
important to achieving effective information system security (ISS) in organizations, 
and is a prerequisite for effective development, implementation, and compliance with 
ISS’ (Kayworth & Whitten 2010; Tejay & Barton 2013).  

Some researchers (e.g. Chang & Ho 2006, p. 347) suggest that information security 
is ‘primarily a management issue’. So senior management need to demonstrate 
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commitment to information security, understand how to allocate the necessary 
information security roles across the organisation, and remove organisational barriers 
to allow for an organisational wide and coordinated approach to information security. 
Senior management also need to ensure aspects such as confidentiality agreements 
and external reviews of the information security functions are implemented. The 
need to bring in outside assistance or involve external organisations as and when 
required also needs to be recognised and supported by senior management. 

Where an external party is involved in managing an information processing facility, 
senior management should ensure that their organisation’s security requirements 
continue to be met. Big 4 accounting firm Deloitte (2012) contributed an article to 
CIO Journal regarding outsourcing risks and suggest ‘CIOs can ask for the service 
provider’s SSAE16/SOC (formerly known as SAS 70) reports, in which an external 
auditor describes, evaluates, and issues an opinion on the service provider’s security 
and data protection controls’. Gartner et al. (2010) suggest that these types of 
external reviews ‘provide a very high degree of assurance’ in terms of the 
management of an information processing facility by a service provider.  

In research looking into the security risks in service offshoring and outsourcing 
(Nassimbeni, Sartor & Dus 2012, p. 424), the authors found that in the literature they 
reviewed that the issue ‘still presents a deep lack of knowledge on the combination 
of technical, managerial, and legal protection tools in managing data and knowledge 
security risks’ within some of these service providers. Senior management are often 
the drivers in the negotiations where outsourcing is involved and ‘can make 
informed, risk-based decisions’ in terms of acceptable risks, including information 
security risks, associated with the outsourcing. Senior management must ensure 
appropriate measures are included within contractual agreements (Herath & Rao 
2009, p. 22). But accountability for information security cannot be outsourced. 
ENISA, in their article on Cloud Computing: Benefits, risks and recommendations 
for information security (European Network and Information Security Agency 
(ENISA) et al. 2012, p. 8), suggest that ‘ultimately, you can outsource responsibility 
but you cannot outsource accountability’. 

IT staff, especially information security staff, form the organisational structure for 
managing information security. They are often asked to provide ‘governance, policy 
development, and consultancy-type functions’ (Johnson & Goetz 2007, p. 18). In 
terms of determining organisational structures and managing information security, 
the responsibility often resides with the chief information security officer (CISO) or 
information security manager. A 2011 survey found a substantial change in reporting 
lines, away from the chief information officer (CIO) ‘in favour of the company’s 
senior business decision-makers’ (PricewaterhouseCoopers 2010, p. 34). 

The management of information security is coming under greater influence from 
business matters rather than purely technical IT matters. The Sherwood Applied 
Business Security Architecture (SABSA) (Samaras et al. 2014) methodology uses a 
business driven approach and SABSA asserts that it (Burkett 2012, p. 48) ‘brings 
information security professionals the arsenal they need to become business security 
solution providers instead of the business operations inhibitors they have been 
portrayed to be’.  Additionally, SABSA is an enabler of business and for 
‘organizations that realize business and security are now inseparable, just as business 
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and technology, they will also understand the need to incorporate information 
security at every layer of the enterprise’.  

In their article on business process-based information security risk assessment, 
Khanmohammadi and Houmb (2010, p. 205) presented a new approach for risk 
assessment ‘based on business goals and the processes supporting these goals’. They 
argue that ‘measuring the risk for processes of organization is an efficient way 
forward’. IT staff perform information security related tasks as set out by senior 
management. Therefore, IT staff must firstly have an understanding of what 
management’s requirements are, as well as a deep understanding of the technology 
aspects of those requirements. Whilst IT staff provide guidance to senior 
management in terms of what technology aspects should be used to provide effective 
information security, increasingly IT staff need to understand the organisational 
impacts of their technological recommendations. Information security must not 
become a barrier to undertaking business, but rather it should be designed so that 
organisations ‘remain within its risk appetite’ (Australian Prudential Regulatory 
Authority (APRA) 2010, p. 8) as established by senior management.  

End users would not typically play an important role in terms of this aspect of the 
ISO/IEC 27002 standard and would, therefore, not require significant awareness. 
Their involvement is covered in other aspects of the ISO/IEC 27002 standard. 

Consequence of poor awareness of Organisation of Information 
Security 
Some key consequences of poor awareness include: 

• Inappropriate/ineffective information security resource structure established. 
• Lack of senior management commitment to information security. 
• Information security not properly managed. 

2.3.3 Asset Management 

Within the ISO/IEC 27002 standard (Standards Australia/Standards New Zealand 
2006b, p. 19) there is a fairly simple message in terms of asset management. There is 
a requirement for assets to be accounted for, for all assets to have a nominated 
owner, and for that owner to determine and state what controls should exist for the 
assets.  This parallels with the requirements that most non-IT assets also have within 
an organisations. Gartner et al. (2005) support this view by stressing that ‘users of IT 
assets must know their responsibility in protecting these assets’.  

Most managers within an organisation would be suitably familiar with physical items 
such as a computer or a vehicle being an asset and what types of controls would be 
suitable to provide physical protection. However, the concept of information or a 
database also being classed as an asset that needs a specific owner and needs suitable 
protective controls may be foreign to many non-technology managers. This view is 
reinforced by Huang et al. (2006, p. 244) who suggest that ‘information is an asset of 
value to an organization and consequently needs to be suitably protected’. Whether it 
is called data or information, its protection within an organisation is crucial (Burdon, 
Lane & von Nessen 2012; Rajagopal et al. 2014). 



Chapter 2 Research Issues 

 
  43 

The leakage of information referred to as Wikileaks prompted a strong reaction from 
the Office of the US President (US Government & Lew 2010) reminding heads of 
executive departments and agencies that ‘any unauthorized disclosure of classified 
information is a violation of our law and compromises our national security’. 
Information as a critical asset has now hit the mainstream. But as has been 
experienced during the Wikileaks events, identifying an owner of a particular piece 
of information can be extremely difficult. This is particularly so when information is 
used by multiple business units within an organisation. For example, is customer 
information in a bank owned by the marketing department, or the retail bank, or the 
products group? Equally difficult, and some would say impossible, is then protecting 
a single piece of information that exists within a broader information record such as a 
customer’s mobile phone number. 

In his article titled Securing Information Assets, Desouza (2009, p.38) suggests that 
damage can be caused to organisations ‘through malicious and/or unintentional 
compromises of information assets’. This could involve a malicious act such as 
modification or deletion of information, physical damage to computing equipment, 
or it could involve employees with legitimate access to information who accidently 
declassify that information by moving or copying it to a place where many more 
(unauthorised) people have access to it. Measures can be implemented that make 
copying and disseminating information more difficult, but these measures also make 
the legitimate use of that information more difficult to achieve at a reasonable cost.  

Placing a value on a piece of information (in order to determine what controls should 
be used to protect it) is also a difficult task. The person creating the information may 
not understand the value of that information, or the value of that information could 
change over time, particularly as the piece of information may progress from highly 
confidential through to publicly-available purely as a function of time. Awareness as 
to what is an asset, who should (or does) own that asset, and what practical controls 
should be employed to protect that asset is vital if organisations are to look after their 
assets properly. Moreover, this responsibility should not just reside with a person 
titled with a job called ‘Asset Manager’ (Everett 2011b; Rajagopal et al. 2014). 

In relation to technology-related assets (including information), it is no longer 
acceptable to say, ‘that is for the IT department to worry about’. This view is akin to 
saying that your car mechanic is responsible for your car, when you as the primary 
user can determine how safe and secure your car is. It is through usage that many 
assets may move from being properly protected to being left open to exploitation. 
The Wikileaks experience should be a timely reminder of the damage that can be 
caused to an organisation’s reputation. Awareness across all three key stakeholder 
groups (senior management, IT staff, end users) is required in order to achieve 
appropriate asset identification, ownership and protection. Below is a summary of the 
relevance awareness plays for each of these three stakeholder groups. 

Senior management should understand that information is an ‘increasingly important 
asset’ (AlAboodi 2006, p. 1) which can impact on organisational success. As well as 
recognising the value of information, ‘securing information assets should be an 
enabler, not a suppressor, of business value’ (Desouza 2009, p. 40). Strategic 
advantage can be gained by innovating in the use of information security. A case 
study on cloud security (Shi 2013, p. 42) found ‘information security in cloud 
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computing is used as a case study to introduce the concept of capturing strategic 
competences’. Management need to understand the importance of defining 
informational assets (via some inventory); and determining and defining how these 
assets will be stored, transmitted, secured and accessed by authorised people. This 
involves identification of the ownership of information assets as well as the 
classification of these assets so that protection levels applied are appropriate. Senior 
management must champion the vital need for ensuring employees understand their 
‘responsibility in securing information assets’ (Veiga, Martins & Eloff 2007, p. 148).  

IT staff are often involved in constructing and maintaining technology asset 
inventories. These responsibilities are documented in international standards such as 
Cobit, IT Infrastructure Library (ITIL) and ISO/IEC 27002 (IT Governance Institute 
(ITGI) 2008, p. 53) and include ‘periodic review of configuration integrity’ and 
‘configuration procedures to support logging of all changes in a configuration 
database’. Much of this process uses a configuration management database (CMDB) 
which is described by Sharifi, Ayat and Sahibudin (2008, p. 736) as ‘a database that 
contains all relevant information about the components of the information system 
used in an organisation's IT services and the relationship between those components’.  

The CMDB can be built in a semi-automated manner, however, where some manual 
intervention is required, such as documenting who is an asset owner or the ‘value’ of 
the asset to the organisation, IT staff need to work closely with the true owners of the 
asset. Too often IT organisation will assume ownership (or be forced to as a default 
option) of these assets because it is difficult to find the true owner. IT organisations 
must resist assuming full ownership of assets on behalf of the true business owners. 

IT staff play the major role in implementing controls over the technology assets. 
They need to understand that the true owners of the assets must establish the access 
requirements and provide ongoing approval and review functions for those who has 
access to these assets. IT staff would then provide the technical mechanism (access 
control lists, AD groups, IAMs, etc.) of how the protection and access is enforced. 

End users are often the primary users of these technology assets, whether that is 
purely the information or data they work with, or whether it is the technology they 
use to interact with that information. This means that they are also the most likely to 
put these assets at risk because of the frequent usage (Rajagopal et al. 2014; Siponen, 
Mahmood & Pahnila 2009). End users must therefore understand the classification 
(value) of these assets so that these assets are protected and managed in an 
appropriately secure manner. Technology controls can only go so far in providing 
this protection. For example, information assets could be accidently made available 
to unintended people simply by an authorised user of that information asset copying 
or saving that asset to a place not appropriately protected. This could allow 
unintended and unauthorised people the ability to access it.  

End user employees are often the main creators of new information assets. They need 
to understand how new information should be classified so that the protection 
determined by the information owner (not the creator) is applied. This protection of 
technology assets starts with the need to inventory technology assets, to identify true 
owners (which is often a difficult task) of these assets, determine the worth of these 
assets, and then determine who should have access to these assets. End users can be 
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the greatest enablers of asset protection and assist the owners (via proper 
classification and ownership), but they are also the weakest link through inattention, 
through assuming someone else will look after the asset, and they can often undo 
(accidently or intentionally) the protection put in place.  

Consequence of poor awareness of Asset Management 
Some key consequences of poor awareness include: 

• Assets not easily identified. 
• Assets not properly protected. 
• Disclosure of sensitive information due to lack of appropriate classification. 

2.3.4 Human Resources Security 

This aspect of the ISO/IEC 27002 standard (Standards Australia/Standards New 
Zealand 2006b, p. 23) is another that is not specific or restricted to information 
security employees, but it does play an important influencing role in information 
security management. From a general employment perspective, anyone employed by 
an organisation (employees, contractors and third party users) needs to be aware of 
their responsibilities, including information security responsibilities (D'Arcy & 
Greene 2014; Parsons et al. 2014; Puhakainen & Siponen 2010). These people 
should be screened prior to employment, they should sign confidentiality 
agreements, and they should be made aware of their security responsibilities. The 
ISO/IEC 27002 standard suggests this includes complying with information security 
policies, protecting information assets, executing required security tasks (such as 
regularly changing passwords), and reporting security incidents. 

Those specifically employed in information security roles, according to the US 
Department of Homeland Security (US Department of Homeland Security 2007, p. 
17), should ‘ensure that position sensitivity is established prior to the interview 
process and that appropriate background screening and suitability requirements are 
identified for each position’. Managers have a particularly important role to play in 
terms of those employees reporting to them. They must ensure that these employees 
understand and follow their information security responsibilities, and these managers 
must ensure that any computer-related access given to their employees is fit for 
purpose and duly authorised (Boersma 2012; Narain Singh, Gupta & Ojha 2014). 

Providing more access than is required to perform your job tasks is a difficult 
problem to detect. Rarely will someone complain about having too much access, but 
they will immediately raise concerns if they do not have the appropriate access to 
undertake their job role (Baracaldo & Joshi 2013; Everett 2011a). Where outsourcing 
arrangements exist, similar diligence is required in terms of security responsibilities 
of the employees of the outsourcer.  In his article on assessing insider threats to 
information security, Sarkar (2010, p. 118) suggests that ‘security threats associated 
with outsourcing include sensitive or confidential information not being properly 
protected and unauthorized parties gaining access to private files’.  

The practice of employing ‘ethical hackers’ must also be approached with caution 
(Danish Jamil & Khan 2011). Pike (2013, p. 67) believes that ‘teaching offensive 
hacking skills increases risk to society by drawing students toward criminal acts’. 
The activities of the ethical hacker could be seen as being illegal unless formal 
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agreements have been properly drawn up. If the infrastructure being hacked does not 
belong to the organisation (such as the public telephone network), then depending on 
what is being tested and what potential vulnerabilities are being exploited, authorities 
could take legal action.  

Many organisations use ethical hacking to test vulnerabilities in their own systems 
(Liu et al. 2012). Organisations must be aware they are creating a situation where 
they have a person that not only has the knowledge to break into their systems, but 
also has been encouraged to try and break into those systems. In an article focused on 
insider threats, Sarkar (2010, p. 113) asserts internal staff with legitimate access to 
information and systems have intimate knowledge and ‘any attack by these insiders 
can be very difficult and challenging to detect’. Employees could be paid large sums 
of money to commit fraud and steal company information, which may present an 
easier avenue for criminal elements to use rather than hacking into an organisation.  

Finally, a significant concern in terms of managing human resources is the employee 
termination process, which many organisations have great difficulty achieving in a 
timely manner. The Information Systems Audit Report (Western Australian Auditor 
General 2013, p. 34) reported that ‘of 11 active network users belonging to former 
employees, six of them had logged in to the network after their termination date’. A 
2009 data breach investigation report (Verizon Business RISK Team 2009, p. 47) 
describes how ‘several breaches in the last year were the result of malicious activity 
on the part of a recently terminated (or notified) employee’. Whilst they provide 
abundant guidance on managing the employee termination process, they suggest that 
most importantly organisations should ‘establish a process for quickly disabling user 
accounts and removal of all access permissions’.  

There are often audit reports of small and large organisations that continue to 
highlight the timely termination of ex-employee access as an ongoing issue (Western 
Australian Auditor General 2013; Zeadally et al. 2012). Management in particular 
need to have a greater awareness of the risks associated with employees and ex-
employees having access to information and systems that may no longer be required 
or justified. Below is a summary of the relevance awareness plays for each of these 
stakeholders. 

Senior management has an important role to play in terms of establishing the overall 
lifecycle of employment (pre, during and termination) and, in particular, those 
aspects that have an impact on information security. Senior management should 
establish policies so that prior to employment, human resource professionals conduct 
‘employee screening to establish past employments and other background details’ 
(Sarkar 2010, p.126). The use of social medial is also playing an important role in 
this as highlighted in a recent online article titled Is Your Social Media Usage a Red 
Flag for Employers & Recruiters (Jeffries 2014, p. 2). This article highlighted 
employers being put off by ‘negative comments a candidate has made on social 
media, particularly comments about previous employers’. Management should also 
establish conditions of employment that clearly outline the responsibilities of staff in 
terms of information security (including social media) behaviours.  

During the tenure of employment, management need to support the provision of 
information security awareness programs, as well as any specific job tasks that need 
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to be undertaken in terms of information security. For IT security staff, IT 
management would provide very detailed roles and responsibilities for these staff 
members. Staff termination would require management to emphasis the urgency by 
which terminated staff must have their access rights to company information and 
systems removed. This is particularly important for immediate dismissals. Removal 
of access rights still remains a problem within many organisations. In their recent 
information systems audit report, the Western Australian Auditor General (2013, p. 
20) provided a recommendation to ‘review user accounts to ensure that privileges 
and user access is appropriate at all times including accounts affected by termination 
or change of employment’. 

IT staff often provide a mechanism for monitoring and reporting in terms of how 
employees are complying with their information security responsibilities (Al-Omari, 
El-Gayar & Deokar 2012; Hu et al. 2012). Where the organisation sets acceptable 
use of technology policies, it is a usual practice that IT staff would monitor and 
report on breaches to these policies. IT staff also provide much of the information 
security awareness to new starters and would also raise emerging information 
security issues (i.e. social media) that would need to be incorporated into awareness 
or acceptable usage policies for an organisation. 

Government authorities such as the Australian Prudential Regulatory Authority 
(APRA) are quite prescriptive in terms of what organisations (in this case regulated 
financial institutions in Australia) would typically be required to have in place. Many 
of these requirements (i.e. IT system patch management, capacity management, 
change management) would be implemented by an organisation’s IT staff. 

For end users, APRA suggests employees would ‘typically be required to 
periodically sign-off on information security policies as part of the terms and 
conditions of employment or contractual agreements’ (Australian Prudential 
Regulatory Authority (APRA) 2010, p.12). Furthermore, APRA specify the need for 
regulated institutions to ensure ‘removal of access rights whenever there is a change 
in role or responsibility, and on cessation of employment’. 

It is the end user’s responsibility to understand the employment conditions they are 
obliged to follow, including those related to their responsibilities once they have 
ceased employment. These responsibilities often relate to confidentiality of 
information that they would have had access to whilst being employed. End users 
need to understand their obligations, including attending information security 
awareness sessions and keeping abreast of changes to information security policies as 
organisational risks within their organisation change. 

Consequence of poor awareness of Human Resources Security 
Some key consequences of poor awareness include: 

• Employees behaving in a risky manner (in terms of IT usage) because they 
are unaware of their responsibilities. 

• Terminated employees retaining access to systems after they leave. 
• New (unsuitable) employees not adequately screened prior to employment. 
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2.3.5 Physical and Environmental Security 

Physical security in relation to the ISO/IEC 27002 standard (Standards 
Australia/Standards New Zealand 2006b, p. 29) is not just about protecting the 
monetary value of the physical assets. The functions they perform and the 
information stored on those assets are typically more valuable than the physical asset. 
Australian governmental advice (Trusted Information Sharing Network for Critical 
Infrastructure Protection (TISN) 2007, p. 2) to CEOs and board of directors in 
relation to protecting enterprise information was that these senior managers are  
‘ultimately responsible for protecting both physical and electronic from unauthorised 
access or damage’. The physical protection and the environmental facilities used to 
house information processing assets must be commensurate with the value of the 
whole asset, including the information stored on the asset and the function that assets 
plays in the day-to-day functioning of an organisation. 

The availability of the information and technology assets to allow the continued 
processing capabilities of an organisation is a key aspect. Imagine a bank or an 
airline not having their IT systems available to process customer transactions (Craw 
2014; Zolkos 2015). Recent natural events including floods, fires and earthquakes 
has highlighted various aspects of environmental security that need to be understood. 
Not only is an organisation’s existing business location impacted, but also other 
supportive utilities (power, water, phone) including mobile phone towers are 
impacted. In the 2011 Queensland floods (Hutchinson 2011), the major 
telecommunications supplier, Telstra, declared ‘262 ADSL and telephone exchanges 
unsafe’ immediately after significant flooding. This significantly impacted 
telecommunication services to many individuals and organisations.  

Terrorist attacks and disruptions to facilities located in other countries are also 
factors that can impact on the availability of IT assets (Brotherton & Dietz 2014; 
Stanciu, Pana & Bran 2010). Distinct physical boundaries of an organisation are 
disappearing. Additionally, with the reduction of the physical size of technology 
assets (i.e. servers, storage devices), these technology assets are at times now being 
located in non-data centre quality locations. Environmental controls may not be as 
good as traditionally was the case, and the whole processing environment could be 
easily stolen, as was the case in 2003. The Australian Broadcasting Commission 
(ABC) reported (Yaxley) to an Australian parliamentary committee that ‘two file 
servers were stolen last week from a customs building at the Sydney International 
Airport’.  The decreased size and portability of these assets makes this type of event 
possible. And security around data communications facilities and data 
communication links is a growing problem that organisations need to be aware of.  

The Payment Card Industry (PCI) Data Security Standard (DSS) (PCI Security 
Standards Council 2010) specify as one of their requirements that an organisation 
needs to ‘restrict physical access to wireless access points, gateways, handheld 
devices, networking/communications hardware, and telecommunication lines’. They 
call for access to the telecommunication links to be appropriately restricted in order 
to ensure the security of data transmission is not compromised.  

The physical nature of data communications is changing as wireless communications 
is being more widely adopted (Imgraben, Engelbrecht & Choo 2014; National 
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Institute of Standards and Technology [NIST], Souppaya & Scarfone 2013). 
Physically possessing (or protection of) all of the communications links is difficult. 
Different approaches to secure communications are required and an appetite to invest 
in this newer technology and protection methods will be required. Awareness by 
senior management of emerging risks in telecommunications, as well as by IT staff, 
will be required. Adding to this complexity is the expanding workplace boundaries, 
which now includes many employees working from home or remotely from locations 
not controlled or secured by the employer. 

Disposal of assets and cleansing of equipment also presents challenges to 
organisations. These challenges were highlighted in 2010 by incidents in the US 
where recycled photocopiers were disposed of by one organisation but purchased by 
someone else (Rand 2010). However, these photocopiers still had the data from the 
original organisation easily available, including medical and police records. This 
type of problem is compounded by the increased use of so-called Transient Storage 
Devices (TSDs) such as USB devices, mobile phones and their ever-increasing data 
storage capacity. An article describing security threats and mitigating risks with these 
TSDs (Tetmeyer & Saiedian 2010, p. 47) highlights that ‘the small size and 
increasing capacity of TSDs make data loss/leakage easy to carry out’. Large 
amounts of corporate data can be easily leaked or stolen.  

Finally, this area of the ISO /IEC 27002 standard also deals with equipment 
maintenance. During the Global Financial Crisis (GFC), organisations may have cut 
back on spending for the maintenance of their information systems. This could have 
led to underinvestment in maintenance and possibly medium term failures of assets. 
For example, an analysis (Campello, Graham & Harvey 2010, p. 471) of the effect of 
spending on technology following on from the GFC suggests that ‘the average 
constrained firm in the U.S. planned to dramatically reduce employment (by 11%), 
technology spending (by 22%)’. Below is a summary of the relevance that awareness 
has for each of these stakeholders in terms of physical and environmental security. 

With CEOs and Boards of Directors being ‘ultimately responsible for protecting 
enterprise information assets (both physical and electronic)’ (Trusted Information 
Sharing Network for Critical Infrastructure Protection (TISN) 2007, p. 2), senior 
management have a clear responsibility to set the requirements for adequate physical 
and environmental security. They need to understand what levels of protection are 
required in terms of who should have physical access, when that access should be 
available, and what level of monitoring and logging of access should occur. 
Incidentally, this also mirrors their responsibility for logical (applications and data) 
access. The available controls could range from a simple physical key system, right 
through to complex biometric access controls. 

In terms of physical and environment controls for information processing assets, 
senior management would rely upon specialist advice, either from their own IT staff 
or from specialist organisations. Environment controls such as air-conditioning, 
stable electrical supply, and guaranteed redundant supply of other utility services are 
vital for the protection and non-stop delivery of information processing 
environments. Recent natural disasters have highlighted the importance of 
environment (power, air-conditioning) security. As reported in the Sydney Morning 
Herald (Smolaks 2015), Australia’s second largest ISP, iiNet, was forced to shut 
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down servers when the outside temperature in Perth reach 44.4 C and they 
experienced failures in both their main and backup air conditioners. This impacted 
many customers who were critical that the company failed in ‘investing enough into 
backup and redundancy measures – after all, iiNet were operating this data center in 
one of the warmest regions of the world’, being Perth. 

IT staff play a key role when it comes to physical protection of information 
processing facilities. Management of these facilities form part of the responsibilities 
of IT staff, whether this is managed in-house within an organisation, or as part of an 
outsourced data centre agreement. IT staff (such as data centre management staff) 
should understand the special requirements needed to protect (both physically and 
environmentally) information processing equipment. They also often manage who 
has physical access to these areas. Maintenance activities, in terms of environmental 
protection, are also an important area in which IT staff play a primary role. 

There is little involvement required from end users in terms of physical and 
environmental security, which is more related to complying with physical controls 
and directives that have been put in place, and to ensure they do not weaken these 
controls through poor behaviour such as sharing access codes/passes, propping open 
security doors for physical access, or other poor practices. However, as equipment 
gets physically smaller, and this equipment becomes more co-located in normal work 
areas, end users may be called upon to provide controls over this equipment. 

Consequence of poor awareness of Physical & Environmental Security 
Some key consequences of poor awareness include: 

• IT systems may be rendered unavailable because of inadequate environmental 
(power, air conditioning, water) facilities. 

• IT equipment may be stolen or damaged due to inadequate physical controls. 
• Telecommunications traffic may be ‘listened into’ and information stolen if 

physical access to telecommunication links is not properly secured. 

2.3.6 Communications and Operations Management 

Within the ISO/IEC 27002 standard (Standards Australia/Standards New Zealand 
2006b, p. 37), this section relates to the ongoing and secure operation of information 
processing facilities, such as data centres, server rooms, media storage, and data and 
voice communications cabinets. Much of this involves technical practices and 
procedures, and although this is a mature area for many organisations, audit findings 
continue to see a lack of documented procedures. The Western Australian Auditor 
General (2010, p. 32) found that documented policies and procedures ‘for how 
changes are to be made’ were often lacking and where transaction processes were 
involved, problems arose where ‘segregation of duties was not in place to mitigate 
the risk of unauthorised or inappropriate transactions’.  

This lack of formalised procedures can lead to inconsistent or incomplete practices, 
poor change management procedures and, in some cases, a lack of segregation of 
duties (Gundu & Flowerday 2012; Western Australian Auditor General 2013). Often 
IT operational staff hold the ‘keys to the castle’ and have the ability to inadvertently 
operate the information processing facilities in an undesirable manner by not 
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following the stated procedures or policies. These operational management processes 
include key functions such as capacity planning and change management. 

Events in the Australian Banking sector have highlighted the adverse impact on 
customers (Zappone 2011) when overnight processing of transactions suffer some 
form of error. Whether this is due to inadequate capacity of systems, or changes that 
have not been fully tested before being implemented, the impact is not just of interest 
to IT staff. It impacts the whole organisation, including significant reputational risk, 
and highlights the need for senior management to be more aware of how their 
information processing facilities are being managed.  

This awareness by senior management is arguably more important when processing 
facilities are outsourced. This outsourcing may simply introduce a third party 
provider that adds one layer of complexity, however, if the outsourcing is done 
domestically then the outsourcer is still easily contactable and issue resolution may 
be fairly easily achieved. However, the situation could be more complex to resolve if 
the outsourcer and the information processing facilities reside in another country, in a 
different time zone or under the jurisdiction of another legal and political system, and 
may be subjected to riskier geopolitical events (Nassimbeni, Sartor & Dus 2012; Sá-
Soares, Soares & Arnaud 2014).  

Big 4 accounting firm Deloitte (2012) suggests that when outsourcing information 
technology, organisations need to ask questions such as ‘what are your IT service 
providers business continuity plans’? Also can they continue their operations in the 
event that ‘their core infrastructure or business is impacted by a natural disaster, or a 
threat to the electrical grid, or geo-political upheaval, or other crisis’? An American 
paper manufacturer, Rock-Tena, recounts on IT outsourcing that when outsourcing 
‘to a vendor, especially one located half way around the globe, this has its 
challenges’ and in particular ‘moving ahead with a lack of familiarity and with 
geographically dispersed teams, creates risk’ (Cady 2005, p. 53).  

Other areas within this section of the ISO/IEC 27002 standard relate to control of 
malicious code (i.e. virus), data back-up, network security management, exchange of 
information and many other aspects that make up the effective running of an 
information processing environment. Business unit management need to understand 
these areas and not be solely reliant on IT staff. Complicating operational 
management of information security is the trend of cost cutting by organisations that 
continue to put pressure on all budgets, including those of IT (Schneiderman 2013). 
Operational management within IT may be seen as being mature and suitable for cost 
cutting. This is not always the case, particularly if the operational procedures and 
practices are not as mature as expected. External assessments of frameworks such as 
Information Technology Infrastructure Library (ITIL) (Ittersum et al. 2004) and 
formal assessment against the capabilities can help provide senior management with 
a greater level of comfort as to the maturity of their organisation’s IT practices.  

Below is a summary of the relevance awareness plays for each of these stakeholders. 
This section of the ISO/IEC 27002 standard is made up of numerous aspects that 
have varying levels of reliance on the three different stakeholder groups. Because of 
the significant number of aspects that make up this section of the standard, these 
have been presented in a tabular format. These different aspects are listed and briefly 
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described in terms of their information security awareness importance in Table 2-5 
for senior management, Table 2-6 for IT staff, and Table 2-7 for end users. 

Table 2-5 Senior management awareness aspects of communications and operations management 

Aspect Senior management Awareness Importance for Communications 
and Operations Management 

Operational procedures and 
responsibilities 

Typical role in mandating policy and controls. 

Third party service delivery 
management 

Significant role in contractual arrangements and mandating the 
need to monitor third parties. 

System planning and 
acceptance 

They provide the business priorities and importance factors. 

Protection against malicious 
and mobile code 

Supportive role in providing suitable ‘tone at the top’ in terms of 
support for technical controls that may not be popular (i.e. the 
restriction of administration rights on end user PCs) with end 
users. 

Back-up Key stakeholders for this area. It is very much about business 
requirements where back-ups are critical, rather than just the 
technical aspects of how the information is backed up. Senior 
management must specify their risk tolerance in terms of how 
frequently backups should occur and how far back the 
organisation should be able to recover from. 

Network security 
management 

Main involvement is in terms of business arrangements with 
external service providers. 

Media handling Must understand risks to the organisation of not doing this 
properly. Must ensure policies are established, provide funding to 
allow for technology controls to be established, and they need to 
promote good practices and outline consequences of compliance 
failures. 

Exchange of information Provide ‘the tone at the top’. Establish policies that mandate the 
use of controls (i.e. encryption) or manual procedures (i.e. data 
retention periods, contractual requirements for data exchange) or 
data classifications.  

Electronic commerce 
services 

Provide the authorisation and policy aspects of electronic 
commerce services. 

Monitoring Important role to ensure that there is suitable monitoring and 
logging in place, particularly as a control for monitoring activities 
by IT staff. 

 

Table 2-6 IT staff awareness aspects of communications and operations management 

Aspect IT staff Awareness Importance for Communications and 
Operations Management 

Operational procedures and 
responsibilities 

IT staff are the primary owners and operators of these procedures 
and require high levels of awareness. 

Third party service delivery 
management 

IT staff are best positioned to understand what services should be 
delivered by third parties. They are often charged with monitoring 
these service provisions. 

System planning and 
acceptance 

Many aspects are controlled and monitored/measured by IT staff. 

Protection against malicious 
and mobile code 

They play a key role in terms of understanding what technical 
controls to implement to provide suitable protection, and 
monitoring of issues. 

Back-up Undertake a number of aspects associated with back-up 
management, including implementing the controls. 

Network security 
management 

This is very much an area that relies on strong technical 
awareness from IT staff in terms of security controls needed for 
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Aspect IT staff Awareness Importance for Communications and 
Operations Management 
network services. Often a specialist individual or team look after 
this. 

Media handling Many of the controls around removable media; including access 
control for users, managing their movement in and out of the 
organisation, and storage management falls upon IT staff. Their 
involvement and knowledge is very important. 

Exchange of information Awareness of techniques to protect, prevent unauthorised 
interception, copying, modification, destruction, re-routing or 
denial of electronic messages or data. Protection to prevent 
damage from malicious code that may be transmitted. High levels 
of awareness required for encryption technology. 

Electronic commerce 
services 

Key role in the technologies and techniques required to provide 
protection over the transaction processing of electronic 
commerce. Highly relevant for the banking and finance sector, as 
well as the retail sector. 

Monitoring A very heavy focus on IT awareness, in terms of how to enable 
and protect logging and monitoring, and how to utilise the 
resulting information. 

Table 2-7 End user awareness aspects of communications and operations management 

Aspect End user Awareness Importance for Communications and 
Operations Management 

Operational procedures and 
responsibilities 

Perform a role in terms of owning the business activities that are 
subject to change management, segregation of duties, and testing 
and development. 

Third party service delivery 
management 

Typical involvement will be quite low. 

System planning and 
acceptance 

An important role in terms of business activities that drive IT 
capacity requirements. They also play a major role in user testing 
of new systems. 

Protection against 
malicious/mobile code 

Need awareness of where and how malicious threats may be 
encountered, and how they can be avoided. 

Back-up They have an important role to play, given that much of the 
backed up data is created/managed by them. An important role to 
play in Business Continuity Management (BCM). 

Network security 
management 

Very little knowledge or involvement needed from the end user. 

Media handling Involvement in movements of (key) information via USBs, 
CD/DVD. They need to understand that removable media should 
be made unrecoverable (i.e. the organisations process of how to 
do that), in the event of loss of media. 

Exchange of information Understanding that exchanges of information can be (maliciously 
or accidently) interfered with. Understand the different 
sensitivities of data they are transmitting, and that they play a role 
in ensuring safe transmission of data because not all aspects of the 
process are automated. This also includes the physical transfer of 
data (including the use of couriers), as well as the correct 
identification of the intended recipient. 

Electronic commerce 
services 

Play a role in terms of the business controls around electronic 
commerce. 

Monitoring A low level of awareness in general for end users, except for the 
area of exceptions for access attempts. 
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Consequence of poor awareness of Communications & Operations 
Management 

Some key consequences of poor awareness include: 
• IT environments may not be operated properly or consistently. 
• IT staff may perform tasks in breach of ‘separation of duties’ principles. 
• Exchange of information may be mishandled and data could be lost or stolen. 

2.3.7 Access Control 

Within the ISO/IEC 27002 standard, this section (Standards Australia/Standards New 
Zealand 2006b, p. 60) relates to access to information, including processing facilities 
used to house the information. Access control continues to be a challenging issue for 
many organisations to manage (Baracaldo & Joshi 2013; Ponemon Institute 2010). 
Techniques for managing this access are often referred to as Identity and Access 
Management (IAM). IAM relates to setting up a person’s identity when they join an 
organisation, ensuring that the person only has the appropriate access to information 
and systems as deemed necessary by their job role, and that the access is modified 
when the person changes role, or is removed once the person leaves the organisation.  

In her article on Identity and Access Management: the second wave, Everett (2011a, 
p. 12) rightly points out that past approaches saw IAMs as purely a technology issue 
and ‘even if access rights were correct at the time that they were assigned, 
modifications to roles or organisational structure can mean that they go out of date 
quickly’. Kho (2009, p. 21) suggest IAMs ‘consists of verification and 
authorization’. And this is not just a focus area for IT departments. In his article on 
access management, Young (2004, p. 5) suggest that ‘Human Resources (HR) can 
play a vital role in the enablement of effective employee IAM’. Because the hiring, 
moving and firing of employees and contracts has some level of HR involvement, 
this is often an appropriate capture point for IAM services. 

With the growth of social media sites, online email accounts, shopping carts, and 
other sites that require you to have a logon-id, an emerging issue is that end users 
(and some IT staff) will often use similar passwords for their private access (such as 
to Google mail), as they will for their work access. In 2013, Ofcom, the independent 
regulator and competition authority for the UK communications industries, 
conducted a survey of UK adults (UK Office of Communications (Ofcom) 2013) and 
found that ‘more than half (55%) of adult internet users admit they use the same 
password for most, if not all, websites’. It is therefore possible that should a person’s 
private logon account become compromised, and the password obtained, that the 
person’s work related access might be targeted and also compromised. Awareness 
seems to be a key defence.  

Qureshi, Younus et al. (2009, p. 11) support this concern and suggest ‘password 
recognition should be considered as a process and exploitation of human senses’ and 
it should not just be addressable in organisations  as a technical issue. Most 
organisations have numerous information systems many that have their own security 
systems where users must be defined. Being able to define a person just once 
(referred to as single sign-on) and have that person gain access to all systems and 
data they require still remains the holy grail for most organisations (Acar, Belenkiy 
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& Küpçü 2013; Spoorthi V & Sekaran 2014). Whilst there is much literature defining 
approaches to single sign-on, much of it is reliant on the particular technology that an 
organisation is using.  

The more mixed the environment, the more likely that any single sign-on solution 
would be a custom built (and expensive) solution (Acar, Belenkiy & Küpçü 2013; 
Spoorthi V & Sekaran 2014). Without use of single sign-on technology, or effective 
IAMs controls, staff may be defined with access rights to systems they do not need, 
or retain system access after someone has left the organisation. But even when the 
access is correctly set up, the danger in an employee moving or copying information 
from one security zone (that is restricted) to another security zone (say a server when 
everyone has general access to) remains a potential problem. Whilst there is very 
little literature that highlights this as a major problem, the simple act of an employee 
saving a confidential document into a more public area of storage does occur.  

Extending this problem to include employees taking data home to use on their 
personal PCs and the problem could become worse (Ahmad, Bosua & Scheepers 
2014; Connelly et al. 2011; Patil & Prasanthi 2013). Previous discussions highlighted 
the risks of data being transported on unsecured USB devices. Senior management 
need to be aware of these risks associated with their organisation’s data being used at 
employee homes and other locations outside of the control of their organisation. 
Complicating these problems is the need for employees to have to remember 
multiple access accounts (referred to as logon ids) and multiple passwords. These 
employees also have to remember the many logon ids and account names they have 
in their private life, (Facebook, Twitter, eBay, etc.).  

Furthermore, delays in getting correct access established, particularly for new 
employees or employees changing job role, are also an impediment to business 
efficiencies. It takes time to provide staff with the right level of access. This can 
result in management requesting far greater access initially than may really required 
‘just in case’ or because it is too difficult to identify exactly what access is required. 
Eventually the amount of access an individual employee accumulates, or employees 
share logon credentials. Below is a summary of the relevance awareness of access 
control plays for each of these stakeholders. 

This section of the ISO/IEC 27002 standard is made up of a number of different 
aspects in relation to access control that have varying levels of reliance on the 
different stakeholder groups. As such the different aspects are shown within a table 
for each key stakeholder group and the key points in relation to the relevant 
awareness of access control are shown against each different aspect. 

Table 2-8 Senior management awareness aspects for access control 

Aspect Senior management Awareness Importance for Access Control 
Business requirement for 
access control 

Need to provide the basis for who should have access. This 
should be based around business functions.  Need to provide 
strong ownership of access removal requirements. 

User access management Need to set strong requirements in terms of password 
management. Need to set out who should have what levels of 
privilege. Need to ensure that access rights are reviewed on a 
regular basis. 

User responsibilities Need to show a good appetite to reinforce end user 
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Aspect Senior management Awareness Importance for Access Control 
responsibilities for unattended equipment. Clear desk/screen 
compliance is largely an end user responsibility, 
reinforced/mandated by management and assisted (somewhat) 
by controls provided by IT. 

Network access control Need to mandate (based on guidance from IT staff) what 
devices should and should not be connected to the network. 
BYOD adds to this complexity.  

Operating system access 
control 

Normal management support required. 

Application and information 
access control 

Business unit senior management are often best placed to know 
what access controls should be applied to their applications and 
data. 

Mobile computing and 
teleworking 

Need awareness of the risks and take a strong stance to manage 
these risks. Teleworking requires good knowledge of technical 
aspects as well as environmental (location) ones. Good 
awareness across all stakeholders is needed. 

Table 2-9 IT staff awareness aspects for access control 

Aspect IT staff Awareness Importance for Access Control 
Business requirement for 
access control 

IT staff would translate these business functional requirements 
into IT functionality and ensure security access matches these 
requirements. IT provides the mechanics for access 
review/removal. 

User access management IT staff need good understanding of their systems to implement 
technical password and access controls. IT staff need to 
translate managements access requirements into IT access 
techniques. IT needs to assist in the user access review process 
by providing suitable reporting for management to review.  

User responsibilities IT staff need good awareness of the technology (configuration 
settings) used. They need to provide 
complementary/compensating controls for when equipment is 
left unattended. Clear desk/screen compliance is largely an end 
user responsibility, reinforced/mandated by management and 
assisted (somewhat) by controls provided by IT staff. 

Network access control IT staff require significant knowledge in this area. 
Operating system access 
control 

IT staff need high levels of understanding in order to properly 
implement controls. 

Application and information 
access control 

IT staff need very good awareness of how the technical controls 
(to support the access policy) are to be implemented. 

Mobile computing and 
teleworking 

IT staff need to be knowledgeable in terms of mobile computing 
controls. Teleworking requires good knowledge of technical 
aspects, as well as environmental (location) ones.  

 
Table 2-10 End user awareness aspects for access control 

Aspect End user Awareness Importance for Access Control 
Business requirement for 
access control 

End users need awareness in terms of how their access is based 
on the business function they are employed for. 

User access management End users require high levels of awareness to make password 
management effective. End users need to understand why 
access reviews are important. 

User responsibilities Strong awareness required from end users in terms of how to 
construct, protect and use their passwords. End users need good 
awareness in terms of the risks associated with leaving user 
equipment unattended. Clear desk/screen compliance is largely 
an end user responsibility, reinforced/mandated by management 
and assisted (somewhat) by controls provided by IT. 
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Aspect End user Awareness Importance for Access Control 
Network access control End users need awareness of what should and should not be 

connected to the network and associated risks.  
Operating system access 
control 

End users need an understanding as to why these controls are in 
place. 

Application and information 
access control 

Business units and senior management are often best placed to 
know what access controls should be applied to their 
applications and data, however end users need to understand the 
purpose of these controls. 

Mobile computing and 
teleworking 

The very nature of mobile computing today has a high reliance 
on the end user doing the right thing. Teleworking requires 
good knowledge of technical aspects, as well as environmental 
(location) ones.  

Consequence of poor awareness of Access Control 
Some key consequences of poor awareness include: 

• Employees and ex-employees may have more access than is required. 
• Employees may not be granted access in a timely manner and may seek 

alternative (and undesirable) ways to gain access. 
• Where employees are encouraged to ‘take work home with them’, the risk of 

losing that data increases if proper controls are not understood and used. 

2.3.8 Information Systems Acquisition, Development and Maintenance 

This section of ISO/IEC 27002 standard (Standards Australia/Standards New 
Zealand 2006b, p. 77) focused on ensuring information security is an integral part of 
how information systems are acquired, developed and maintained. It is important that 
security requirements are determined prior to any acquisition or development, and 
that these security requirements are incorporated and maintained during the life of 
the information system. Building information security early into the entire software 
lifecycle is less costly than introducing security later in that lifecycle (Khaiyum, 
Kumaraswamy & Karibasappa 2014; Yu et al. 2015). In their research focused on 
developing a methodology for security assurance-driven system development, Vivas 
et al. (2010, p. 62) presented their hierarchy of goals as part of their software 
development life cycle (SDLC). They propose that a ‘security risk management 
process within the SDLC may include:  

1. Security requirements specification and risk assessment; 
2. Security architecture and design; 
3. Secure implementation; 
4. Security testing; and 
5. Secure deployment and assurance’. 

This importance of embedding security in the system development life cycle is 
reinforced by Mouratidis and Jurjens (2010, p. 814 ) who suggest that ‘it is essential 
for security to be considered from the early stages and throughout the software 
development life cycle’. The aspects that need to be considered include ensuring that 
input validation occurs within these information systems, as well as developing 
sophisticated access control mechanisms. Not only does input validation play a role 
in enabling the safeguarding of the integrity of data being inputted, but the inputting 
of corrupt data for the purposes of hacking into systems is a widely-used technique 
aimed at infiltrating corporate systems, particularly through web based applications. 
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 A 2009 article on client-side cross-site scripting protection (Kirda et al., p. 603) 
outlines ‘large variance among the technical sophistication and knowledge of web 
developers’ and a need for tools to protect against emerging attack mechanisms. 
Vulnerabilities such as SQL injection and cross-site scripting (XSS) are particularly 
troublesome. In their analysis of field data on web security vulnerabilities, Fonseca et 
al.  (2014, p. 98) found ‘weak typed are the preferred targets for the development of 
exploits’, and also found ‘a single fault type (MFCE) was responsible for most (76 
percent) of the security problems analyzed’. They believe that the fault types 
responsible for XSS and SQLi belong to a narrow list, and suggest improvement in 
the context of code inspections and the use of tools should be made.  

There are commonly-known vulnerabilities such as buffer overflows, which occur 
when an application writes past the end of the allocated size of the buffer. These 
vulnerabilities can be used to gain full administrator rights. Web applications can be 
problematic because of poor software development security practices where security 
is an afterthought and the focus is on providing functionality. Padmanabhuni and Tan 
(2014, p. 394) found that buffer overflows are still  ranked ‘third in the CWE/SANS 
list of Top 25 Most Dangerous Software errors’ and that ‘an web based application is 
particularly vulnerable when input validation is inadequate or absent’. Ensuring that 
developers have the right skills to develop software that builds security in throughout 
the system life cycle to protect against such attacks is vital. Integrity of messages and 
transactions must also be guaranteed; and designed based on the transmission route 
and the value of information being transmitted.  

This portion of the ISO/IEC 27002 standard discusses output validation. This again is 
an area that developers must be concerned with and build in mechanisms to provide 
comfort that the output that is produced is suitably validated. Whilst the technology 
approach to integrity checking will be dependent on the application environment at 
an organisation (Oracle, SQL, CICS, etc.), the validation approach is similar. Whilst 
describing database consistency and integrity with transactions in the health sector, 
XU Zhong-wei (2009) describes the use of Delphi and the transaction controls such 
as start, commit or rollback. Sophisticated techniques are also generally available 
within most application development environments. Senior management and end 
users should be aware that this functionality is generally available and should be 
insisting upon this as a major requirement of their applications. 

Data used to test systems must also be properly protected (Khurana & Bindal 2014; 
Rghioui et al. 2015). Although the data may be well protected when it resides in a 
production environment, this data often gets loaded into test or development systems, 
and often the level of security is not as tight as in the production systems. Suzanne 
Swanson (2008, p. 1) describes how non-production systems ‘are generally "open," 
and leave a large hole in the security practices at companies of all sizes’. She 
suggests that these systems contain ‘some of the most classified information in an 
organization, including employee records, customer records, and financial 
transaction documents’, yet these systems are ‘generally exposed with little or no 
logging and monitoring, and these systems are often made available for remote 
access’. But generation of obfuscated test data can be expensive; however, an 
appropriate security approach must be used.  
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Maintaining information systems over their lifecycles is important, not only to keep 
up with newly-discovered vulnerabilities, but also to ensure that the software being 
relied upon to support critical business functions is maintainable by the organisation 
and vendors. In their research into patch release behaviours of software vendors, 
Subramaniam et al. (2012, p. 329) concluded that ‘a vendor’s patch release decision 
is affected by the presence of other vendors’ products with the same vulnerability, 
and the possibility that other vendors release a patch earlier’. So it is important that 
senior management establish agreements with the vendors to ensure that software 
maintenance by their vendors meets the organisation’s business requirements. 

Additionally, in their research into the management of lifecycle costs and benefits for 
information systems, Berghout et al. (2011, p. 763) found ‘the use of cost/benefit 
management techniques has extended and more stakeholders now adopt this 
approach. Senior management involvement has significantly increased’. They also 
found that ‘the absence of senior management in the evaluation of project proposals 
and IT in general remains a major concern’. Other aspects to consider include 
protection of software code, change control processes and license management.  

Of particular concern for senior management is the outsourced development of 
systems and applications.  Organisations should not just outsource without due care 
and diligence in terms of the outsourcers’ credentials. Fanning (2014, p. 25) 
highlights the importance of ‘assessing the validity of the service provider’s internal 
control, privacy compliance, and other aspects of these outsourced activities from 
both the user’s and deliverer’s point of view’.  

And, finally, the history of abandoned information system developments should be a 
warning to organisations to ensure appropriate development processes are in place 
(Gupta, Vinayak & Gupta 2012; Khaiyum, Kumaraswamy & Karibasappa 2014). 
Abdul-Rahman et al. (2012, p. 432) found ‘risk management strategies relating to 
users’ involvement, project management and planning and communication issues are 
considered very influential on reducing the effect of time and cost overrun’.  

This section of the ISO/IEC 27002 standard is made up of a number of different 
aspects that, in relation to information systems acquisition development and 
maintenance information security controls, have varying levels of reliance on the 
different stakeholder groups. As such the different aspects are shown within a table 
and the awareness key points are shown against each different aspect. 

Table 2-11 Senior management awareness aspects for information systems acquisition, development and 
maintenance 

Aspect Senior management Awareness Importance for information 
systems acquisition, development and maintenance 

Security requirements of 
information systems 

Supported by a strong commitment to information security from 
senior management. 

Correct processing in 
applications 

Supporting sufficient time and money to provide for suitable 
testing and data input validation techniques. 

Cryptographic controls Senior management need to show suitable support for the use of 
cryptography, given the cost implications of implementing 
encryption properly. 

Security of system files The protection of system test data requires all stakeholders to 
have a high level of awareness. 

Security in development and Senior management need to show support for good change 
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Aspect Senior management Awareness Importance for information 
systems acquisition, development and maintenance 

support processes management practices. Information leakage is the responsibility 
of all stakeholders. Outsourcing requires good knowledge from 
IT, as well as good senior management understanding. 

Technical Vulnerability 
Management 

Vulnerability management requires good knowledge from IT 
staff and senior management support. 

Table 2-12 IT staff awareness aspects for information systems acquisition, development and maintenance 

Aspect IT staff Awareness Importance for information systems 
acquisition, development and maintenance 

Security requirements of 
information systems 

Very strong involvement from IT staff driving the need for high 
levels of awareness. 

Correct processing in 
applications 

IT staff assist by building application controls focused on input 
data validation. IT staff developing validation steps would assist 
output validation. 

Cryptographic controls Cryptography is a specialist area to understand and implement. 
This is the domain of IT staff. Encryption Key Management is a 
very much specialist area to understand and implement 
properly.  

Security of system files Operation software control requires IT staff to understand how 
to implement appropriate controls. The protection of system test 
data requires all stakeholders to have a high level of awareness. 
Protecting program source code resides with IT staff. 

Security in development and 
support processes 

IT staff administers change control. They require a very good 
knowledge of, and commitment to, change management 
practices. Information leakage is the responsibility of all 
stakeholders. Outsourcing requires good knowledge from IT 
staff, as well as good senior management understanding. 

Technical Vulnerability 
Management 

Vulnerability management requires good knowledge from IT 
staff and senior management support for the resource 
commitment. 

 
Table 2-13 End user awareness aspects for information systems acquisition, development and maintenance 

Aspect End user Awareness Importance for information systems 
acquisition, development and maintenance 

Security requirements of 
information systems 

Main involvement is in terms of using the systems, rather than a 
designer of information system security. 

Correct processing in 
applications 

End users are typically in the best position to provide validation 
around input data. End users play a key role in the validation of 
output. 

Cryptographic controls Ideally end users will not need to choose when to use 
cryptographic controls; the use of encryption should be 
automated based on information classifications. 

Security of system files The protection of system test data requires all stakeholders to 
have a high level of awareness. 

Security in development and 
support processes 

A level of understanding as to the importance of change 
management is required. Information leakage is the 
responsibility of all stakeholders. 

Technical Vulnerability 
Management 

Very little involvement required from end users. 
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Consequence of poor awareness of Information Systems Acquisition, 
Development & Maintenance 

Some key consequences of poor awareness include: 
• Information systems may be developed with security vulnerabilities 

embedded, putting at risk the correct functioning of the information system. 
• Information systems may not be developed within time or budget. 
• Information systems that are developed in an unstructured and undocumented 

manner may be very difficult to maintain after they have been developed. 

2.3.9 Information Security Incident Management 

This aspect of the ISO/IEC 27002 standard (Standards Australia/Standards New 
Zealand 2006b, p. 90) has a focus on communicating security events and weaknesses 
in a timely manner to allow for corrective actions to be taken. The management of 
information security incidents has evolved since the early days of viruses and 
amateur hacking attempts (Ab Rahman & Choo 2015; Hove et al. 2014). Early virus 
incidents saw organisations shutting down whole networks and information systems, 
and disconnecting from the Internet. Often the incidents were only detected once a 
mass infection had occurred; and prevention was less sophisticated than it is today. 
Today we see a greater balance between prevention and response.  

Baskerville et al. (2014, p. 138) provide a framework aimed at balance between 
prevention and response and suggest current approaches ‘have proved appropriate in 
the past because they are particularly valuable for routine security tasks’. They 
suggest the ‘increasingly dynamic security environment requires more response-
oriented security in addition to the existing preventative frameworks’. Because 
organisations are increasingly connected, they have to assume that software systems 
and networks may be eventually compromised, so response through detective and 
corrective controls has become increasingly important (European Network and 
information Security Agency (ENISA) et al. 2010; Friedberg et al. 2015).  

This requires sophisticated approaches to handle information security incidents and, 
at times, this requires government or nationally and internationally focused 
approaches. Many organisations and countries have established Computer 
Emergency Response Teams (CERTs, also known as CSIRTs). In the Report of the 
Inquiry into Cyber Crime (2010, p. 71), the Australian Government relates to the 
‘Forum of Incident Response and Security Teams (FIRST)’ which is used to ‘bring 
together a variety of computer security incident response teams from government, 
commercial, and educational organisations’ aimed at fostering ‘cooperation and 
coordination in incident prevention to stimulate rapid reaction to incidents’. 

A greater focus on security incident handling in the cloud is also emerging as more 
organisations look towards the cloud for their applications. In a recent survey (Ab 
Rahman & Choo 2015, p. 55), the researchers found that ‘the adoption of cloud 
computing is significantly changing the landscape of incident handling, particularly 
between Cloud Service User (CSU) and Cloud Service Provider (CSP)’. What they 
found was that CSUs may be ‘limited in their ability to handle incidents efficiently 
on their sites because a CSP is solely (or partly) in control of the infrastructure’. 
Newer approaches will need to be developed. Senior management will need to be 
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aware that as they either outsource or deploy applications into the cloud, that a new 
approach to security incident management will need to be developed.  

In a recent study of incident management in three large organisations (Hove et al. 
2014, p. 37), one of the organisations was found to have ‘not implemented any 
specific standard or guideline for incident management, but has based their approach 
on components from the ISO/IEC 27001 and 27002 standards as well as the ITIL 
framework’. The ISO/IEC 27000 series of standards provides a significant basis for 
this current research. Incidents are not limited to deliberate or unauthorised events. It 
also includes system malfunctions. The recent Commonwealth Bank of Australia 
(Craw 2014) and National Australia Bank (Zappone 2012) disruptions in banking IT 
systems in Australia show how quickly external customers can be impacted, and how 
quickly others can be made aware of these incidents. Reporting exactly what has 
occurred when systems fail still remains a difficult aspect.  

Organisations are often reluctant to report the exact causes, particularly if they 
remain exposed to a similar incident, although legislation that requires organisations 
to report security incidents such as data breaches are emerging (Burdon, Reid & Low 
2010; Kierkegaard 2012). In a review of data breach notification laws in the EU and 
Australia (Burdon, Lane & von Nessen 2012, p. 306), the researchers concluded that 
it appears ‘the overall approach adopted by the EU is more cognisant of the 
regulatory issues at stake’. They found that these ‘involve the imposition of effective 
organisational information security measures and the relationship of adequate 
corporate information security to the societal interests’. Ultimately, senior 
management within organisations will need to understand what the impact of any 
such legislation will be on their organisation. 

There are also incidents increasingly targeted at individuals. In their Global State of 
Information Security Survey (PricewaterhouseCoopers 2013), identity theft occurring 
in relation to financial services had increased from 15% to 25% on the previous 
survey. It is possible that some of these individuals are using the same password for 
their personal access to computer sites (eBay, Gmail, shopping sites) as they do in 
their work environment. These incidents targeted at individuals are often a result of 
social engineering activities which Applegate (2009, p. 40) describes as ‘a 
methodology that allows an attacker to bypass technical controls by attacking the 
human element in an organization’. He suggests social engineering ‘often exploit the 
natural tendency people have toward trusting others who seem likeable or credible’. 
Once a personal account has been hacked, it is not difficult to locate where that 
person works, what access they may have at their organisation, and the user account 
(often a derivative of their name) used by that organisation. Awareness of these risks, 
rather than just technical controls, seems an important level of defence. 

The cause or extent of damage related to an information security incident is often 
difficult to determine. Computer forensics is seen as an emerging discipline within 
information security (Chakravarthy & Kumar 2012). Numerous tools have also been 
developed and universities are now offering courses in digital forensics. Forensics 
can assist when an incident may have gone undetected for a period of time. It can 
help determine exactly what has been done, which data may have been stolen or 
computer logon ids compromised. For example, should a system administrator’s 
account be compromised, it may be difficult to track what damage has been caused. 
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CNN.com reported (Brown et al. 2014, p. 1) that the recent Sony hacking resulted 
from hackers who ‘stole the computer credentials of a system administrator to get 
access to Sony's computer system, allowing them broad access’. Some of the 
detection monitoring may have been switched off as part of this hack. 

Interaction between law enforcement and government cyber authorities highlights an 
increased awareness of the importance of information security and the need for a 
more coordinated approach (Australian Government 2014; Davis 2012). The Sony 
hacking saw the US President passing comment that the incident was being 
‘investigated by the FBI and Justice Department’ (Brown et al. 2014). Organisations 
need to establish mechanisms to interact with these authorities, and understand under 
what circumstances this interaction should occur. These mechanisms include 
documenting escalation procedures, contact details, who approves when to call, and 
what information will be provided. It should include additional escalation processes 
within the organisation. This needs to be established in advance of an incident 
because wasting precious time during an incident may result in further damage. 

Evidence preservation and forensic techniques are also needed by organisations 
when they become aware that a system has been hacked; and the approach and 
processes should be predetermined. Sufficient literature exists (e.g. Garfinkel 2013; 
Kelly 2013) to provide senior management and law enforcement authorities with 
appropriate awareness of the importance of digital forensics. Senior management can 
provide suitable support in establishing and maintaining the relationships with the 
relevant authorities and support organisations. Below is a summary of the relevance 
awareness has for each of the three key stakeholders. 

Senior management have an important role to play in terms of promoting a culture 
where the reporting of incidents is encouraged and becomes the responsibility of 
everyone (Hove et al. 2014; Narain Singh, Gupta & Ojha 2014). According to 
ENISA (European Network and information Security Agency (ENISA) et al. 2010, 
p. 19), ‘a CERT’s responsibility needs to be clearly described and then sanctioned by 
the highest management of the organisation for which the CERT works’. Senior 
management should ensure that the procedures for reporting of incidents is 
formalised and well communicated to all employees (Hove et al. 2014). Senior 
management also forms a key link in the escalation process for incidents and are 
often relied upon to form relationships with external organisations and government 
bodies that can play a role in managing serious incidents. The management of 
security incidents is not just about resolving the incident at hand.  

Senior management need to understand and support procedures that enable the 
collection of forensic evidence that may require the prolonging of an incident in 
order to determine who the perpetrators are (Hou et al. 2013; Kelly 2013; Narayanan 
& Ashik 2012). Senior management also need to understand the potential cost of 
information security incidents. Research has shown security incidents ‘often cost 
organisations millions of dollars in losses’ (Herath & Rao 2009, p. 154). 

IT staff are often the first point of contact for the detection or reporting of 
information security incidents because most employees would see this as an IT issue. 
The CERT may reside within the IT department and they would establish processes 
and procedures for reporting, recording and managing incidents. They need to have 
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good awareness of senior management’s requirements and risk tolerance in terms of 
incident management and escalation, when to involve external authorities, and what 
to communicate to both employees and external interested parties. ENISA (European 
Network and information Security Agency (ENISA) et al. 2010, p. 21) recommend 
that the CERT has ‘a well-established and maintained mechanism for escalation’. IT 
staff need good awareness of the formality needed for managing an incident, and a 
growing need to understand how to preserve evidence of an incident in order to aid 
full detection of what was done, by whom, and how (Hou et al. 2013). 

Narayanan and Ashik (2012, p. 156) suggest that ‘after a computer system has been 
violated and an interruption has been detected, there is a need for a computer 
forensics investigation to follow’. This provides a greater insight into how long an 
organisation may have been subjected to an incident and the extent of the damage 
that has been caused. Importantly, it will help establish the root cause and assist with 
preventing a reoccurrence of the same type of incident and help to bring perpetrators 
to justice. New tools continue to be developed to assist with this work, and IT staff 
need to keep current with what tools and techniques can be applied. 

The end users’ main responsibilities relates to their need to be able to recognise an 
information security incident and to know how to report that incident and how to 
respond. They also need to understand what might reasonably lead to an incident. 

Consequence of poor awareness of Information Security Incident 
Management 
Some key consequences of poor awareness include: 

• Security incidents may take too long to get resolved. 
• Awareness of what security incidents are occurring may be incomplete and 

root cause may not be easily determined. 
• External organisations that could provide assistance with security incidents 

may not be properly engaged. 

2.3.10 Business Continuity Management 

This aspect of the ISO/IEC 27002 standard (Standards Australia/Standards New 
Zealand 2006b, p. 95) discusses how to counteract interruptions to business activities 
and protect critical business processes. Organisations in recent times have received 
various reminders as to why suitable business continuity processes and capabilities 
are so important. These reminders include a fire in Gibraltar that disrupted online 
gambling (BBC News 2014), and floods in Thailand (Zolkos 2015) causing supply 
chain issues for companies such as Honda Motor Co and Western Digital. Business 
disruption is a significant issue.  

Cyclones and hurricanes, terrorist attacks, and tsunamis have occurred with a 
sufficiently degree of regularly over the last 10 years to be no longer considered as 
something that is highly unlikely to occur, or something that only impacts other 
organisations. Stanciu, Pana et al. (2010, p. 155) suggest that disasters and adverse 
weather events can ‘severely affect the integrity and functionality of the IT systems’ 
with a resultant severe impact on organisations. In some cases organisations that 
suffer from one of these events fail to survive the event or are no longer in existence 
12 months afterwards. 
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With high reliance on information technology by organisations, senior management 
must ensure that business continuity is not just ‘an IT thing’, but that it incorporates 
all aspects of business processes that rely upon technology (Costello 2012; Thejendra 
2014). Forward planning by organisations on what they would do in terms of 
business continuity is critical to the survival of their business. Equally important, 
employees also need to play a key role in the process. This may entail having all 
information, systems, databases and spreadsheets on appropriate platforms that get 
backed up and made available during a business continuity event, or it may relate to 
staff being sufficiently trained in business continuity procedures. 

Disasters such as fire and flood also impact on suppliers of goods and services to 
organisations. There is, therefore, the need for organisations to understand the 
business continuity capabilities of their third party providers and utilities. In a case 
study focused on data centre business continuity best practice (Brotherton & Dietz 
2014), one of the cases studied was a power company that suffered a data centre 
outage. At the time (2003), it was the largest power blackout in US history and 
damage was estimated at $7-10 billion. Organisations reliant on power from that 
power company were significantly impacted. It is no use developing continuity plans 
that might rely upon mobile phones (as a contingency for fixed-line phone failure) 
when the provision of mobile phone services may also be impacted by the same 
event. Power supplies to mobile phone towers in recent Queensland floods (ABC 
News 2013) were affected, rendering the mobile phone network inoperable. 

Key to having functional business continuity plans is ongoing testing, maintenance 
and reassessment of the capability of those plans, and the risk assessments they were 
built upon. It is important that as organisations upgrade or modify their information 
systems, that their business continuity plans relying upon those information systems 
are also updated and tested. Finally, security controls may become less robust during 
a business continuity event. This may be related to physical security, or it may relate 
to a ‘just get our systems up and running and do not worry too much about the 
information security controls’ attitude. Extra effort and focus could be required, 
particularly where key staff may no longer be available. Below is a summary of the 
relevance awareness plays for each of these stakeholders. 

Senior management have a responsibility to ensure that a business continuity 
management process is implemented in order to minimize the impact on the 
organisation of a disaster and can enable recovery from loss of information assets 
(Sahebjamnia, Torabi & Mansouri 2015). In his article designed to explain a business 
continuity process to senior management, Lindstrom (2012, p. 269) developed a 
process to help explain the business continuity process because ‘senior management 
often lack awareness and understanding of their business contingency process and 
the terminology used’. He also found that this was ‘severely problematic in situations 
where normal business is interrupted by incidents or crisis’.  

Senior management are best positioned to firstly identify and prioritise critical 
business processes, including identifying all the assets involved. They also need to 
understand the impact that interruptions caused by information security incidents are 
likely to have on the business. Additionally, they also need to ensure that the 
management of business continuity is incorporated into the organisation's processes 
and structure and not just seen as an add-on exercise. 
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Often IT staff, in conjunction with key end users, play a significant role in business 
continuity management. IT staff do this using their traditional role played in IT 
Disaster Recovery management, whilst end users whose business processes are 
disrupted play a key role. Jointly, they often drive the day-to-day business continuity 
planning framework. Research focused on developing integrated business continuity 
and disaster recovery planning (Sahebjamnia, Torabi & Mansouri 2015) highlights 
the roles played by IT staff and end users, in addition to the role previously 
mentioned for senior management. Key aspects for end users include developing fall-
back procedures describing actions to be taken during a business disruption. 

Consequence of poor awareness of Business Continuity Management 
Some key consequences of poor awareness include: 

• An organisation may cease to exist following on from an inability to recover 
from a disaster. 

• Recovery activities may be more costly and take much longer if formal 
recovery plans have not been developed and tested prior to a disaster. 

• Whilst an organisation may get by after a disaster, insufficient recovery 
planning may see the organisation fail in the medium term. 

2.3.11 Compliance 

This section of the ISO/IEC 27002 standard (Standards Australia/Standards New 
Zealand 2006b, p. 100) has a focus on ensuring that information systems ‘avoid 
breaches of any law, statutory, regulatory or contractual obligation, and of any 
security requirement’. Senior management in particular need to be aware (or have the 
appetite to be aware) of legislation that may be applicable to them - nationally as 
well as internationally. Data breach legislation (Burdon, Lane & von Nessen 2012) is 
evolving both in Australia and internationally. Singapore enacted personal data 
protection legislation in 2012 (Ter 2013). IT staff need to be able to interpret those 
legislations in terms of what it means from a technical controls perspective.  

The Australian Payment Clearing Association (APCA) provide a standard for 
consumer electronic clearing system (CECS) that provides guidelines that members 
(major banks) must follow. The standard requires IT staff to interpret the 
requirements in terms of what technology should be used and how it should be 
configured. Additionally, the Australian Prudential Regulatory Authority (APRA) 
(2010, p. 3) published a prudential practice guide (PPG234) to ‘assist regulated 
institutions in the management of security risk in information and information 
technology’. This could lead to enforceable standards being released in the future. It 
provides guidance that IT staff need to be aware of. 

The Payment Card Industry Data Security Standard (PCIDSS) (2010) provides 
‘comprehensive standards and supporting materials to enhance payment card data 
security’. The US has the Gramm-Leach-Bliley Act (US Government 1999) focused 
on financial institutions and data privacy. Irrespective of which industry an 
organisation operates in, there is likely to be guidance, standards or compelling 
legislation regarding information, information systems and/or information security 
controls or techniques that need to be followed. In general, those that have an 
information security flavour are based on the standards outlined within the ISO/IEC 
27000 series of standards and described extensively in this current research. 
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Adopting the ISO standards as best practice for information security practices can 
provide organisations with an appropriate framework in terms of information 
security. Intellectual property, protection of organisational records, and privacy of 
customer personal records is an important aspect of this section of the ISO/IEC 
27002 standard as evidenced in the literature (Ghemri & Kannah 2015; Hou et al. 
2013; Rghioui et al. 2015). The Australian Privacy Act (Australian Government 
2015) and the emerging privacy principles sets guidance. As day-to-day incidents 
gain wider publicity within the media - board members, governments, shareholders 
and the general public will ask questions. These interested parties will be asking, 
‘could this also happen to my organisation’. Organisations need to be able to 
demonstrate good risk management practices, good data privacy practices (Ghemri & 
Kannah 2015), and a good process for demonstrating compliance. 

Director responsibilities for APRA-regulated institutions saw prudential standard 
CPS 220 (Australian Prudential Regulatory Authority (APRA) 2013) come into force 
on January 1, 2015. This standard holds the board ‘ultimately responsible for having 
a risk management framework in place that is appropriate to the size, business mix 
and complexity of the institution or group. The risk management framework must 
also be consistent with the institution’s strategic objectives and business plan’. Board 
directors will need to assure themselves that this is in place. 

Finally, auditing of information systems must be undertaken in order to assist with 
the overall audit of an organisation, particularly those that are publically listed 
(Byrne 2014; Kilgore et al. 2014). Often this is achieved by organisations having an 
IT audit function within their internal audit department. External auditors, as well as 
internal security functions undertaking technical compliance checking, would 
complement this. For functions that have been outsourced, there are specialist 
services that can provide this auditing of outsourced systems. Fanning (2014, p. 26) 
reports that ‘SSAE 16 was issued by the Auditing Standards Board (ASB) of the 
AICPA in 2011’. Along with the SSAE 16, there are two different levels of service 
organisation controls reports, SOC 2 and SOC 3. SOC 2 focuses on the privacy 
issues, among others, and is restricted to certain users. 

Demonstrating good compliance practices can be seen as a competitive advantage, 
particularly for information-centric organisations. The CEO of RIM Professionals 
Australasia suggests that ‘information governance is policy-based management of 
information designed to lower costs, reduce risks and ensure compliance with legal, 
regulatory standards, and/or corporate governance’ (Walker 2013). 

Below is a summary of the relevance in relation to compliance that awareness has for 
each of these stakeholders. This section of the ISO/IEC 27002 standard is made up of 
a number of different aspects that have varying levels of reliance on the different 
stakeholder groups. As such, the different aspects are shown within a table and the 
awareness key points are shown against each different aspect. 

Table 2-14 Senior management awareness of compliance aspects 

Aspect Senior management Awareness Importance for Compliance 
Compliance with legal 
requirements 
 

Senior management need a detailed understanding of their 
organisation’s obligations and seek advice on legal 
requirements from the organisation’s legal advisers, or suitably-
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Aspect Senior management Awareness Importance for Compliance 
 qualified legal practitioners.  
Compliance with security 
policies and standards, and 
technical compliance 

Senior management need to ensure that the security of 
information systems is regularly reviewed.  
 

Information systems audit 
consideration 
 
 

Senior management need to provide an open and honest 
environment to maximise the effectiveness of, and to minimise 
interference to/from, the information systems audit process. 

Table 2-15 IT staff awareness of compliance aspects 

Aspect IT staff Awareness Importance for Compliance 
Compliance with legal 
requirements 
 

IT staff would need to understand what compliance obligations 
there are for their organisation, how these would be assessed, 
how compliance would be demonstrated, and how this would be 
reported upon.  

Compliance with security 
policies and standards, and 
technical compliance 
 
 

IT staff would conduct reviews against appropriate security 
policies and the technical platforms, whilst information systems 
should be audited for compliance with applicable security 
implementation standards and documented security controls. 

Information systems audit 
consideration 

IT staff assist with protection controls that safeguard the 
integrity of, and prevent misuse of, audit tools. 

End users generally need to understand their role in providing compliance with the 
obligations as outlined by senior management. 

Consequence of poor awareness of Compliance 
Some key consequences of poor awareness include: 

• Organisations may be in breach of laws and regulations and penalised. 
• Directors and senior officers of an organisation may be held personally 

responsible for breaches of the laws and regulations. 
• Additional operational overhead may be incurred by an organisation if they 

do not have a structured approach to compliance management. 

 

2.4 Research problem theory: analytical, theoretical frameworks and 
related research issues or propositions 

The earlier part of this chapter discussed the main parent literature and theories 
covered in this thesis that underpin the theoretical framework within this research, 
including information security, situation awareness and capability measurements, 
and risk management. The next section provides a deeper examination of a number 
of particular aspects that form the basis of the Information Security Awareness 
Capability Model that has been developed in this research, including awareness 
importance, awareness capability, and awareness risk. Chapter 3 and Chapter 4 
outline how these three aspects of ISACM, awareness importance, awareness 
capability, and awareness risk, were operationalised and measured in the 
methodological approach used in this research to develop and evaluate the ISACM in 
an organisational setting. The parent literatures presented earlier in this chapter 
highlighted the current gaps that exist in relation to the measurement of the 
effectiveness of information security awareness.  
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The introduction Chapter 1 of this current research presented a proposed theoretical 
framework in Figure 1-2 that linked some of the parent literature with a number of 
specific areas that will be examined further within this chapter. This includes: 
awareness importance that falls within information security (in particular ISO/IEC 
27002) and information security awareness parent literatures.  Awareness capability 
is examined in terms of situation awareness and general capability measurements 
parent literatures. Finally, awareness risk has its basis within general risk 
management literature. Each of these detailed areas is discussed below. 

2.4.1 Awareness Importance and the ISO/IEC 27002 standard 

The ISO/IEC 27002 standard was highlighted earlier as an important anchor point for 
the implementation and management of information security in organisations. The 11 
security control clauses that make up the standard were discussed earlier in detail, 
and each of these security control clauses were analysed in terms of their specific 
relevance to awareness for each of the stakeholder groups: IT staff, senior 
management, and end users. The previous section also highlighted some of the key 
issues that could arise due to a lack of awareness by the stakeholder groups in 
relation to these 11 security control clauses. Figure 2-3 earlier clarified some of the 
key terms used within this research when referring to the ISO/IEC 27002 standard, 
including security control clauses (11 in total) and main security categories (39 in 
total). Each main security category has one control objective and one or more 
controls may be relevant in order to achieve that control objective. 

Abawajy et al. (2008, p. 473) suggest that ‘human factors such as lack of awareness’ 
and the associated lack of understanding of potential risks to the organisation ‘could 
render any secure system into insecure system’. Clearly the presence of awareness is 
important. The richness of awareness guidelines contained within the ISO/IEC 27002 
standard provides a wealth of information that, if properly captured, presented and 
categorised, could assist with the development of awareness importance ratings. By 
refining this information available in the ISO/IEC 27002 standard with the relevant 
literature, this current research has developed a mechanism for measuring awareness 
importance. This approach to measuring awareness importance is described in 
Chapter 3 Research Methodology I.  

This ISO/IEC 27002 standard includes 39 main security categories. Each of these 
main security categories contains one control objective and one or more controls that 
could be considered. Complementing these clauses, categories, control objectives, 
and controls are implementation guidance for these controls and other supporting 
information. The ISO/IEC 27002 Standard provides a substantial body of knowledge 
to assist organisations with managing their information security. With so much 
material in the ISO/IEC 27002 standard, it is not practical or necessary for all 
stakeholders to be aware of all of the information in order for an organisation to have 
a high level of information security protection. For example, end users do not need to 
understand the technical aspects of how encryption works. Being able to determine 
the importance of awareness individually for each of the three key stakeholder 
groups (IT staff, senior management, end users) for the 39 main security categories 
and their associated control objectives of the ISO/IEC 27002 standard is likely to 
enable organisations to have a more focused approach to raising awareness. Effort 
(time and money) used to raise awareness can therefore be more targeted.  
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The standard setting by the International Standards Organisation leverages many 
experts in the field of information security. It is therefore likely that consideration 
would have been given to a wide variety of opinions as part of developing the 
standard. This hopefully leads to a broadly-accepted standard that meets (or at least 
considers) the opinions of the majority of information security practitioners. 

2.4.2 Awareness Capability and Situation Awareness 

An emerging application of Situation Awareness is Cyber Situation Awareness. 
Barford et al. (2009) suggests that situation awareness for Cyber Defense consists of: 

• being aware of the current situation; 
• being aware of the impact of the attack; 
• being aware of how the situation evolves; 
• being aware of the adversary behaviour; 
• being aware of why and how the current situation is caused; 
• being aware of the quality and trustworthiness of the collective situation 

awareness information; and  
• plausible future of the current situation. 

Tadda (2008) and Salerno (2008) support Endsley (1999) in the distinction between 
situation awareness and situation assessment, suggesting SA is a ‘state of 
knowledge’ and a cognitive human characteristic; whilst situation assessment is a set 
of processes that lends itself to automated techniques. Awareness capability bridges 
these two. Having the knowledge occurs at SA level 1, whilst assessing the situation 
occurs at SA level 2. Tadda & Salerno (2010, p. 33) also discuss Measures of 
Effectiveness (MoE), describing this as ‘a decision maker’s situation awareness’.  

Although Cyber Situation Awareness has a high reliance on systems that process 
alerts and assess traffic patterns, it provides valuable insight (James et al. 2013; 
Webb et al. 2014). Tadda & Salerno (2010, p. 34) suggests ‘minimal research has 
gone into measures of effectiveness but we expect to begin researching MoE in 
general and specifically for the cyber domain very soon’. Breton & Rousseau (2003, 
pp. 18-9) relate a model of SA developed by McGuiness and Foy, which supports the 
original SA model. This current research has adapted the model (see Table 2-16 
below) to include linkages to the ISACM that will be developed in this research. 

Table 2-16 Mapping SA levels to SA function 
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Breton and Rousseau (2003, p. 19) suggest ‘one can readily recognise the three levels 
of Endsley’s model labelled here as functions’ in Table 2-16 above. Resolution is the 
decision-making process following level 3 of SA. Each higher level of SA leverages 
lower levels, although it is not necessarily a linear relationship (Endsley 2015). In 
terms of this research, and as shown below in Figure 2-4, perception is closely 
related to awareness importance, comprehension is related to awareness capability, 
and projection manifests itself as awareness risk. This mapping of the ISACM 
measurements onto the original SA model will lead to a key contribution in terms of 
providing an adapted model of SA that is applicable for information security 
awareness. An initial modification is presented below in Figure 2-4 and includes the 
awareness importance, awareness capability, and awareness risk measures mapped 
against the original model by Endsley (1995, p. 35). Aspects of SA functions shown 
in Table 2-16 are also shown in Figure 2-4. 

 
Figure 2-4 Adapted model of Situation Awareness in dynamic decision-making 
  

Perception of Elements In a Current Situation in the original SA model links to 
awareness importance; Comprehension of Current Situation links to awareness 
capability; and Projection of Future Status links to awareness risk. The three-stage 
SA model appears an appropriate one to adapt for analysing the capability of 
information security awareness. Although applications of SA to information security 
do not deal with the life or death outcomes faced by pilots (where SA originated 
from), poor decisions on information security could have significant financial 
consequences for organisations and individuals as a result of threats such as online 
fraud and identity theft. Research by PricewaterhouseCoopers 
(PriceWaterhouseCoopers 2014), the Australian Bureau of Statistics (Australian 
Bureau of Statistics (ABS) 2011) and others (Nagunwa 2014; Seda 2014) provide 
evidence of a growing trend in computer-related fraud and theft. 
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Support for the importance of SA finalises the discussion on SA (James et al. 2013; 
Webb et al. 2014; YinKarimi, et al. 2012). Breton and Rousseau (2003, p. 2) suggest 
‘an improvement in SA could lead to a reduction in costly errors’ which could 
‘enable the development of new abilities leading to high proficiencies in terms of 
planning, decision making and action’. Breton and Rousseau (2003, p. 3) provide 
support by relating how Klein (2000) presents the following importance of SA: 

! SA appears to be linked to performance; 
! Limitations in SA may result in errors; 
! SA may be related to expertise; and 
! SA is the basis of decision-making. 

Improvements in SA of information security awareness at the individual level could 
lead to improvements in information security at an organisational level. The 
combination of awareness importance and awareness capability, and how they relate 
to a risk management measure of information security awareness is now examined.  

2.4.3 Awareness Risk and the risk management standards 

This current research will derive a measure for awareness risk as being the difference 
between desired awareness (awareness importance) and demonstrated awareness 
(awareness capability). The international standard on risk management ISO/IEC 
31000 (Standards Australia/Standards New Zealand 2009a) provides guidance into 
how risks can be managed and measured. For example, Figure 2-5 from Standards 
Australia (Standards Australia/Standards New Zealand 2009b) guidelines on the risk 
management standard shows a way that the levels of risk can be calculated. 

 
Figure 2-5 Calculating level of risk 
 
Awareness importance will be used as a proxy for consequence. The higher the 
awareness importance, the more important it is to have an understanding of the 
situation. This leads to a higher consequence resulting from that situation, 
particularly if the required level of awareness importance cannot be demonstrated. 
Higher consequences result from not knowing or not doing something that is 
required. The ISO/IEC 31000 standard (Standards Australia/Standards New Zealand 
2009b) refers to consequences that ‘relate directly to objectives and arise when 
something does or does not happen’. In this research, it relates to awareness 
happening or not happening. The higher the need, then the higher the consequence. 

Awareness capability will be used as a proxy for likelihood. The lower the 
demonstrated awareness capability, the higher the likelihood that the appropriate 
information security control actions will not have been taken. The resultant square in 
the matrix then becomes the awareness risk measure. For example, in Figure 2-6 
below where awareness importance is rated 6, but awareness capability is only rated 
2, this presents a high awareness risk. Awareness capability is shown in descending 
order, reflecting increasing likelihood of controls not being demonstrated.  
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Figure 2-6 Adapted Awareness Risk matrix related to information security awareness 

Organisational risk management processes come into effect based on the awareness 
risk score. The treatment of risks will not be covered in detail in this research, 
however, the example shown in Figure 2-7 below is an approach an organisation may 
choose to take.  

 
Figure 2-7 Example of risk evaluation rule set 

Furthermore, employees demonstrating high levels of awareness capability are 
proactively managing the risks associated with a particular security category and 
security control objective. The level of risk column will be shown in the ISACM 
developed in this research as the awareness risk. Organisations could then determine 
how they will deal with that level of risk. The acceptability column for an 
organisation would describe whether a risk (particularly a low one) would be 
accepted. The urgency column would describe the timeframe, and authority column 
would determine the effective owner of the risk treatment or risk acceptance. 

2.5 Theoretical and conceptual model – ISACM 
 
In order to develop the information security awareness capability model that will be 
relevant and usable by industry participants, strong linkages to a well-established and 
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well-known framework or series of standards was required. Hence, the international 
ISO/IEC 27000 information security series of standards were chosen to provide the 
foundation for the conceptual model in this study. The initial elements of the model 
were developed mainly from the secondary data obtained from these published 
standards (in particular AS/NZS ISO/IEC 27002:2006 Information technology-
Security techniques-Code of practice for information security management), as well 
as other published security awareness guidance material, information security guides 
and assessment tools. This industry-based information security awareness literature 
was reviewed and discussed in the context of this research in Chapter 2.  

Whilst the ISO/IEC 27002 standard provides a wealth of knowledge about 
information security management best practice, the volume and detailed nature of 
this standard can overwhelm individuals in an organisation. Should every stakeholder 
be aware of every aspect within the ISO/IEC 27002 standard to ensure good 
information security? Whilst that would be beneficial, it is clearly impractical and 
unachievable. Therefore, the first part of the model needed to cater for and rate what 
was more important to each of the key stakeholder groups in organisations. Earlier, 
awareness importance was defined as being ‘how important awareness is, or how 
influential awareness is in the success of a process or control’. Awareness 
importance therefore became the first component of the ISACM (model).  

The ISACM also needed to capture how capable a person is of comprehending a 
situation they are faced with, and what actions (or controls) they should take. In other 
words, their situation awareness and their ability to perceive, comprehend and project 
the appropriate action when faced with a particular information security event. 
Hence, this research leveraged the cognitive theory of situation awareness, which is a 
three level information-processing model (perception, comprehension, projection) to 
determine an individual’s information security awareness in an organisation. For 
example, when faced with a situation such as receiving a phishing email, are they 
capable (through awareness) to understand what to do (delete without clicking any 
links or responding back) with that email. This awareness capability therefore 
became the second component of the ISACM (model).  

The third and final component of the model was the application of the performance 
gap between how important awareness is (awareness importance) compared to how 
much awareness is being demonstrated (awareness capability), resulting in the 
awareness risk component of the ISACM (model). Its derivation is shown below. 

AR = AI – AC where AI = Awareness Importance; AC = Awareness  
Capability; AR = Awareness Risk 

Where the required awareness importance is greater than the awareness capability 
being displayed, this results in a positive awareness risk score. A positive score for 
this third component results from less awareness being possessed (capability) than is 
required (importance) for that situation and presents risk for an organisation. 
Alternatively, if more awareness is possessed (capability) than the situation requires 
(importance), then a negative awareness risk score results and no such awareness risk 
exists. This does, however, have implications in terms of areas that require awareness 
to be increased (or not) within an organisation. 
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2.5.1 Elements of the ISO/IEC 27002 Standard that underpin ISACM 

The ISO/IEC 27002 Standard is a recognised authoritative source for information 
security (Information Systems Audit and Control Association [ISACA] et al. 2011; 
Ramirez 2006). Section 2.3 above provided a detailed breakdown of the standard and 
its relevance to this research. The standard is the foundation of measurement points 
for the awareness importance component of the ISACM. The 39 main security 
categories and their associated control objectives were chosen as the awareness 
importance measurement points.  

The control objectives, controls and implementation guidance provided in the 
standard for each of these 39 main security categories were analysed in terms of their 
awareness importance for each of the three key stakeholder groups. This provided the 
basis for developing the survey questions to capture information security awareness 
importance of each of these 39 main security categories for three key stakeholder 
groups. These 39 main security categories are summarised within their 11 high-level 
security control clauses as shown in Table 2-17 below. 

Table 2-17: List of security control clauses and their main security categories 

Security control clauses 
(11 in total) 

Main security categories 
(39 in total) 

1 Security Policy 1 Information security policy 
2 Organization of 
Information Security 

2 Internal organization 
3 External parties 

3 Asset Management 4 Responsibility for assets 
 5 Information classification 
4 Human Resources 
Security 

6 Prior to employment 
7 During employment 

 8 Termination or change of employment 
5 Physical and 
Environmental Security 

9 Secure areas 
10 Equipment security 

6 Communications and 
Operations Management 

11 Operational procedures & responsibilities 
12 Third party service delivery management 
13 System planning and acceptance 
14 Protection against malicious and mobile code 
15 Back-up 
16 Network security management 
17 Media handling 
18 Exchange of information 
19 Electronic commerce services 
20 Monitoring 

7 Access Control 21 Business requirement for access control 
 22 User access management 
 23 User responsibilities 
 24 Network access control 
 25 Operating system access control 
 26 Application and information access control 
 27 Mobile computing and teleworking 
8 Information Systems 
Acquisition, Development 
and Maintenance 

28 Security requirements of information systems 
29 Correct processing in applications 
30 Cryptographic controls 
31 Security of system files 
32 Security in development and support processes 
33 Technical Vulnerability Management 
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Security control clauses 
(11 in total) 

Main security categories 
(39 in total) 

9 Information Security 
Incident Management 

34 Reporting information security events and weaknesses 
35 Management of information security incidents and improvements 

10 Business Continuity 
Management 

36 Information security aspects of business continuity management 

11 Compliance 37 Compliance with legal requirements 
 38 Compliance with security policies and standards, and technical 

compliance 
 39 Information systems audit considerations 

Source: Extracted from (Standards Australia/Standards New Zealand 2006b) 

The ISACM reflects this structure and contains the 39 main security categories, 
grouped in the 11 security control clauses.  

2.5.2 Elements of Situation Awareness that underpin ISACM 

The starting point for developing the awareness capability instrument was to leverage 
insight gained from situation awareness (SA) theory (Endsley 2015; Webb et al. 
2014). Situation awareness is the awareness an individual has of a situation - their 
dynamic understanding of 'what is going on' (Endsley 1995).  Endsley defined 
situation awareness theory as a cognitive information-processing model based on 
three hierarchical levels. Situation awareness is a product of three hierarchical levels 
(1) perceptions of task-relevant elements in an environment; (2) the comprehension 
of their meaning; and (3) the projection of their status in the near future.  

A low level of situation awareness would be associated with only a perception of 
something being present. For example, a low level of situation awareness regarding 
password management might result in someone changing their password regularly 
only because ‘that's what the IT security manager has told them to do’. A higher 
level of situation awareness would be associated with greater comprehension of a 
situation. For password management, this greater comprehension would result in 
someone not only changing their passwords regularly, but also making their 
password complex and of sufficient length in order to minimize the risk of the 
password being compromised.  

And, finally, at the optimal level of situation awareness, the individual would be able 
to project what may result from a situation. For example, the use of the same 
password for personal and work-related user accounts may result in a broad 
compromise of that person’s identity at a personal and professional level should their 
password become known to a hacker. 

Situation awareness is a cognitive information processing theory, which explains the 
information processing approach that will be taken by an individual in a situation 
depending on their level of perception, comprehension and projection of that 
situation (Endsley 2015; Howard & Cambria 2013; Webb et al. 2014). The ability of 
an individual to respond appropriately to a situation will be determined by their 
ability to perceive and comprehend a situation and then project the status of the 
situation in the future and act accordingly. Situation awareness is based on a three-
level information-processing model that views situation awareness as a product of 
the levels of perception, comprehension and projection that one, two or all three may 
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exist in varying degrees within an individual at a point in time. The three levels of 
situation awareness are hierarchical and are progressively dependent on each 
previous level. For instance, projection generally cannot exist without 
comprehension, which cannot exist without perception. 

The cognitive theory of situation awareness informs the methodological approach to 
measuring the situation awareness of specific events. By measuring an individual's 
perception of the elements of a situation, comprehension of those elements and their 
ability to project the status of the situation in the near future and act appropriately, 
the situation awareness capability of an individual in an organisation can be captured 
in relation to a specific event. If an individual has poor perception of a situation then 
it is unlikely that they can comprehend what is the meaning of the elements of a 
situation; and even less likely that they would be able to project the status of a 
situation in the near future and act appropriately. This approach when applied to 
information security will allow the measurement of the awareness capability of 
individuals such as end users in organisations and then cross-reference this against 
the benchmark of information security awareness importance ratings provided by 
information security industry experts. Then it can be determined if there is an 
information security awareness gap and potential awareness risk to an organisation in 
relation to a specific information security category and control objective. 

In order to develop this approach to measuring information security awareness 
capability, this research drew upon an existing measurement tool for situation 
awareness, the Saliant model shown below in Figure 2-8.  

 

Figure 2-8 Combined SALIANT model influencing Awareness Capability 

The Saliant model uses a range of actions (24 rating items) that people will take in 
relation to an event and associated tasks. These rating items could then be 
categorised into the SA generic behaviours such as Recognised Problem, 
Demonstrated knowledge of tasks, etc. In turn, these behaviours could be categorised 
into the SA functions or levels of perception, comprehension, or projection.  
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For this current research, a range of tests (via questions) could be developed to 
mimic the approach taken in Saliant so that the responses could demonstrate whether 
certain SA behaviours were being met, and these could then be mapped to the three 
SA functions (perception, comprehension, projection). Figure 2-8 above is an 
adaptation of this Saliant model. It shows observation categories (Saliant Rating 
Items) and Generic Behaviour Indicators that could be used for rating how 
stakeholders behave. The adaptation below (Adapted from Breton & Rousseau 2003, 
p. 46 drawn from Fink & Major) shows what likely links to the original SA levels 
could look like, as well as how they could be mapped to the SA functions.  

This research investigated whether it was valid to have a single Saliant tool that 
could be applied to all of the ISO/IEC 27002 control objectives so that it could 
provide a consistent measure of information security awareness capability. The result 
of this investigation is detailed further in section 4.3.1. That section describes how 
the awareness capability instrument was developed and describes the challenges that 
would have been faced by using a single Saliant measurement tool, and why this 
research opted for developing a new awareness capability instrument.  

An excerpt of the overall ISACM model is shown below in Figure 2-9. It 
demonstrates how the results of the assessment of information security awareness 
importance and awareness capability across an organisation can be interpreted in 
terms of performance gaps (awareness risk) for specific security categories. It shows 
the combination of the various components. For example, Security policy is one of 
the 11 security control clauses and contains one of the 39 main security categories, 
being Information security policy. Similarly, Organization of information security is 
another of the 11 security control clauses, however it contains two of the 39 main 
security categories: Internal organization and External parties. The final example 
shown is Asset management and it contains Responsibility for assets, as well as 
Information classification.  

 
Figure 2-9: Demonstration of the results from assessment of awareness importance, capability and risk 
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The model will allow organisations to identify and subsequently target areas 
requiring improvement in awareness by identifying performance gaps (potential 
awareness risks) in current levels of awareness in an organisation’s workforce. The 
linkage to the ISO/IEC 27002 standard will allow organisations to reference the 
guidance material in the standard, helping them understand what controls are 
available to assist them, and how these controls can be implemented. 

2.6 Conclusion 

In summary, there is a substantial amount of literature that describes what to include 
in security awareness programs. The literature describes how to conduct education 
and training to improve information security awareness, and why awareness is 
important. The literature also provides some guidance on how to undertake the 
measurement of success of the awareness programs.  There is, however, only 
minimal literature describing frameworks for measuring the importance and 
capability of information security awareness. Addressing this limitation and gap in 
the current literature is a prime motivator for conducting this current research, which 
will draw from the key literature streams discussed above to develop and evaluate an 
IS artefact - Information Security Awareness Capability Model (ISACM) - that will 
provide an informed understanding on how organisations can proactively address this 
problem of information security awareness capability and reduce the associated 
information security awareness risks to the organisation to an acceptable level. 

This chapter has also provided an insight into the major parent theories including 
information security, situation awareness and capability measurements, and risk 
management. Information security was covered in great detail, firstly because it is 
the primary basis for this research and integral to information security awareness, 
and, secondly, there was extensive coverage of what makes up the major information 
security international standard, the ISO/IEC 27000 series. In particular, the ISO/IEC 
27002 standard provides significant insight into what organisations should be doing 
in terms of information security. It therefore provides a substantial basis and 
guidance for examining information security awareness in greater detail. 

There was extensive coverage of the existing literature in relation to information 
security awareness. The focus of coverage in this chapter was to highlight the 
extensive amount of material available to organisations in terms of what could be 
covered in an awareness program. Different aspects of awareness were highlighted 
and the benefits to organisations were discussed. The aspect of measuring the 
effectiveness of awareness education and training programs was also discussed. This 
forms a key part of this research in terms of how information security awareness can 
be measured. The coverage in this chapter highlighted there are gaps in the existing 
literature in how the effectiveness of security awareness programs is measured.  

This leads onto the next major parent theory of situation awareness. This field of 
study presents theories on the different levels of situation awareness, and how 
perceptions of what is around us (including information) can help us to predict what 
might occur in the future. Although these theories were initially developed within the 
military air force, the science of SA is now being successfully applied to a number of 
other fields. This current research uses situation awareness as a theoretical lens to 
understand how awareness can be gained and applied to determine an outcome in the 
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context of information security management in an organisation. Some measurement 
mechanisms were also discussed in this chapter. 

The chapter was completed with a discussion on theories associated with capability 
measures, as well as risk management. These two areas play a role in this research in 
terms of approaches to use to measure awareness capability and being able to 
develop a measurement for awareness risk. These measures are covered in greater 
detail in the Research Methodology chapters (Chapters 3 and 4) and form part of the 
Information Security Awareness Capability Model (ISACM).  
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3.0 Methodology I 

3.1 Introduction 

The purpose of this chapter is to describe and justify the overall research 
methodology used in this PhD research, including the research paradigm adopted by 
the researcher which guided the methodological approach and specific research 
design employed in this thesis. This chapter provides an overview of the overall 
research design, and specifically covers the research design for phase 1. The next 
chapter (Chapter 4) covers the research design for phase 2. Figure 3-1 below outlines 
the structure of this chapter. 

 
Figure 3-1 Structure of Chapter 3 

Firstly, an appropriate research paradigm for the thesis is determined and justified. 
Secondly, the thesis overall research methodology is described and justified. Thirdly, 
the research design and procedures for phase 1 are described, including the approach 
of using a survey in phase 1. The instrument used to collect data in phase 1 is also 
described and, finally, the chapter concludes with a brief summary. 

3.2 Justification for the research paradigm 
 
Although there are a variety of definitions for the word ‘paradigm’, one that captures 
the essence of the word is ‘a philosophical and theoretical framework of a scientific 
school or discipline within which theories, laws, and generalizations and the 
experiments performed in support of them are formulated’ (Merriam-Webster 
Dictionary 2015a). Thus, the research paradigm used reflects the philosophical and 
theoretical framework of the discipline in which this research has been undertaken.  

3.9 Conclusion 

3.8 Data analysis procedures for phase 1 Survey 

3.7 Survey Administration 

3.6 Survey Development - Awareness Importance component 

3.5 Survey Population Phase 1 - Awareness Importance component 

3.4 Phase 1 - Developing the Awareness Importance component 

3.3 Justification for the research methodology 

3.2 Justification for the research paradigm 

3.1 Introduction 
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A paradigm consists of a number of components: ontology, epistemology, 
methodology, and methods (Scotland 2012, p. 9). Scotland suggests ontology is 
concerned with reality (what is). Researchers ‘need to take a position regarding their 
perceptions of how things really are and how things really work’. Epistemology is 
concerned with the nature and form of knowledge (what it means to know). 
Researchers must ask the question ‘ what is the nature of the relationship between the 
would-be knower and what can be known’(Guba & Lincoln 1994, p. 108). 
Methodology is ‘concerned with why, what, from where, when and how data is 
collected and analysed’ (Scotland 2012, p. 9).  Researchers must ask ‘how can I go 
about finding out whatever I believe can be known’ (Guba & Lincoln 1994, p. 108). 
And finally methods are the techniques and procedures used to collect and analyse 
data. 

Guba and Lincoln (1994, p. 109) summarise in Table 3-1 below how the aspects of 
ontology, epistemology and methodology can be compared across a number of 
research paradigms. 

Table 3-1 Basic beliefs in inquiry paradigms 

Item Positivism Postpositivism Critical Theory Constructivism 
Ontology naive realism- 

"real" reality 
but 
apprehendable 

critical realism- 
"real" reality but 
only imperfectly 
and 
probabilistically 
apprehendable 

historical realism- 
virtual reality shaped 
by social, political, 
cultural, economic, 
ethnic, and gender 
values; crystallized 
over time 

relativism-local and 
specific constructed 
realities 

Epistemology dualist/objectivi
st; findings true 

modified dualist/ 
objectivist; critical 
tradition/communi
ty; findings 
probably true 

transactional/ 
subjectivist; value- 
mediated findings 

transactional/ 
subjectivist; created 
findings 

Methodology Experimental/ 
manipulative; 
verification of 
hypotheses; 
chiefly 
quantitative 
methods 

modified 
experimental/ 
manipulative; 
critical 
multiplism; 
falsification of 
hypotheses; may 
include qualitative 
methods 

dialogic/dialectical hermeneutical/diale
ctical 

Additionally, Tronvoll et al. (2011) categorise research paradigms as belonging to 
one of three primary types. These are qualitative, quantitative, and mixed - as well as 
a number of variants of these three. Others, such as Burke (2007), attempt to look at 
research approaches that will help information managers in the current networked 
and digitised age. Burke (2007) describes the paradigms more in terms of social 
theory frameworks and includes paradigms such as radical humanist (critical social), 
radical structuralist (post-modernist), functionalist (positivist), and interpretive 
views. Below in Table 3-2 is a summary of how Burke (2007, pp. 480-81) describes 
the key attributes of these paradigms. 

 



Chapter 3 Methodology I  

 
  83 

Table 3-2 Summary of research paradigms 

Paradigm Aim 
Radical humanist  
(Critical social) 

This aims to look beyond what is present, often looking to the past to discover 
the strong influences. This approach can assist with recognising reality in an 
objective way. 

Radical structuralist 
(Post-modernist) 

A post-modernist would take issue with the fact that results are presented in a 
detached way and would want the researcher’s experience to be part of the 
final results. 

Functionalist 
(Positivist) 

The positivist approach to research can be defined as an approach where facts 
are clearly defined and results are measurable. 

Interpretive At its most basic level, the interpretive approach allows for discussion and 
questioning of assumptions. 

 
Neuman (2006, pp. 86-87) suggests that a researcher adopting a positivist approach 
‘begins with a cause-effect relationship’ and that this is logically derived ‘from a 
possible causal law in general’. These abstract ideas are then linked to precise 
measurements. Another key aspect of the positivist approach is that the researcher 
‘remains detached, neutral, and objective’ whilst measuring and examining evidence. 
Neuman (2006) recalls how objectivism (seen as a strong form of positivism) 
evolved in the 1920s and developed a rigor that ‘created careful measures of external 
behaviour of individuals to produce quantitative data that could be subjected to 
statistical analysis’.  

This rigor is similar to the approach that has been applied to this current research. 
Other attributes of positivism are also displayed in this current research, including 
attempts to discover ‘laws’ (the greater the awareness the more likely a control will 
be effective), as well as explanations of the results that will allow for this research to 
be replicated by other researchers. Overall based on the philosophical assumptions of 
this study in relation to ontology, epistemology and methodology, the functional 
positivism paradigm best fits the philosophical beliefs of this researcher. A 
quantitative approach using online surveys was an appropriate research method for 
this study. 

3.3 Justification for the research methodology 
 
This research investigated the following research questions which, in turn, 
determined the methodological approach adopted: 

RQ1. What is the appropriate level of awareness importance of the main controls 
of the ISO/IEC 27002 Information Security Standard in terms of three 
stakeholder groups (IT staff, senior management, end users)? 

RQ2. How can the awareness capability of these three stakeholder groups be 
measured, based on situation awareness theory? 

RQ3. How can resultant awareness risk evidenced from insufficient awareness 
capability (in comparison to awareness importance) be combined into a 
risk management model that will assist organisations in measuring and 
managing information security awareness risk? 
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The methodology chosen used secondary data analysis as a mechanism for 
developing an initial model. Thirty-nine high level main security categories 
identified by well-established best practices in the ISO/IEC 27002 Information 
Security standards form the basis of the model.  Each of these main security 
categories contains one control objective and one or more controls that can be 
applied to achieve the control objective. These security categories and control 
objectives provide the basis for measuring information security awareness in 
organisations and identifying performance gaps between the actual levels of 
information security awareness and the desirable levels of information security 
awareness. By identifying performance gaps in information security awareness, 
organisations can identify potential risks that exist where information security 
awareness capability of employees is less than what it should be. 

The limitations of the methodology applied in this research have been included in 
Section 7.4 on page 190. 

3.3.1 The use of surveys 

Surveys were the method used for data collection in this research and used to seek 
support for the first component of the Information Security Awareness Capability 
Model (ISACM), awareness importance, with industry experts. This involved rating 
awareness importance for each of the 39 main security categories and their 
associated control objectives.  The second component of the model leveraged both 
the results from the first survey and secondary data analysis for the design of the 
second survey to measure the second component of the ISACM, information security 
awareness capability of employees. 

Yin (2003, pp. 28-33) suggests surveys are beneficial when research is attempting to 
understand a ‘what’ question. Bhattacherjee (2012, p. 73) believes surveys can be 
used ‘for descriptive, exploratory or explanatory research’. This current research is a 
mixture of these types of research. Bhattacherjee (2012) suggests it is suited when 
the unit of analysis is an individual person. For this current research the unit of 
analysis for phase 1 is the three stakeholder groups (IT staff, senior management, and 
end users) in terms of desired awareness importance. The unit of analysis for phase 2 
of this research is the end user stakeholder group.  

Surveys are beneficial in comparison to other alternative methods, particularly when 
trying to measure the unobservable data (such as people’s preferences) 
(Bhattacherjee 2012, p. 73). It is also useful when capturing factual information 
(such as job role or years of experience). Because of the remote nature of collecting 
data from people that could not be economically directly observed, survey techniques 
are also very suitable (Pedersen & Nielsen 2014). The relative unobtrusive nature of 
the survey (people are not compelled to complete it, and the results are kept 
anonymous), and the electronic completion and capturing of survey responses also 
makes it an appropriate method for data collection and analysis (de Leeuw 2012). 

3.3.2 Two-phased research approach 

The development and evaluation of the ISACM was conducted in two phases. Figure 
3-2 below provides a snapshot of the overall phases of this research. 
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Figure 3-2: Summary of Research Design Phases 1 and 2 

Phase 1 of the research was the development of the structure of the overall ISACM 
that provided the key measures for this research. These key measures are awareness 
importance, awareness capability and awareness risk. Phase 1 of this research was 
used to survey information security, IT risk and IT audit professionals to seek their 
ratings of awareness importance. The results from phase 1, and in particular the main 
security categories and control objectives that rated highest for awareness importance 
for the end user stakeholder group, informed the design of an instrument developed 
in phase 2 to measure information security awareness capability for a specific 
stakeholder group - end users. These two measures, awareness importance and 
awareness capability, which were captured in phase 1 and phase 2 surveys, then 
enabled the identification of performance gaps in information security awareness 
capability in organisations and the associated information security awareness risks 
that may exist.  

Phase 2 utilised the results of phase 1 to identify main security categories and their 
associated control objectives for which questions were to be developed for the 
second survey. The ISACM (model) can cater for presenting every control in the 
ISO/IEC 27002 standard and testing for awareness capability; however, those being 
surveyed would not be receptive to being questioned on aspects that may have little 
relevance or importance for their particular stakeholder group. Such an approach 
would also lead to a very lengthy survey. In order to demonstrate the feasibility of 
the ISACM, this research focused on the measurement of awareness capability for a 
single stakeholder group, that of end users.  
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The second survey was developed to assess the end user stakeholder group on their 
awareness capability of the top 10 main security categories and their associated 
control objectives that have a higher level of awareness importance (as determined 
during the first phase of the data collection) than others. This allowed for the 
demonstration of the robustness of the ISACM for one stakeholder group – end 
users. This was then tested with two separate population groups. The first was the 
general population group who were derived from a survey panel, constructed for this 
research, of end users who were employed across a range of industry groups, and 
utilising computing technology as part of their employment. The second specific 
population were staff at an Australian university. 

The model was tested for a selected stakeholder group, end users, and provides 
organisations with a robust approach that can be used across their whole organisation 
and for all stakeholder groups. In terms of the overall research questions (RQ1, RQ2, 
and RQ3), Table 3-3 and Table 3-4 below provide a high-level outline of the steps 
undertaken in addressing each research question. The full details of the steps 
undertaken for phase 1 and phase 2 are provided in this Chapter 3, as well as in 
Chapter 4. 

Table 3-3: High-level steps for phase one – Develop Awareness Importance survey instrument and seek 
ratings for each ISO/IEC 27002 control objective based on expert knowledge and experience (RQ1) 

What was done How this was done 
Extensive review of ISO/IEC 
27002 standard and relevant 
information security and 
information security awareness 
literature. 

Identifying aspects of the ISO/IEC 27002 control 
objectives that influence the importance factor in 
terms of awareness did this.  This also fed into later 
steps (awareness capability), as these are the factors 
that need to be demonstrated. 

Develop the survey instrument for 
phase 1 survey. 

Researching each of the 39 main security categories 
and their associated control objectives, and 
constructing questions that could assess the 
importance that awareness has on the success of the 
control objectives. 
 
Conducted pre-testing of the survey with information 
security, IT risk and IT Audit professionals 
knowledgeable about information security. 

Administer the survey for the first 
component of the ISACM to 
obtain industry expert opinions as 
to how they would rate awareness 
importance. 

Provide survey to information security experts and 
practitioners via Australian Information Security 
Association (AISA), as well as to international 
information security, IT risk and IT audit 
professionals via LinkedIn to solicit their ratings for 
awareness importance.  

Analyse the results of the phase 1 
data collection and calculate 
Awareness Importance. (RQ1) 

The data collected was analysed using SPSS. Results 
from the first survey were used to determine which 
areas would be examined in phase 2.  

 
The following Table 3-4 is a high-level outline of the steps involved in phase 2.  
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Table 3-4: High-level steps for phase two – Develop a measurement instrument for Awareness Capability 
(RQ2) and Awareness Risk (RQ3) 

What was done How this was done 
Leverage the insights from SA 
theory and, in particular, the 
Saliant instrument in the context 
of information security awareness 
in order to measure the level of 
awareness being demonstrated. 

The Saliant model (Muñiz et al. 1998) was examined 
to determine whether it could be adapted for this 
research. Whilst not fully applicable, the approach 
helped to inform this research. 

Determine the appropriate areas 
for developing the initial 
scenarios. 

Using the results of the phase 1 data collection, this 
research identified the top 10 rated awareness 
importance responses across the 11 security control 
clauses and 39 main security categories. This was 
undertaken for the end user stakeholder group.  

Develop scenarios for the top ten 
rated ISO/IEC 27002 main 
security categories control 
objectives as captured in the 
awareness importance scores of 
phase 1 survey for end users. 

Based on the top 10, scenario questions were 
developed (three parts for each of the 10 questions), 
with each part representing situation awareness style 
Level 1, 2 and 3 complexities. 

Develop second Survey to 
measure Awareness Capability. 

The survey structure presented three parts per 
question. Each part requires increasingly more 
awareness than the previous and is designed to 
simulate escalating levels of SA. The results provide 
an indication of whether the respondent displays 
Level 1, 2 or 3 Situation Awareness. 

Administer the second survey  The survey was provided to two distinct population 
groups. The first was the baseline population via a 
panel of generic end users employed across a range 
of industries using information technology in their 
work. The second was the specific population of staff 
at an Australian university. 

Analyse the results of the phase 2 
data collection and calculate 
Awareness Capability. (RQ2) 

The data collected was analysed using SPSS. Chapter 
5 discusses the analysis of the results.  

Develop a measurement for 
Awareness Risk. (RQ3) 

 

Develop an Awareness Risk 
matrix. 

Use risk management approach to develop a suitable 
rating mechanism. Discussed further in Chapter 4. 

Finalise the ISACM model  
 

3.4 Phase 1 - Developing the Awareness Importance component 

The starting point for developing the awareness importance component was 
assessing the information provided in the AS/NZS ISO/IEC 27002:2006 Information 
technology-Security techniques-Code of practice for information security 
management. This structure was illustrated earlier in Figure 2-3 on page 35. This 
ISO/IEC 27002 standard includes a significant amount of guidance information in 
terms of how to implement and manage security controls in an organisation. It is this 
guidance information that provides detailed insight of what will assist with achieving 
the main security categories control objectives. 
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Figure 3-3 below shows an example from the ISO/IEC 27002 standard for: 
Organisation of Information Security, security control clause: 2, security category: 
Internal Organisation, and control: Confidentiality agreements.  

 
Figure 3-3 Example ISO/IEC 27002 guidance material 

Much of this guidance is in the form of ‘the following should be considered’, or ‘the 
following should take place’, or ‘should take account of’. The example above 
describes what should be considered for inclusion in a confidentiality agreement. 
Clauses that detail what happens when an agreement is terminated, responsibilities, 
and the right to audit are important aspects for an organisation to include within a 
confidentiality agreement. Awareness of what should be considered, or put in place, 
or taken account of helps organisations with achieving these control objectives. This 
approach became the foundation on which the awareness importance measure has 
been developed for the ISACM. 

3.5 Survey Population Phase 1 – Awareness Importance component 

The target population for this component of the research were people with significant 
industry experience (5–10 years +) in the closely related fields of information 
security, IT auditing, and IT risk management. The online survey was targeted at the 
membership of Australian Information Security Association (AISA) with more than 
2,000 members, and a number of special interest groups from the social networking 
site LinkedIn, including Information Security Group ISO/IEC 27000, Certified 
Information Systems Auditors, Certified Information Security Managers, Information 
Security Community, Institute of Information Security Professionals, and Perth 
Security Professionals.  

These specific industry and special interest groups were considered to be the most 
appropriate people to answer the online survey given that many of the membership of 
these groups have significant industry experience and knowledge of information 
security, IT auditing and IT risk management around which the ISO/IEC 27002 
standard is framed.  
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The phase 1 awareness importance online survey was distributed via a URL link in 
the AISA newsletter, which is sent out to its membership. A posting on the LinkedIn 
Special Interest groups targeted by the phase 1 awareness importance online survey 
contained an invitation to participate in phase 1 of this research and a URL link to 
the online survey. Because of the anonymous nature of the survey, and the fact that 
the online survey was distributed to a number of industry and special interest groups 
as outlined previously, it was not possible to calculate a response rate. 

The purpose of the online survey was to establish an initial baseline of awareness 
importance for each of the 39 main security categories and associated control 
objectives in the ISO/IEC 27002 based on the expert opinions of practitioners 
knowledgeable in the field of information security. The demographics of the survey 
respondents who completed the phase 1 online survey (see Chapter 5 Data Analysis, 
Section 5.2 Descriptive Statistics - Phase 1 Survey) would indicate that this was 
achieved. 

3.6 Survey Development – Awareness Importance component 

The survey questionnaire was developed in a number of stages, which are described 
in greater detail below. These steps included: 

• ISO/IEC 27002 standard in relation to each of the 39 main security 
categories, associated control objective, controls and implementation 
guidance was analysed and used to construct a high level awareness 
importance rating question which captured the essence for each of the 39 
main security categories; 

• A pre-test to verify the appropriateness of each survey question; 
• The survey questionnaire was designed; 
• The survey questionnaire was pilot tested; and 
• The survey questionnaire was given a final proof prior to link distribution. 

3.6.1 Pre-test to verify the appropriateness of each survey question 

Pre-testing of a survey allows for sense checking of the wording and structure of the 
questions being asked. Whilst a question may appear to be very clear to the author, 
obtaining opinions from others provides a valuable review mechanism and can 
improve the face validity of the awareness importance survey instrument. Once the 
development of the questions measuring awareness importance had progressed 
sufficiently, they were distributed to a number of information security professionals, 
as well as a number of academics who were collectively knowledgeable about 
information security and survey design. This process was used to solicit comments to 
improve the face validity and content validity of the proposed survey questions. 
Subsequent feedback received from these information security professionals and 
academics resulted in some changes to the wording of a number of the questions. 

3.6.2 Survey Questionnaire design 

The survey questionnaire design was informed by established guidelines regarding 
survey layout and structure (Dillman 2000; Lefever, Dal & Matthíasdóttir 2007; Van 
Selm & Jankowski 2006). The layout, presentation and format of the survey 
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questionnaire for this research were designed by incorporating the following 
principles: 

• Ensuring individual questions and statements would be easy to understand; 
• Providing adequate information to the respondents in order to allow them to 

complete the survey; and 
• Grouping questions and answers in a logical sequence to aid in the 

completion of the survey. 

3.6.2.1 Survey Questionnaire layout 

Cover page. In the opening frame of the survey, details were provided of the 
purpose of the survey, as well as clarification of the three stakeholder groups that 
survey participants were asked to provide ratings about. An option to see further 
details as to the development of the awareness importance measure was provided. 

Demographic information. With the survey aimed at information security, IT audit 
and IT risk professionals, it was important to obtain the level of expertise the 
respondents possessed. It was also important to see which stakeholder group the 
survey participant associated with. Although the stakeholder definition of IT staff 
included information security staff, there was a need to verify this with the survey 
participant. Also, for those who identified themselves as IT staff, the specific IT job 
field they most associated with was obtained. This information would allow for 
further categorisation of the survey result data based on the profile of the survey 
respondents. Chapter 5 includes the results analysis.  

The body of the questionnaire. Designing the 39 questions that measured 
awareness importance for each of the 39 main security categories in the ISO/IEC 
27002 standard was the next task. Feedback received when pre-testing the survey 
was that the survey was too long. Initially, the research was looking at the feasibility 
of constructing questions for each of the controls that were supporting the 39 control 
objectives in the ISO/IEC 27002 standard, but this would have resulted in a 
questionnaire of many hundreds of questions. Presenting 39 questions (with three 
answers required per question for each of the stakeholder groups) was required in 
order to adequately cover key elements of the ISO/IEC 27002 standard whilst 
ensuring that the survey was not too long and onerous. Although there is a 
widespread view that long surveys should be avoided, de Vaus (2002, p 112) 
suggests there is ‘little research that supports this as a common sense assumption’. 

The back cover. The back cover was kept simple and it invited respondents to make 
additional comments and feedback about the questionnaire. 

3.6.2.2 Considerations to increase response rate of the survey 

De Vaus (2002, p. 127) suggests that to maximise response rates in Internet surveys 
the researcher/s should ‘get the survey to the selected population in a way that makes 
people want to respond’.  With the survey targeting AISA members, approval and 
support of the AISA executive was obtained. The members of AISA were presented 
with a link to the survey by an email sent out to them by the various AISA State 
chapters encouraging participation. It also meant that the members would be 
receiving the invitation through their normal communications with AISA, rather than 
through an anonymous email from someone they may not know or trust. 
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To achieve reasonable response rates, De Vaus (2002) suggests a follow-up of non-
responders be conducted. Because the survey was anonymous it was not possible to 
just target the non-responders, however, the survey link was reposted numerous 
times through the AISA LinkedIn group. De Vaus (2002) advises that to ensure 
quality in Internet surveys one should ‘know the characteristics of the population the 
sample is meant to represent’. By using AISA members, this was correctly aligned 
with the target population of information security professionals.  Information security 
special interest groups on LinkedIn were also targeted for this survey. This provided 
access to those professionals who have joined these groups in order to collaborate on 
their topics of interest. The LinkedIn special interest groups targeted for this research 
were: Information Security Group ISO/IEC 27000, Institute of Information Security 
Professionals Certified Information Systems Auditors, Certified Information Security 
Managers, Information Security Community, and Perth Security Professionals.  

Other advice from De Vaus (2002) suggests that responses are improved from 
‘anonymous and secure’ surveys. This is particularly important when surveying 
information security professionals. In the survey it was emphasised that the survey is 
anonymous and no personally identifiable information was sought. Additionally, De 
Vaus (2002) suggests ‘careful use of skips and piping’, ‘requiring an answer before 
proceeding’ and the ‘use of a specially designed internet survey package’. The use of 
the Qualtrics online survey tool enabled this capability and simplified the process of 
building the questionnaire, distributing it, and retrieving the survey response data.   

3.6.2.3 Survey Questionnaire content 

To illustrate how the questions developed for the phase 1 survey were derived from 
the ISO/IEC 27002 standard, and to further illustrate the terminology used within this 
standard and in this research, a breakdown of the structure of the standard is provided 
below in Figure 3-4. The ISO/IEC 27002 standard includes: 

• 11 security control clauses 
• 39 main security categories 

o each main security category contains: 
! a control objective 
! one or more controls 
! implementation guidance 
! additional information 

 
Figure 3-4 Example ISO/IEC 27002 Standard 
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To illustrate the linkage between material contained within the standard and the 
survey questions that were developed, an example showing the question developed 
for the control objective shown above in Figure 3-4 was: 
How aware of formalising operational procedures and responsibilities, do the stakeholder groups 
need to be, so that the correct and secure operation of information processing facilities is managed? 

As shown above, the text in the survey question has been significantly reduced from 
the material provided within the standard without losing the key aspects of the 
control objective. This approach was applied to the construction of all 39 survey 
questions. These questions were!used!to!capture the information security awareness 
importance rating for each of the 39 main security categories and their associated 
control objectives in the ISO/IEC 27002 standard. The full set of the 39 survey 
questions that were developed is included within Appendix A. To assist respondents 
with the completion of the survey, each of the 39 questions were constructed in a 
standard format in order to maintain a consistent approach. These questions began 
with the phrase, ‘How aware….’; and then included content that was specific to that 
particular control objective.   

3.6.2.4 Scale used for the survey questions 

Figure 3-5 below shows the sliding scale used for all 39 questions. A 7-point scale 
was chosen and descriptive text ranging from Not at all aware (scores of 1 or 2), 
through to Moderately aware (a score of 4), finally through to Extremely aware 
(scores of 6 or 7). Joshi et al. (2015, p. 398) argue that ‘the 7 point scale is better than 
a 5 point scale and provides more varieties of options which in turn increase the 
probability of meeting the objective reality of people’. They also argue that this scale 
‘reveals more description about the motif and thus appeals practically to the ‘faculty 
of reason’ of the participants’. 

 
Figure 3-5 Scale used for phase 1 Survey 
 

3.6.2.5 Coding questions in Qualtrics 

Qualtrics (online survey tool) was used to develop and administer the online survey 
(Qualtrics Labs Inc). All questions were numbered within Qualtrics with 
instructional questions (i.e. do you want to see more information) and demographical 
questions (i.e. stakeholder experience) were coded using roman numerals. For each 
of the 39 primary questions, these were prefixed Qxx_yy where xx was the primary 
question number and yy is the stakeholder group response. IT staff was the first 
stakeholder for each question, senior management the second and end users the third. 
Table 3-5 below provides an example of how the results were extracted from the 
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Qualtrics tool. For example, for Question 1 and stakeholder senior management, the 
response is collected under Q1_2. This allowed the Qualtrics tool to automatically 
code the responses. The Qualtrics tool provided an extraction facility that allowed 
this data to be downloaded into a SPSS file format ready for data analysis in SPSS. 

Table 3-5 Extract of survey responses 

Question # Extracted Text labels from Qualtrics 
i Information Security Awareness Survey / / Information Security Awareness 

Capability Mode... 
ii If you would like to see additional information about the ethics clearance for this 

survey, includin... 
iii Participants Information Sheet /  /   /  /  HREC Approval Number: H12REA163 /   /  

Full Project Title: Developme... 
iv If you would like to see additional information about my research or how I have been 

developing the... 
v How have I developed a measure for Awareness Importance? /   /    /   /   A key 

component of my model is a m... 
vi Stakeholder Experience and Role Information:  /   / To assist with categorising 

responses, please select... 
vii Please select which Stakeholder group you most associate yourself with? 
Q1_1 SECURITY POLICY: /  /    /  /    /  /  How aware of information security policies, do 

the stakeholder groups nee...-IT Staff 
Q1_2 SECURITY POLICY: /  /    /  /    /  /  How aware of information security policies, do 

the stakeholder groups nee...-Senior Management 
Q1_3 SECURITY POLICY: /  /    /  /    /  /  How aware of information security policies, do 

the stakeholder groups nee...-End Users 
 
3.6.3 Pilot testing the survey questionnaire 

The purpose of conducting the pilot test was to fine-tune the survey questionnaire 
with feedback from experienced information security professionals, as these were the 
targeted respondents for the survey. It also provided an opportunity to ensure that 
there were no grammatical errors, that the survey tool functioned correctly, and that 
data could be successfully retrieved from the survey tool. The participants in the pilot 
test indicated that there were no problems with the survey. Some minor amendments 
to the wording of the survey questionnaire were made to improve the understanding 
and readability of the survey questionnaire. 

3.6.4 Final survey questionnaire steps prior to survey launch 

The research and survey received ethical clearance from the University of Southern 
Queensland (USQ) Ethics Committee (H12REA163). Participants were informed this 
survey had ethical clearance from USQ and that the survey was anonymous. The 
researcher also outlined some of the benefits that participants may gain from 
participation in the survey and pointed out there was minimal risk to participants 
other than the time imposition in completing the survey.  

3.7 Survey Administration 

The use of an online survey tool was chosen as this enabled easy distribution of the 
survey via the Internet. This also allowed for distribution across all parts of Australia, 
as well as Internationally, and it allowed respondents to easily remain anonymous. 
The survey for this research was built using a tool called Qualtrics (Qualtrics Labs 
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Inc). Similar to many of the current online survey tools, this allowed for quick 
development of the survey; allowed for the use of various techniques to obtain a 
response (extensive use of slider bars to obtain ratings); it allowed for skip and 
piping logic to be used in the question so control over which questions would be 
presented could be based on a prior result; and it provided excellent tools for 
retrieving the survey results for analysis. The security over the survey data was also 
very good. The Qualtrics survey tool also provided for: 

• version control of the survey being developed, tested and modified;  
• sharing of the survey with the researcher’s supervising lecturer; and 
• ease of distribution by providing a unique URL link to the survey. 

3.8 Data analysis procedures for phase 1 Survey 

The approach to analysing the phase 1 awareness importance survey data was 
relatively straightforward. The awareness importance ratings provided by the 
respondents were the primary focus of the survey. Once the survey was closed, a 
number of validation checks on the data were conducted, included determining the 
levels of completion of the survey and which surveys would be included in the 
overall analysis. Some analysis of the incomplete surveys was also undertaken.  

3.8.1 Descriptive data analysis 

Table 3-6 below summarises the descriptive data analytics that would be applied to 
phase 1 survey, whilst the overall analysis is included in Chapter 5. The analysis falls 
into two main categories. The first category relates to assessing the quality of the 
survey data. Some analysis was done in relation to completion rates, where 
abandonment of the survey occurred (at which question), which stakeholder group 
the respondents associated with (phase 1 survey was not aimed at end users), and 
how experienced the respondents were in the field of information security, IT risk 
and IT audit.  

The second category of analysis relates to the ratings provided for each of the 39 
primary questions (and for each of the three stakeholder groups) and how those 
results would be used to determine the overall awareness importance rating. The 
detailed analysis is shown in Chapter 5. 

Table 3-6 Analysis conducted on Phase 1 Survey data 

Data Analytics used Relevance for this research 
Analysis of completion rates 
and profile of participants. 

- which survey results were usable. 
- surveys that were abandoned, and at which point of the survey 

this occurred. 
- stakeholder group respondents associated with. 
- which respondents fully completed the survey. 
- level of experience of respondents. 
- country of location of respondents. 

Scoring of Awareness 
Importance. 

- the awareness importance rating is the primary measure for 
this survey 

- an average of the scoring, per question, per stakeholder group 
(for usable surveys) would provide an awareness importance 
rating for each of the 39 questions. 

- 39 questions directly linked to the ISO/IEC 27002 39 main 
security categories and their associated control objectives. 
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3.8.2 Relevance for research phase 2 survey 

The results from the phase 1 survey were used to identify the top 10 (of 39) 
information security awareness importance questions for the end user stakeholder 
group that would be evaluated in phase 2. In order to demonstrate the suitability of 
the ISACM model, the top 10 awareness importance ratings for end users were used 
to measure awareness capability against controls of the ISO/IEC 27002 standard. The 
ratings derived in phase 1 survey identified which of the main security categories and 
their associated control objectives required demonstration of the highest levels of 
awareness by end users. These results form part of phase 2 of this research and are 
discussed in the following Chapter 4. 

3.9 Conclusion 

This chapter has described the overall philosophical beliefs of the researcher and the 
methodological approach used to design the Information Security Awareness 
Capability Model (ISACM). An overview was provided of the overall two-phased 
approach, and this chapter focused on phase 1 of this research. This chapter covered 
the development of the survey instrument used to capture the first element of the 
ISACM, that of the awareness importance rating, in the first phase of this research. 
This phase 1 survey was used to collect data to determine the awareness importance 
of each of the 39 main security categories and their associated control objectives of 
information security as outlined in the international standard ISO/IEC 27002. 

The approach used for developing this awareness importance measure was described 
in significant detail, which will allow for future improvements to be made to the 
approach used for measuring awareness importance. The survey instrument was used 
to obtain awareness importance ratings from industry professional groups who were 
targeted because they were likely to have expertise and be knowledgeable about the 
management of information security in organisations. Special attention was given to 
demonstrate the linkages to the international security standard ISO/IEC 27002. 

The statistical data analysis techniques used to analyse the data collected in the phase 
1 awareness importance survey were described and justified. The results of the data 
analysis of data collected in the phase 1 awareness importance online survey are 
reported in Chapter 5. Some of the results of the data analysis of the phase 1 
awareness importance survey were used to determine the areas of focus for the phase 
2 awareness capability instrument. The next chapter describes and justifies the 
methodological approach used in the second phase of this research, the development 
and evaluation of the second and third elements of the ISACM, that of awareness 
capability and awareness risk. 

!
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4.0 Methodology II 

4.1 Introduction 

The purpose of this chapter is to describe the research design for phase 2 of this 
study: the development and evaluation of the awareness capability instrument and 
awareness risk measurement. This chapter describes the data preparation techniques 
used, and the computer programs adopted to analyse the survey data collected in 
phases 1 and 2 of this study. The limitations of the methodological approach used in 
this study are acknowledged. Finally, given this research involves humans and the 
primary data collected in this study were collected from online surveys, it is 
important to describe how the ethical considerations of this study were addressed. 
Figure 4-1 below outlines the structure of this chapter. 

 
Figure 4-1 Structure of Chapter 4 

The research design and procedures for phase 2 are now described in this chapter, 
including the development of the instrument used to collect phase 2 data for the 
second component of the ISACM, awareness capability. Phase 2 also includes 
building the third component of the ISACM, awareness risk. This chapter describes 
limitations of the methodology used for phase 1 and 2, as well as how data was 
prepared prior to analysis. A brief discussion on the techniques used to analyse the 
data (Chapter 5 describes the analysis in detail) also includes details of what 
computer programs were used to analyse the data. This chapter concludes with 
details of the ethical considerations of this research, as well as a brief conclusion. 

4.2 Phase 2 – Developing the Awareness Capability component 

In the previous chapter, the overall methodology used for this research was 
described. The model for the ISACM contains three key measurements. The first of 
these, awareness importance was described in detail in Chapter 3. This chapter now 
describes the next two key measurements (awareness capability and awareness risk), 
commencing with a description of how the awareness capability instrument was 
developed.  

4.10 Conclusion 

4.9 Ethical considerations 

4.8 Computer programs used to analyse data 

4.7 Special and unusual treatment of data prior to analysis 

4.6 Limitations of the methodology 

4.5 Phase 2 - Developing the Awareness Risk component 

4.4 Data analysis procedures for Survey #2 

4.3 Survey Development - Awareness Capability component 

4.2 Phase 2 – Developing the Awareness Capability component 

4.1 Introduction 
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4.3 Survey Development – Awareness Capability component 

The survey questionnaire chosen was developed in a number of stages, which are 
described in detail below. 

• Analysing existing measures relevant to the research, adopted and/or adapted 
from relevant literature; 

• The survey questionnaire was designed; 
• Pre-testing to verify the appropriateness of each survey question; and 
• Survey questionnaire given a final proof prior to link distribution. 

4.3.1 Existing measures relevant to the research constructs 
 
Chapter 2 highlighted the linkages between situation awareness and this research’s 
awareness capability measure. This linkage was also highlighted earlier in Chapter 2 
in section 2.5.2. Many of the early measures for SA were derived from situation 
awareness of pilots and involved observing the level of situational awareness they 
displayed, often through the use of a simulation of an actual event (French & 
Hutchinson 2002; Salmon et al. 2008). These observers were generally skilled flying 
experts who could adjust the simulation based on their observations of what actions 
the pilots were taking. The observers were able to directly assess the level of SA 
being displayed based on these observed actions taken by the pilots.  

In principle, the use of direct observation - that is, observing computer end users - 
could be adopted for this research on information security awareness. However, this 
would be difficult to develop and assess for large numbers of end users. For example 
scenarios could be presented to a group of end users and the actions taken could be 
observed. However, unlike pilots who were presented with a specific exercise (such 
as flying from point A to point B, avoid being shot down, etc.), in trying to capture a 
broad range of small activities for computer end users (such as setting up a password, 
preparing a file to be used at a remote location, disposing of obsolete computer 
equipment), the tasks are too varied to economically present in a direct observation 
scenario situation.   

Whilst numerous mechanisms for measuring situation awareness are available, one 
that was applicable for this research (and was briefly described earlier) is where 
Breton and Rousseau (2003, p. 46) relate an adaptation of the Situation Awareness 
Linked Indicators Adapted to Novel Tasks (SALIANT) which was originally 
designed in 1998 (Muñiz et al. 1998).  

Fink and Major (2000) adapted the model and concluded ‘their Saliant version is the 
most promising measurement compared with the two other measures included in 
their analysis’. SA content is inferred from these behaviours, which are claimed to be 
indicative of good SA. The behaviours are general enough to be used in natural or 
technological environments’. Situation awareness and Saliant appeared to be suitable 
to be applied to information security awareness. Initially, this research investigated 
deriving awareness capability from the overall ratings that could be obtained from an 
adapted Saliant instrument for each of the key stakeholder groups.  

In general terms, this research investigated whether the Saliant Rating Items could 
form categories of awareness capability. For example, ‘Recognised a need for action’ 
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and ‘Knowledge of consequences’ are two of the rating items that exist in Saliant. 
When confronted with an information security event, these two aspects are important 
measures in determining how capable someone is in terms of their level and 
capability of awareness. It appeared that Saliant would be relevant for information 
security awareness and that an adaptation of the existing rating items could possibly 
be suitable as a measure for awareness capability for information security awareness.  

However, the complexity of constructing questions that could specifically test for 
those categories would be a significant exercise, and one that would be difficult to 
present via a survey-like tool. Direct observation could be a suitable mechanism, but 
the ability to observe a large enough group across a wide range of information 
security related activities would also be difficult to achieve. Nonetheless, the use of 
technology to perform these observations does present a valid future option. This, 
however, is outside of the scope of this current research. Although this research did 
not proceed with the adapted Saliant model, it did influence the approach used for 
measuring awareness capability in this research. The approach adopted is described 
below in section 4.3.2.3. 

4.3.2 Survey Questionnaire design 

The questionnaire design was informed by established guidelines regarding layout 
and structure (Dillman 2000; Lefever, Dal & Matthíasdóttir 2007; Van Selm & 
Jankowski 2006). The layout, presentation and format of the survey questionnaire for 
this research were designed by incorporating the following aspects: 

• Individual questions and statements that would be easy to understand; 
• Adequate information was provided to the respondents in order to allow them 

to complete the survey; and 
• Questions and answers were grouped in a logical sequence to aid in the 

completion of the survey. 

4.3.2.1 Survey questionnaire layout 

Cover page. In the opening frame of the survey, details were provided of the 
purpose of the survey and how the questions were presented as typical scenarios. 
Whilst highlighting that some respondents may not have been exposed to these 
scenarios in their working career, they were asked to select the best course of action 
based on the scenario presented to them for each question. 

Demographic information. Obtaining some key demographic data was the first task 
the survey needed to achieve. This included obtaining the highest level of education 
achieved, age group of the respondent, whether they do work, or have ever worked in 
an IT role, and which industry sector they work in. Ideally for this survey, the views 
of pure end users (rather than those with significant IT skills) would be of greater 
value. Chapter 5 includes a full analysis of the results.  

The body of the questionnaire. Following on from the demographic questions, the 
questionnaire was designed to include 10 primary questions – each with three parts, 
which measured information security awareness capability in terms of the three 
levels of situation awareness (L1 perception, L2 comprehension, L3 projection) - for 
each of the top 10 security control objectives for end users. In order to establish if an 
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appropriate level of situation awareness exists for an information security control 
objective it was important to determine if adequate perception, comprehension and 
projection existed. Comprehension typically depends on adequate perception of an 
information security event or control, and projection is typically dependent on 
adequate comprehension of an information security event or control. 

The back cover. The back cover was kept simple and it invited respondents to make 
additional comments about the questionnaire. 

4.3.2.2 Considerations to increase response rate of the survey 

Similar to what was described earlier in Chapter 3 with regards to phase 1 survey, De 
Vaus (2002) suggests that to maximise response rates in Internet surveys one should 
‘get the survey to the selected population in a way that makes people want to 
respond’.  In the case of phase 2 survey, it targeted end users who were employed in 
organisations where they were exposed to using computers in their job role.  

Two populations were used for this survey. The first was the baseline population 
constructed by a third party organisation (MyOpinions) so that potential survey 
respondent meet the requirements for a baseline population. MyOpinions were also 
able to guarantee a minimum number of responses. The required number of 220-plus 
responses were therefore obtained. The members of the survey panel constructed by 
MyOpinions for the first phase 2 awareness capability online survey were presented 
with a link to the survey via mechanisms used by MyOpinions. These mechanisms 
allowed MyOpinions to monitor the quota of surveys completed, and check for 
skimming or flat lining (both inappropriate ways of filling in the survey). They were 
also able to provide the survey to more respondents in order to meet the guaranteed 
responses in a way that is representative of the distribution of the Australian 
population. 

The second population was a specific population of staff at an Australian university. 
To distribute the survey to the Australian university staff members, approval and 
support of the Deputy Vice-Chancellor at that university was obtained. The staff 
members of the university were presented with a link to the survey by way of an 
email invitation to participate in this study’s survey. To be able to achieve reasonable 
response rates, De Vaus (2002) suggests that a follow up of non-responders be 
carried out. Because the survey was anonymous it was not possible to just target the 
non-responders. Because the two separate populations provided a suitable number of 
respondents for phase 2 of this study, no further follow-ups were carried out. 

De Vaus (2002) advises that to ensure quality in Internet surveys one should ‘know 
the characteristics of the population the sample is meant to represent’. By using a 
survey panel of participants constructed by MyOpinions, the required criteria to be 
met could be specified. People 18 years or older, employed and using information 
technology and networks in their workplace were targeted, thereby meeting this 
research’s end user target group. Similarly, staff at the Australian university also met 
the end user requirements. Other advice from De Vaus (2002) suggests response 
rates will be improved if respondents are ‘confident that their responses are 
anonymous and secure’. This is particularly important when surveying about a 
potentially sensitive subjective such as information security awareness. In the survey 
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it was emphasised to the respondents that the survey was anonymous and no 
personally-identifiable information was asked for. Additionally, De Vaus suggests 
the ‘use of a specially designed internet survey package’. The use of these packages 
simplifies the process of building the questionnaire, distributing it, and retrieving the 
response data.  The Qualtrics tool used for the two phases of surveys in this research 
provided this capability. 

4.3.2.3 Survey Questionnaire content 

Situation awareness and the Saliant measurement tool influenced how this research 
developed and evaluated an instrument for measuring awareness capability. The 
awareness capability instrument was developed for the top ten rated ISO/IEC 27002 
information security control objectives in terms of awareness importance (as 
identified in phase 1 and described in Chapter 3) for end users. This top ten were 
chosen in order to develop an awareness capability instrument that was targeted at a 
specific key stakeholder group and would not be overly onerous in terms of length 
and complexity. This allowed the researcher to fully test and evaluate the ISACM for 
one specific stakeholder group within the scope and time constraints of a PhD 
research.  

Beginning with the top ten measures of awareness importance for end users from 
phase 1 survey (shown below in Table 4-1), three sub-questions were developed to 
test for capability of the control objectives. Each of the three parts of these questions 
was aimed at a higher level of awareness, reflecting the Level 1, Level 2 and Level 3 
approach that is used within situation awareness. 

Table 4-1 Top 10 end user Awareness Importance questions from phase 1 survey 

1 
How aware of user responsibilities for maintaining effective access controls, do the 
stakeholder groups need to be, to prevent unauthorised user access, and compromise or theft 
of information and information processing facilities? 

2 How aware of the need for timely reporting of information security events and weaknesses, do 
the stakeholder groups need to be, to allow timely corrective action to be taken? 

3 How aware of the risks associated with mobile computing and teleworking in an unprotected 
environment, do the stakeholder groups need to be? 

4 
How aware of policies and procedures for exchanging information, do the stakeholder groups 
need to be, to preserve the security of any information or software exchanged within an 
organisation or with any external entity? 

5 
How aware of the techniques required to protect removable media, do the stakeholder groups 
need to be, in order to minimise unauthorised disclosure, modification, removal or destruction 
of assets? 

6 How aware of the need to classify information, do the stakeholder groups need to be, so that 
information receives an appropriate level of protection? 

7 How aware of business requirement and policies for information dissemination and 
authorisation, do the stakeholder groups need to be, in order to control access to information? 

8 
How aware of compliance with legal requirements, do the stakeholder groups need to be, in 
order to avoid breaches of any law, statutory, regulatory or contractual obligations, and of any 
related security requirements? 

9 How aware of the need for ownership and accountability for assets, do the stakeholder groups 
need to be, in order to maintain appropriate protection of organisational assets? 

10 
How aware of physical and environmental threats, do the stakeholder groups need to be, to 
prevent loss, damage, theft or compromise of assets and interruption to the organisation’s 
activities? 



Chapter 4 Methodology II 

 
  101 

Additionally, the answer choices presented within the survey questions developed 
had similar characteristics to the generic SA behaviour indications shown earlier. 
The extensive review of the relevant literature conducted in Chapter 2 provided 
background into what types of issues were important for each particular question. 
The literature provided insight into the types of behaviours and/or actions that should 
be displayed or enacted in order to demonstrate sufficient awareness. This allowed 
for a way of posing questions that could be used to test each progressive level of 
awareness capability.  

This second survey asked participants to indicate what they should do after seeing all 
of the options presented to them. It tests their level of information security awareness 
at three progressive levels (perception, comprehension, projection). As mentioned 
earlier, SA is best measured through expert observation, however, that is difficult to 
replicate for the wide range of information security actions that this research would 
like to test. When using a survey instrument to conduct the measurement, and asking 
participant to choose from a set of selections (rather than asking them to describe 
their actions), many may identify the correct response. This, however, does not mean 
that is what they would do in a particular situation.  

Similar to other surveys, when presented with a number of choices people may know 
what they would actually do in a particular situation, but they may also be able to 
identify what they perceive to be the ‘correct answer’. For example, when asking 
how many drinks someone should have per night, presenting the correct answer 
amongst incorrect answers could lead the participant to select the correct answer. 
They may know what is right, but may not necessarily demonstrate that choice in real 
life. In such a situation, demonstrated awareness capability is lower than their 
knowledge. The questions in phase 2 survey ask what actions respondents would 
take, or have previously taken. There is no guarantee that they will answer with what 
they would actually do in a particular situation. The alternative would be to directly 
observe (maybe using monitoring technology or matching know actions taken) what 
choice is taken. Again, the participants’ actions may be biased given they would 
know they are participating in a survey. Furthermore, by presenting the ‘I don’t 
know’ answer option for each of the questions, this provided a mechanism for 
measuring self-identified lack of awareness capability. 

Whilst developing the information security awareness capability instrument 
questions, comparisons of this research’s question categories could be made with 
what others had focused on in terms of security awareness. A 2009 study on the 
Impact of Security Awareness Training Components on Perceived Security 
Effectiveness (Quagliata 2011, p. 4) reported (133 ISACA members participated in 
the survey) the following topics shown in Table 4-2 as the most widely-used within 
organisations. Many of these topics have also been included in the information 
security awareness capability questions developed for this current research.   

Table 4-2 Security Awareness Training Topics 

Security Awareness Training Topics Count 
E-mail 86 
Passwords 83 
Internet use 80 
Locking workstations 74 
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Security Awareness Training Topics Count 
Privacy 72 
Data handling/classification 68 
Social engineering 66 
All of the topics listed 53 
Network security 47 
Data encryption 35 
No user awareness security training is conducted.   8 
I do not know.   2 

As described above, the development of the questions and ‘answers to select from’ 
for this second survey leveraged the extensive literature that was reviewed for 
Chapter 2. The full list of the information security awareness capability 
questions/answers developed for end users has been included in Appendix B. Below 
a detailed description is provided of how the questions were formulated, including 
references to the supporting literature used in the construction of these 
questions/answers. The format for each of the questions shown below begins by 
presenting (in a bordered box) the following reference information: 

• The question number from phase 2 survey; 
• The related section from the ISO/IEC 27002 standard (such as User 

Responsibilities); and 
• The aspects covered within that section of the ISO/IEC 27002 standard (such 

as Password use, Unattended user equipment, etc.), using the standard’s 
numbering convention for ease of referencing. 

Each question is then presented with supporting literature that has provided 
additional context for the construction of the questions. Finally, the three sub-
questions being posed are presented. The survey therefore presents a total of 30 
questions. These questions are presented below without the answers that were 
provided to respondents (the full survey questions and answer choices are contained 
within Appendix B). There is also linkage shown for each of the 30 questions to the 
most appropriate situation awareness level. This follows a similar approach to how 
responses have been presented in SA Saliant measurement tools described earlier. 

Question 1 – User Responsibilities 
The ISO standard incorporates the three following aspects: 
11.3.1 Password use 
11.3.2 Unattended user equipment 
11.3.3 Clear desk and clear screen policy 

Much has been written about poor user behaviour. For this question, the focus is on 
the main aspects listed above, which have been extracted from the ISO/IEC 27002 
standard. In their article on security culture, ISACA (2011) describe password 
sharing, disclosing sensitive information and bypassing access control as 
‘impermissible’ and suggest these actions should be permanently recorded on 
employees’ personal files. Furthermore, Herath and Rao (2009) in their article on 
security behaviours in organisations describe behaviours such as sharing passwords 
as being something that cannot be monitored. Awareness may be the only option. 
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Shaw et al. (2009, p. 93) believe a ‘robust awareness program is paramount to 
ensuring people understand their IT security responsibilities’ and ‘layers of 
technological defence can be as strong as possible’ but these can be undermined by 
activities such as disclosing passwords (e.g. by writing them down for others to 
discover) or leaving an unlocked PC. End users undertaking these activities display 
low security awareness and ‘are one of the weakest security loopholes’.  

Finally, in terms of clear desk, most acknowledge that confidential information in 
written form is vulnerable if left lying around unsecured. But translating that 
procedure so that it is embedded in the organisation culture where people follow a 
clear desk policy may be more difficult. Connelly (2011, p. 214) suggests that people 
avoid ‘identity-threatening events’ and tasks such as cleaning a desk may be seen as 
‘outside the range of one’s profession’. When describing the interaction between 
information security, behaviour and culture, Da Veiga and Eloff (2010, p. 199) 
suggest a clear desk policy is seen as ‘conducive to the protection of information 
assets’. The following questions have been developed from the relevant literature. 

# Questions to be asked SA Level to be tested 

1.1 

A work colleague has asked you for your 
computer access password because they are 
having troubles getting their computer access set 
up. What would you do? 

1 - Perception that sharing 
access is wrong. 

1.2 
Do you use the same password for multiple 
systems, say for your personal email account and 
your work accounts? 

2 - Comprehension that if 
one of your personal 

accounts is cracked, your 
work account may be at risk. 

1.3 Is a passphrase better to use than just a set of 
characters and numbers in your password? 

3 - Projection that being able 
to remember a phrase as a 

password makes it extremely 
difficult to be guessed or 

randomly cracked. 
 
Question 2 Reporting information security events and weaknesses 
The ISO standard incorporates the two following aspects: 
13.1.1 Reporting information security events 
13.1.2 Reporting security weaknesses 

Security events may be observed, suffered, or caused directly by a person. When 
describing techniques for effective knowledge transfer practices to improve IS 
security awareness, Sannicolas-Rocca et al (2014, p. 3432) reported 40% of higher 
education institutes that reported data breaches were due to ‘end user activity, 
including the unintended disclosure of and/or an insider explicit intent to share’.  

What is concerning is that, according to the key findings from the Global State of 
Information Security Survey 2013 (PricewaterhouseCoopers 2012, p. 7), the number 
of security incidents is on the rise and ‘most organisations lack an incident-response 
process to report and handle breaches at third parties’. Data loss arguably represents 
a growing concern for organisations. Detection and reporting of security weaknesses 
(vulnerabilities) often has a technology focus. In their presentation on the impact of 
training and awareness on Improving Organisational Information Security 
Management, Waly et al (2012, p. 1270) found that ‘studies which concentrate on 
finding technological solutions to prevent vulnerabilities and attacks tend to overlook 
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human and organisational aspects’.  Similarly, in their focus of aligning security 
awareness with system security management, and their discussion of the ‘check’ 
phase of security management, Tsohou et al (2010, p. 873) suggest that ‘errors can 
happen if users do not report in time security incidents or vulnerabilities. Awareness 
is quite important in eliciting the sense of the importance of incident reporting to the 
users’. The following questions have been developed from the relevant literature. 

# Questions to be asked SA Level to be tested 

2.1 
Would you be able to recognise a potential 
computer incident (i.e. virus, spam, infected web 
site) and do you know what to do? 

1 - Perception that 
something is wrong and the 

incident may need to be 
reported. 

2.2 

Assume that you or a colleague has taken some 
work related data home on an unencrypted USB 
device. It has some customer related data on it. 
However you can’t find the USB device. What 
would you do or suggest to your colleague?  

2 - Comprehension that data 
needs to be protected on 

portable devices by 
encryption. 

2.3 Do you know what social engineering is and can 
it lead to security incidents? 

3 - Projection that if you 
provide personal details to 

untrusted sources, then these 
could be used to launch a 

social engineering attack on 
you. 

 
Question 3 –Mobile computing and teleworking 
The ISO standard incorporates the two following aspects: 
11.7.1 Mobile computing and communication 
11.7.2 Teleworking 

Mobile devices have evolved since the ISO/IEC 27002 standards were first 
published. NIST (National Institute of Standards and Technology [NIST], Souppaya 
& Scarfone 2013) suggest a baseline of functionality for these devices now include a 
small form factor, a wireless network interface (for Wi-Fi or cellular), built in (non-
removable) storage, an operating system, and applications available through multiple 
methods. Each of these aspects presents potential information security risks. Flexible 
working arrangements and greater availability of high-capacity broadband in 
people’s homes and non-workplaces means ‘protecting data and information used by 
teleworkers from non-office-based locations is a situation faced by many businesses’ 
(Godlove 2012, p. 216). Often, flexible working arrangements are achieved using a 
mobile device such as a smart phone or tablet laptop, or a traditional PC or laptop. 

The use of bring your own device (BYOD) has emerged in recent years. This 
approach to computing (teleworking or mobile computing), when working for an 
organisation, presents additional risks that may not be present, or are different, to the 
normal risks of physically using technology within an organisation. In their 2013 
Global state of information security survey, PricewaterhouseCoopers (2012, p. 21) 
found ‘as mobile devices, social media, and the cloud become commonplace both 
inside the enterprise and out, technology adoption is moving faster than security’. 

The differing threats (National Institute of Standards and Technology [NIST], 
Souppaya & Scarfone 2013) such as reduced physical security controls, untrusted 
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networks, untrusted applications, interaction with other systems, untrusted content, 
and use of location services require different levels of awareness from end users. The 
following questions have been developed from the relevant literature.  

# Questions to be asked SA Level to be tested 

3.1 
Is it OK to connect your work computer to a 
public Internet service such as those offered by 
Starbucks or public Libraries? 

1 - Perception that there are 
some risks associated with 
connecting to free or public 

Wi-Fi. 

3.2 
Why is it important to have an encrypted hard 
drive on any computer used away from the 
office? 

2 - Comprehension that data 
needs to be protected on 

portable devices by 
encryption. 

3.3 
How does a VPN connection provide you with 
security when connecting with your work or 
other companies? 

3 - Projection that if you 
connect over an unsecure 

connection, that traffic may 
be sniffed and stolen or 

compromised. 
 
 
Question 4 – Exchange of information 
The ISO standard incorporates the five following aspects: 
10.8.1 Information exchange policies and procedures 
10.8.2 Exchange Agreements 
10.8.3 Physical media in transit 
10.8.4 Electronic messaging 
10.8.5 Business information systems 

In their article focused on Information Privacy Situation Awareness, Sim et al. (2012, 
p. 61) found that ‘even when managers realize that human errors constitute the 
biggest threat to protection of their customers private information, they rarely seek 
practical ways to prevent or mitigate such errors’. Awareness must therefore play a 
key role. User involvement in information security risk management, particularly 
when the exchange of information is involved, is crucial. A 2010 study on the effect 
of user participation (Spears & Barki, p. 520) suggested that rather than end users 
being a weak link, ‘business users were found to add value to IS security risk 
management when they participated in the prioritization, analysis, design, 
implementation, testing, and monitoring of user-related security controls within 
business processes’. It also found that it ‘raised organisational awareness’.   

For example, Spears and Barki’s study (2010, p. 514) reported that at ‘one 
manufacturing firm, a security council of senior business and IS managers had 
formed during the previous two months to classify information and to develop global 
policies on protecting intellectual property’. Clearly understanding why a policy 
statement exists (or influencing the writing of that policy) related to information 
classification and information exchange could result in ‘better alignment of security 
measures with business objectives’. The following questions have been developed 
from the relevant literature. 

# Questions to be asked SA Level to be tested 
4.1 You are working on analysing some customer 

data that you have access to in order to determine 
1 - Perception that customer 

data should be properly 
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customer profitability. Is it OK to share this 
information with other people within your 
organisation? 

protected and not readily 
shared. 

4.2 
Your organisation uses an external company to 
do its letter mail out (physical and email) to 
customers. Is this secure? 

2 - Comprehension that an 
organisation can be securely 
using external organisations, 

providing suitable 
agreements and due 

diligence are in place. 

4.3 When exchanging electronic information with 
another organisation, you should ensure that … 

3 - Projection that unless 
certain things are put in 

place, the exchanged data 
may be at risk. 

 
 
Question 5 – Media handling 
The ISO standard incorporates the four following aspects: 
10.7.1 Management of removable media 
10.7.2 Disposal of media 
10.7.3 Information handling procedures 
10.7.4 Security of system documentation 

ENISA Threat Landscape - Responding to the Evolving Threat Environment 
(European Network and Information Security Agency (ENISA), Marinos & 
Sfakianakis 2012, p. 47), referred to the Trojan.AutorunINF as ‘one of the world’s 
top three e-threats for about four years’. It can spread via removable media. 
Management of removable media involves more than just losing confidential 
information, and ‘removable media such as USBs have become a very common 
means for insiders to sneak data out of organisations’ (Sarkar 2010, p. 120). The 
2012 Cyber Crime & Security Survey Report (Australian Government, p. 12) found 
‘less than 50% of respondents have plans in place for the management of removable 
computer media, such as USB memory drives, and less than 25% have policies and 
procedures in place for using cryptographic controls’.  

Lack of technological controls puts the onus on end users. Disposal of media that 
contains information incorporates numerous aspects (National Institute of Standards 
and Technology [NIST], Souppaya & Scarfone 2013) including preserving 
information to meet legal requirements, sanitising the media (e.g. scrubbing the data 
using techniques to make the information irretrievable), or physically destroying or 
demagnetizing the media. Protection of information and, therefore, handling 
procedures that need to be applied are intertwined with notions of data classification.  

In the Computer Fraud & Security journal, Everett (2011b, p. 5) suggests that 
‘although data classification is considered by many professionals to be the 
foundation of any information security activity, few organisations outside of defence 
and the security services have done much about it’. This article also put forward the 
view that ‘more than half of the data in most organisations does not need to be 
classified at all, as it falls into the default “public” category’. But unless end users are 
in tune with how to classify data at the creation or modification phase, and then how 
to handle data of certain classifications, mishandling is likely to occur. The following 
questions have been developed from the relevant literature. 
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# Questions to be asked SA Level to be tested 

5.1 
What is the best way to dispose of unwanted data 
contained on media such as a dvd, usb stick, and 
magnetic tape?  

1 - Perception that devices 
containing data need to be 

disposed of in a secure 
manner. 

5.2 

You are required to work on a sales presentation 
spreadsheet over the weekend. Because of the 
sensitive nature of the information you know not 
to send it home via email. Instead you load it 
onto a USB memory stick. Is that safe? 

2 - Comprehension that 
sensitive data on memory 

sticks needs to be encrypted 
to protect the data. 

 

5.3 

You are responsible for the disposal of 
photocopying machines. Are there any security 
related things that you need to do before you 
dispose of them? 

3 - Projection that devices 
such as photocopiers contain 

recording devices (hard 
disks) that upon disposal 

need to be correctly wiped to 
protect sensitive data that is 

stored on them. 
 
Question 6 – Information classification 
The ISO standard incorporates the two following aspects: 
7.2.1 Classification guidelines  
7.2.2 Information labelling and handling 

Puhakainen and Siponen (2010, p. 769) posed a number of questions around 
information classification and found some users had a ‘lack of skills to apply the 
information classification rule’. Some were unable to determine what level of 
protection (i.e. encryption) was required. Others suffered a ‘lack of skill to use e-mail 
encryption software’. Although some users may have correctly determined the 
information classification, they were not able to apply the necessary technical 
controls. 

Tsohou, Aggeliki et al. (2008, p. 222) suggest that ‘security policies that do not 
include an information classification scheme are regarded as an obstacle to security 
awareness, since there is no criterion for the appropriate treatment and protection of 
information’. In applying data classification methodologies to utility data, Rajagopal 
et al. (2014) provided the following features as the purpose for data classification: 

• to establish protection profiles and assign control settings for each 
category of data for which an organization is responsible; and 

• after classifying data, baseline security controls are identified for all 
the information types handled by the organization. The security 
control for an IT system will be an aggregate of security controls 
defined for information types handled by the IT system’. 

The following questions have been developed from the relevant literature. 

# Questions to be asked SA Level to be tested 

6.1 
Is it important for your organisation to have 
data/information classification rules and if so 
why? 

1 - Perception that 
classifying data will assist 

with protection. 

6.2 How does information classification influence 
access controls? 

2 - Comprehension that 
access controls are 
influenced by the 

classification type applied to 
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the information. 

6.3 What are the key risks for your organisation if it 
has correctly classified information? 

3 - Projection of risks that 
still exist even if information 

is correctly classified. 
 
 
Question 7 – Business requirements for access control 
The ISO standard incorporates the following aspect: 
11.1.1 Access control policy  

Access control is an acknowledged area where user (business) participation is 
required. In their article User participation in information system security, Spears 
and Barki (2010, p. 509) suggest access control to data is one of the security controls 
where most user participation is required. Their research found that ‘users 
participated in SRM (security risk management) by performing an access control 
review and reaching consensus with IS professionals on user-defined access control 
rules’. Spears and Barki (2010, p. 515) also found that: 

‘Control development was assessed via three 7-point scales as perceived 
improvements that had occurred in the definition or implementation of access 
control, segregation of duties, and security policy. These three controls were 
most commonly associated with user participation in IS security within 
business processes. Security policy contains rules of acceptable and 
unacceptable behaviour, serving as organizational law and was associated 
with senior business management’s participation in defining organizational 
policies, such as risk tolerance and data classification’. 

Separation of Duties (SoD) is commonly referred to when looking at access control 
(Habib et al. 2014; Yu & Brewster 2012). It is the approach for ensuring that the 
level of access for performing conflicting job roles (i.e. purchasing and receivables 
of goods or services) is not vested in the one individual. Relating to benefits of a 
culture of security, ISACA (2011, p. 39) suggest that security without culture ‘cannot 
be sustained over time. All of the other organizational dynamics will distort security 
to the point that it is unrecognizable’. They further warn that ‘competitive pressures 
will dissipate access controls and separation of duties’. 

The following questions have been developed from the relevant literature. 

# Questions to be asked SA Level to be tested 

7.1 Who should determine the level of access to data 
within your organisation? 

1 - Perception of who owns 
the data and should therefore 
determine levels of access. 

7.2 What is the greatest risk to your organisation if 
access is not based on business requirements? 

2 - Comprehension that just 
applying access controls 

without linkage to business 
requirements leads to certain 

risks. 

7.3 
What do you understand about the term 
“separation of duties” and it’s importance to your 
organisation? 

3 - Projection of what could 
an individual do if they have 
been given conflicting levels 

of access. 
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Question 8 – Compliance with legal requirements 
The ISO standard incorporates the six following aspects: 
15.1.1 Identification of applicable legislation 
15.1.2 Intellectual property rights (IPR)  
15.1.3 Protection of organisational records 
15.1.4 Data protection and privacy of personal information 
15.1.5 Prevention of misuse of information processing facilities 
15.1.6 Regulation of cryptographic controls 

Compliance with organisational policies is a common way to influence employees to 
comply with external legal requirements. For example, organisations include within 
their policies the requirement for staff to comply with harassment and discrimination 
behaviours that would typically cover legal aspects. However, staff are often advised 
or required ‘not to engage in illegal activities or behaviours’ as a catchall condition 
of employment. By being sufficiently prescriptive in formulating organisational 
policies, there is a greater likelihood of at least capturing key legal requirements 
within these policies. 

Policy setters within an organisation need awareness of compliance with legal 
requirements so these requirements can be captured and articulated in the 
organisation’s policies. The ISO/IEC 27002 standard refers to aspects of compliance 
with legal requirements that have an information security related impact. It is 
reasonable to expect these requirements to be captured in organisational information 
security policies (ISPO). In their conference presentation, Lowry and Moody (2013, 
p. 2998) presented findings on how employees react to new ISPO delivered to staff 
via memos. They found that ‘in practice, actual ISPO compliance is also highly 
mixed: many employees are apathetic about ISPOs and ignore them; other times 
employees try to circumvent ISPOs intentionally; and, even worse, some employees 
will often purposely do the opposite of the desired behaviour’. 

When specifically looking at data privacy, and by incorporating a situation 
awareness perspective, Sim, Liginlal and Khansa (2012, p. 61) suggest 
‘organizations have found it challenging to recognize and manage human error in the 
context of privacy. Even when managers realize that human errors constitute the 
biggest threat to protection of their customers’ private information, they rarely seek 
practical ways to prevent or mitigate such errors’.  

The following questions have been developed from the relevant literature. 
# Questions to be asked SA Level to be tested 

8.1 
Who within your organisation should be 
responsible for understanding how to comply 
with legal requirements? 

1 - Perception that 
complying with legal 

requirements does not just 
belong with the legal people 

in an organisation. 

8.2 What do you know about data privacy? 

2 - Comprehension of 
privacy requirements, 

including the principles that 
they contain. 

8.3 Why are there laws regarding the use of 
encryption software? 

3 - Projection of what 
encryption laws are trying to 

protect against. 
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Question 9 – Responsibility for assets 
The ISO standard incorporates the three following aspects: 
7.1.1 Inventory of assets 
7.1.2 Ownership of assets  
7.1.3 Acceptable use of assets 

Responsibility for IT Asset Management (ITAM) can be a difficult thing to assign. 
Purchasers of assets often have a different role from those that will use those assets. 
Galusha (2001, p. 40) suggest that ‘to benefit from an ITAM initiative, all the 
affected areas must learn to share data—a task sometimes harder than everyone 
would care to admit’. The management of an inventory of IT assets can be assigned 
in many ways. What is important is that an organisation agrees upon the division of 
responsibilities for this. It is likely that the IT department would have the 
responsibility for maintaining within the asset register the technical aspects of an IT 
asset. For example, this could include details of the version of operating system, the 
configuration of the hardware, etc. When IT departments/staff undertake changes to 
those IT assets it would be expected that they would be responsible for updating the 
relevant information in the asset register. 

Other information associated with these assets, such as who are the users, where is 
the asset physically located, or who is the ultimate owner (say in the case of a 
business application) will require maintenance by people outside the IT department. 
In the case of assets such as laptops, these may often be distributed and redistributed 
within a business unit without the knowledge of IT staff. And, finally, the acceptable 
use of these assets needs to be clearly outlined (Laughton 2008). The owners of these 
assets, whether it is the IT department or a business unit, need to outline the terms 
under which these assets should and should not be used.  

The following questions have been developed from the relevant literature. 
# Questions to be asked SA Level to be tested 

9.1 Who should be responsible for owning 
technology related assets? 

1 - Perception that 
technology asset ownership 
is not solely an IT thing, but 

shared with the business. 

9.2 Who should be responsible for maintaining and 
updating an asset register of technology assets? 

2 - Comprehension of what 
roles IT departments and the 

business undertake. 

9.3 Who should be setting the policy of acceptable 
use for a computing asset? 

3 - Projection of the need for 
an acceptable use policy and 
who should own this policy. 

 
Question 10 – Equipment security 
The ISO standard incorporates the seven following aspects: 
9.2.1 Equipment siting and protection 
9.2.2 Supporting utilities  
9.2.3 Cabling security 
9.2.4 Equipment maintenance 
9.2.5 Security of equipment off-premises 
9.2.6 Secure disposal or re-use of equipment 
9.2.7 Removal of property 
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Protection for computer equipment takes on many forms. One related issue reported 
in a government department audit report (Western Australian Auditor General 2010, 
p. 31) warned that ‘infrastructure and systems will fail in the event of a power 
disruption and information may be permanently lost’. The WA Auditor General 
found that ‘several agencies had not tested their “uninterrupted power supplies” 
(UPS). Without regular testing and maintenance of the UPS, agencies cannot be 
confident that equipment will work in the event of a power disruption’. There is a 
substantial amount of literature available to guide organisations with recovery and 
testing procedures (Costello 2012; Sahebjamnia, Torabi & Mansouri 2015). 

Disposal of computer equipment continues to be a growing problem. Photocopiers 
with hard disks containing confidential health records highlighted the problem of 
data storage in non-traditional computer equipment. Any device with storage 
capability (smart phone, cameras, video recorders, etc.) needs to have its recorded 
data suitably cleaned when being disposed of. The US Department of Defense (US 
Government 2009, p. 4) were recently issued with an audit report highlighting that 
‘DRMS processing centers processed excess unclassified IT equipment for disposal 
or redistribution without proof that equipment had been properly sanitized’. 
Awareness around this issue is becoming increasingly important. 

Finally, the use of remote computing facilities calls for appropriate information 
security protection measures to be in place. Because this computing equipment may 
not reside in an organisation’s primary data centre does not mean that it does not 
require a high level of protection.  The following questions have been developed 
from the relevant literature. 

# Questions to be asked SA Level to be tested 

10.1 
What controls provide the best protection for 
essential computer equipment against power 
disruptions? 

1 - Perception that devices 
such as UPS and backup 

generators are important in 
guaranteeing continuity of 

power supply. 

10.2 
When disposing of computer equipment, what 
key information security step is required to be 
done? 

2 - Comprehension of the 
need to securely wipe data 

when disposing of computer 
and data storage equipment. 

10.3 
From an information security perspective, what 
is the most important reason to protect remotely 
located computer equipment? 

3 - Projection of what risks 
can occur if remotely located 

computer equipment is 
compromised. 

 
 
4.3.2.4 Scale used for awareness capability questions 

In order to derive an overall score for awareness capability for each of the 10 
questions, scores were allocated to each of the selection of answers of their three sub-
questions. By selecting the ‘perfect answers’ for each of these three parts, a total 
overall score of 7 could be achieved per overall question. The rating scale for 
awareness importance in phase 1 also used a scale of 7. This approach would then 
allow for the awareness importance and awareness capability to be directly 
compared, therefore arriving at an awareness risk score. An example of the scoring 
of questions is presented later in this chapter in section 4.4. 
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The survey questions were all multiple choice questions which consisted of five 
possible answers for each of the questions – making it more difficult for the survey 
participants to guess the correct answer. The respondents were asked to choose the 
most appropriate answer to the information security event/control scenario they were 
presented with for each question. Only one answer could be chosen, with the first 
part (sub-question) of each of the 10 main question targeting Level 1 SA 
(perception). The second part (sub-question) targeted Level 2 SA (comprehension). 
The final part (sub-question) targeted Level 3 SA (projection). The overall score is a 
summation of the answer scores for these three elements of SA. This then becomes 
the awareness capability score for that question, and for that particular respondent. 

4.3.2.5 Coding questions in Qualtrics 

Qualtrics (an online survey tool) was used to develop and administer the online 
survey. All questions were numbered within Qualtrics. The full phase 2 online 
survey details are available in Appendix B of this dissertation. The demographical 
questions (such as highest level of education, which industry sector respondents 
work in) were coded using roman numerals. For each of the 10 primary questions 
and their sub-questions, these were prefixed with Qx.y where x was the primary 
question number and y is the sub question number. Table 4-3 below shows an 
example of how the results were extracted from the Qualtrics tool.  

Table 4-3 Extract of survey responses 

Question 
number 

Extracted Text labels from Qualtrics 

iii_1 DEMOGRAPHIC /  INFORMATION /  /  Â  /  /  The following demographic 
information will assist us with / .-Level of digital literacy 

iv What is your highest level of education 
v Please select which Age group you belong to 
vi Have you ever worked in an IT role? 
vii Which industry sector do you work in 
viii Top 10 security controls for / End Users /  Â  /  /  The /  following 10 sets of 

information security contro... 
Q1.1 1) PASSWORDS /  /  Â  /  /   /  A work colleague has asked you for your computer 

access password /  because th... 
Q1.2 Do you use the same password for multiple systems, say for your / personal email 

account and your w... 
Q1.3 Is a passphrase better to use than just a set of characters and / numbers in your 

password?Â  Â Â  

For example, for Question 1 and sub-question 2 (Do you use the same password for 
multiple systems…), the response would be collected under Q1.2. This allowed the 
Qualtrics tool to automatically code the responses. The Qualtrics tool provided an 
extraction facility that allowed this data to be downloaded into a SPSS file format for 
analysis in SPSS.  

4.3.3 Pre-test to verify the appropriateness of each survey question 

Once the development of the questions measuring awareness capability for end users 
had progressed sufficiently, it was distributed to a number of information security 
professionals, as well as a number of academics who were collectively 
knowledgeable about information security and survey design. This process was used 
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to solicit comments to improve the face validity and content validity of the proposed 
survey questions and answers. Feedback that was received resulted in some changes 
to the wording of some questions, and a more standardised length being applied to 
the choice of possible answers that were provided. 

4.3.4 Final survey questionnaire steps prior to survey launch 

This research received ethical clearance from the University of Southern Queensland 
(USQ) Ethics Committee (H12REA163) before commencing data collection and 
conducting this survey. Participants were informed this survey had ethical clearance 
from USQ, that the survey was anonymous, and their participation in this survey was 
voluntary.  

4.3.5 Survey population design – Awareness Capability component 

In selecting a sample for this second phase of the research, a number of choices were 
made in terms of (1) target population; (2) population unit; (3) survey population 
frame; and (4) population size. Each of these is described below. 

4.3.5.1 Target population 

Unlike phase 1 survey which targeted IT security, IT risk and IT audit professionals, 
phase 2 survey was aimed at testing awareness capability for end users working in 
any organisation where they would be using computers as part of their working day.  

4.3.5.2 Population unit 

Two population units were identified. The first population unit for this research was 
people working in various industries and roles where they made use of information 
technology as part of their work. This spread of people from different industries and 
geographic locations would provide a broad range of opinions when surveyed. No 
requirement was placed on how experienced these people were in terms of their use 
of information technology, as this research sought to capture a realistic picture of 
information security awareness as it exists in organisations in general. 

The second population unit for this research was staff working for an Australian 
university. This provided a user population from a specific industry sector that is a 
heavy user of computing and networks that would allow for comparisons with the 
first population unit. It could also provide an indicator at an organisational level of 
any areas that were significantly different than that shown in the first sample, which 
is a cross sectional population of people working in Australian organisations. 

4.3.5.3 Survey Population frame 

The first population for the phase 2 survey were end users using information 
technology within their work environment. They were surveyed via the use of a third 
party organisation (MyOpinions), which constructed a survey panel with the required 
end user characteristics and guaranteed a minimum number of responses. The criteria 
for the survey panel population provided by MyOpinions was that these people 
needed to be currently working for an organisation, over the age of 18, and they 
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needed to be using information technology as part of their work. No requirements 
were placed on the size of organisation they worked for, or how many hours per 
week they worked. This approach provided this current research with a broad 
overview of end user information security awareness.  

The second population for this phase 2 survey were staff members at an Australian 
university, who were end users using information technology as part of their work. 

4.3.5.4 Population size 

The population size for the first phase 2 survey was achieved through the use of a 
survey panel, which meant a guaranteed minimum of 220 responses was achieved. 
Because this was not targeted at one particular organisation, it also allowed the 
researcher to obtain a generalisable baseline of awareness capability measures that 
were not unnecessarily influenced by either a very proactive organisational 
information security culture, or by an organisation where an information security 
culture did not exist. The population size for the second phase 2 survey group was 
900 staff at an Australian university. 

4.3.6 Survey Administration 

The use of an online survey tool was chosen to allow for easy survey distribution via 
the Internet, and it allowed the respondents to remain anonymous. This second 
survey was also built using the online survey tool Qualtrics. Like many of the online 
survey tools that are available today, this tool allowed for quick development of the 
survey, allowed for the use of various techniques aimed at eliciting a response, and it 
provided excellent tools for retrieving the survey results for analysis.  

The security of the survey tool provided by Qualtrics, given it is an online survey 
was also very good. The Qualtrics survey tool:  

• provided version control of the surveys being developed, tested and changed 
based on feedback; 

• facilitated sharing of the survey with the researcher’s supervisor; and 
• facilitated ease of distribution by providing a unique URL link to the survey.  

4.4 Data analysis procedures for phase 2 survey 

The methodological perspective to the approach for analysing the data was relatively 
straightforward. Once the survey was closed, it was necessary to perform a number 
of checks on the survey responses data. These checks included determining the levels 
of completion of the survey; and which surveys would be included in the overall 
analysis. For those responses that were deemed suitable, an allocation of score values 
needed to be applied to the responses of each of the sub questions.  

The scoring approach used is shown below in Figure 4-2 and demonstrates how the 
scoring has been assigned on a question/sub-question basis. In the example shown 
for phase 2 survey Question 1, there are five possible responses for each sub-
question. The ‘correct answer’ is highlighted in green text, and the individual scores 
allocated are shown in red in brackets at the end of each of the sub-question answers. 
These scores reflect the approach described earlier where situation awareness theory 
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informed this research on how to measure awareness capability. Every sub question 
within phase 2 survey contained five possible responses to choose from. 

 
Figure 4-2 Example of scoring for survey question 

In general terms, the first part (sub-question) of each of the 10 main questions targets 
Level 1 SA and assigns a maximum score of 2 for the most correct answer. The 
second part of the questions targets Level 2 SA with a maximum score of 2.5 for the 
most correct answer. Lastly, the final part equates to a Level 3 SA ‘difficulty’ and 
scores a maximum of 2.5 for the most correct answer. Thus, for question 1 shown 
above, answering the most correct answers for each of the sub-questions by selecting 
answers c, b and d respectively would result in an overall score of 7 for Question 1 - 
which indicates a high level of awareness capability for that security control 
objective. This overall score of 7 then becomes the awareness capability score for 
that question, and for that particular respondent. 
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4.4.1 Descriptive data analysis 

Table 4-4 below provides a summary of the descriptive statistical data analysis that 
was conducted on the data collected from phase 2 survey. The results of the data 
analysis for the phase 2 surveys are presented in Chapter 5.  
 
Table 4-4 Analysis to be conducted on phase 2 survey data 

Data Analytics used Relevance for this research 
Analysis of completion 
rates and profile of 
participants 

- which survey results were usable. 
- education level of those completing the survey. 
- digital literacy of respondents. 
- age of those completing the survey. 
- whether respondents had ever worked in an IT role. 
- industry sector of respondents. 

Scoring of Awareness 
Capability 

- primary measure for this survey. 
- individual respondents score per question is made up by tallying 

each of the scores for the 3 sub-questions (see Figure 4-2 above). 
- average of the scoring for each of the 10 question, would provide 

an organisational awareness capability score. 
Analysis of L1, L2 and L3 
scores 

- percentage of respondents that at least scored (i.e. greater than 0) 
for each of the three sub-questions of the questions. 

- how does the overall score for each question rank in terms of 
overall situation awareness. 

The statistical data analysis techniques conducted on the data collected from the 
Phase 2 survey shown above in Table 4-4 fall into three main categories. The first 
category is related to preparing and assessing the data for analysis and determining 
the demographics of survey respondents. Some analysis was done in relation to 
completion rates, whether the respondents do or had worked in an IT role (phase 2 
survey was aimed at end users), and which industries they work in. The second 
category of analysis was related to the scores provided for each of the 10 main 
questions (via their sub-questions) and how that was used to determine the awareness 
capability scores overall for each of the 10 main questions.  

The final category provides a deeper analysis of each of the sub-questions to assess 
how these scores relate to the situation awareness approach used to construct these 
questions. SA theory suggests that people generally need to attain Level 1 SA before 
they can attain Level 2 SA, and Level 2 SA before than can attain Level 3 SA. The 
full analysis in regards to the awareness capability scores is shown in Chapter 5.  

4.5 Phase 2 – Developing the Awareness Risk component 

The final component of the ISACM is awareness risk. As discussed in Chapter 3, this 
third and final measurement point can be derived by comparing how important 
awareness (awareness importance) is with how much awareness is being 
demonstrated (awareness capability) to arrive at a risk measurement (awareness 
risk). Awareness risk is the gap between these two measures. The development of 
awareness importance was described in section 3.4 on page 87. The development of 
awareness capability was described earlier in this chapter in section 4.2. The 
awareness risk calculation is shown below. 

AR = AI - AC where AI = Awareness Importance; AC = Awareness  
Capability; AR = Awareness Risk 
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Awareness importance and awareness capability measures were combined to 
demonstrate awareness risk by focusing on the gap between desired (importance) 
behaviour compared to what is observed (capability). Further details are contained in 
section 2.4.3 on page 72. Figure 4-3 below is adapted from ISO/IEC 27005 
(International Organization for Standardization (ISO) 2008) and illustrates how the 
awareness risk measurement is portrayed using the ISACM developed in this current 
research.  

 
 

Figure 4-3 Adapted Awareness Risk matrix related to information security awareness 

This risk matrix follows a traditional approach used in likelihood versus consequence 
(impact) risk matrices (NSW Government 2012; Standards Australia/Standards New 
Zealand 2009b). In this study, where awareness capability exceeds or is equal to the 
awareness importance, then the awareness risk is low (reflected by the green area). 
Where the awareness capability falls short of the required awareness importance, the 
awareness risk enters the medium risk zone (orange area) and progressively into the 
high risk zone (red area). The larger the gap between the two measures, the higher 
the risk rating. A detailed discussion of the results of data analysis from the phase 2 
surveys regarding awareness risk is presented in Chapter 5. 

4.6 Limitations of the methodology 

Although the ISACM has been built with three underlying measurement points, there 
are some limitations in the methods used to construct each of these measurement 
points. Whilst the ISACM relies upon the use of specific measures, traditionally such 
risk models can only provide an approximation as to the real risk that an organisation 
may face (Duijm 2015; NSW Government 2012). Furthermore, in reality an 
approximation is sufficient in that it can help direct attention to those areas perceived 
as being higher risk than those that are seen as lower risk. Risk measurements are not 
always an exact measure, as they rely upon aspects such as likelihood and impact - 
both of which can be subjective - and approximations are often used (Mejias 2012; 
Yu et al. 2015). In their guidance to the Australian NSW government agencies, 
(NSW Government 2012, p. 65), the NSW Government advise ‘risk assessment is 
ultimately an activity that requires subjective judgment. Although there may be other 
causes for faulty risk assessments, cognitive biases can be particularly pervasive’.  

4.7 Special and unusual treatment of data prior to analysis 

The data obtained from both surveys did not require special preparation prior to 
analysis. Checking for completeness and addressing some of the missing values from 
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the survey was the primary preparation undertaken before the data could be analysed. 
The tools used to conduct the analysis are described below. 

4.8 Computer programs used to analyse data 

The data from both surveys were analysed using a number of computer applications 
run on an Apple iMac personal computer. Initially, survey responses were captured 
by the survey provider, Qualtrics, and made available as downloadable data files. 
The data files were a csv format for importation into Microsoft Excel and a sav 
format for importation into IBM’s SPSS software. The analysis was conducted using 
IBM’s SPSS, Microsoft Excel, and Microsoft Access. Initial preparation of the data 
files downloaded from Qualtrics was carried out within SPSS, which also allowed 
the results to be saved into an Excel format for further analysis and graphing.  

4.9 Ethical considerations 

Ethical clearance was obtained from the University of Southern Queensland (USQ) 
Ethics Committee before any data collection was undertaken. This research involved 
surveying humans, information security professionals in phase 1; and in phase 2 
surveying staff at an Australian university and members of the MyOpinions survey 
panel. Ethical clearance ensured the ethical considerations of this research were 
addressed in accordance with USQ policy on ethical research as set out in the 
National Statement on Ethical Conduct in Research Involving Humans. 

Participants of both surveys were provided with details of the ethics clearance 
obtained for this research. They were offered the opportunity to contact the USQ 
Ethics Coordinator if they had any concerns or complaints about the conduct of this 
research. A ‘Participants Information for USQ Research Project’ sheet was provided 
within each of the surveys. This highlighted that the privacy of survey participation 
was ensured, as well as highlighting that the research did not collect any personally-
identifiable information about individual survey participants. 

4.10 Conclusion 

This chapter described the methodological approach used for phase 2 of the research. 
Chapter 4 covered the development of the second element of the ISACM, that of 
awareness capability, and described the development of this research’s second 
survey. The awareness capability instrument in the phase 2 survey leveraged 
situation awareness theory and was used to collect data to determine the awareness 
capability for the top ten rated main security categories and their associated control 
objectives for end users from the first survey. The phase 2 awareness capability 
online survey was undertaken for the end user stakeholders of two separate 
populations groups. 

The approach for developing this awareness capability measure was described in 
significant detail so as to firstly allow researchers to satisfy themselves of the rigor 
applied and, secondly, to also allow for future improvements to be made to the 
approach. This included the approach used to develop the awareness capability 
survey instrument that was used to obtain scores from the end users. Special attention 
was given to demonstrate the linkages of the questions and sub-questions to the three 
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levels of situation awareness. This chapter also described how the third element of 
the ISACM, that of awareness risk, was calculated. 

Finally, this chapter described how the data collected from the two surveys was 
prepared and analysed and what computer programs were used to analyse the data. 
Ethical clearance was obtained for this research which involved humans. The ethical 
considerations of this research in relation to the phase 1 survey and the phase 2 
surveys were described. 

The next chapter presents the key results of a detailed analysis of the data collected 
during phase 1 and phase 2 of this research, including presenting the overall ISACM 
and the awareness importance, awareness capability and awareness risk scores. 
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5.0 Data Analysis – Research phase 1 and 2 

5.1 Introduction 

The purpose of this chapter is to present the analyses of data collected from the 
questionnaire surveys from phase 1 and phase 2. The first section presents the results 
of descriptive statistics for phase 1 survey data. The second section presents the 
results of the statistical analysis of the phase 1 survey data used to determine the 
awareness importance measure for each of the 39 main security categories and their 
associated control objectives in the ISO/IEC 27002 standard. The third section 
presents the results of the descriptive statistics for the phase 2 survey data, and the 
fourth section presents the results of statistical analysis of phase 2 survey data. This 
was used to determine the awareness capability measures and subsequent awareness 
risk measures for one stakeholder group (end users) to demonstrate the Information 
Security Awareness Capability Model (ISACM) could be implemented in an 
organisation. Figure 5-1 below outlines the structure of this chapter. 
 

 
Figure 5-1 Structure of Chapter 5 

5.2 Descriptive Statistics - Phase 1 Survey 

The primary aim of this phase 1 survey was to elicit responses from information 
security, IT Audit and IT Risk professionals in order to derive the awareness 
importance rating for each of the 39 main security categories and their associated 
control objectives. This survey targeted information security, IT risk and IT audit 
professionals who were considered to be knowledgeable in the management of 
information security. They were deemed capable of providing informed ratings of 
awareness importance for the 39 main security categories and their associated control 
objectives across three key stakeholder groups in organisations. Each question for the 
39 main security categories and their associated control objectives provided a rating 
for each of the three stakeholder groups. Overall, 117 ratings were obtained, as 
shown in Table 5-1 below. 

 

5.7 Conclusion 

5.6 Deriving the Awareness Risk scores 

5.5 Deriving the Awareness Capability scores 

5.4 Descriptive Statistics - Phase 2 Survey 

5.3 Deriving the Awareness Importance ratings 

5.2 Descriptive Statistics - Phase 1 Survey 

5.1 Introduction 
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Table 5-1 Summary of Awareness Importance ratings 

Security control clauses 
(11 in total) 

Main security categories 
(39 in total) 

IT 
Staff  

SM End 
Users 

1 Security Policy 1 Information security policy 5.92 5.56 4.47 
2 Organization of 
Information Security 

2 Internal organization 5.36 5.54 3.79 
3 External parties 5.59 5.30 3.71 

3 Asset Management 4 Responsibility for assets 5.56 5.59 4.65 
 5 Information classification 5.53 5.56 4.89 
4 Human Resources 
Security 

6 Prior to employment 5.04 5.72 4.49 
7 During employment 5.28 5.74 4.45 

 8 Termination or change of employment 5.53 5.72 4.22 
5 Physical and 
Environmental Security 

9 Secure areas 5.82 5.39 3.77 
10 Equipment security 5.74 5.50 4.62 

6 Communications and 
Operations Management 

11 Operational procedures & responsibilities 5.67 5.31 3.97 
12 Third party service delivery management 5.54 5.74 3.94 
13 System planning and acceptance 6.15 5.13 3.47 
14 Protection against malicious and mobile 
code 

6.24 5.13 4.38 

15 Back-up 6.26 4.87 4.15 
16 Network security management 6.27 4.72 3.47 
17 Media handling 6.17 5.12 4.94 
18 Exchange of information 5.77 5.51 5.23 
19 Electronic commerce services 5.72 5.04 4.16 
20 Monitoring 6.15 4.61 3.40 

7 Access Control 21 Business requirement for access control 5.68 5.58 4.75 
 22 User access management 5.98 5.14 4.53 
 23 User responsibilities 5.81 5.31 5.36 
 24 Network access control 6.14 4.45 3.73 
 25 Operating system access control 6.19 4.03 3.32 
 26 Application and information access control 6.15 4.17 3.62 
 27 Mobile computing and teleworking 6.12 5.77 5.27 
8 Information Systems 
Acquisition, Development 
and Maintenance 

28 Security requirements of information 
systems 

6.01 5.08 3.82 

29 Correct processing in applications 5.84 4.32 3.67 
30 Cryptographic controls 6.08 4.00 3.02 
31 Security of system files 6.10 3.77 2.80 
32 Security in development and support 
processes 

6.06 3.97 3.02 

33 Technical Vulnerability Management 6.24 4.30 3.00 
9 Information Security 
Incident Management 

34 Reporting information security events and 
weaknesses 

6.13 5.62 5.28 

35 Management of information security 
incidents and improvements 

6.05 5.61 4.49 

10 Business Continuity 
Management 

36 Information security aspects of business 
continuity management 

5.94 5.82 4.21 

11 Compliance 37 Compliance with legal requirements 5.60 6.10 4.69 
 38 Compliance with security policies and 

standards, and technical compliance 
5.75 5.68 3.87 

 39 Information systems audit considerations 5.61 5.22 3.43 

The survey ran from 8 March 2013 and closed on 17 May 2013. It was an online 
survey (administered using Qualtrics) and access was provided via an Internet URL. 
The distribution of the survey was administered through: 

• Email message to members of the Australian Information Security 
Association (AISA) inviting them to participate. The AISA Management sent 
this out. Follow up LinkedIn messages were also sent out to AISA members. 
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• Direct email to around 60 industry contacts of the author of this research. 
• The survey link and an invitation to participate in the survey was posted on 

the LinkedIn special interest groups Information Security Group, ISO/IEC 
27000, Certified Information Systems Auditors, Certified Information 
Security Managers, Information Security Community, Institute of 
Information Security Professionals, and Perth Security Professionals. 

5.2.1 Survey completion rate 

Prior to performing detailed quantitative data analysis on the survey results, an initial 
assessment of the responses was conducted. There were 163 participants who took 
part in the survey, with a breakdown by country of participant shown in Table 5-2. 

Table 5-2 Countries of survey participants 

Country No. % Country No. % Country No. % 
Australia 47 28.8 Saudi Arabia 2 1.2 Hungary 1 0.6 
USA 23 14.1 Sweden 2 1.2 Italy 1 0.6 
United Kingdom 18 11.0 Ukraine 2 1.2 Japan 1 0.6 
India  8 4.9 Argentina 1 0.6 Jersey Saint Helier 1 0.6 
Netherlands 7 4.3 Austria 1 0.6 Kenya 1 0.6 
Can't tell 6 3.7  Barbados 1 0.6 Korea 1 0.6 
France 4 2.5 Brazil 1 0.6 Luxembourg 1 0.6 
Canada 3 1.8 Bulgaria 1 0.6 Malaysia 1 0.6 
Germany 3 1.8 China 1 0.6 Morocco 1 0.6 
Switzerland 3 1.8 Columbia 1 0.6 Norway 1 0.6 
Belgium 2 1.2 Denmark 1 0.6 Portugal 1 0.6 
New Zealand 2 1.2 Egypt 1 0.6 Spain 1 0.6 
Philippines 2 1.2 Georgia 1 0.6 United Arab Emirates 1 0.6 
Qatar 2 1.2 Greece 1 0.6 Total 163 100 
Romania 2 1.2 Hong Kong 1   0.6 

   

Most participants were from the researcher’s country of Australia, with participation 
from another 41 countries. Not all surveys were completed. Table 5-3 below shows 
that of the initial 163 surveys, 32 respondents (20%) stopped without filling out their 
Experience and Role information. This was one of the first questions asked (and was 
compulsory), but appeared in the survey after details of the ethics clearance and 
purpose of the research and its approach had been presented.  

Table 5-3 Respondents’ experience level 

 
Respondents’ experience in Info Security Frequency Percentage 

Valid Significant level (10 years plus) 71 54.2 
  Good level of experience (5 -10 years) 35 26.7 
  A general level (less than 5 years) 18 13.8 
  Little or no information security experience 7 5.3 

 
Total 131 100 

Missing Not completed 32 
 Total   163 
 

Of those 131 that completed the experience level question, 81% indicated they had 5 
years plus experience or formal qualification in information security, information 
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technology auditing, or information risk management. This high percentage matches 
the target population for this survey. Overall, of the 163 people who started the 
survey, 80 people fully completed the survey. This is a completion rate of 49%.  

5.2.2 Identifying usable responses 

Analysis of the number of survey questions completed is shown in Table 5-4 below. 
Whilst 131 people completed the question regarding their experience level, only 124 
completed question 1, falling further to 80 respondents who completed all 39 
questions. Table 5-4 also shows the stakeholder groups that the respondents most 
closely associated with.  

Table 5-4 Completion rate by Question number and Experience level 

At least Completed 
Question 1 

Significant 
level (10 

years plus) 

Good level of 
experience (5-10 

years) 

A general level 
(less than 5 

years) 

Little or no 
information security 

experience Total 
IT staff 24 12 10 2 48 
Senior management 41 20 4 1 66 
End users 1 2 3 4 10 
Total 66 34 17 7 124 
      

At least Completed 
Question 11 

Significant 
level (10 

years plus) 

Good level of 
experience (5-10 

years) 

A general level 
(less than 5 

years) 

Little or no 
information security 

experience Total 
IT staff 16 10 5 0 31 
Senior management 34 14 2 1 51 
End users 1 1 2 2 6 
Total 51 25 9 3 88 
      

Completed  
All 39 Questions 

Significant 
level (10 

years plus) 

Good level of 
experience (5-10 

years) 

A general level 
(less than 5 

years) 

Little or no 
information security 

experience Total 
IT staff 14 10 5 0 29 
Senior management 31 14 1 1 47 
End users 0 1 2 1 4 
Total 45 25 8 2 80 

The majority of respondents classified themselves as senior management - which 
may reflect where these people currently reside within the organisation, rather than 
where they may have previously worked and where they have gained their 
information security experience. These people could be working in IT Audit, IT Risk 
or other senior management roles. 

Table 5-4 above highlights that 124 respondents completed question 1. This number 
falls to 88 respondents who at least completed question 11 and, finally, fell to 80 
respondents who completed all 39 questions. Question 11 of the survey represents 
the start of the more technically-focused questions contained within the 
Communications and Operations Management section which consists of 10 
questions.  Being technically-focused questions, this may have presented a challenge 
to those not familiar with the ISO/IEC 27002 standard, or not experienced enough in 
information security. However, the target audience for the survey was those people 
expected to be familiar with the ISO/IEC 27002 standard.  
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To determine whether including partially completed surveys in the data analysis 
would impact on the overall results of this research, this research examined the 
experience level of those who at least completed question 1 (shown in Table 5-4 
above). Nineteen percent of respondents who completed question 1 possess a 
relatively low level of experience (<5 years, or little or no experience). Comparing 
this to those who fully completed the survey (all 39 questions), only 13% of 
respondents had less than 5 years’ experience.  

Table 5-5 and Table 5-6 show what this impact would be to the resultant awareness 
importance ratings. The awareness importance ratings for each of the stakeholder 
groups increases when only looking at those who have fully completed the survey 
(Table 5-6), compared to those who have at least completed question 1 (Table 5-5). 
For example, awareness importance for IT staff increased from 5.82 to 5.92. This is 
not a significant increase, but an increase nonetheless. 

Table 5-5 Anyone who answered Question 1 

 Awareness Importance 
for IT staff 

Awareness Importance for 
senior management 

Awareness Importance 
for end users 

N Valid 124 124 124 
Mean 5.82 5.52 4.36 

 
Table 5-6 Only those who fully completed the survey 

 Awareness Importance 
for IT staff 

Awareness Importance for 
senior management 

Awareness Importance 
for end users 

N Valid 80 80 80 
Mean 5.92 5.56 4.47 

The survey was purposely targeted at experienced information security, IT audit and 
IT risk professionals, so excluding those who may have realised after answering 
question 1 that they may not know enough about the material presented seems 
appropriate. However, it also eliminates some of those more experienced respondents 
who did not fully complete the survey. A more compelling reason for excluding the 
partially completed surveys is that, to obtain consistency across all questions, only 
completed surveys should be used so that the respondent population is the same for 
all questions. As a result, the decision was made to exclude incomplete survey 
responses from the main analysis of this research. The total pool of valid responses 
was, therefore, 80 fully completed surveys.  

5.2.3 Demographics of Survey 1 Respondents 

This section presents the results of descriptive statistics from the survey 
questionnaire. These include the experience level (in terms of information security) 
of the respondents, which stakeholder groups the respondents identify with, and the 
39 questions (with 3 stakeholder sub-questions) related to awareness importance 
ratings. Having decided to only use fully-completed surveys for data analysis, the 
valid survey responses were grouped by the respondents’ experience level. Table 5-7 
below shows that only two out of the 80 respondents indicated little or no experience 
in information security or IT audit or IT risk. These two responses were merged 
within the group titled ‘A general level (less than 5 years)’. This allowed for 
comparison of three different levels of experience rather than four levels. 
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Table 5-7 Experience levels of those who completed the survey 

Completed All 39 
Questions 

Significant 
level (10 
years plus) 

Good level of 
experience (5 -
10 years) 

A general level 
(less than 5 
years) 

Little or no 
information security 
experience Total 

 
  % 

IT Staff 14 10 5 0 29 36% 
Senior Management 31 14 1 1 47 59% 
End User 0 1 2 1 4 5% 
Total 45 25 8 2 80  
    % 56% 31% 10% 3% 

 
 

The survey responses also identified which stakeholder groups the survey 
respondents most closely identified with. This provided mixed results. Firstly, with 
the main aim of the survey being that of targeting those people with good knowledge 
of the ISO/IEC 27002 standard, it was thought that a majority of respondents would 
categorise themselves as IT staff. However this did not fully cater for those people 
working as IT audit and IT risk professionals, many of whom seem to have selected 
senior management as their stakeholder group. In hindsight, it would have been 
better to include a specific category for IT audit and IT risk staff. However, 
distinguishing between IT and non-IT staff has been achieved.  

Examining those who identified themselves as IT staff, Table 5-8 below shows a 
breakdown of which field of IT they work in. Of the 29 current IT staff who 
completed the survey, 24 (83%) work in an information security role. Information 
security was the primary area of IT staff that was targeted. 

Table 5-8 What field of IT do they work in 

Developers/ 
Programmers 

Management Networks and Systems 
Administration 

Security Team 
Leaders 

 
Total 

1 1 2 24 1 29 

From those who categorised themselves as senior management stakeholders (refer to 
Table 5-7 above), these 47 respondents represent 59% of all respondents who 
completed the survey. Furthermore, 96% of those specifying themselves as senior 
management have more than 5 years information security experience. This also 
meets the primary aim of the survey to elicit responses from experienced information 
security professionals. These people are likely to be former information security 
staff, or staff currently working in senior IT roles or in fields such as IT audit, IT risk 
and IT governance and compliance. 

To facilitate the analysis of responses, the respondent stakeholder categories were 
reduced from three to two, that of IT staff and Non-IT staff. Grouping the four end 
user respondents with the 47 senior management respondents and categorising this 
group as Non-IT staff achieved this. This left two groups of survey respondents - 
those currently working as IT staff and those not. The final profile of respondents 
who fully completed the survey is shown below in Table 5-9.  
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Table 5-9 Final breakdown of survey respondents 

  
Final View of the data to be 

fully analysed 

Significant 
level (10 

years plus) 

Good level of 
experience 

 (5 -10 years) 

A general 
level (less 

than 5 years) 

 
Total 

IT 
Staff 

Count 14 10 5 29 
% within Group you work in 48.3% 34.5% 17.2% 100% 
% within Experience 31.1% 40.0% 50.0% 36.2% 
% of Total 17.5% 12.5% 6.2% 36.2% 

Non-
IT 
Staff 

Count 31 15 5 51 
% within group you work in 60.8% 29.4% 9.8% 100% 
% within Experience 68.9% 60.0% 50.0% 63.7% 
% of Total 38.8% 18.8% 6.2% 63.7% 

 Count 45 25 10 80 
 % within group you work in 56.2% 31.2% 12.5% 100% 
Total % within Experience 100.0% 100.0% 100.0% 100% 
 % of Total 56.2% 31.2% 12.5% 100% 

In summary, the respondent groups have been consolidated into two groups of who 
the respondents most closely associate themselves with, that of IT staff and Non-IT 
staff. The experience levels of the respondents have also been consolidated into three 
groups, that of 10 years plus experience, between 5 and 10 years’ experience, and 
less than 5 years. These 80 valid responses form the basis of the following analysis 
used to determine the awareness importance ratings. 

5.3 Deriving the Awareness Importance ratings 

Phase 1 survey data collection was aimed at deriving the awareness importance 
rating (covering the 39 main security categories and their associated control 
objectives from the ISO/IEC 27002 Standard), for each of the three stakeholder 
groups. This measure was directly scored by each of the respondents on a scale of 1 
to 7, and selectable to one decimal place of accuracy. No rescaling of the respondent 
results was required. The overall awareness importance rating was calculated as an 
average of all responses for that particular question and for that particular 
stakeholder group question. These results are shown earlier in Table 5-1.  

Graphically, the awareness importance scores are shown in  
Figure 5-2 below. By segmenting the questions into their respective 11 security 
control clause sections (from the ISO/IEC 27002 standard) of like-focused questions, 
this presents a view that highlights the responses as a group for each of the 11 
security control clauses, rather than as 39 individual questions. In general, the 
awareness importance rating for IT staff is higher than that for senior management; 
which, in turn, is higher than that for end users. However, with some of the security 
control clauses, for example security control clause 4 (Human Resources Security), 
the ratings for senior management outrank those of IT staff and end users. Further 
analysis of this trending is discussed in section 5.3.2. 
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Figure 5-2 Summary of Awareness Importance rating by stakeholder group 
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Although the absolute ratings for awareness importance are the key output of this 
first phase of data collection, the survey results provide additional insight, trends and 
patterns that were not an initial focus of this study. There are important messages 
gleaned from this data that are discussed in Chapter 6. For example, a wide spread of 
rating scores could signal that, particularly across those respondents with the same 
level of information security experience, there exists conflicting opinions as to how 
important something is for a particular stakeholder group.  

Additionally, the relative ratings of importance by stakeholder groups are also an 
important aspect to examine. These implications could aid those organisations 
developing information security awareness programs, or those trying to measure the 
effectiveness of those programs. The differences in importance based on the 
stakeholder group could indicate the need to have a much more targeted awareness 
program depending on which stakeholder group the awareness program is aimed at. 

5.3.1 Rating Awareness Importance by stakeholder groups 
The graphical representation below ( 

Figure 5-3) presents the 39 question responses for each of the three stakeholder 
groups. Within each of the stakeholder groups these awareness importance ratings 
are sorted in descending value. They are colour coded based on which of the 11 
security control clause sections the questions belong to. The survey question number 
is included as well as some of the question text. 

The benefit of this graphic is not for the reader to try and read the details of the 
individual questions in the graphic. Referring to the data within the various tables 
shown earlier best presents that information. The aim of the graphic is to view the 
aggregation and positioning of the colours to quickly see how the ratings group and 
vary based on the stakeholder group. The colour coding quickly highlights where 
groupings of like-focused questions are positioned from a priority perspective, and 
how that compares with the other stakeholder groups.  

An example of this colour coding is the yellow highlighted questions dominating the 
top rating positions for IT staff. These belong to security control clause 6, 
Communications and Operations Management and, not surprisingly, have a largely 
technical focus. Conversely, the ratings of this security control clause are much 
lower in priority for both senior management and end users.  

A similar situation exists for the pink highlighted questions. These rate at the bottom 
for end users and senior management. These questions belonging to security control 
clause 8 Information System Acquisition, Development & Maintenance. They rate 
much higher for IT staff.  However, questions belonging to security control clause 4 
Human Resources Security (tan coloured) rate in the top 10 for senior management, 
but fall in the bottom rating for IT staff and are middle rated for end users. Further 
discussion of this analysis is included in Chapter 6. 
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Figure 5-3 Heatmap ranking in descending order of survey responses by Security Control Clauses 
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5.3.2 Patterns of data for Awareness Importance 

To further examine the results of the first phase of data collection, and to expand on 
some of the thoughts from the section above, a breakdown of each of the 11 security 
control clauses of the ISO/IEC 27002 standard is presented below. To aid the reader 
in interpreting the results, the specific questions that were asked in the survey have 
been shown, as well as the derived awareness importance rating for those individual 
questions. Within each section, a graph showing the distribution of the awareness 
importance ratings for each stakeholder group has also been included. These graphs 
represent the number of responses for each of the 11 security control clauses 
sections, broken down into each of the stakeholder groups. They are an aggregation 
of responses for that particular security control clause section. 

For example, where a security control clause section has two questions within it, the 
number of respondent answers would be 160 aggregated responses (2 questions x 80 
respondents). This presents a graphical insight into both the spread/congregation of 
responses, as well as the strength of opinion at any particular scoring point. The 
practical implications of these results are discussed in Chapter 6.  

The 7-point likert scale that was used in the awareness importance survey is shown 
below in Figure 5-4. 

 

Figure 5-4 Awareness Importance survey question scale 
 

5.3.2.1 Security control clause 1: Security Policy 
 

 

Questions asked in the survey Awareness Importance 
        IT      SM      EU 

Q1: How aware of information security policies, do the stakeholder groups 
need to be, in order to provide management direction and support for 
information security in accordance with business requirements and relevant 
laws and regulations? 

5.92    5.56    4.47 
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The results for IT staff show that 92% 
of scores are greater than or equal to 5 
(very aware). Senior management 
results also show a reasonably high 
awareness importance rating with 78% 
of responses greater than or equal to 5 
(very aware).  

The results are quite varied on the 
opinion as to how important this is for 
end users. Although more than 43% of 
end user responses support awareness 
of 5 (very aware) or more, 19% 
suggest a rating of only 3 (slight to 
moderate) or less. 

 

 

 
 

5.3.2.2 Security control clause 2: Organisation of Information Security 
 

 

Questions asked in the survey Awareness Importance 
        IT      SM      EU 

Q2: How aware of an appropriate management framework and organisation 
structure to control information security, do the stakeholder groups need to 
be, in order to provide sound information security within the organisation? 

5.36 5.54 3.79 
 

Q3: How aware of the information security practices of external parties, do 
the stakeholder groups need to be when their information and information 
processing facilities are accessed, processed, communicated to, or managed 
by external parties? 

5.59 5.30 3.71 
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The results for IT staff show that the 
majority of scores rate 4 (moderate) or 
more, with high numbers of responses 
also rating at the 7 (extreme) level. IT 
staff are key players in this area.  

Senior management results show that 
94% scored 4 (moderate) or more, with 
73% greater than or equal to 5 (very 
aware). Senior management plays a 
key role in sponsoring and supporting 
information security. Equally, when it 
comes to dealing with third party 
organisations, senior management 
often own the relationship and drive 
any contract negotiations, so awareness 
in this area is quite important.  

For end users, the results reflect 
relatively varied opinion as to the level 
of importance, with a higher weighting 
to scores below 4 (moderate). 

 
 

 
 

5.3.2.3 Security control clause 3: Asset Management 
 
Questions asked in the survey Awareness Importance 

        IT      SM      EU 
Q4: How aware of the need for ownership and accountability for assets, do 
the stakeholder groups need to be, in order to maintain appropriate protection 
of organisational assets? 

5.56 5.59 4.65 
 

Q5: How aware of the need to classify information, do the stakeholder groups 
need to be, so that information receives an appropriate level of protection? 

5.53 5.56 4.89 
 



Chapter 5 Data Analysis – Research phase 1 and 2 

 
  133 

 

The results for IT staff show 78% of 
responses are greater than or equal to 5 
(very aware). For senior management 
the results show that 80% of responses 
were greater than or equal to 5 (very 
aware).  

The end users continue to be quite 
varied, ranging from 18% of responses 
rating only 3 (slight to moderate) or 
less, whilst 55% of responses are 
greater than or equal to 5 (very aware). 

 

 

 
 
5.3.2.4 Security control clause 4: Human Resources Security 
 

 

Questions asked in the survey Awareness Importance 
        IT      SM      EU 

Q6: How aware of addressing security responsibilities in job descriptions and 
conditions of employment, do the stakeholder groups need to be? 

5.04 5.72 4.49 
 

Q7: How aware of the need to continually inform employees, contractors and 
3rd party users of their ongoing information security responsibilities, do the 
stakeholder groups need to be, during the employment tenure of these staff? 

5.28 5.74 4.45 
 

Q8: How aware of the need to assign responsibilities for managing the exit of 
users, do the stakeholder groups need to be, so that employees, contractors and 
third party users exit an organisation or change their employment in an orderly 
and secure manner? 

5.53 5.72 4.22 
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The results for IT staff show a broad 
spread of ratings, with 89% of 
responses rating 4 (moderate) or more, 
and 71% greater than or equal to 5 
(very aware). For senior management, 
the results show strong weighting 
towards 7, with 81% greater than or 
equal to 5 (very aware).  

The overall average is higher than that 
for IT staff, reflecting the key role that 
senior management performs in this 
area. And, finally, for end users, the 
scores show a very broad range. The 
results show that 26% of responses 
suggest a rating of only 3 (slight to 
moderate) or less. Given that end users 
should sign and comply with these 
agreements, this level of awareness 
appears low. Despite this, 43% of 
respondents rated this question greater 
than or equal to 5 (very aware). 

 
 

 
 

5.3.2.5 Security control clause 5: Physical and Environmental Security 
 

 

Questions asked in the survey Awareness Importance 
        IT      SM      EU 

Q9:  How aware of the need to house information processing facilities in secure 
areas, do the stakeholder groups need to be? 

5.82 5.39 3.77 
 

Q10: How aware of physical and environmental threats, do the stakeholder 
groups need to be, to prevent loss, damage, theft or compromise of assets and 
interruption to the organisation’s activities? 

5.74 5.50 4.62 
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IT staff results show high levels of 
awareness importance, with 85% rated 
greater than or equal to 5 (very aware). 
The senior management results saw 
76% rated greater than or equal to 5 
(very aware).  

The results support an overall rating 
less than those for IT staff, although 
still quite high. For end users there is a 
broad spread of scores (some 1 and 
others 7), slightly biased to scores 
above 4. Some higher ratings could 
relate to the role end users play in 
disposal and re-use of equipment. 

 

 

 
 

5.3.2.6 Security control clause 6: Communications and Operations  

Questions asked in the survey Awareness Importance 
        IT      SM      EU 

Q11:   How aware of formalising operational procedures and responsibilities, 
do the stakeholder groups need to be, so that the correct and secure operation of 
information processing facilities is managed? 

5.67 5.31 3.97 
 

Q12:  How aware of implementing agreements and monitoring compliance, do 
the stakeholder groups need to be, so as to maintain the appropriate level of 
information security and service delivery in line with third party service 
delivery agreements? 

5.54 5.74 3.94 
 

 

Q13: How aware of system planning, capacity planning and acceptance testing, 
do the stakeholder groups need to be, in order to minimise the risk of systems 
failures? 

6.15 5.13 3.47 
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The results for IT staff show an 
average rating close to 6, with strong 
ratings also at the 7 level. This area is 
core to IT activities in an organisation 
and the results reinforce that level of 
ratings.  

The senior management results show a 
broad spread of ratings. Higher ratings 
may be for particular questions within 
this section. For end users there is a 
broad spread of results, however, 
numerous ratings of both 7 and 1 were 
still obtained. 

 

 

Q14: How aware of controls that provide protection against malicious and 
mobile code, do the stakeholder groups need to be, in order to protect the 
integrity of software and information? 

6.24 5.13 4.38 
 

Q15: How aware of the need and procedures for backing up information, do the 
stakeholder groups need to be, to ensure the integrity and availability of 
information and information processing facilities? 

6.26 4.87 4.15 
 

Q16: How aware of the controls for securing networks, do the stakeholder 
groups need to be, in order to protect information in networks and protect the 
supporting infrastructure? 

6.27 4.72 3.47 
 

Q17: How aware of the techniques required to protect removable media, do the 
stakeholder groups need to be, in order to minimise unauthorised disclosure, 
modification, removal or destruction of assets? 

6.17 5.12 4.94 
 

 
Q18: How aware of policies and procedures for exchanging information, do the 
stakeholder groups need to be, to preserve the security of any information or 
software exchanged within an organisation or with any external entity? 

5.77 5.51 5.23 
 

Q19: How aware of electronic commerce services, do the stakeholder groups 
need to be, to ensure the security of electronic commerce services, and their 
secure use? 

 5.72 5.04 4.16 
 

Q20: How aware of system monitoring techniques, do the stakeholder groups 
need to be, to help detect and check the effectiveness of controls designed to 
prevent unauthorised information processing activities? 

6.15 4.61 3.40 
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5.3.2.7 Security control clause 7: Access Control 
 

 

The results for IT staff show an 
average of 6, with a strong number of 
responses also at the 7 level. The 
senior management results show a 
broad spread, many at the highest level 
of 7, but also many at a level of 3 and 
below.  

Looking at the individual questions, 
those focused on business requirements 
are rated highly (average 5.6), whilst 

Questions asked in the survey Awareness Importance 
        IT      SM      EU 

Q21: How aware of business requirement and policies for information 
dissemination and authorisation, do the stakeholder groups need to be, in order 
to control access to information? 

5.68 5.58 4.75 
 

Q22: How aware of formal user access management procedures, do the 
stakeholder groups need to be, to ensure authorised user access and to prevent 
unauthorised access to information systems? 

5.98 5.14 4.53 
 

Q23: How aware of user responsibilities for maintaining effective access 
controls, do the stakeholder groups need to be, to prevent unauthorised user 
access, and compromise or theft of information and information processing 
facilities? 

5.81 5.31 5.36 
 

Q24: How aware of network access controls to internal and external networked 
services, do the stakeholder groups need to be? 

6.14 4.45 3.73 
 

Q25: How aware of operating system access controls, do the stakeholder 
groups need to be? 

6.19 4.03 3.32 
 

Q26: How aware of application and logical access controls, do the stakeholder 
groups need to be? 

6.15 4.17 3.62 
 

Q27: How aware of the risks associated with mobile computing and 
teleworking in an unprotected environment, do the stakeholder groups need to 
be? 

6.12 5.77 5.27 
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other more technically-focused 
questions are rated lower.  

For end users there is also a broad 
spread of results; however, two of the 
questions averaged over 5 (5.35 and 
5.28). These questions have a high 
level of relevance for end users, being 
formal user access management and 
risks associated with mobile computing 
and teleworking. 

 

 

 

5.3.2.8 Security control clause 8: Information System Acquisition, 
Development & Maintenance 

 

 

Questions asked in the survey Awareness Importance 
        IT      SM      EU 

Q28: How aware of security requirements of information systems, do the 
stakeholder groups need to be, to ensure that security is an integral part of 
developing or acquiring information systems? 

6.01 5.08 3.82 
 

Q29: How aware of change and input validation controls, do the stakeholder 
groups need to be, to prevent errors, loss, unauthorised modification or misuse 
of information in applications? 

5.84 4.32 3.67 
 

Q30: How aware of cryptographic controls including key management, do the 
stakeholder groups need to be, to protect the confidentiality, authenticity or 
integrity of information? 

6.08 4.00 3.02 
 

Q31: How aware of security of system files and source code, do the stakeholder 
groups need to be? 

6.10 3.77 2.80 
 

Q32: How aware of the security of development and test environments, do the 
stakeholder groups need to be? 

6.06 3.97 3.02 
 

Q33: How aware of technical vulnerability management, do the stakeholder 
groups need to be, to prevent risks resulting from exploitation of published 
vulnerabilities? 

6.24 4.30 3.00 
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The results for IT staff show very 
strong ratings averaging over 6, with a 
high percentage rated at 7. 
Surprisingly, there are a number of 
scores rated below 4, but this rating 
appears in less than 5% of the 
responses.  

The results for senior management saw 
an average score rating just above 4 
(moderate), with the highest individual 
question rating above 5 for security 
requirements of information systems.  

For end users there were generally low 
scores, however, some respondents still 
rated the importance above 5. 

 

 

 
 

5.3.2.9 Security control clause 9: Information Security Incident Management 
 

 

Questions asked in the survey Awareness Importance 
        IT      SM      EU 

Q34: How aware of the need for timely reporting of information security events 
and weaknesses, do the stakeholder groups need to be, to allow timely 
corrective action to be taken? 

6.13 5.62 5.28 
 

Q35: How aware of the procedures and assignment of responsibilities to 
manage information security incidents and improvements, do the stakeholder 
groups need to be, to ensure a consistent and effective approach to the 
management of security incidents? 

6.05 5.61 4.49 
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The results for IT staff show a very 
high percentage of ratings above 6.  

The senior management results are also 
quite high ratings; however, there are 
around 5% of respondents who rate 
this quite low (less than 3).  

The ratings for end users also show 
reasonably high scores. 

 

 

 
 

5.3.2.10 Security control clause 10: Business Continuity Management 
 

 

Questions asked in the survey Awareness Importance 
        IT      SM      EU 

Q36: How aware of information security aspects of business continuity 
management, do the stakeholder groups need to be, to protect critical business 
processes from the effects of major failures of information systems? 

5.94 5.82 4.21 
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The results for IT staff saw a high level 
of awareness importance ratings 
reflected in the scores.  

For senior management there are also 
strong ratings shown.  

Finally, for end users, the ratings show 
a reasonable level of awareness is 
required. 

 

 

 
 
 

5.3.2.11 Security control clause 11: Compliance 
 

 

Questions asked in the survey Awareness Importance 
        IT      SM      EU 

Q37: How aware of compliance with legal requirements, do the stakeholder 
groups need to be, in order to avoid breaches of any law, statutory, regulatory 
or contractual obligations, and of any related security requirements? 

5.60 6.10 4.69 
 

Q38: How aware of the need to formally review compliance of systems with 
organisational security policies and standards, do the stakeholder groups need 
to be? 

5.75 5.68 3.87 
 

Q39: How aware of controls to minimize interference to/from the information 
systems audit process, do the stakeholder groups need to be? 

5.61 5.22 3.43 
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The results for IT staff show that IT is 
still best positioned to manage 
compliance with the assistance of 
senior management and IT risk and 
audit colleagues. The scores generally 
reflect this.  

For senior management, compliance is 
a key responsibility for them and the 
scores generally reflect this.  

The end user ratings saw varied 
responses. 

 

 

 
 

5.4 Descriptive Statistics - Phase 2 Survey 

The Methodology II Chapter 4 described this second survey’s primary aim as 
deriving an awareness capability score. Each of the ten questions presented in this 
second survey were based on the awareness importance of specific aspects of the 
relevant security control clauses that were previously rated by information security 
experts as having the highest levels of awareness importance for end users (questions 
asked in phase 1 survey are shown in Table 4-1 on page 100). The subsequent ten 
survey questions developed for the second survey (to test for awareness capability) 
were broken down into three sub-questions, each aimed at examining a higher level 
of awareness, reflecting the cognitive information processing levels, Level 1 
perception, Level 2 comprehension and Level 3 projection of situation awareness 
(SA) theory.  
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The second survey was distributed to two distinct populations. The first specific 
population was staff at an Australian university with a population of 900 staff 
members. This survey was conducted over a 5-week period, opening on 26th March 
2015 and closing on 1st May 2015. The second population was the baseline 
population who were a survey panel of respondents provided by MyOpinions. This 
survey opened on 13th April 2015 and closed on 29th April 2015. This survey was 
targeted to end users who were using computing technology as part of their 
employment. The survey was delivered to the two population groups using the 
following approach: 

• The Australian university staff received an email from their Senior Deputy 
Vice-Chancellor with details of the survey, including a link to the survey. 

• The MyOpinions panel used their technology to deliver the survey to the 
respondents. It directed the respondents to the survey URL link. 

• The survey presented to both populations contained the same elements, but 
separate surveys were used to keep responses of the two populations separate. 

5.4.1 Survey completion rates and usable responses 

Prior to performing detailed quantitative data analysis of the survey data, an initial 
assessment of the responses was conducted for both sample populations to ensure 
completeness of the survey responses. The total number of completed survey 
responses for both populations are shown below in Table 5-10. 

Table 5-10 Survey completion rate 

Survey population Commenced Survey Valid Surveys 
Australian University 135 110 
MyOpinions Panel 263 223 

MyOpinions (an external organisation) provide a guaranteed 220 valid responses via 
a survey panel constructed for this research. MyOpinions matched the required 
profile of respondents aged over 18, employed, and using computing within their 
working environment. Quotas were set so that the level of responses was achieved 
and stratified proportionally for a national survey, whilst also restricting access to the 
survey once this quota had been achieved. However, there were 40 participants who 
did not complete the survey. To be consistent with the decision not to include 
incomplete survey responses in the data analysis of the phase 1 survey responses, the 
incomplete phase 2 survey responses were not included in the final data set for 
analysis, and 110 and 223 valid complete survey responses were used for the 
analysis.  

5.4.2 Demographics of Survey 2 Respondents 

This section presents the results of descriptive statistics from the valid responses for 
both survey populations. This includes the highest education level of the respondents, 
whether they have ever or currently work in an IT role, their level of digital literacy, 
the industry sector they work in, and the 10 questions (with 3 sub-questions) 
measuring awareness capability. 
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5.4.2.1 Australian university population 

The breakdown of valid survey responses by highest educational level achieved, and 
whether respondents ever or currently work in an IT role, is shown in Table 5-11. 

Table 5-11 Australian university survey – Demographics 

 

Currently 
in IT 

Previously 
in IT 

Never 
in IT 

Grand 
Total 

Secondary 1 
 

3 4 
Diploma 1 2 4 7 
Undergraduate 5 2 20 27 
Postgraduate 9 8 55 72 
Grand Total 16 12 82 110 

A high percentage of respondents (90%) were at least degree qualified, with 65% 
having post-graduate qualifications. There were 25% of respondents with current or 
previous experience working in an IT role. The survey also asked respondents to rate 
their level of digital literacy as a percentage out of 100 (see Table 5-12). This shows 
the average percentage of digital literacy increases in line with increasing highest 
education level. On average, the highest levels of digital literacy were for 
respondents currently working in an IT role. 

Table 5-12 Australian university survey – Digital literacy 

 

Currently 
in IT 

Previously 
in IT 

Never 
in IT Average 

Secondary 68 
 

44 56 
Diploma 100 60 57 66 
Undergraduate 85 60 68 69 
Postgraduate 77 79 72 74 
Average 79 74 70 72 

5.4.2.2 MyOpinions panel population 

The breakdown of valid survey responses by highest educational level achieved, and 
whether respondents had or currently work in an IT role, is shown in Table 5-13. 

Table 5-13 MyOpinions panel respondents – Demographics 

 

Currently 
in IT 

Previously 
in IT 

Never 
in IT 

Grand 
Total 

Primary   4 4 
Secondary 3 3 72 78 
Diploma 3 4 51 58 
Undergraduate 6 6 43 55 
Postgraduate 7 4 17 28 
Grand Total 19 17 187 223 

Unlike the Australian university population, there is a much lower percentage (37%) 
of respondents who were at least degree qualified, and only 13% of respondents had 
postgraduate qualifications (compared to 65% at the Australian university). There 
were also only 16% of the respondents with current or previous experience of 
working in an IT role. The survey also asked respondents to rate their level of digital 
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literacy as a percentage out of 100. These results are shown below in Table 5-14. The 
average percentage of digital literacy is highest with those with postgraduate 
qualifications, but no significant trend exists between respondents currently working 
or not working in an IT role. 

Table 5-14 MyOpinions panel respondents – Digital literacy 

 

Currently 
in IT 

Previously 
in IT 

Never 
in IT Average 

Primary   86 86 
Secondary 64 72 70 69 
Diploma 66 84 73 73 
Undergraduate 63 57 70 69 
Postgraduate 84 63 77 76 
Average 71 69 72 71 

The MyOpinions panel survey captured the responses of end users across a range of 
industry sectors that they are employed in. The survey respondent count across each 
of these industry sectors is shown below in Table 5-15. 

Table 5-15 MyOpinions panel – Sector count of responses 

 

Currently 
in IT 

Previously 
in IT 

Never 
in IT 

Grand 
Total 

Accommodation, restaurants   8 8 
Agriculture   5 5 
Communications services   4 4 
Construction  3 5 8 
Cultural and recreational   1 1 
Education 2 2 23 27 
Electricity gas water   3 3 
Finance and insurance 1  11 12 
Government and defence 1 2 11 14 
Health & Community services  2 31 33 
Manufacturing   10 10 
Mining   5 5 
Other 10 2 31 43 
Personal and other services  1 2 3 
Property & business services 1  6 7 
Retail trade 3 3 23 29 
Transport and storage 1 1 7 9 
Wholesale trade 

 
1 1 2 

Grand Total 19 17 187 223 

The average digital literacy across industry sectors is shown below in Table 5-16 and 
indicates some variance in the digital literacy of survey respondents across sectors. 

Table 5-16 MyOpinions panel – Sector percentage of digital literacy 

 

Currently 
in IT 

Previously 
in IT 

Never 
in IT 

Grand 
Total 

Accommodation, restaurants   70 70 
Agriculture   53 53 
Communications services   83 83 
Construction  82 74 77 
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Currently 
in IT 

Previously 
in IT 

Never 
in IT 

Grand 
Total 

Cultural and recreational   81 81 
Education 83 71 77 77 
Electricity gas water   85 85 
Finance and insurance 98  68 70 
Government and defence 76 62 63 63 
Health & Community services  71 61 62 
Manufacturing   69 69 
Mining   72        72 
Other 70 63 70 70 
Personal and other services  94 77 82 
Property & business services 50  76 72 
Retail trade 64 78 61 63 
Transport and storage 95 64 56 61 
Wholesale trade 

 
71 73 72 

Grand Total 72 73 68 69 
 

5.5 Deriving the Awareness Capability scores 

The aim of the phase 2 survey data collection was to derive the awareness capability 
scores based on questions constructed for the top 10 rated awareness importance 
main security categories as determined in phase 1 survey. This awareness capability 
score comprised of three sub-questions, with a total possible score across these sub-
questions of 7. The scoring approach applied was shown in Figure 4-2 on page 115 
and involves allocating certain scores to the various answers based on the level of 
situation awareness being captured.  Deriving the awareness capability measure was 
carried out by adding the scores of the three sub-questions to arrive at a total 
awareness capability score for that overall question.  

A total awareness capability score for the overall survey (10 survey questions each 
with three sub-questions) was calculated per respondent. An extract of this data (of 
eight individual respondents’ scores) is shown below in Table 5-17. This scoring 
technique was applied to both survey populations; the Australian university and the 
MyOpinions panel populations. 

Table 5-17 Awareness Capability extract 

Response 
No. Q1 Q2 

 
Q3 

 
Q4 

 
Q5 

 
Q6 

 
Q7 

 
Q8 

 
Q9 

 
Q10 

Survey 
Total 

#1 2 0.5 0.5 4.5 2 2 4.5 2.5 1 3 22.5 
#2 2 3 1 7 3 5 7 2 5 7 42.0 
#3 4.5 7 7 7 7 7 4.5 5.5 4 7 60.5 
#4 4.5 0.5 0.5 1 4.5 7 5.5 4 7 5.5 40.0 
#5 3 7 7 5.5 7 5 7 7 7 7 62.5 
#6 3.5 7 7 4 7 5 7 5 7 7 59.5 
#7 7 7 7 7 7 7 4.5 7 7 7 67.5 
#8 4.5 7 7 6 7 7 7 7 5 7 64.5 

Once all the individual scores had been allocated to each of the responses, and the 
total per respondent calculated, this allowed for an organisational view to be 
achieved by averaging the question scores across all respondents for each of the 10 
questions. The overall results of calculating this are shown below in Table 5-18. 
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Table 5-18 Overall Awareness Capability – Summary by survey population 

Population Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Total 
Australian 
University 3.3 4.7 3.9 5.2 4.8 5.1 4.9 4.3 4.1 4.8 45.2 
MyOpinions 
Panel 2.8 3.4 3.0 3.8 4.1 3.4 3.4 3.2 3.4 3.6 34.4 

For each of the 10 questions, the average awareness capability scores for the 
Australian university population were higher than the average obtained from 
respondents to the MyOpinions panel population. This was not an unexpected result 
given the Australian university population had a higher digital literacy score overall. 
These results are graphically illustrated below in Figure 5-5. 

5.5.1 Situation Awareness profile of responses 

Whilst the total scores per question derived by adding the scores of the three sub-
questions provides the overall score for awareness capability (shown above), analysis 
of the responses on a ‘by sub-question’ basis helps provide a perspective on whether 
the respondents are achieving the level 1, level 2 or level 3 stages of Situation 
Awareness (SA). As outlined in Chapter 4, the structure of the sub-questions 
reflected the three levels of SA. So sub-question 1 broadly targeted a situation 
awareness of level 1; sub-question 2 targeted level 2 situation awareness; and sub-
question 3 equated to level 3 situation awareness. 

Sub-question 1 had a maximum score of 2, whilst sub-question 2 and sub-question 3 
each had maximum scores of 2.5. In general terms, an overall score of 2 signified full 
level 1 attainment (perception), 4.5 signified full level 2 attainment (comprehension), 
and 7 signified full level 3 attainment (projection). When looking at an average of all 
respondents, per questions, and per population samples, Figure 5-5 shows the results 
from both of the phase 2 surveys, highlighting the boundaries of the various levels of 
situation awareness. 

 
Figure 5-5 Attainment of SA levels 
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For the MyOpinions panel population, the results show that level 3 situation 
awareness was not achieved when looking at the population average for any of the 10 
questions. This contrasts with the survey respondents of the Australian university 
population, which overall achieved average scores that fall into level 3 of SA for 
60% of the questions. With the sub-questions developed to sequentially test the 3 
levels of SA, the percentage of respondents who at least displayed some level of 
awareness in each of the three sub-questions were also examined. A survey 
respondent having a non-zero score for a sub-question reflects that they have some 
level of that SA. This analysis could help organisations determine where on the SA 
journey their employees are in terms of developing their SA.   

Figure 5-6 below shows the percentage of L1, L2 and L3 for each question where 
some level of SA was shown. The y-axis reflects the percentage of the total score for 
that sub-question that was achieved. The x-axis shows all of the sub-questions, 
grouped by their main question number. The general trend is that there is a higher 
percentage for sub-question 1 (i.e. Q2.1) than for sub-question 2 (i.e. Q2.2) which, in 
turn, is higher than sub-question 3 (i.e. Q2.3). 

 
Figure 5-6 Respondents showing some level of SA 

5.5.2 Patterns of data for Awareness Capability 

Section 4.4 on page 114 described the scoring mechanism that was applied to the 
responses for phase 2 survey. The first sub-question (Level 1 SA) is assigned a 
maximum score of 2. The second sub-question (Level 2 SA) is assigned a maximum 
score of 2.5. And the third sub-question (Level 3 SA) is assigned a maximum of 2.5. 
The overall maximum score is 7.  



Chapter 5 Data Analysis – Research phase 1 and 2 

 
  149 

The results of the second phase survey data collection, including the responses at a 
sub-question level, are examined below. The sub-questions that were asked are 
shown, as well as the derived awareness capability ratings for these sub-questions, 
and the overall awareness capability ratings. The table heading refers to the relevant 
security categories (i.e. User Responsibilities) from the ISO/IEC 27002 standard.  

Table 5-19 User Responsibilities 
 

Whilst a majority of respondents indicated they would not share their passwords (L1 
SA), a high percentage of respondents indicated that they would share their password 
under certain circumstances (i.e. in an emergency). There is greater recognition of 
the risks of using the same password for personal and work related accounts (L2 SA) 
by the Australian university respondents; however, this was not the case with the 
MyOpinions respondents. The use of a passphrase (L3 SA) and the benefits 
(password of significant length, easily remember) did not register greatly with either 
of the survey populations. The scores demonstrated poor level of awareness. 

Table 5-20 Reporting Information security events and weaknesses 
 

Australian university respondents showed good levels of awareness of security 
incidents (L1 SA), including escalation processes; however, the level was much 
lower for MyOpinions respondents. A very high level of awareness of risks related to 
data on portable unencrypted memory devices (L2 SA) and reporting data loss 
incidents was shown by the Australian university respondents, with a majority of the 
MyOpinions respondents also showing good levels of awareness.  

Average levels of social engineering awareness (L3 SA) were displayed by 
Australian university respondents, while a much lower level of awareness was shown 
by MyOpinions respondents in relation to social engineering. This lower level of 
awareness puts at risk both populations to social engineering style cyber attacks. 

Questions asked in the second survey   Awareness Capability 
Aust. Uni.  MyOpinions 

Q1.1: A work colleague has asked you for your computer access 
password because they are having troubles getting their computer 
access set up. What would you do?  

   1.42            1.26 
 

Q1.2: Do you use the same password for multiple systems, say for 
your personal email account and your work accounts?    1.51            1.13 

Q1.3: Is a passphrase better to use than just a set of characters and 
numbers in your password?    0.36            0.45 

Average Total score for Question 1 (Max 7)    3.29            2.83 

Questions asked in the second survey   Awareness Capability 
Aust. Uni.  MyOpinions 

Q2.1: !Would you be able to recognise a potential computer incident 
(i.e. virus, spam, infected web site) and do you know what to do?  

   1.54            1.09 
 

Q2.2:  You have taken some work related data home on an 
unencrypted USB device. It has some customer related data on it. 
However you can’t find the USB device. What would you do? 

   1.80            1.47 

Q2.3:  Do you know what social engineering is and can it lead to 
security incidents?    1.34            0.88 

Average Total score for Question 2 (Max 7)    4.67            3.44 
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Table 5-21 Mobile computing and teleworking 
 

A slight majority of Australian university respondents believe it is safe to connect to 
their work environment from a public Internet connection using a VPN connection 
(L1 SA), whilst the majority of MyOpinions respondents believe it is unsafe to do so. 
This could limit the ability of these staff members to securely work remotely if they 
do not understand safe ways to do so. There is good awareness of the importance of 
encrypted hard drives (L2 SA) when using a portable computer for both populations 
of respondents. The level of understanding of the benefits of a VPN (L3 SA) was 
higher for the Australian university respondents than for the MyOpinions panel 
population. This awareness was undoubtedly also reflected in the responses to Q3.1. 

Table 5-22 Exchange of information 
 

A good level of awareness of the risks of sharing data (L1 SA) was displayed by both 
populations of respondents in terms of data owners providing approvals, although 
many of the scores were much higher for the Australian university respondents. The 
Australian university respondents also displayed a high level of awareness regarding 
the use of external organisations to provide external communications on behalf of 
their organisation (L2 SA). They recognised that this can be done securely if suitable 
formal agreements and third party assessments have been put in place. There was a 
slight majority of MyOpinions respondents who also recognised this could be done 
safely, although this was lower than the Australian university respondents. 

The Australian university respondents displayed high levels of awareness on how to 
securely exchange information with another organisation (L3 SA). They recognised 
the importance of exchange agreements being put in place, as well as the appropriate 
security mechanisms. Slightly more than half of MyOpinions respondents also 
demonstrated some level of awareness. 

Questions asked in the second survey   Awareness Capability 
Aust. Uni.  MyOpinions 

Q3.1: !  Is it OK to connect your work computer to a public Internet 
service such as those offered by Starbucks or public Libraries?  

   1.09            0.88 
 

Q3.2:   Why is it important to have an encrypted hard drive on any 
computer used away from the office?    1.53            1.37 

Q3.3:   How does a VPN connection provide you with security when 
connecting with your work or other companies?    1.23            0.77 

Average Total score for Question 3 (Max 7)    3.85            3.02 

Questions asked in the second survey   Awareness Capability 
Aust. Uni.  MyOpinions 

Q4.1: You are working on analysing some customer data that you 
have access to in order to determine customer profitability. Is it OK to 
share this information with other people within your organisation? 

   1.50            1.19 
 

Q4.2: Your organisation uses an external company to do its letter mail 
out (physical and email) to customers. Is this secure?    1.92            1.28 

Q4.3: When exchanging electronic information with another 
organisation, you should ensure that ...    1.80            1.37 

Average Total score for Question 4 (Max 7)    5.22            3.85 
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Table 5-23 Media handling 
 

 
There are good levels of awareness demonstrated by both populations of survey 
respondents for the secure methods of disposing of portable magnetic media (L1 
SA), such as secure erasure and physical destruction. This good level of awareness 
continues with the understanding of the risks of sending sensitive data via email 
compared with transporting it via an appropriately encrypted USB memory device. 
Whilst the levels of awareness decrease for risks associated with disposing of non-
traditional data stores (L3 SA) such as photocopiers (using secure wiping 
techniques), awareness is still displayed by some respondents in both populations. 

Table 5-24 Information classification 
 

There are good levels of awareness of information classification (L1 SA) from the 
Australian university respondents, but lower levels of awareness among the 
MyOpinions respondents. This may be reflective of organisational awareness being 
raised within the Australian university, whereas the MyOpinions respondents 
represent many different organisations. Australian university respondents 
demonstrated good awareness of how information classification impacts on access 
controls (L2 SA), whereas the level of awareness falls for the MyOpinions 
respondents. The awareness of key risks (L3 SA) such as authorised users making 
the data available (accidently or deliberately) to non-authorised users, drops to a 
lower level for both groups of respondents, although it is much lower for the 
MyOpinions respondents. 

 

 

Questions asked in the second survey   Awareness Capability 
Aust. Uni.  MyOpinions 

Q5.1: What is the best way to dispose of unwanted data contained on 
media such as a dvd, usb stick, magnetic tape? 

   1.70            1.50 
 

Q5.2: You are required to work on a sales presentation spreadsheet 
over the weekend. Because of the sensitive nature of the information 
you know not to send it home via email. Instead you load it onto a 
USB memory stick. Is that safe? 

   1.59            1.36 

Q5.3: You are responsible for the disposal of photocopying machines. 
Are there any security related things that you need to do before you 
dispose of them? 

   1.53            1.27 

Average Total score for Question 5 (Max 7)    4.81            4.12 

Questions asked in the second survey   Awareness Capability 
Aust. Uni.  MyOpinions 

Q6.1: Is it important for your organisation to have data/information 
classification rules and if so why? 

   1.76            1.33 
 

Q6.2: How does information classification influence access controls?    1.88            1.10 
Q6.3: What are the key risks for your organisation if it has correctly 
classified information?    1.48            0.96 

Average Total score for Question 6 (Max 7)    5.12            3.39 
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Table 5-25 Business requirements for access control 
 

Australian university respondents demonstrate good levels of awareness regarding 
who should be involved in determining the levels of access to data (L1 SA). 
However, the level of awareness for MyOpinions respondents is much lower. Both 
groups of respondents demonstrate good awareness of risks to the organisation if 
access controls are not based on business requirements (L2 SA), such as either too 
much or too little access. Finally, an understanding of a key business control 
(separation of duties) was poorly scored by MyOpinions respondents, with only an 
average level of understanding demonstrated by Australian university respondents. 

Table 5-26 Compliance with legal requirements 
 

There was only an average level of understanding as to who (i.e. business managers) 
within an organisation should be responsible for compliance with legal requirements 
(L1 SA). There was greater awareness of data privacy (L2 SA) such as the 
government published privacy principles, demonstrated by the Australian university 
respondents, whilst the level of awareness by MyOpinions respondents was low.  
The legal aspects associated with encryption software (L3 SA), such as the exporting 
of encryption technology and the transmission of data using encryption techniques, 
were understood much better by the Australian university respondents than by the 
MyOpinions respondents. 

Table 5-27 Responsibility for assets 
 

 

Questions asked in the second survey   Awareness Capability 
Aust. Uni.  MyOpinions 

Q7.1: Who should determine the level of access to data within your 
organisation? 

   1.47            1.04 
 

Q7.2: What is the greatest risk to your organisation if access is not 
based on business requirements?    2.00            1.64 

Q7.3: What do you understand about the term “separation of duties” 
and it’s importance to your organisation?    1.45            0.71 

Average Total score for Question 7 (Max 7)    4.93            3.39 

Questions asked in the second survey   Awareness Capability 
Aust. Uni.  MyOpinions 

Q8.1: Who within your organisation should be responsible for 
understanding how to comply with legal requirements? 

   1.14            0.97 
 

Q8.2:  What do you know about data privacy?    1.50            1.15 
Q8.3:  Why are there laws regarding the use of encryption software?    1.64            1.08 

Average Total score for Question 8 (Max 7)    4.28            3.20 

Questions asked in the second survey   Awareness Capability 
Aust. Uni.  MyOpinions 

Q9.1: Who should be responsible for owning technology related 
assets? 

   1.41            1.04 
 

Q9.2: Who should be responsible for maintaining and updating an 
asset register of technology assets?    1.50            1.02 

Q9.3: Who should be setting the policy of acceptable use for a 
computing asset?    1.15            1.38 

Average Total score for Question 9 (Max 7)    4.06            3.44 
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Australian university respondents demonstrated a good level of awareness of the 
benefits of shared ownership for technology assets (L1 SA), however, the levels for 
the MyOpinions respondents were much lower. Similar results were obtained in 
terms of responsibilities for maintaining asset registers (L2 SA). Interestingly, the 
awareness for setting the acceptable use policies (L3 SA) by the business owner was 
higher with the MyOpinions respondents than with the Australian university 
respondents. This may reflect the practices implemented at the Australian university, 
such as having a dedicated team (rather than business managers) that is responsible 
for developing and owning university-wide policies. 

Table 5-28 Equipment security 
 

Controls aimed at protecting against power disruptions, such as the use of 
(uninterrupted power supplies) UPS with diesel generator backup (L1 SA) resulted in 
only an average level of understanding by the Australian university respondents; and 
lower levels of awareness by the MyOpinions respondents. Secure disposal 
techniques for unwanted computer equipment (L2 SA) was well-understood by a 
majority of both populations.  The Australian university respondents also displayed a 
high level of awareness of why remote computer equipment should be well 
protected. The MyOpinions respondents demonstrated an average level of awareness 
regarding this particular aspect. 

5.6 Deriving the Awareness Risk scores 

In this section an explanation is provided of how the final element of the ISACM, 
Awareness Risk, is calculated. As described earlier in section 4.5 on page 116, the 
following formulae are used to calculate the awareness risk measurement. 

AR = AI - AC where AI = Awareness Importance; AC = Awareness  
Capability; AR = Awareness Risk 

The measurement’s focus is on the gap between desired (importance) 
behaviour/action compared to what is observed (capability). The desired importance 
is reflected in the awareness importance measure, which was determined from an 
analysis of phase 1 survey data collection. The capability that the respondents are 
demonstrating is reflected in the awareness capability measure, which was 
determined from analysis of phase 2 survey data. 

A positive score for awareness risk occurs when the awareness importance score is 
greater than the awareness capability score. When this occurs it indicates an 
undesirable level of risk for an organisation. The awareness importance (AI) 

Questions asked in the second survey   Awareness Capability 
Aust. Uni.  MyOpinions 

Q10.1: What controls provide the best protection for essential 
computer equipment against power disruptions? 

   1.00            0.71 
 

Q10.2: When disposing of computer equipment, what key information 
security step is required to be done?    1.90            1.59 

Q10.3: From an information security perspective, what is the most 
important reason to protect remotely located computer equipment?    1.93            1.29 

Average Total score for Question 10 (Max 7)    4.84            3.59 
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measures for the top 10 end user main security categories from survey 1 were 
presented earlier in Table 4-1 on page 100. The corresponding awareness capability 
(AC) measures for these questions (for both the Australian university population and 
the MyOpinions panel population) were shown earlier in this chapter in Table 5-18. 
These awareness capability scores determined from these two population surveys are 
summarised and compared against the relevant awareness importance ratings as 
shown below in Table 5-29. 

Table 5-29 Awareness Risk measure for end users 

 
Phase 1 Survey     

Phase 2 
Survey Aust. Uni. MyOpinions 

Security Control 
Clauses 

Main security 
categories  

AI 
Question AI 

AC 
Question AC AR AC AR 

Access Control 
User 
Responsibilities  Q23 5.36 Q1 3.29 2.07 2.83 2.53 

Information Security 
Incident Management 

Reporting 
Information security 
events and 
weaknesses  Q34 5.28 Q2 4.67 0.61 3.44 1.84 

Access Control 
Mobile computing 
and teleworking  Q27 5.27 Q3 3.85 1.42 3.02 2.25 

Communications and 
Operation 
Management 

Exchange of 
information  Q18 5.23 Q4 5.22 0.01 3.85 1.38 

Communications and 
Operation 
Management Media handling  Q17 4.94 Q5 4.81 0.13 4.12 0.82 

Asset Management 
Information 
classification  Q5 4.89 Q6 5.12 -0.23 3.39 1.50 

Access Control 

Business 
requirements for 
access control  Q21 4.75 Q7 4.93 -0.18 3.39 1.36 

Compliance 
Compliance with 
legal requirements  Q37 4.69 Q8 4.28 0.41 3.20 1.49 

Asset Management 
Responsibility for 
assets  Q4 4.65 Q9 4.06 0.59 3.44 1.21 

Physical & 
Environmental 
Security Equipment security  Q10 4.62 Q10 4.84 -0.22 3.59 1.03 

a b c d e f g h i 

Legend: Each row of Table 5-29 is explained by the following columns and 
accompanying legend below: 

a) Relevant security control clause from ISO/IEC 27002 standard this question was related to. 
b) Relevant main security category from ISO/IEC 27002 standard this question was related to. 
c) Question number presented in phase 1 survey for assessing awareness importance (AI). 
d) Awareness Importance score for the top 10 end user questions. 
e) Question number (including its 3 sub-questions) posed in phase 2 survey to assess the top 10 

end user questions from phase 1 survey. 
f) Awareness Capability score derived in phase 2 survey for the Australian university 

population. 
g) Awareness Risk score derived for the Australian university population. 
h) Awareness Capability score derived in phase 2 survey for the MyOpinions panel population. 
i) Awareness Risk score derived for the MyOpinions panel population. 



Chapter 5 Data Analysis – Research phase 1 and 2 

 
  155 

The following results for awareness risk for both the population groups are apparent 
from Table 5-29. They are an average across the respective phase 2 survey 
respondents. It is important to highlight the difference and purpose of the two 
populations that were surveyed. The Australian university survey respondents are a 
specific organisation; while the MyOpinions survey respondents are a more general 
population and provide a baseline awareness capability score for working 
populations in general. 

Negligible risk 
For the Australian university respondents, four out of the 10 questions in Table 5-29 
show awareness risk being non-existent (negative) or negligible (0.01). This shows 
that sufficient or more than sufficient awareness is being demonstrated (capability) 
when compared to what is required (importance). These results may confirm areas 
where awareness raising has been (successfully) conducted, or where staff recruited 
into the Australian university have this as pre-requisite knowledge. In contrast to the 
Australian university respondents, none of the 10 questions show awareness risk as 
being non-existent across the MyOpinions survey respondents.  

This shows that insufficient awareness is being demonstrated (capability) across the 
MyOpinions survey respondents when compared to what is required (importance). 
These scores may represent the levels of awareness capability that exist in the 
absence of additional awareness that is provided at an organisational level. 

Low risk 
For the Australian university respondents, four out of 10 questions show low 
awareness risk of between 0.01 and 0.61. This highlights areas where additional 
awareness raising is required, however, the level of risk reduction will not be 
significant. In contrast, only one out of 10 questions for the MyOpinions panel show 
low levels of risk at 0.82 across the survey respondents. 

Medium risk 
For the Australian university respondents, the final two out of 10 questions show 
awareness risk greater than 1.42. These would be an area of priority for the 
Australian university to invest in further awareness raising. For the MyOpinions 
survey respondents, seven out of 10 questions show awareness risk being prominent 
across the survey respondents - between 1 and 2. 

High risk 
Australian university respondents on average did not demonstrate any high level of 
risk. In contrast, two out of 10 questions for the MyOpinions panel show high 
awareness risk being more prominent across the survey respondents and greater than 
2.25. Whilst numerical results point organisations to areas of greater risk (higher 
positive values for awareness risk), analysing the detailed answers may provide 
insight for organisations as to where more awareness raising needs to be undertaken.  

For both the MyOpinions survey respondents and Australian university survey 
respondents, phase 2 survey questions 1 and 3 exhibited the highest levels of 
awareness risk. Interestingly, these two questions respectively are linked to the 
highest level of awareness importance (5.36) from phase 1 survey question 23 and 
the third highest level of awareness importance (5.27) from phase 1 survey question 
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27. Hence, these two questions not only present the highest gaps between importance 
and capability, but also occur in those areas requiring the highest levels of awareness 
capability for end users. 

5.6.1 In-depth analysis of areas of highest Awareness Risk 

Analysing these top two questions in further detail could provide organisations with 
insight as to why the required level of awareness capability is not being displayed. 
Because the sub-questions present varying options that could be chosen by the 
respondents, awareness raising could be tailored based on the respondents’ choices. 
For example, Figure 5-7 below shows respondents would share their password ‘but 
would change it immediately afterwards’. Awareness of what risks this still presents 
could be included in the awareness material. Additionally, risks associated with 
sharing a password ‘only in an emergency’ could be minimised by providing 
additional awareness of what to do in an emergency. The following provides a 
breakdown of the sub-questions and the responses selected.  

5.6.1.1 Awareness Capability question 1 

Figure 5-7 below shows that 63% of Australian university respondents (and 54% of 
MyOpinions respondents) would not share their password. This leaves 37% of 
Australian university respondents (and 46% of MyOpinions respondents) indicating 
they would share their password under a variety of circumstances. Interestingly, of 
those who would share their password, approximately 20% of both respondent 
groups believe it is acceptable to share it provided they changed their password 
immediately after sharing. Only a minimal number of respondents indicated that they 
would share their password with their boss. 

 

Figure 5-7 Awareness Capability Question 1.1 

Figure 5-8 below shows that 36% of Australian university respondents (and 46% of 
MyOpinions respondents) use the same password for multiple systems, across 
personal and work accounts. Among the Australian university respondents, 21% (and 
27% of MyOpinions respondents) do so because ‘their password is strong enough 
and it is too difficult to remember so many passwords’. A further 15% of Australian 
university respondents (and 19% of MyOpinions respondents) do so because they 
believe that since they do not write down their password it cannot be guessed. 
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Figure 5-8 Awareness Capability Question 1.2 
 
Figure 5-9 below shows that 65% of Australian university respondents (and 48% of 
MyOpinions respondents) do not understand what a passphrase is, or the benefits 
passphrases provide such as using very long passwords that are difficult to guess but 
are easy for the end user to remember. Within both populations, 15% of respondents 
believe that any length password, provided it is changed regularly, will be as secure 
as using a passphrase. 

 

 

Figure 5-9 Awareness Capability Question 1.3 

5.6.1.2 Awareness Capability question 3 

Figure 5-10 below shows 63% of Australian university respondents (but a much 
lower 46% of MyOpinions respondents) believe it is safe to connect work computers 
to the corporate network via a public Internet service. However, only 35% of 
Australian university respondents (but a much lower 15% of MyOpinions 
respondents) identified the benefits that connecting via a VPN connection provided 
them. Many others (28% of Australian university and 23% of MyOpinions 
respondents) were only concerned that virus protection and software were up-to-date 
before connecting.  

In contrast, a large percentage (25% for Australian university and a very large 46% 
for MyOpinions respondents) believed it was never acceptable to connect via public 
Internet services.  
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Figure 5-10 Awareness Capability Question 3.1 

Figure 5-11 below shows that 52% of Australian university respondents (and 46% of 
MyOpinions respondents) correctly identified the benefits of hard disk encryption. 
However, 24% of respondents from both populations associated encryption with 
logical access control and authorised access. Approximately 20% of respondents 
from both populations were unaware of the benefits of hard disk encryption. 

 

 

Figure 5-11 Awareness Capability Question 3.2 

Figure 5-12 below shows that 45% of Australian university respondents (but a much 
lower 26% of MyOpinions respondents) recognised the full benefits of using a VPN 
connection; whilst another 17% of respondents from both populations associated this 
with authorised access control. A large percentage (35% of Australian university and 
42% of MyOpinions respondents) were unaware of what benefits a VPN connection 
could provide. Interestingly, 10% of the MyOpinions respondents incorrectly 
believed that the use of a VPN would prevent their computer from being infected by 
a virus from the connecting computer system or network. 

 



Chapter 5 Data Analysis – Research phase 1 and 2 

 
  159 

 
Figure 5-12 Awareness Capability Question 3.3 

5.7 Conclusion 

This chapter summarised the results of the data analysis of both phase 1 and phase 2 
surveys in which quantitative data was collected in order to develop and test the 
ISACM. The results of the analysis of the phase 1 survey data was firstly used to 
develop the awareness importance ratings for the 39 main security categories and 
their associated control objectives of the ISO/IEC 27002 standard. This was 
performed for each of the three stakeholder groups: (IT staff, senior management, 
end users).  

Secondly, the top ten rated main security categories for end users (based on the 
awareness importance ratings) were used to develop the awareness capability 
instrument. The awareness capability instrument consisted of ten survey questions, 
broken down into three sub-questions, each aimed at examining a higher level of 
awareness of the survey respondent, reflecting the cognitive information processing 
levels; Level 1 perception, Level 2 comprehension and Level 3 projection of 
situation awareness (SA) theory. This instrument was tested using two phase 2 
survey populations, an Australian university and a MyOpinions survey panel. 

Finally, the third element of the ISACM, awareness risk was calculated for the two 
survey populations. The results of the phase 2 survey data analysis highlighted areas 
of risk that were both acceptable and unacceptable within each of the survey 
populations, and helped to demonstrate that the ISACM could be used to link these 
risks back to main security categories and control objectives. The analysis also 
demonstrated that organisations could use more detailed analysis of the survey 
results to identify areas that require additional awareness. 

The next chapter interprets and discusses the results of both data collection phases to 
provide answers to this study’s research questions; and establishes and discusses the 
relationship between the key findings of this study and the relevant literature.
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6.0 Discussion of data analysis and findings 

6.1 Introduction 

Based on the data analysis for research phase 1 and 2 (Chapter 5), the purpose of this 
chapter is to interpret the results of the data collection of both phases to answer this 
study’s research questions (reflected below in Figure 6-1); and to establish and 
discuss the relationship between the key findings of this study and the relevant 
literature.  

 

Figure 6-1: ISACM incorporating Awareness Importance, Awareness Capability, and Awareness Risk 

This aim has been achieved through three main separate subsections, which discuss 
the relevant research questions for each research phase. Figure 6-2 below outlines the 
structure of this chapter. 

 
Figure 6-2 Structure of Chapter 6 

6.2 Discussion of data analysis results – Research phase 1 

The purpose of this subsection is to discuss the data analysis and key findings from 
the first research phase in relation to the general research question, the specific 
research question 1, and the relevant literature: 

General Research Question: To what extent does the relationship between 
awareness importance and awareness capability predict the awareness risk 
associated with an organisation’s current state of information security 
awareness of their information security controls? 

 

6.5 Conclusion 

6.4 The overall ISACM model 

6.3 Discussion of data analysis results - Research phase 2 

6.2 Discussion of data analysis results - Research phase 1 

6.1 Introduction 
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RQ1: What is the appropriate level of awareness importance of the main 
controls of the ISO/IEC 27002 Information Security Standard in terms of 
three stakeholder groups (IT staff, senior management, end users)? 

6.2.1 Awareness Importance ratings 
Chapter 5 section 5.3 presented the analysis of the results of the phase 1 survey used 
to determine the awareness importance ratings and provide answers to RQ1. The 
results shown in Table 5-1 on page 121 provide a numeric rating of awareness 
importance for each of the 39 main security categories and their associated control 
objectives for the three stakeholder groups. This was used to establish a baseline for 
awareness importance that would be used to compare against awareness capability 
scores in the phase 2 data collection. These baseline awareness importance ratings 
would also be utilised to determine the awareness risk scores in phase 2. 
Figure 5-2 and  

Figure 5-3 on pages 127 and 129 respectively provide a graphical depiction of these 
ratings grouped into the corresponding 11 ISO/IEC 27002 security control clauses. 
Section 5.3.2 on page 130 expands on the graphical representation of the key 
findings for RQ1 and established a baseline for awareness importance. Whilst this 
important baseline was established, there were interesting characteristics of the 
spread of ratings provided by the information security, information risk and IT audit 
professionals surveyed in relation to the extant literature. 

Whilst the numeric rating derived for awareness importance provides a key 
component of the ISACM, the derivation of this component provides some valuable 
insights for organisations. The main implications of the key findings of this research 
in relation to RQ1 and a baseline of awareness importance is now discussed below in 
turn for each of the 11 ISO/IEC 27002 security control clauses. 

6.2.1.1 Security control clause 1: Security Policy 

The key aspects and requirements of the ISO/IEC 27002 standard (Standards 
Australia/Standards New Zealand 2006b, pp. 7-8) for this security control clause 
have been outlined in section 2.3.1 on page 36, whilst the key results from phase 1 
survey for this security control clause are presented in section 5.3.2.1 on page 130. 
The implications of the survey results for organisations when assessed against the 
key aspects and requirements of the security control clause 1: Security Policy are 
summarised below. 

Key aspects from the 
standard 

Impacted 
Stakeholders 

Survey results 

Security policy 
provides a framework 
for setting control 
objectives. 

IT staff Main group for implementing controls and the awareness 
would need to be high.  Results confirm this with majority 
of ratings (92%) being greater than or equal to 5 (very 
aware). 

Security policy 
document should state 
management 
commitment and be 
approved by 
management. 

Senior 
management 

Senior management should provide approval for security 
policy. Expect awareness amongst senior management to 
be quite high. The results show a reasonably high 
awareness importance rating, 78% of responses greater 
than or equal to 5 (very aware). 

Security policy should End users End users are not typically involved in developing an 
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Key aspects from the 
standard 

Impacted 
Stakeholders 

Survey results 

be communicated to 
users in a form that is 
relevant and 
understandable to the 
intended reader. 

information security policy, however, they are the key 
target audience. As a minimum there is an expectation of 
a moderate level of awareness. The survey results are 
quite varied. Although more than 43% of responses 
support awareness of 5 (very aware) or more, 19% 
suggest a rating of only 3 (slight to moderate) or less. 

If awareness importance for security policy is set too low for senior management, 
there is a danger that there may not be full engagement and support from them. The 
information security policy ‘represents the position of senior management toward 
information security, and sets the tone for the entire organization’ (Kajava et al. 
2006, p. 1520), so awareness must be high (Al-Omari, El-Gayar & Deokar 2012; 
Knapp et al. 2006). If not, this could impact on the effectiveness of the security 
policy, and its enforceability. Additionally, if awareness importance for security 
policy is set too low for end users, organisations may have a good security policy but 
the engagement from end users to understand and comply with the policy may be 
inhibited (Pahnila, Siponen & Mahmood 2007; Siponen & Vance 2010). 

Therefore, ‘security awareness can directly and indirectly alter employees belief sets 
about compliance with the information security policy’ (Bulgurcu, Cavusoglu & 
Benbasat 2010), so awareness importance should be moderate to high for end users. 
Additionally, the level of ‘information security awareness is likely to play a major 
role in shaping user compliance behaviour’ (Al-Omari, El-Gayar & Deokar 2012, p. 
3323) in relation to these security policies. 

The variability (spread) of ratings for security control clause 1: Security Policy could 
present a challenge for an organisation. For example, if an organisation relies on their 
information security expert who believes that awareness importance is much lower 
that the ratings that this research have determined, then the risks mentioned above 
such as a lack of engagement by senior management or a lack of understanding from 
end users may arise. It could mean that awareness is not emphasised to certain 
stakeholder groups because the organisation’s information security professionals did 
not perceive it to be of importance. 

6.2.1.2 Security control clause 2: Organisation of Information Security 

The key aspects and requirements of the ISO/IEC 27002 standard (Standards 
Australia/Standards New Zealand 2006b, pp. 9-18) for this security control clause 
have been outlined in section 2.3.2 on page 39, whilst the key results from phase 1 
survey for this security control clause are presented in section 5.3.2.2 on page 131. 
The implications for organisations of the survey results when assessed against the 
requirements of the key aspects and requirements of the security control clause 2: 
Organisation of Information Security are summarised below. 

Key aspects from the 
standard 

Impacted 
Stakeholders 

Findings 

A framework should be 
established to initiate 
and control the 
implementation of 
information security. 

IT staff IT staff are the primary group managing information 
security. A thorough understanding of the framework 
for implementing security is required. The majority of 
ratings are 4 (moderate) or more, with high numbers 
also seen at the 7 (extreme) awareness level. 
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Key aspects from the 
standard 

Impacted 
Stakeholders 

Findings 

Management should 
assign security roles. 
Agreements with third 
parties should cover all 
relevant security 
requirements. 

Senior 
management 

Senior management plays a key role in sponsoring and 
supporting information security. Additionally, when it 
comes to dealing with third party organisations, senior 
management often own the relationships and drive 
contract negotiations, so awareness is important. The 
ratings support this required level of importance. 

Not a significant area 
of focus for end users. 

End users The results show quite a varied opinion as to the level of 
importance, with a higher weighting of scores below 4 
(moderate). 

Whilst IT staff are the day-to-day group looking after information security, they are 
also increasingly being asked to provide ‘governance, policy development, and 
consultancy-type functions’ (Johnson & Goetz 2007, p. 18) related to information 
security. They also require high levels of awareness. IT staff need to understand what 
senior management’s requirements are. This was reflected in the results obtained 
from the phase 1 survey. 

The standard requires senior management to play an important role in ensuring the 
implementation of information security. Their commitment is ‘important to 
achieving effective information system security (ISS) in organizations’ (Tejay & 
Barton 2013, p. 3028). Chang and Ho (2006, p. 347) view information security as 
‘primarily a management issue’, reinforcing the need for senior management to 
display good awareness of how their information security organisation should be 
structured and resourced. This is particularly important when IT services are 
provided by an external organisation - for instance, in the case of outsourcing. 
Nassimbeni, Sartor and Dus (2012) found that this area ‘still presents a deep lack of 
knowledge on the combination of technical, managerial, and legal protection tools 
needed for managing data and knowledge security risks’. Senior management need a 
high level of awareness as to the risks associated with using these third party 
providers. This was reflected in the results obtained from the phase 1 survey. 

End user involvement in managing information security structures within an 
organisation is low because of the ownership of this role by senior management. This 
is reflected in the survey results with many of the ratings below 4 (moderate), 
although there are still some high ratings for end users. This may lead to too much 
emphasis being placed on awareness of this area for the end user stakeholders. 

6.2.1.3 Security control clause 3: Asset Management 

The key aspects of the ISO/IEC 27002 standard (Standards Australia/Standards New 
Zealand 2006b, pp. 19-22) for this security control clause have been outlined in 
section 2.3.3 on page 42, whilst the key results from phase 1 survey for this security 
control clause are presented in section 5.3.2.3 on page 132. The implications for 
organisations of these results when assessed against the key aspects and requirements 
of the security control clause 3: Asset Management are summarised below. 

Key aspects from the 
standard 

Impacted 
Stakeholders 

Findings 

An inventory of all 
important assets should 
be drawn up and 

IT staff The assets are technology related ones and include 
information, databases, IT equipment, software, etc. IT 
staff are often responsible for managing these, and often 
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Key aspects from the 
standard 

Impacted 
Stakeholders 

Findings 

maintained. Levels of 
protection should be 
identified. 

by default become the owners. A high level of awareness 
is required. The survey results support this. 

Owners should be 
identified for all assets. 
Information 
classification should be 
agreed and 
documented. 

Senior 
management 

Often the responsible owners of these assets are (should 
be) senior management. They need to be able to articulate 
the importance of the information contained within 
Information Systems, and need to be able to ‘value’ these 
assets. Their awareness needs to be high. The survey 
ratings support this. 

The owner may 
delegate 
implementation of 
specific controls. 

End users With delegation of end users identifying information 
assets, awareness needs to be sufficient. The survey 
results are varied, ranging from 18% of responses with a 
rating of only 3 (slight to moderate) or less, but 55% of 
responses are greater than or equal to 5 (very aware). 

The awareness importance ratings for IT staff and senior management are almost 
identical and are approximately 5.5 (very aware). Organisations can experience 
significant damage ‘through malicious and/or unintentional compromises of 
information assets’ (Desouza 2009). Both stakeholder groups need to play a key role 
in ownership of assets, as well as implementing controls over those assets. 
Additionally, senior management must recognise that information is an ‘increasingly 
important asset’ (AlAboodi 2006). Senior management must champion the vital need 
of ensuring employees understand their ‘responsibility in securing information 
assets’ (Da Veiga & Eloff 2010). This reinforces the requirement for all stakeholders 
to have good levels of awareness in relation to Asset Management. 

IT staff play a major role in managing technology configuration databases (Sharifi, 
Ayat & Sahibudin 2008) of IT assets. Increasing importance of information 
classification sees a shared responsibility between stakeholders. Operationally, end 
users are often called upon by senior management (through delegation) to ‘own’ and 
control information assets. This places a demand for higher levels of awareness on 
end users. Technology can protect the workforce against external security threats to 
IT assets, but educating end users will also protect them against themselves (Gartner 
et al. 2005). This is reflected in the survey results. 

There is, however, a continuing trend in the survey results of a broad spread of 
ratings for end users, including some extreme (and low) scores from some of the 
survey responses for IT staff and senior management. If these low ratings of 
awareness importance are the norm in an organisation, this could leave some 
organisations lacking an appropriate level of awareness focus for particular 
stakeholder groups. 

6.2.1.4 Security control clause 4: Human Resources Security 

The key aspects and requirements of the ISO/IEC 27002 standard (Standards 
Australia/Standards New Zealand 2006b, pp. 23-28) for this security control clause 
have been outlined in section 2.3.4 on page 45, whilst the key results from phase 1 
survey for this security control clause are presented in section 5.3.2.4 on page 133. 
The implications for organisations of the survey results, when assessed against the 
key aspects and requirements of the security control clause 4: Human Resources 
Security, are summarised below. 
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Key aspects from the 
standard 

Impacted 
Stakeholders 

Findings 

Awareness training 
should commence with 
a formal induction 
process. Access rights 
should be removed on 
termination. 

IT staff Often awareness training is left to IT staff to deliver. 
Additionally, IT staff manage the process of user access 
provisioning. However, termination of employees is 
managed via human resources. IT staff may be requested 
to remove access, but not always in a timely manner. The 
survey results show high ratings for awareness. 

Management should 
ensure employees are 
briefed on information 
security, and achieve a 
level of security 
relevant to their roles. 

Senior 
management 

The results show a strong weighting towards a rating of 7 
(extreme), with 81% rating greater than or equal to 5 (very 
aware). The overall average is greater than that for IT 
staff, reflecting the key role that senior management 
performs in this area. 

End users should sign 
employment terms and 
conditions, which 
should state theirs and 
their organisation’s 
responsibilities for 
information security. 

End users The ratings for end users show a very broad range. 26% of 
responses suggest a rating of only 3 (slight to moderate) 
or less. Given that end users are required to sign and 
comply with these agreements, this level of awareness 
appears low. Additionally, only 43% rated greater than or 
equal to 5 (very aware). 

When employees have been terminated there are actions (such as access removal) 
that need to be undertaken in a timely manner (Everett 2011a; Manders-Huits 2010; 
Young 2004). IT staff are often involved in the technical aspects of access removal, 
whilst human resources staff (and their senior management) are required to be aware 
of the risks if this termination process is not carried out in a timely manner 
(Baracaldo & Joshi 2013; Sarkar 2010). Risks in not doing so are frequently 
observed and reported by auditors, including for example, ‘11 active network users 
belonging to former employees, six of them had logged in to the network after their 
termination date’ (Western Australian Auditor General 2013, p. 34).  

Senior management perform an important role in human resources security. They 
need to ensure policies are in place so prior to employment; and human resource staff 
should conduct ‘employee screening to establish past employments and other 
background details’ (Sarkar 2010, p. 126). This screening now involves scanning 
social media postings by prospective employees for ‘negative comments a candidate 
has made on social media, particularly comments about previous employers’ (Jeffries 
2014, p. 2). The level of awareness therefore needs to be high for senior 
management. This is confirmed by the results of the phase 1 survey presented in 
Chapter 5. 

During their period of employment, employees should be provided with information 
security awareness training, as well as acknowledging compliance with information 
security policies. The Australian Prudential Regulatory Authority (APRA) suggest 
that end users would ‘typically be required to periodically sign-off on information 
security policies as part of the terms and conditions of employment or contractual 
agreements’ (Australian Prudential Regulatory Authority (APRA) 2010, p. 12). In 
order to comply with information security policies, and to be able to truthfully sign-
off on this as part of their ongoing employment, this would require that end users 
demonstrate a good level of awareness. The results showed that 25% of respondents 
in the phase 1 survey believed that end users only require slight to moderate levels of 
awareness. This is in contrast with published literature that suggests that end user 
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awareness needs to be high (Bulgurcu, Cavusoglu & Benbasat 2010; Siponen & 
Vance 2010; Talib, Clarke & Furnell 2010). 

The broad spread of ratings for end users shows that some information security 
professionals believe awareness for end users is relatively unimportant, whilst others 
believe that it is vitally important. This lack of uniformity in terms of the amount of 
awareness required for end users could lead to a very different experience from 
organisation to organisation. Those information security professionals who believe 
that this awareness is important would typically ensure it was included within 
awareness programs; whereas those information security professionals who believed 
that this awareness is not important would not raise the awareness levels with their 
end users. 

The results of the survey show high (very aware) ratings for both IT staff and senior 
management in relation to security control clause 4: Human resources security. 

6.2.1.5 Security control clause 5: Physical and Environmental Security 

The key aspects and requirements of the ISO/IEC 27002 standard (Standards 
Australia/Standards New Zealand 2006b, pp. 29-36) for this security control clause 
have been outlined in section 2.3.5 on page 48, whilst the key results from phase 1 
survey for this security control clause are presented in section 5.3.2.5 on page 134. 
The implications for organisations of the survey results when assessed against the 
key aspects and requirements of the security control clause 5: Physical & 
Environmental Security are summarised below. 

Key aspects from the 
standard 

Impacted 
Stakeholders 

Findings 

Information processing 
facilities should be well 
protected. Access 
properly managed. 
Equipment properly 
maintained. 

IT staff IT staff perform the primary role in designing and 
managing areas (i.e. data centres) where IT equipment is 
housed. They play a role in access allocation and control, 
and have a key role in managing environmental aspects 
(power, air, water) that support the IT equipment. The 
survey results support these very high levels of awareness. 

Often play an 
ownership role in this 
area. 

Senior 
management 

76% rated greater than or equal to 5 (very aware). The 
spread of results supports an overall rating less than that 
for IT staff, although still quite a high overall rating. 

Secure disposal or re-
use of equipment. 

End users This continues the trend of a broad spread of ratings, 
slightly biased to ratings above 4. However, ratings of 1 
appear, as do ratings of 7. Some of these higher ratings 
could relate to the role end users play in disposal and re-
use of equipment. 

With IT staff often performing a leading role in managing the physical and 
environmental aspects used to house their IT infrastructure, high levels of awareness 
are expected from them (Brotherton & Dietz 2014; Shuja et al. 2012; Simmons et al. 
2006). The results of the phase 1 survey show a high level of awareness importance 
ratings in relation to physical and environmental security for IT staff. However, as IT 
equipment continues to decrease in size, it becomes increasingly more 
commoditised, and placement of this equipment requires less environmental support. 
This IT equipment may end up in normal office accommodation. End users may be 
required to play a greater role in physical protection. Consequently, their awareness 
importance may be required to increase as a result of this trend. 
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Australian government advice to senior management (CEO, Board of directors) gave 
notice that in terms of protecting enterprise information they were ‘ultimately 
responsible for protecting...both physical and electronic...from unauthorised access 
or damage’ (Trusted Information Sharing Network for Critical Infrastructure 
Protection (TISN) 2007, p. 2). Overall. senior management must possess a high level 
of awareness. This was reflected in the awareness importance ratings obtained. 

The awareness importance ratings obtained for end users in relation to physical and 
environmental security displayed a broad spread of results, with an average score 
indicating a moderate level of awareness. This appears to be suitable for most 
organisations. 

6.2.1.6 Security control clause 6: Communications and Operations 
Management 

The key aspects and requirements of the ISO/IEC 27002 standard (Standards 
Australia/Standards New Zealand 2006b, pp. 37-59) for this security control clause 
have been outlined in section 2.3.6 on page 50, whilst the key results from phase 1 
survey for this security control clause are presented in section 5.3.2.6 on page 135. 
The implications for organisations of the survey results when assessed against the 
key aspects and requirements of the security control clause 6: Communications and 
Operations Management are summarised below. 

Key aspects from the 
standard 

Impacted 
Stakeholders 

Findings 

This section has a 
broad range of 
responsibilities, many 
technical, and this 
forms the basis of what 
IT organisations do. 

IT staff The results show a high average rating of 6, with many 
ratings also at the 7 levels. This area is a core competency 
for IT staff and the results support that. 

Required to support 
many of technology 
initiatives, significant 
in-depth knowledge not 
required. 

Senior 
management 

The results show a broad spread of ratings. Looking at the 
individual questions, those focused on business 
requirements are rated highly whilst other more 
technically focused questions are rated lower. 

Some awareness, but 
no in-depth knowledge. 

End users A broad spread of results, however, numerous ratings of 7 
and numerous ratings of 1were still obtained. 

Communications and Operations Management form the key competency areas for IT 
staff, and the phase 1 survey results reflect this. When this competency (awareness) 
is not displayed, it could result in a significant impact on organisations and their 
customers. Recent events in the Australian Banking sector have highlighted the 
adverse impact on customers (Zappone 2012) when IT operational problems (in 
overnight processing of transactions) occur.  

The awareness importance ratings from the phase 1 survey in relation to 
Communications and Operations Management highlights the fact that senior 
management need awareness of how their information processing facilities are 
managed. The Western Australian Auditor General (Western Australian Auditor 
General 2010, p. 32) reinforced the high levels of awareness required when he found 
documented policies and procedures often lacking ‘for how changes are to be made’ 
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and, where transaction processes were involved, problems arose ‘segregation of 
duties not in place to mitigate the risk of unauthorised or inappropriate transactions’. 

End users require only general knowledge about Communications and Operations 
Management security because of the primary role that IT staff perform in this area. 
The phase 1 survey ratings reflect this, although there were some extreme ratings (1 
and 7) obtained from both senior management and end users. This may have been as 
a result of a specific question in this clause, security control clause 6: 
Communications and Operations Management, because this section comprised 10 
questions, some of which have more relevance to end users than other questions. 

6.2.1.7 Security control clause 7: Access Control 

The key aspects and requirements of the ISO/IEC 27002 standard (Standards 
Australia/Standards New Zealand 2006b, pp. 60-76) for this security control clause 
have been outlined in section 2.3.7 on page 54, whilst the key results from phase 1 
survey are presented in section 5.3.2.7 on page 137. The implications for 
organisations of the survey results when assessed against the key aspects and 
requirements of the security control clause 7: Access Control are summarised below. 

Key aspects from the 
standard 

Impacted 
Stakeholders 

Findings 

High level of 
knowledge of technical 
controls required. 

IT staff The results show an average rating of 6, with strong 
ratings also at the 7 levels. This area is a key competency 
for IT organisations and the results reinforce that. 

Access to information 
should be controlled on 
the basis of business 
and information 
security requirements. 

Senior 
management 

A broad spread of ratings, many at the highest level of 7, 
but also many at levels of 3 and below. Looking at the 
individual questions, those focused on business 
requirements are rated highly (average 5.6), whilst other 
more technically focused ones are rated lower. 

Users should be aware 
of their responsibilities 
for maintaining 
effective access 
controls, and good 
password management. 

End users A broad spread of results, however, two of the questions 
averaged over 5 (5.35 and 5.28). These questions have a 
high level of relevance for end users, being in the role of 
formal user access management (including passwords) 
and risks associated with mobile computing and 
teleworking. 

The clause covers a broad range of topics. It includes many of the competencies 
required of IT staff, and the results support this high rating. However, as 
technologies evolve, access management is no longer just a technical issue (Everett 
2011a; Kho 2009). Identity and Access Management (IAM) requires senior 
management awareness and support. Past approaches saw IAM as purely a 
technology issue and ‘even if access rights were correct at the time that they were 
assigned, modifications to roles or organisational structure can mean that they go out 
of date quickly’ (Everett 2011a). Equally, ‘Human Resources (HR) can play a vital 
role in the enablement of effective employee IAM’ (Young 2004). This was the case 
for the business-focused questions in the survey for this clause. 

Responses for senior management and end users yielded a broad spread of results in 
relation to awareness importance for security control clause 7: Access control; 
however, looking at individual questions, those with higher levels of relevance for 
those stakeholders have been suitably rated. Awareness programs should target the 
various stakeholder groups with the relevant access control aspects that are relevant 
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to those groups. For example, the proper use of passwords by end users requires a 
high level of awareness. In 2013 the independent regulator and competition authority 
for the UK communications industries (UK Office of Communications (Ofcom) 
2013) conducted a survey of UK adults and found that ‘more than half (55%) of adult 
internet users admit they use the same password for most, if not all, websites’. In 
terms of minimising the risks associated with poor password management, awareness 
seems to be a key defence (Qureshi, Younus & Khan 2009). The results confirm that 
high levels of awareness importance are required in this area. 

6.2.1.8 Security control clause 8: Information System Acquisition, 
Development & Maintenance 

The key aspects and requirements of the ISO/IEC 27002 standard (Standards 
Australia/Standards New Zealand 2006b, pp. 77-89) for this security control clause 
have been outlined in section 2.3.8 on page 57, whilst the key results from phase 1 
survey for this security control clause are presented in section 5.3.2.8 on page 138. 
The implications for organisations of the survey results when assessed against the 
key aspects and requirements of the security control clause 8: Information System 
Acquisition, Development & Maintenance are summarised below. 

Key aspects from the 
standard 

Impacted 
Stakeholders 

Findings 

Highly technical area. IT staff Very strong ratings averaging over 6, with a high 
percentage rated at 7. Surprisingly, there are a number of 
scores rated below 4, but this is less than 5% of the 
responses. 

Incorporating security 
requirements within a 
business case. 

Senior 
management 

Average scores rated just above 4 (moderate), with the 
highest individual question rating above 5 for security 
requirements of information systems. 

Low requirements 
needed for end users. 

End users Low scores, but still some rated above 5. 

IT staff are primarily responsible for this security control clause. They are involved 
in developing or acquiring systems, and ‘it is essential for security to be considered 
from the early stages and throughout the software development life cycle’ 
(Mouratidis & Jurjens 2010). Awareness by IT staff is critical. As more applications 
become web based, awareness of security-related issues and subsequent required 
controls is becoming more important. There is ‘large variance among the technical 
sophistication and knowledge of web developers’ (Kirda et al. 2009, p. 603).  

The results showed that the awareness importance ratings for IT staff has been rated 
appropriately for this clause, in line with previous research asserting that while 
‘senior management involvement has significantly increased, the absence of senior 
management in the evaluation of project proposals and IT in general remains a major 
concern’ (Berghout, Nijland & Powell 2011, p. 763). However, for questions related 
to security requirements for information systems, senior management were rated 
appropriately. End user involvement is minimal for information system development 
and maintenance, except in terms of user testing (Hambling & Goethem 2013; Liu, 
Kuo & Chen 2010),  and the low survey ratings support this viewpoint. However, 
there are some ratings that appear to be exceedingly high for end users. 
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6.2.1.9 Security control clause 9: Information Security Incident Management 

The key aspects and requirements of the ISO/IEC 27002 standard (Standards 
Australia/Standards New Zealand 2006b, pp. 90-94) for this security control clause 
have been outlined in section 2.3.9 on page 61, whilst the key results from phase 1 
survey for this security control clause are presented in section 5.3.2.9 on page 139. 
The implications for organisations of the survey results when assessed against the 
key aspects and requirements of the security control clause 9: Information Security 
Incident Management are summarised below. 

Key aspects from the 
standard 

Impacted 
Stakeholders 

Findings 

Ensure an effective 
approach to manage 
information security 
incidents. 

IT staff A very high percentage of ratings above 6. IT staff play a 
pivotal role in this process. 

Formal event reporting 
and escalation 
procedures should be in 
place. 

Senior 
management 

Quite high ratings here for senior management. Their 
support and being a point of escalation demands a suitably 
high level of awareness importance. Still, around 5% of 
respondents rate this quite low (less than 3). 

All employees should 
be made aware of the 
procedures for 
reporting events and 
weaknesses that may 
impact on the security 
of the organisation. 

End users Reasonably high ratings for end users, reflecting their 
need to recognise a security incident and understand the 
importance of timely reporting. 

IT staff are the key implementers of security controls (incident prevention), as well 
as playing a key role in responding when these controls fail (incident response). 
Awareness of newer techniques in responding to information security incidents is 
required. An ‘increasingly dynamic security environment requires more detective 
and response-oriented security in addition to the existing preventative frameworks’ 
(Baskerville, Spagnoletti & Kim 2014, p. 138). IT staff need high levels of awareness 
of emerging technology where ‘the adoption of cloud computing is significantly 
changing the landscape of incident handling, particularly between Cloud Service 
User (CSU) and Cloud Service Provider (CSP)’ (Ab Rahman & Choo 2015, p. 55). 

A recent case study found three large organisations had ‘not implemented any 
specific standard or guideline for incident management, but have based their 
approach on components from the ISO/IEC 27001 and 27002 standards’ (Hove et al. 
2014, p. 37). This reinforces the role that the ISO/IEC 27002 standard provides in 
terms of awareness in relation to information security incident management. Senior 
management require good levels of awareness so they can provide support to their IT 
organisation, as well as establish links to external organisations that can assist in 
incident management if required. The incident response team (often referred to as a 
CERT) responsibilities and mandate ‘needs to be clearly described and sanctioned by 
the highest management of the organisation for which the CERT works’ (European 
Network and information Security Agency (ENISA) et al. 2010, p. 19).  

End users are often the trigger point for raising concerns regarding an information 
security incident. The ratings from the phase 1 survey appear to be appropriate. 
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6.2.1.10 Security control clause 10: Business Continuity Management 

The key aspects and requirements of the ISO/IEC 27002 standard (Standards 
Australia/Standards New Zealand 2006b, pp. 95-99) for this security control clause 
have been outlined in section 2.3.10 on page 64, whilst the key results from phase 1 
survey for this security control clause are presented in section 5.3.2.10 on page 140. 
The implications for organisations of the survey results when assessed against the 
key aspects and requirements of the security control clause 10: Business Continuity 
Management are summarised below. 

Key aspects from the 
standard 

Impacted 
Stakeholders 

Findings 

Developing and 
implementing 
continuity plans 
including information 
security. 

IT staff Ensuring that information security is embedded in 
business continuity plans demands a high level of 
awareness from IT staff. This is reflected in the survey 
ratings. Also the strong links between business continuity 
and disaster recovery (which IT staff manage) reinforces 
this high level of awareness importance. 

Business continuity 
planning framework. 

Senior 
management 

Strong ratings shown for senior management. They own 
(or should own) business continuity, so the awareness 
importance should be (and is) high. 

Testing business 
continuity plans. 

End users End users play certain roles, so a reasonable level of 
awareness would be expected. 
 

Business continuity is of critical importance to senior management (Speight 2011; 
Stanciu, Pana & Bran 2010). Significant disruptions often occur outside the control 
of an organisation. Recent reminders of this include a fire in Gibraltar that disrupted 
online gambling (BBC News 2014), and floods in Thailand (Zolkos 2015) causing 
supply chain issues for companies such as Honda Motor Co and Western Digital. 
Business disruption is a significant issue for organisations. And it is not just ‘an IT 
thing’ (Costello 2012; Thejendra 2014). Some believe that ‘senior management often 
lack awareness and understanding of their business contingency process and the 
terminology used’ (Lindström 2012, p. 269). 

IT staff provide many of the technical aspects to assist with business continuity 
(Sahebjamnia, Torabi & Mansouri 2015), and end users perform tasks (during a 
disruption) designed by senior management for their overall business continuity 
plans. The awareness importance ratings obtained from the phase 1 survey appear to 
be appropriate for each of the three stakeholder groups (IT staff, senior management, 
end users). 

6.2.1.11 Security control clause 11: Compliance 

The key aspects and requirements of the ISO/IEC 27002 standard (Standards 
Australia/Standards New Zealand 2006b, pp. 100-106) for this security control 
clause have been outlined in section 2.3.11 on page 66, whilst the key results from 
phase 1 survey for this security control clause are presented in section 5.3.2.11 on 
page 141. The implications for organisations of the survey results when assessed 
against the key aspects and requirements of the security control clause 11: 
Compliance are summarised below. 
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Key aspects from the 
standard 

Impacted 
Stakeholders 

Findings 

The design, operation, 
use and management of 
information systems 
may be subject to 
statutory, regulatory, 
and contractual security 
requirements. 

IT staff IT staff are still the best positioned personnel to manage 
this on a daily basis, with the assistance of senior 
management, line management and IT risk and audit 
colleagues. Therefore, their level of awareness needs to be 
high. The ratings generally reflect this. 

Appropriate procedures 
should be implemented 
to ensure compliance 
with legislative, 
regulatory, and 
contractual 
requirements. 

Senior 
management 

This is a key responsibility of senior management. The 
ratings generally reflect this. Senior management would 
also be the key drivers behind ensuring the audit process 
is in place, and providing priority for any rectification 
work that may be needed. 

Maintaining awareness 
of policies to protect 
intellectual property 
rights. 

End users Varied ratings were obtained for end users. 

Globally, there are many compliance related regulations, standards and guidelines 
that are highly relevant to technology and information security. These include the 
Australian Payment Clearing Association (APCA), which provides a standard for the 
consumer electronic clearing system (CECS) (Australian Payments Clearing 
Association [APCA] 2014); Singapore enacted personal data protection legislation 
(Ter 2013); and the US has the Gramm-Leach-Bliley Act (US Government 1999) 
which is focused on financial institutions and data privacy. Additionally, there is the 
Payment Card Industry Data Security Standard (PCI Security Standards Council 
2010) which provides ‘comprehensive standards and supporting materials to enhance 
payment card data security’. Australian Prudential Regulatory Authority’s prudential 
practice guide (PPG234) is used to ‘assist regulated institutions in the management 
of security risk in information and information technology’ (Australian Prudential 
Regulatory Authority (APRA) 2010). 

There are many other areas of compliance related to the use of technology that 
organisations need to be aware of. Senior management in particular need to have 
high levels of awareness to be able to determine which areas are relevant to their 
organisation and what approach their organisation should take in terms of 
compliance. Equally important, IT staff have the best level of technical 
understanding to be able to implement compliance controls that senior management 
deem necessary, thus, IT staff awareness of compliance is also high. The awareness 
importance ratings obtained from the phase 1 survey appear to be appropriate overall 
for each of the three stakeholder groups (IT staff, senior management, end users). 

6.2.1.12 Summary of security control clauses 

In general terms, there was greater consensus amongst the survey respondents on the 
awareness importance ratings required for the IT staff stakeholders and the senior 
management stakeholders than for end user stakeholders. The information security 
professionals that were involved in the phase 1 survey used to determine the 
awareness importance ratings have typically worked amongst (often as part of) IT 
staff which probably assisted with them being very familiar (and relatively consistent 
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in opinion) with the awareness requirements for IT staff. They also appear to be able 
to consistently rate what is required from senior management. Many years of 
“selling” the benefits of information security within their organisations would have 
assisted in this. 

However, the level of consistency and agreement as to the levels of awareness 
required of end users was not observed in the results of the phase 1 survey. Given 
that the end users stakeholders represent the greater portion of employees targeted in 
information security awareness programs, this variation in opinions of awareness 
importance amongst information security professionals may result in inadequate 
levels of awareness being provided. This could lead to organisations being 
insufficiently prepared for information security threats. 

6.3 Discussion of data analysis results – Research phase 2 

This purpose of this subsection is to discuss the key findings from the data analysis 
of the second research phase in relation to the general research question, the 
interrelated specific research questions RQ2 and RQ3, and the relevant literature: 

General Research Question: To what extent does the relationship between 
awareness importance and awareness capability predict the risk associated 
with an organisation’s current state of information security awareness of 
their information security controls? 

 
RQ2: How can the awareness capability of these three stakeholder groups be 
measured, based on situation awareness theory? 

 
RQ3: How can resultant awareness risk evidenced from insufficient 
awareness capability (in comparison to awareness importance) be combined 
into a risk management model that will assist organisations in measuring 
and managing information security awareness risk? 

Chapter 4 outlined the development of the awareness capability instrument and 
awareness risk calculation. To capture awareness capability data and evaluate 
awareness capability and awareness risk, end users were surveyed in order to 
establish their awareness capability and subsequent awareness risk for the top ten 
controls that were rated the highest in terms of awareness importance in phase 1 of 
this research. Chapter 5 presented the results of the analysis of the phase 2 survey 
data that determined the awareness capability scores which, in turn, were used to 
calculate awareness risk of two survey population groups. These key findings in 
relation to these two measures, awareness capability and awareness risk, are 
discussed below. These two measures are interlinked by capturing awareness 
capability so an organisation can determine the potential resultant awareness by 
comparing awareness capability with the baseline of awareness importance. 

6.3.1 Awareness Capability scores 

The summary of an average of the scores for awareness capability obtained from the 
second survey for the Australian university population and the MyOpinions panel 
population is represented below in Table 6-1. 
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Table 6-1 Awareness Capability – Summary by survey population 

Population Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Total 
Australian 
University 3.3 4.7 3.9 5.2 4.8 5.1 4.9 4.3 4.1 4.8 45.2 
MyOpinions 
Panel 2.8 3.4 3.0 3.8 4.1 3.4 3.4 3.2 3.4 3.6 34.4 

The scores for each sub-question have been totalled to arrive at an overall score for 
each of the ten questions. These results have also been displayed graphically in 
Figure 5-5 on page 147, and matched against the situation awareness (SA) levels to 
show where each of the phase 2 survey populations rated. The SA levels were 
determined based on the scoring mechanism used for the second survey. Level 1 SA 
scores ranged from 0 through to 2. Level 2 SA ranged from 2 through to 4.5, whilst 
Level 3 SA ranged from 4.5 through to 7.  

The results shows that on a question-by-question basis (incorporating sub-questions 
scores), the MyOpinions population of respondents, on average, did not display 
Level 3 situation awareness capability for any of the top ten security categories and 
their associated control objectives. The average total scores for each of these ten 
questions were less than 4.5. The MyOpinions population results are in the middle of 
the Level 2 SA band. Whilst individual respondents may have displayed Level 3 SA, 
overall, MyOpinions population did not. Comparing the MyOpinions population 
results with the Australian university population, six of the ten overall questions fell 
within the level 3 SA band for the Australian university population.  

Two questions for the Australian university population were in the higher range of 
level 2 SA. Overall, for all of the ten questions, the Australian university population 
displayed a higher level of awareness capability than did the MyOpinions panel 
population. Whilst the scoring of awareness capability is an important component of 
the ISACM, its main value from an organisational perspective is derived when 
comparing the awareness capability being demonstrated for a specific security 
category and their associated control objective with the matching required awareness 
importance ratings to arrive at an awareness risk rating.  

6.3.2 Awareness Risk ratings 

Section 2.4.3 on page 72 outlined the basis for assessing awareness risk, with section 
5.6 on page 153 describing how awareness risk was calculated. Table 5-29 on page 
154 summarises the desired awareness importance rating, demonstrated awareness 
capability scores and resultant awareness risk measures for both populations. The 
MyOpinions population displayed positive awareness risk for all of the ten overall 
questions. In comparison, the Australian university population displayed negative 
awareness risk (no risk) for three of the ten questions surveyed, with a further two 
questions displaying only negligible awareness risk scores (0.01 and 0.13). The 
presentation of awareness risk for information security in this research mirrors the 
approach used in classical organisational risk management. Likelihood and impact 
(consequence) were displayed in terms of awareness capability and awareness 
importance within an information security context. 
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Awareness capability and awareness risk was measured per question per population 
group. This provides organisations with an overall view of where awareness risk 
exists because of a lack of demonstrated awareness capability. There is also 
additional benefit to an organisation by looking at the individual scores of awareness 
risk calculated for those surveyed. These individual scores highlight which 
employees display awareness risk and for which questions. Targeted awareness can 
then be provided to these individuals for the control objectives associated with the 
questions asked, whilst those that demonstrate sufficient awareness are not burdened 
with awareness raising about control objectives that they already understand and 
demonstrate sufficient capability towards. 

Dealing with unacceptable awareness risk 
A substantive positive awareness risk score indicates that awareness risk is higher 
than desired (Duijm 2015; NSW Government 2012). It highlights the required level 
of awareness (awareness importance) is not being adequately demonstrated 
(awareness capability). Whilst awareness risk is presented as a numeric score, it can 
also be viewed in a tradition risk heat map (NSW Government 2012; Standards 
Australia/Standards New Zealand 2009b; Xiaosong et al. 2009). Figure 4-3 on page 
117 showed how awareness importance and awareness capability could be plotted 
onto a heat map that shows whether the resultant awareness risk is low, medium or 
high. Organisations may have different scales for their risk ratings, so adjustments to 
the model can be made by those organisations.  

The results of the ten awareness capability scores versus awareness importance 
ratings for both populations, shown in Table 5-29 on page 154, have been plotted on 
the risk heat map below in Figure 6-3.  

 
Figure 6-3 Awareness Risk heat map 

Detailed analysis of the two highest awareness risk security categories is shown in 
section 5.6.1 on page 156. These risks relate to awareness capability question 1 (User 
Responsibilities) and awareness capability question 3 (Mobile computing and 
teleworking) and are shown in Figure 6-3 above.  
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For the MyOpinions population, awareness risk for both questions is in the high-risk 
section of the heat map, whilst for the Australian university population they are in the 
medium risk section. The other scores for the MyOpinions population are all in the 
medium risk section, whereas the majority of the Australian university scores are in 
the low risk section. 

A benefit in presenting awareness risk in such a way is to portray information 
security risk in a similar manner as to other organisational risks (NSW Government 
2012). This approach allows for easy identification of the priority of awareness risks 
to deal with. It also highlights those risk that appear on the boundaries, thereby 
identifying areas where proactive risk raising can help to avoid risks escalating in the 
future. The heat map approach allows organisations to visualise their information 
security risk profiles rather than just using a numerical approach. Table 6-2 below 
extends this heat map approach by showing the overall risk ratings (High, Medium, 
Low) that were assigned to the respective Security Control Clause and Main Security 
Categories from the ISO/IEC 27002 Standard. 

Table 6-2 Awareness Risk ratings 

   
Aust. Uni. MyOpinions 

Security Control Clauses Main security categories  
AC 

Question AR AR 
Access Control User Responsibilities  Q1 M H 

Information Security Incident 
Management 

Reporting Information 
security events and 
weaknesses  Q2 M M 

Access Control 
Mobile computing and 
teleworking  Q3 M H 

Communications and 
Operation Management Exchange of information  Q4 L M 
Communications and 
Operation Management Media handling  Q5 L L 
Asset Management Information classification  Q6 L M 

Access Control 
Business requirements for 
access control  Q7 L M 

Compliance 
Compliance with legal 
requirements  Q8 L M 

Asset Management Responsibility for assets  Q9 L M 
Physical & Environmental 
Security Equipment security  Q10 L M 

The two awareness risk ratings that rated the highest for both populations were 
examined in order to highlight what impact these ratings could have on their 
organisations. These are shown below and titled by their respective Awareness 
capability question number, Security control clause, and Main security category. 
This approach to analysing the results of the ISACM should be carried out by 
individual organisations. For example, with the Australian university, only the 
medium level awareness risks require more detailed analysis. This approach assists 
with providing a more focused view on where improvements are required in 
awareness. 
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6.3.2.1 Q1 Access Control - User Responsibilities 

With Access Control – User Responsibilities showing a medium risk rating for the 
Australian university population, and a High risk rating for the MyOpinions panel 
population, this indicates a significant risk to both populations. Whilst consequences 
of poor awareness in the area of Access Control was highlighted earlier in section 
2.3.7 on page 54, section 5.6.1.1 on page 156 presented an analysis of the detailed 
responses to the sub-questions related to this awareness capability question. The 
results of the phase 2 survey show that 37% of Australian university and 46% of 
MyOpinions panel populations would share their passwords. Much has been written 
about password management, the associated risks and possible solutions (Acar, 
Belenkiy & Küpçü 2013; Qureshi, Younus & Khan 2009; UK Office of 
Communications (Ofcom) 2013). Reducing risk through awareness of enhanced 
practices has been found to be a consistent theme in this research.  

The phase 2 survey answers highlight that some of those who said they would share 
their password would do so ‘only in an emergency’ or ‘would share but change 
password immediately after’. This level of detailed analysis allows an organisation to 
customise their awareness program to help specifically address the choices their 
employees are making. It may also allow organisations to include detailed 
information in their policies. For example, rather than specifying that ‘employees 
must not share their password’, they may tailor this to include ‘not even with your 
manager’. Or include instruction as to what to do ‘in an emergency’. 

Further analysis of the sub-questions showed that 36% of Australian university and 
46% of MyOpinions panel populations would use the same passwords across 
personal and work-related computer accounts. Researchers have reinforced the risks 
of such poor practices with consequences such as ‘a breach on one system potentially 
renders the others vulnerable’ (Furnell 2007, p. 445; Horcher & Tejay 2009). 
Awareness targeting this behaviour would help to minimise the risks.  

6.3.2.2 Q3 Access Control - Mobile computing and teleworking 

Section 5.6.1.2 on page 157 presented an analysis of the detailed responses to the 
sub-questions related to this awareness capability question. The results of the phase 2 
survey showed that only 35% of Australian university and a much lower 15% of 
MyOpinions panel populations could identify the benefits of using a VPN connection 
for remotely connecting to their work environment. The necessity for using VPN 
technology for remote connections (National Institute of Standards and Technology 
[NIST], Souppaya & Scarfone 2013; TsohouKokolakis, et al. 2010),  should be 
understood by organisations if they are going to allow their employees to remotely 
connect in a safe manner. 

The risk that having a low percentage of end users not understanding the benefits of 
using a VPN is twofold. Firstly, they may avoid remotely connecting to their work 
environment. Whilst this in itself does not present a security risk, it will impact on 
productivity and work life balance that could be achieved by employees with secure 
remote working capabilities. The second scenario is that end users will connect 
remotely to their organisation without consideration as to whether the connection is 
secure, therefore putting themselves and their organisation at risk. And finally, this 
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question saw around 50% of respondents of both populations understanding the 
benefits of hard disk encryption for portable devices. However, 20% of each 
population’s respondents were not aware of the benefits. This lack of awareness of 
the importance of hard disk encryption as an effective security control could leave 
organisational data at risk. 

6.4 The overall ISACM model 

The final aspect of this chapter is to discuss the overall information security 
awareness capability model (ISACM) that has been the primary focus of this 
research, which incorporates the general research question: 

General Research Question: To what extent does the relationship between 
awareness importance and awareness capability predict the risk associated 
with an organisation’s current state of information security awareness of 
their information security controls? 

This research derived the awareness importance ratings for all 39 main security 
categories and their associated control objectives from the ISO/IEC 27002. This 
research then developed an instrument for capturing the awareness capability score, 
which tested 10 of the 39 main security categories and their associated control 
objectives. This instrument was tested with the end user stakeholders across two 
population groups, a general population to provide a baseline and a specific 
organisation population. Finally, the awareness risk scores were also calculated for 
these 10 main security categories for each of the two populations.  Table 5-29 
provided the key measures that make up the ISACM, namely, awareness importance, 
awareness capability and awareness risk. 

The relationships posed in the general research question between awareness 
importance, awareness capability and awareness risk were empirically tested and this 
research demonstrated the level of awareness risk that both a general population and 
a specific organisation population would be exposed to. This level of risk was 
presented earlier in Figure 6-3 in the form of a traditional risk management heat map. 

6.5 Conclusion 

This chapter discussed the key findings from the analysis of phase 1 and phase 2 
survey data in relation to the three research questions that were posed in Chapter 1. 
Firstly, this research discussed the awareness importance ratings that were derived 
and assessed in terms of the three stakeholder groups. Commentary on the derived 
awareness importance ratings was provided in terms of what are the desired 
awareness importance ratings expected for the three stakeholders groups, and any 
impacts that may result where there were deviations from these desired levels of 
awareness importance. This was intertwined with relevant literature to assist with 
clarifying the obtained results. 

Secondly, awareness capability scores and resultant awareness risk ratings for both 
of the survey populations were examined. These awareness capability scores and 
awareness risk ratings were presented in a table, as well as in a commonly used risk 
heat map for ease of interpretation. Overall, the Australian university respondents 



Chapter 6 Discussion of data analysis and findings 

 
  179 

demonstrated a higher awareness capability and, therefore, a lower awareness risk 
across all questions when compared with the MyOpinions panel respondents.  

Finally, this research has provided an approach for analysing the awareness 
capability responses in greater detail that will allow organisations to determine 
exactly where awareness capability is lacking and where resultant awareness risk 
may exist in an organisation with a multiple key stakeholders. This approach will 
assist organisations in determining how they should target their information security 
awareness programs within an organisation for specific stakeholder groups. 



Chapter 7 Conclusions and Implications 

 
  180 

7.0 Conclusions and Implications 

7.1 Introduction 

The last chapter of this thesis concludes this study. Figure 7-1 below outlines the 
structure of this chapter. 

 
Figure 7-1 Structure of Chapter 7 

This chapter provides a summary of the research study in terms of the research 
problem, the general research question, the three specific research questions 
investigated and tested, the methodological approach used, and the key findings of 
the study. This chapter discusses the key contributions that have been made for 
theory and practice; and the implications of this research for current and future 
research and practice. The limitations of this study are acknowledged. Lastly, 
suggestions for future research in this area of study are provided. 

7.2 Summary of this research 

The purpose of this section is to provide a summary of this research in terms of the 
research problem, general research question and specific research questions which 
were investigated, the methodological approach used to conduct this study, and 
major findings and conclusions that can be drawn from this study. 

7.2.1 Research problem 

This research developed and evaluated a model that examined what is the appropriate 
level of awareness importance in relation to the key information security control 
objectives as specified by the ISO/IEC 27002 Standard. This research then used that 
standard as the basis for evaluating the awareness capability of a general population 
of employees whose jobs involve the use of computing and then compared that 
against the evaluated awareness capability of a specific organisation. The resultant 
awareness risk can then be calculated to inform an organisation of the existence of 
any insufficient awareness capability in their employees. 

Measuring the level of employee awareness of information security controls across 
an organisation continues to be a challenge (Sannicolas-Rocca, Schooley & Spears 
2014; Shahri, Ismail & Rahim 2013; Tsohou et al. 2012). Without understanding the 
required awareness and without being able to measure the demonstrated awareness 
capability of these information security controls, an organisation may be unable to 
determine whether a lack of awareness and knowledge in their employees poses 
information security related risks. 

7.6 Final Conclusions 

7.5 Directions for future research 

7.4 Limitations 

7.3 Research contributions 

7.2 Summary of this research 

7.1 Introduction 
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This study aimed to address the identified gaps in the literature by investigating the 
following general research question: 

To what extent does the relationship between awareness importance 
and awareness capability predict the awareness risk associated with an 
organisation’s current state of information security awareness of their 
information security controls? 

To address and answer this general research question, the following three specific 
research questions were formulated for this research. 

RQ1. What is the appropriate level of awareness importance of the main controls of 
the ISO/IEC 27002 Information Security Standard in terms of three stakeholder 
groups (IT staff, senior management, end users)? 

RQ2. How can the awareness capability of these three stakeholder groups be 
measured, based on situation awareness theory? 

RQ3. How can resultant awareness risk evidenced from insufficient awareness 
capability (in comparison to awareness importance) be combined into a risk 
management model that will assist organisations in measuring and managing 
information security awareness risk? 

To achieve the research objectives, a two-phase research design was selected. This 
involved developing two survey instruments to collect data that were used to 
determine awareness importance as part of phase 1; and assess awareness capability 
as part of phase 2. These two measures, as well as the third measure of awareness 
risk (calculated from awareness importance and awareness capability), form the basis 
of the researcher’s information security awareness capability model (ISACM). The 
relationship of the three main research questions that underpin and contributed to the 
development and evaluation of ISACM is shown below in Figure 7-2 
 
 

 

Figure 7-2 Summary of research questions supported in this study 
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7.2.2 Research methodology 

Drawing upon the information security controls presented by the International 
Organization for Standardization (ISO/IEC 27002) and theories of situation 
awareness (Endsley 2015; Howard & Cambria 2013; Webb et al. 2014) and risk 
management (Mejias 2012; NSW Government 2012; Webb et al. 2014), this study 
adopted a functionalist-positivist research paradigm with quantitative factors (Burke 
2007; Neuman 2006) to develop and test the Information Security Awareness 
Capability Model (ISACM). The first research phase developed a survey assessment 
instrument to measure awareness importance of the 39 main security categories and 
their associated control objectives in the ISO/IEC 27002 Standard.  

The targeted respondents for this survey were information security, IT audit and IT 
risk professionals as they were considered the most appropriate persons to answer the 
survey and provide reliable awareness importance ratings for this set of information 
security controls. This provided the basis for the awareness importance ratings for 
the three stakeholder groups (IT staff, senior management, end users). Results from 
the first phase informed the second phase by providing a rating of the awareness 
importance of the 39 main security categories and their associated control objectives 
for the stakeholder groups. The second phase of the research developed an 
assessment instrument for measuring awareness capability that was based on the top 
10 rated (of 39) information security categories and their associated control 
objectives in terms of awareness importance for the end user stakeholder group. 

In the second phase of this research, a survey instrument was used to evaluate 
awareness capability for the end user stakeholders. This survey instrument for 
measuring awareness capability was tested on a baseline population (223 respondents 
provided by a MyOpinions survey panel), as well as a specific population of 110 
Australian university staff. The second phase of this research then combined the 
measures of awareness importance from phase 1 with the awareness capability 
measures determined from the phase 2 survey to calculate the awareness risk for the 
two populations of end users.  

7.2.3 Summary of results of Research Question Testing  

The three specific research questions stated earlier in this chapter provided focus and 
the basis for the evidence that was collected in this research. The main contribution 
of this research was the development and evaluation measurement of awareness 
importance and awareness capability; and determining the resultant awareness risk 
that may exist if demonstrated awareness capability is less than the desired 
awareness capability (awareness importance).  

This relationship between the desired awareness capability and the measured 
awareness capability was used to derive awareness risk scores that, in turn, are used 
to inform an organisation as to the awareness risk associated with an organisation’s 
information security controls. Figure 7-2 above provides an overview of the research 
model and how the research questions contributed to the ISACM. 

Conclusions on how the three research questions addressed the general research 
question in this research are described below. 
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RQ1: What is the appropriate level of awareness importance of the main 
controls of the ISO/IEC 27002 Information Security Standard in terms of three 
stakeholder groups (IT staff, senior management, end users)? 

This research reported the appropriate level of awareness importance in Table 5-1 on 
page 121. This research concluded that there are differing levels of awareness 
importance between the 39 main security categories and their associated control 
objectives and differing levels across the three key stakeholders considered in this 
research. Some security controls are more important than others from an 
organisational perspective, and this current research was able to rate these 
importance levels. This study also concluded that when looking at the individual 
main security categories and their associated control objectives, there are different 
levels of awareness importance required depending on which stakeholder group is 
being assessed. For example, the highest rated security control objective in terms of 
awareness importance for end users was Access Control: User Responsibilities. 
However for senior management their highest rated security control objective in 
terms awareness importance was Compliance: Compliance with legal requirements. 
Additionally, for IT staff the highest rated security control objective in terms 
awareness importance was Communications and Operations Management: Network 
security management. 

The data collected from the phase 1 survey using the awareness importance 
measurement instrument demonstrated how awareness importance differed between 
the three stakeholder groups of interest in this research. This rating of the 39 main 
security categories and their associated control objectives from the ISO/IEC 27002 
standard in terms of awareness importance for three key stakeholder groups provides 
an invaluable reference point for organisations wishing to identify the priority areas 
which should be covered in an information security awareness program. 
Distinguishing the appropriate level of awareness importance between the three key 
stakeholder groups allows organisations to identify which areas of information 
security awareness should be a focus in targeting specific groups in an organisation. 

RQ2: How can the awareness capability of these three stakeholder groups be 
measured, based on situation awareness theory? 

Situation awareness theory and the relevant supporting literature were used to 
develop a measurement instrument for the second component of the ISACM, 
awareness capability. The survey instrument for measuring the awareness capability 
of end users was tested with a baseline population group, as well as a second 
population of end users working in a specific sector (an Australian university). The 
scores obtained from surveying these two populations using the awareness capability 
instrument for end users provided the researcher with a measure of end user 
awareness capability for a general population and a specific organisation. This also 
demonstrated the suitability of the survey instrument for measuring awareness 
capability, and that it could be applied to all stakeholder groups within an 
organisation. 

The awareness capability results for end users obtained from the phase 2 survey also 
demonstrated where the perceived awareness capabilities ranked within the three 
levels of situation awareness. The Level 1 SA scores that demonstrated perception 
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went from 0 to 2, the Level 2 SA scores demonstrating comprehension went from 2 
to 4.5, and the Level 3 SA scores demonstrating projection went from 4.5 to 7. 
Where awareness importance of end users was deemed to be of high importance, 
organisations should strive to achieve Level 3 situation awareness through awareness 
capability scores between 4.5 and 7.  

In terms of information security, aiming for Level 3 situation awareness would allow 
employees to ‘project’ what the likely consequences of an information security event 
would be. For example, receiving an email from an unknown source, employees 
demonstrating Level 3 awareness capability (SA) would be able to proactively 
project what could happen in the event of them clicking on an unknown web link. 
Initially they would have a perception that because it is a link from an unknown 
source, it could be a problem.  They would also comprehend that the website being 
presented via that link may not be the legitimate web site it purports to be. Finally, 
with Level 3 SA they would be able to project that if they provided personal details 
and banking information via that web link site they would likely experience identity 
theft and suffer financial theft.  

The study surveyed two distinct populations: a general population of end users, 
which provided a baseline of awareness capability; and end users in a specific 
organisation. Figure 7-3 below shows how these two populations ranked 
comparatively in terms of the awareness capability across the three levels of situation 
awareness (L1, L2, L3). This study concluded that there were marked differences 
between the awareness capability demonstrated by the end users of a specific 
organisation (Australian university) when compared with the end users of a baseline 
population (MyOpinions). 

 
Figure 7-3 Awareness Capability versus Situation Awareness levels 

The results from the phase 2 survey, using the awareness capability instrument 
developed in this research, demonstrated that awareness capability varied across the 
10 main security categories and their associated control objectives that were 
assessed. The results also varied between the specific organisation population and the 
baseline population that were surveyed. The researcher believes that the awareness 
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capability instrument provides an invaluable reference point for organisations 
wishing to identify the level of awareness being demonstrated by their employees. 
Whilst the results presented are representative overall for the two populations 
surveyed, the results of the survey at an individual level also provide invaluable 
information for organisations. This would allow an organisation to selectively 
provide additional awareness training to those individuals who have not 
demonstrated the required level of awareness capability overall. 

RQ3: How can resultant awareness risk evidenced from insufficient awareness 
capability (in comparison to awareness importance) be combined into a risk 
management model that will assist organisations in measuring and managing 
information security awareness risk? 

This study concluded the key benefit of the risk analysis derived from the ISACM is 
it identifies where sufficient awareness is being demonstrated in an organisation. 
This can be done at an overall organisational level, or for specific groups, or for 
individuals in an organisation. At an organisational level, this can provide a high 
level view in terms of whether overall awareness for a particular area is sufficient, 
particularly if measured following a targeted awareness program. At a group level, 
there may be specific requirements for that group to have a certain level of awareness 
for a particular area, for example, data privacy in a records management or human 
resources group. Moreover, at an individual level, organisations may wish to hold 
their individuals accountable for specific areas, such as password compliance or 
security policy compliance. This then allows the organisation to avoid investment in 
awareness programs where it is not required. There is no point in over-investing in 
efforts to raise awareness where it is already demonstrated as being sufficient.  

The researcher concluded that low levels of awareness risk identifies for the 
organisations the specific security categories and associated control objectives that 
require only minor additional degrees of awareness. However, given that these 
controls only display low levels of risk, the priority of providing this awareness 
raising can be adjusted based on this lower level of risk. Furthermore, where medium 
levels of awareness risk are identified, these medium level risks for those security 
categories and control objectives require a greater level of urgency in addressing the 
issue than those risks identified as low, but not of a high priority.  

When a high level of risk is identified, these control areas present a high level of risk 
and require urgent attention. In this research the responses of two out of 10 questions 
for the MyOpinions panel show high awareness risk for Access control: User 
responsibilities and Access control: Mobile computing and teleworking.  

General Research Question: To what extent does the relationship between 
awareness importance and awareness capability predict the awareness risk 
associated with an organisation’s current state of information security 
awareness of their information security controls?  

This study concludes that the three components - awareness importance, awareness 
capability and awareness risk - can be measured using the 39 main security control 
categories and their associated control objectives in the ISO/IEC 27002 Standard as a 
focus point for awareness importance, using the three levels of situation awareness 
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theory (perception, comprehension, projection) to determine awareness capability, 
which then allows organisations to identify the resultant awareness risk that may 
exist in an organisation. This research study has brought these three components 
together into a model termed the Information Security Awareness Capability Model 
(ISACM). Figure 7-2 shown earlier in this chapter shows a high level view of these 
components as part of the ISACM. Table 5-1 on page 121 shows the 39 awareness 
importance ratings derived for the three stakeholder groups (IT staff, senior 
management, end users) that were linked to the 39 main security categories and their 
associated control objectives as contained in the ISO/IEC 27002 standard. 

The awareness capability instrument was developed and evaluated for the top ten 
awareness importance ratings previously determined in the phase 1 survey for end 
users. This awareness capability instrument was tested in a baseline general 
population of employees that use computers in their work and a specific population 
of end users of an Australian university. These results were shown in Table 5-18 on 
page 147. The developed ISACM brings these measures of awareness importance 
and awareness capability together into a single consolidated view that enables the 
calculation of the resultant awareness risk that may exist in an organisation.  

Table 7-1 below shows the linkage and hierarchy of these measures of awareness 
importance, awareness capability and awareness risk.  
 
Table 7-1 ISACM – Awareness importance, capability and risk comparison matrix 

 
ISO/IEC 27002   Aust. Uni. MyOpinions 

Security Control 
Clauses Main security categories  AI AC AR AC AR 

Access Control User Responsibilities  5.36 3.29 2.07 2.83 2.53 
Information Security 
Incident Management 

Reporting Information security events 
and weaknesses  5.28 4.67 0.61 3.44 1.84 

Access Control Mobile computing and teleworking  5.27 3.85 1.42 3.02 2.25 
Communications and 
Operation 
Management Exchange of information  5.23 5.22 0.01 3.85 1.38 
Communications and 
Operation 
Management Media handling  4.94 4.81 0.13 4.12 0.82 
Asset Management Information classification  4.89 5.12 -0.23 3.39 1.50 

Access Control 
Business requirements for access 
control  4.75 4.93 -0.18 3.39 1.36 

Compliance Compliance with legal requirements  4.69 4.28 0.41 3.20 1.49 
Asset Management Responsibility for assets  4.65 4.06 0.59 3.44 1.21 
Physical & 
Environmental 
Security Equipment security  4.62 4.84 -0.22 3.59 1.03 

The first column shows the security control clauses from the ISO/IEC 27002 
standard (there are 11 within the standard) that are linked to the second column of 
top ten main security categories (there are 39 within the standard) that were 
evaluated for end users in the phase 2 survey based on the top ten awareness 
importance ratings previously determined in the phase 1 survey. The third column 
shows the awareness importance (AI) derived during the phase 1 survey. The fourth 
and fifth columns show the awareness capability (AC) and awareness risk (AR) 
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measures for the specific population (an Australian university) and the sixth and 
seventh columns show the awareness capability (AC) and awareness risk (AR) 
measures for the baseline population (MyOpinions).  

With the primary goal of the ISACM aimed at predicting ‘the awareness risk 
associated with an organisation’s current state of information security awareness of 
their information security controls’, the resultant awareness risks were rated as high, 
medium and low (refer to Figure 6-3 on page 175). These rating levels used in the 
ISACM can be customised to the risk management approaches used within an 
organisation. The colour coding of the awareness risk ratings of green for low, amber 
for medium, or red for high visually depict awareness risk results that were derived 
from the completion of the analysis of the phase 2 survey responses. This awareness 
importance, capability and risk matrix provides an organisation with a simple method 
for focusing on those risk awareness areas of the ISO/IEC 27002 security control 
categories and their associated objectives that need to be addressed, and the priority 
determined in terms of low, medium or high risk. 

7.3 Research contributions 

The following subsections discuss this study’s main contributions to theory and 
practice. 

7.3.1 Contribution to Knowledge and Theory 

This study’s major theoretical contribution has been the development and evaluation 
of the Information Security Awareness Capability Model (ISACM), drawing on 
situation awareness theory and ISO/IEC 27002 information security standards and 
risk management theory. This important contribution includes the development and 
evaluation of an awareness importance instrument and awareness capability 
instrument. These two instruments allowed the calculation of the awareness risk that 
may exist if the existing awareness capability is less than the desired awareness 
importance for each ISO/IEC 27002 main security categories and their associated 
control objectives. This study further contributes to knowledge and theory by: 

• Extending existing literature by breaking down the relevance of information 
security awareness for three key stakeholder groups within an organisation. 
These stakeholders are IT staff (including information security professionals), 
senior management (such as C class officers and key decision makers) and 
end users as the main consumers of information systems.  

• Relating the cognitive information processing theory of situation awareness 
which draws on three progressive levels of information processing, level 1 - 
perception; level 2 - comprehension; and level 3 - projection, which were 
contextualised within best practice through the 39 main security categories 
and their associated control objectives of the ISO/IEC 27002 Standard; 

• Introducing the concepts and measures of awareness importance, awareness 
capability, and awareness risk into the field of information security. 

• Providing a model, the Information Security Awareness Capability Model 
(ISACM), that organisations can use to measure and monitor the 
effectiveness of information security awareness programs; 
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• Examining the 11 security control clauses and 39 main security categories 
and their associated control objectives that make up the ISO/IEC 27002 
standard for information security, and identifying the relevant aspects of 
these clauses and control objectives that are important from an awareness 
perspective. This was carried out for three key stakeholder in an 
organisational context: IT staff, senior management, end users; 

• Identifying information security awareness in terms of importance, capability 
and risk for three stakeholders, namely, IT staff, senior management, end 
users; 

• Linking theories of situation awareness (Endsley 2015; Howard & Cambria 
2013) with the awareness aspects of information security (SANS Institute 
2015), and risk management theory (Sannicolas-Rocca, Schooley & Spears 
2014), and providing an adapted model of situation awareness to incorporate 
information security awareness importance, awareness capability, and 
awareness risk into the ISACM; and 

• Linking shortcomings in information security awareness capability with 
mainstream risk management theories and presenting information security 
awareness risks in a widely-accepted risk management framework (Duijm 
2015; Standards Australia/Standards New Zealand 2009b). 

To achieve these contributions, this study was grounded in the existing and relevant 
literature of information security and information security awareness, ISO/IEC 
27002 standard, situation awareness theory and risk management theory. A 
generalisable framework and model, ISACM, was developed to investigate the extent 
that the relationship between awareness importance and awareness capability can 
predict the risk associated with an organisation’s current state of information security 
awareness of their information security controls.  

The research results presented in Chapter 5 and discussed in Chapter 6 indicate that it 
is possible to determine the level of awareness capability displayed by an employee 
for particular security control objectives. In combination with the pre-determined 
awareness importance ratings for an information security control objective, the 
perceived level of risk that may exist for the organisation in terms of a particular 
information security control objective can be calculated. Based on the empirical data 
collected in this research from the phase 1 survey (awareness importance) and phase 
2 survey (awareness capability), this level of risk could be determined at the 
employee level, at a stakeholder group level, and at an organisational level. 

7.3.2 Contribution to Practice 

Whilst many of the benefits of this research have been described above as 
contributions to knowledge and theory, there are also many practical benefits that 
flow from this research. This research contributes to practice in several ways.  

Firstly, this study has focused on three separate key stakeholder groups within an 
organisation; these are the IT staff, senior management, and end users. Rather that 
treating all employees as a single homogenous group in terms of information 
security, this research has demonstrated that these three groups have differing 
requirements, priorities, and ‘need to know’ aspects in relation to information 
security. The results and approach to applying the ISACM developed and evaluated 
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in this research can be utilised within a specific organisation and applied to their 
different stakeholder groups within their organisation. This will enable an 
organisation to customise their approach to managing the risks associated with 
information security awareness. In turn, this will result in a stronger information 
security posture for those organisations. 

Secondly, the study identified specific aspects of the internationally-accepted 
information security standard (ISO/IEC 27002) that were important from an 
awareness perspective. This study identified these areas on a stakeholder-by-
stakeholder basis. Therefore, IT staff, senior management, and end users can each be 
provided with guidance on what is important to them in terms of an appropriate level 
of awareness capability in relation to specific information security categories and 
their control objectives. The linkage to the international ISO/IEC 27002 standard is 
important for many organisations, as this is a widely-accepted best practice standard 
that informs the security practices of many organisations around the world. These 
standards are the basis for industry-accepted certification standards, often relied upon 
by governments, regulators and third parties that wish to satisfy themselves that an 
organisation is using best practice and has sound controls implemented for their 
information security. This current research directly links to those standards. 

Thirdly, the 39 main security categories and their associated control objectives have 
been rated in terms of awareness importance for the three stakeholder groups. This 
rating provides organisations with guidance in terms of prioritising which areas of 
information security are more important for which stakeholder group. Many current 
awareness programs provide the same awareness material to all employees, 
irrespective of which stakeholder group they belong to. Additionally, expecting all 
employees to be aware of all aspects of information security is unrealistic and prone 
to failure. This current research, through the development and evaluation of the 
ISACM, provides a more targeted and holistic view for managing information 
security in organisations. 

Fourthly, this research has developed a number of assessment instruments (in the 
form of survey questionnaires for awareness importance and awareness capability). 
The results from these assessment instruments were then combined to form an 
overall model, ISACM, and provide a rigorous means for determining the potential 
awareness risk that may exist in an organisation. The ISACM is a practical model 
that is grounded in well-established theory and industry standards. ISACM has 
strong practical application for organisations wishing to improve information 
security through improved awareness by identifying the performance gaps in current 
levels of information security awareness. ISACM allows organisations to measure 
the current state of information security awareness within their organisations across a 
number of stakeholder groups. This will highlight where awareness risk exists and 
allow organisations to target those areas that show the highest level of risk. By 
rectifying any such gaps that exist, an organisation should be able to improve their 
overall information security posture.  
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7.4 Limitations 

As with most studies, this research does have some limitations. These limitations 
have been discussed in relation to the three major components of the ISACM. 

7.4.1 Awareness Importance limitations 

The methodology used to construct the awareness importance measurement relied 
upon the ratings provided from expert opinions of 80 information security, IT risk 
and IT audit professionals which provided an average score for each of the 39 main 
security categories and their associated control objectives. Validating the awareness 
importance ratings with the opinions from a much larger group of information 
security professionals could improve the measure of awareness importance.  

Another limitation was that the version of the standard used for the basis of the 
awareness importance rating (ISO/IEC 27002) was the 2006 version which was 
subsequently updated after the researcher had conducted the phase 1 survey and data 
collection for determining awareness importance in the research. It was decided to 
use the 2006 version of the ISO/IEC 27002 standard because it is a widely-adopted 
standard and the new version of the standard may not be widely implemented at this 
point in time. Praxiom Research Group Limited (2014) provide a comparison 
between the old and new standard and highlight the following as the key changes: 

‘Perhaps the biggest difference between the old standard and the new 
one is the structure. ISO/IEC 27002:2005 had 11 main sections (5 to 
14) while ISO/IEC 27002:2013 now has 14 (5 to 18). These new 
sections discuss cryptography, communications security, and supplier 
relationships (sections 10, 13, and 15 respectively)’.  

Given the updated standard was released well into the progress of this research, it 
was prudent to continue to use the 2006 Australian version of the standard. This 
minor limitation has a flow-on effect for the awareness capability and awareness risk 
measures. Furthermore, there are no readily available figures on the uptake rate of 
the updated ISO/IEC 27002 standard. It is likely that many organisations that had 
implemented aspects of the 2006 version of the standard would need time to assess 
the changes and decide when (or whether) to update their adoption of the changes to 
the standard. This is particularly relevant for organisations that have been certified as 
being compliant with the 2006 Australian version of the ISO/IEC 27002 Standard. 

7.4.2 Awareness Capability limitations 

An awareness importance measure was developed for each of the 39 main security 
categories and their associated control objectives across the three stakeholder groups 
(IT staff, senior management, end users). However, the awareness capability 
measurement developed for this research only focused on the top 10 main security 
categories and their control objectives (as determined by their awareness importance 
ratings) for end users. This was done in order to demonstrate the overall ISACM 
with a finite group of questions and responses within the scope, financial and time 
constraints of a PhD research. This research has demonstrated how the ISACM - 
developed from cognitive information processing theory, situation awareness and 
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from a best practice international standard, ISO/IEC 27002 - can be implemented and 
has demonstrated the validity of this model in a specific organisation.  

In order to deploy this ISACM more comprehensively within an organisation, the 
awareness capability measures could be extended to cover all 39 main security 
categories and their associated control objectives and extended to the other two key 
stakeholder groups, senior management and IT staff. The top 10 security categories 
and their associated control objectives in terms of awareness importance that can be 
determined from the phase 1 approach in ISACM represent the greatest risk points 
for an organisation and provide an efficient and effective way to approach raising 
information security awareness in organisations. 

The use of a survey to capture the awareness capability score also introduces a 
limitation. The ideal situation would be to also incorporate direct observations of the 
actions someone would take when presented with an information security event. This 
would allow an expert observer to determine what level of awareness capability is 
being demonstrated in a real world situation. However, the undertaking of direct 
observations of employee awareness capability in an organisation is impractical due 
to privacy and ethical constraints. Hence, the survey approach provided a more 
practical way of measuring awareness capability in organisations; although it could 
be argued that presenting ‘the right’ answer amongst other answers to employees 
could lead to answers being selected that do not truly reflect the actions that would 
be taken by an employee in a real world situation.  

However, this approach has the practical organisational benefit that if presented with 
a selection of answers, the respondent is able to identify what the correct action they 
should take - and this could also result in raising awareness of employees whilst 
trying to measure awareness capability of employees. 

7.4.3 Awareness Risk limitations 

There are no additional limitations to the awareness risk measurement that have not 
already been described above. The awareness risk measure is derived from the other 
two measures. Likening awareness importance to consequence (or impact) of an 
awareness risk for an information security control and likening awareness capability 
to likelihood of an awareness risk for a security control being realised has allowed 
this research to use classical risk management theory to portray the resultant 
awareness risk measure. The risk awareness measurement approach used in this 
research is aimed at allowing resultant risks to be determined as a qualitative 
measure of low, medium or high to complement the numerically-calculated score 
derived in the application of ISACM to a specific organisation. 

7.5 Directions for future research 

In this study, an awareness importance measurement was developed by relying upon 
the ratings provided from the expert opinions of 80 information security, IT risk and 
IT audit professionals. Obtaining the opinions from a much larger group could help 
to determine the measure in a more rigorous manner. This could be done via the 
International Standards Organisation standard setting group for information security 
(International Organization for Standardization (ISO) 2015). This organisation 



Chapter 7 Conclusions and Implications 

 
  192 

engages with many information security professionals as part of their standards 
development and updating processes. There could also be an opportunity to have 
these information security professionals provide a rating for awareness importance 
(as part of the guidance material) whilst they are developing or reviewing that 
specific area within the standard. Subsequently, consensus could be reached on what 
is an appropriate level of awareness importance for each of the 39 main security 
categories and their associated control objectives. 

This research focused on the 39 main security categories and their associated control 
objectives to arrive at a rating for each of the categories. The study identified around 
780 possible measurement points that could be derived from the ISO/IEC 27002 
standard when it is broken down to specific supporting controls and guidance 
actions. Whilst this was an unrealistic number of measurement points to include in 
this current research, greater coverage and completeness of the ISO/IEC 27002 
standard’s main security categories, control objectives, and controls could be 
achieved by including more of these measurement points.  

This presents another opportunity for the International Standards Organisation 
standard setting group and their wealth of reviewers who could provide this 
granularity of measurement points. As they work through every aspect of the 
standard, they would be able to obtain a consensus as to awareness importance for 
more of these 780 measurement points. It would also enhance the value of their 
standard by providing guidance as to which aspects are more important to focus on 
for which stakeholder group.  

The awareness capability measurement instrument included in the ISACM should be 
expanded to include all of the 39 main security categories and their associated 
control objectives (rather than the 10 tested in this study). This would allow 
organisations to fully test the ISACM. This would also allow for the development of 
a full implementation guide for the ISACM. A high-level implementation guide is 
shown below in Figure 7-4. 
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Figure 7-4 High level implementation guide for the ISACM 

 

Finally, this research utilised the 2006 Australian version of the ISO/IEC 27002 
standard to develop the ISACM (Standards Australia/Standards New Zealand 
2006b). Future research on the ISACM should be updated to reflect the updated 
structure and content of the 2015 Australian version of the ISO/IEC 27002 standard 
(Standards Australia/Standards New Zealand 2015). 

7.6 Final Conclusions 

This chapter provided a summary of the theoretical and conceptual model developed 
and evaluated in this research. The methodological approach that guided the data 
collection and data analysis leading to key findings of this study was summarised, 
followed by the main contributions of this study to theory and practice. The 
limitations of this study were acknowledged, and directions provided for future 
research. This study developed an information security awareness capability model 
(ISACM), which is underpinned by an internationally-recognised standard for 
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information security, ISO/IEC 27002, situation awareness theory, and risk 
management theory. 

The following major contributions of this study in relation to the three research 
questions investigated are: 

• An approach and instrument for measuring awareness importance of the main 
controls of the ISO/IEC 27002 standard for information security in terms of 
three stakeholder groups; 

• An approach and instrument for measuring awareness capability within an 
organisation for these three stakeholder groups; 

• An approach for calculating awareness risk of information security controls 
for these three stakeholder groups; and 

• An overall information security awareness, capability and risk model, the 
ISACM, that captures the extent that the relationship between awareness 
importance and awareness capability predicts the awareness risks associated 
with an organisation’s current state of information security awareness of their 
information security controls. 

This study contributes to theory by (1) incorporating the theories of situation 
awareness to guide the measurement of awareness capability within an information 
security environment contextualised with the 39 main security categories and their 
associated control objectives; (2) extending existing literature by providing a 
breakdown of the relevance of information security awareness for three key 
stakeholder groups within an organisation; and (3) providing a model, the 
Information Security Awareness Capability Model (ISACM), that organisations can 
use to measuring the effectiveness of information security awareness programs. 

This study further contributes to practice by providing practitioners and policy 
makers with a theoretical and practical information security awareness capability 
model. ISACM will assist and enhance organisations’ approach to developing 
information security awareness programs, their approach to measuring awareness 
capability and awareness risk, and their approach to targeting the correct awareness 
to the appropriate stakeholder groups. The resultant benefits of improving 
information security awareness within an organisation, and therefore the information 
security posture of that organisation, are many and include: 

• Enabling workplace mobility and flexibility, 
• Increased confidence from customers and external partners, 
• Preventing data loss, ensuring privacy and protecting intellectual property, 
• Reduced likelihood of identity theft and financial fraud, 
• Maintaining compliance with industry and government regulators, 
• Improved business resilience (continuity), 
• Minimising the impacts of any information security breaches, 
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Appendix A. Phase 1 Survey – Awareness Importance 

The following is a list of questions that were presented in the Phase 1 Survey and 

used to determine the Awareness Importance rating. Each question called for a rating 

of between 1 and 7 to be provided for each of the 3 stakeholder groups; IT staff, 

senior management and end users. 

1. SECURITY POLICY 
Q1 How aware of information security policies, do the stakeholder groups need to be, in order to 
provide management direction and support for information security in accordance with business 
requirements and relevant laws and regulations? 

2. ORGANISATION OF INFORMATION SECURITY 
Q2 How aware of an appropriate management framework and organisation structure to control 
information security, do the stakeholder groups need to be, in order to provide sound information 
security within the organisation? 

Q3 How aware of the information security practices of external parties, do the stakeholder groups 
need to be when their information and information processing facilities are accessed, processed, 
communicated to, or managed by external parties? 

3. ASSET MANAGEMENT 
Q4 How aware of the need for ownership and accountability for assets, do the stakeholder groups 
need to be, in order to maintain appropriate protection of organisational assets? 

Q5   How aware of the need to classify information, do the stakeholder groups need to be, so that 
information receives an appropriate level of protection? 

4. HUMAN RESOURCES SECURITY 
Q6 How aware of addressing security responsibilities in job descriptions and conditions of 
employment, do the stakeholder groups need to be? 

Q7 How aware of the need to continually inform employees, contractors and 3rd party users of their 
ongoing information security responsibilities, do the stakeholder groups need to be, during the 
employment tenure of these staff? 

Q8 How aware of the need to assign responsibilities for managing the exit of users, do the stakeholder 
groups need to be, so that employees, contractors and third party users exit an organisation or change 
their employment in an orderly and secure manner? 

5. PHYSICAL AND ENVIRONMENTAL SECURITY 
Q9 How aware of the need to house information processing facilities in secure areas, do the 
stakeholder groups need to be? 

Q10 How aware of physical and environmental threats, do the stakeholder groups need to be, to 
prevent loss, damage, theft or compromise of assets and interruption to the organisation’s activities? 

6. COMMUNICATIONS AND OPERATIONS MANAGEMENT  
Q11 How aware of formalising operational procedures and responsibilities, do the stakeholder groups 
need to be, so that the correct and secure operation of information processing facilities is managed? 

Q12 How aware of implementing agreements and monitoring compliance, do the stakeholder groups 
need to be, so as to maintain the appropriate level of information security and service delivery in line 
with third party service delivery agreements? 
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Q13 How aware of system planning, capacity planning and acceptance testing, do the stakeholder 
groups need to be, in order to minimise the risk of systems failures? 

Q14 How aware of controls that provide protection against malicious and mobile code, do the 
stakeholder groups need to be, in order to protect the integrity of software and information? 

Q15 How aware of the need and procedures for backing up information, do the stakeholder groups 
need to be, to ensure the integrity and availability of information and information processing 
facilities? 

Q16 How aware of the controls for securing networks, do the stakeholder groups need to be, in order 
to protect information in networks and protect the supporting infrastructure? 

Q17 How aware of the techniques required to protect removable media, do the stakeholder groups 
need to be, in order to minimise unauthorised disclosure, modification, removal or destruction of 
assets? 

Q18 How aware of policies and procedures for exchanging information, do the stakeholder groups 
need to be, to preserve the security of any information or software exchanged within an organisation 
or with any external entity? 

Q19 How aware of electronic commerce services, do the stakeholder groups need to be, to ensure the 
security of electronic commerce services, and their secure use? 

Q20 How aware of system monitoring techniques, do the stakeholder groups need to be, to help detect 
and check the effectiveness of controls designed to prevent unauthorised information processing 
activities? 

7. ACCESS CONTROL  
Q21 How aware of business requirement and policies for information dissemination and authorisation, 
do the stakeholder groups need to be, in order to control access to information? 

Q22 How aware of formal user access management procedures, do the stakeholder groups need to be, 
to ensure authorised user access and to prevent unauthorised access to information systems? 

Q23 How aware of user responsibilities for maintaining effective access controls, do the stakeholder 
groups need to be, to prevent unauthorised user access, and compromise or theft of information and 
information processing facilities? 

Q24 How aware of network access controls to internal and external networked services, do the 
stakeholder groups need to be? 

Q25 How aware of operating system access controls, do the stakeholder groups need to be? 

Q26 How aware of application and logical access controls, do the stakeholder groups need to be?  

Q27 How aware of the risks associated with mobile computing and teleworking in an unprotected 
environment, do the stakeholder groups need to be? 

8. INFORMATION SYSTEMS ACQUISITION, DEVELOPMENT & MAINTENANCE 
 Q28 How aware of security requirements of information systems, do the stakeholder groups need to 
be, to ensure that security is an integral part of developing or acquiring information systems? 

Q29 How aware of change and input validation controls, do the stakeholder groups need to be, to 
prevent errors, loss, unauthorised modification or misuse of information in applications? 
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Q30 How aware of cryptographic controls including key management, do the stakeholder groups need 
to be, to protect the confidentiality, authenticity or integrity of information? 

Q31 How aware of security of system files and source code, do the stakeholder groups need to be? 

Q32 How aware of the security of development and test environments, do the stakeholder groups need 
to be? 

Q33 How aware of technical vulnerability management, do the stakeholder groups need to be, to 
prevent risks resulting from exploitation of published vulnerabilities? 

9. INFORMATION SECURITY INCIDENT MANAGEMENT 
Q34 How aware of the need for timely reporting of information security events and weaknesses, do 
the stakeholder groups need to be, to allow timely corrective action to be taken? 

Q35 How aware of the procedures and assignment of responsibilities to manage information security 
incidents and improvements, do the stakeholder groups need to be, to ensure a consistent and effective 
approach to the management of security incidents? 

10. BUSINESS CONTINUITY MANAGEMENT 
Q36 How aware of information security aspects of business continuity management, do the 
stakeholder groups need to be, to protect critical business processes from the effects of major failures 
of information systems? 

11. COMPLIANCE 
Q37 How aware of compliance with legal requirements, do the stakeholder groups need to be, in order 
to avoid breaches of any law, statutory, regulatory or contractual obligations, and of any related 
security requirements? 

Q38 How aware of the need to formally review compliance of systems with organisational security 
policies and standards, do the stakeholder groups need to be? 

Q39 How aware of controls to minimize interference to/from the information systems audit process, 
do the stakeholder groups need to be? 
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Appendix B. Phase 2 Survey – Awareness Capability 

The following is a list of questions that were presented in Phase 2 Survey and used to 

determine the Awareness Capability scores. The scores for each sub-question are 

shown in the brackets, whilst the most correct answer is coloured green. 

QUESTION 1 – PASSWORDS 
 
QUESTION 1.1 A work colleague has asked you for your computer access password because they are 
having troubles getting their computer access set up. What would you do? 
a) I would share my password but only in an emergency (0.5) 
b) I would share my password but only with my boss (0) 
c) I would never share my password (2.0) 
d) I would share my password but would change my password immediately afterwards (0.5) 
e) I don’t know what I would do in such a situation (0) 
 
QUESTION 1.2 Do you use the same password for multiple systems, say for your personal email 
account and your work accounts? 
a) Yes because my password is strong enough and it is too difficult to remember so many different 
passwords. (0) 
b) No because I know that if one of the passwords get cracked, it could be used to access my other 
systems (2.5) 
c) Yes because I don’t write down my password or give it to anyone else. Nobody will be able to 
guess my password. (0) 
d) No because it would be a breach of policy, although I don’t quite understand what the risk would 
be. (0.5) 
e) I don’t know whether it would be acceptable to use the same password for multiple systems (0) 
 
QUESTION 1.3 Is a passphrase better to use than just a set of characters and numbers in your 
password? 
a) It is no better. As long as your password is at least 8 characters long then nobody will be able to 
guess it. (0.5) 
b) It is no better. As long as my computer is secure any length password will be OK. Also I change 
my password regularly. (0) 
c) It is better only because someone looking over my shoulder won’t be able to remember a 
passphrase. (0.5) 
d) It is better because the length of a password is the most important factor. Passphrases can be easily 
remembered and can be very long (2.5) 
e) I don’t know whether a passphrase is more secure to use than a password made up of a combination 
of characters and numbers (0) 
 
QUESTION 2 – Reporting Information security events 
 
QUESTION 2.1 Would you be able to recognise a potential computer incident (i.e. virus, spam, 
infected web site) and do you know what to do? 
a) If there is unusual behaviour on my computer, I would escalate according to the incident 
management process. (2.0) 
b) I would report it to the IT department only if my computer started doing strange things, but I 
wouldn’t know what might have caused that. (0.5) 
c) If my computer became infected with a virus, I probably wouldn’t own up to having clicked on an 
unknown email attachment or visited a web site I wasn’t sure of. (0) 
d) If something goes wrong with my computer I would ask one of my work colleagues what to do. 
They can usually help me. (0.5) 
e) I don’t know what a security incident would look like. (0) 
 
QUESTION 2.2 You have taken some work related data home on an unencrypted USB device. It has 
some customer related data on it. However you can’t find the USB device. What would you do? 
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a) I will check what I had copied, and if it doesn’t include credit card details or passwords then I 
won’t do anything further. (1.0) 
b) Because I am quite sure it is somewhere at my house I will wait and see if it turns up. No point in 
raising any false concerns. (0) 
c) I would do nothing. No one will know that I copied the data, so if it is found then they won’t know 
who copied it and I will not own up to it. (0) 
d) Because the data contains personally identifiable information, I would report it to our Privacy 
officer as a precaution. (2.5) 
e) I don’t know what I would do in such a situation (0) 
 
QUESTION 2.3 Do you know what social engineering is and can it lead to security incidents? 
a) I think it somehow involves getting information from me, but I don’t know how that would result in 
a security incident. I am careful in what I hand over (0.5) 
b) It could involve tricking me to go to a web site, but no harm should come from that because I can 
recognise a fake web site. (0) 
c) It is where people are manipulated or deceived into providing information or to act in an unsecure 
manner. This could result in aiding a hacker to gain benefit, which could result in a security incident. 
(2.5) 
d) I wouldn’t count social engineering as a security incident, but it could result in me handing over 
information I didn’t intend to. (1.0) 
e) I don’t know what social engineering is and whether it can lead to security incidents (0) 
 
QUESTION 3 – Mobile computing and communications 
 
QUESTION 3.1 Is it OK to connect your work computer to a public Internet service such as those 
offered by Starbucks or public Libraries 
a) No it is never OK to use the public Internet services. (1.0) 
b) Yes but as long as it is just for a short period of time (0) 
c) Yes as long as I use a VPN to connect to my work environment (2.0) 
d) Yes as long as my virus protection and software are up to date (0.5) 
e) I don’t know what I would do in such a situation (0) 
 
QUESTION 3.2 Why is it important to have an encrypted hard drive on any computer used away from 
the office. 
a) It is important because in the event that the computer is stolen or lost, it will prevent anyone from 
reading the information from the hard disk. (2.5) 
b) Encryption will stop my computer being infected by a computer virus, which is very important to 
do when working away from the office. (0) 
c) It is not important to encrypt the hard disk because it slows down the computer and makes doing 
my work more difficult. (0) 
d) It is important because it means that only authorised users will be able to log onto the computer and 
access the information. (1.0) 
e) I don’t know whether it is important to have an encrypted hard drive on any computer used away 
from the office (0) 
 
QUESTION 3.3 How does a VPN connection provide you with security when connecting with your 
work or other companies? 
a) By using a VPN, it will stop my computer ever being infected by a computer virus that might be on 
the other computers. (0) 
b) It provides an encrypted secure connection to another computer that cannot be intercepted or 
listened to. (2.5) 
c) I know I should use this when connecting with work, but not sure why. It just seems to be an extra 
step. (0.5) 
d) This means that only authorised users will be able to use the computer to connect to a work 
environment. (0.5) 
e) I don’t know how a VPN provides security when connecting with work or other companies from 
remotely (0) 
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QUESTION 4 – Information exchange policies and procedures 
 
QUESTION 4.1 You are working on analysing some customer data that you have access to in order to 
determine customer profitability. Is it OK to share this information with other people within your 
organisation? 
a) Yes but only with those people that I trust. I know that they will look after the data properly. (0) 
b) Yes as long as I remove the customers name then there is no risk of breaching any security or 
privacy. (0.5) 
c) No as the data doesn’t belong to me I am not going to give it to anyone else. (1.0) 
d) Only if the data owner has given approval and the data is shared in a secure manner. (2.0) 
e) I don’t know what I would do in such a situation (0) 
 
QUESTION 4.2 Your organisation uses an external company to do its letter mail out (physical and 
email) to customers. Is this secure? 
a) No it is never secure. You read every day about how this can go wrong. This should only be done 
in-house within my organisation. (0) 
b) Yes it can be secure. We have used an external company for a long time and we trust them with the 
data we give them. (1.0) 
c) Yes because it is just correspondence and after all they are our customers so we can decide how 
they will receive mail from us. (0.5) 
d) It is OK only if formal agreements and information exchange policies are in place and their security 
measures have been assessed as being adequate. (2.5) 
e) I don’t know what I would do in such a situation (0) 
 
QUESTION 4.3 When exchanging electronic information with another organisation, you should 
ensure that ... 
a) We can trust the other organisation’s virus protection. That’s all we need to worry about. (0.5) 
b) We ask the other organisation to properly protect the data that we are exchanging with them. (0.5) 
c) We have exchange agreements in place, and that we use secure mechanisms (i.e. VPN or secure 
connections) to exchange the data. (2.5) 
d) We comply with any privacy requirements regarding the data. That way we will be in the clear if 
anything goes wrong. (1.0) 
e) I don’t know what I would do in such a situation (0) 
 
QUESTION 5 – Management of removable media 
 
QUESTION 5.1 What is the best way to dispose of unwanted data contained on media such as a dvd, 
usb stick, magnetic tape. 
a) Disposal through normal waste management processes will be sufficient. Our rubbish ends up at the 
local rubbish dump, so that should be OK. (0.5) 
b) Simply deleting the data from the media will be sufficient. That way nobody will see there is any 
information on the media. (0.5) 
c) The disposal technique should be based on the information classification. The higher the 
classification, the more disposal techniques (secure erasure, demagnetisation, physical destruction) 
should be used. (2.0) 
d) As long as the media is broken into pieces or torn, that should be secure enough. Nobody will go to 
the effort of trying to piece the stuff together. (1.0) 
e) I don’t know what I would do in such a situation (0) 
 
QUESTION 5.2 You are required to work on a sales presentation spreadsheet over the weekend. 
Because of the sensitive nature of the information you know not to send it home via email. Instead 
you load it onto a USB memory stick. Is that safe? 
a) I have encrypted the USB memory stick, so even if I lost it the information will be safe and not able 
to be read by others. (2.5) 
b) Yes it is safe because I am very careful with the USB stick and will put it on my key ring. I never 
lose my keys. (0.5) 
c) As long as I still have a copy at work then things will be fine. If I lose the USB memory stick I will 
still have the original information at work. (0) 
d) I have password protected the spreadsheet so it will be OK. Nobody will be able to crack the 
password that I have used. (1.0) 
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e) I don’t know what I do would do in such a situation (0) 
 
QUESTION 5.3 You are responsible for the disposal of photocopying machines. Are there any 
security related things that you need to do before you dispose of them? 
a) I need to make sure that I remove any physical identifiers that can link the photocopier back to my 
organisation. (0.5) 
b) Because the photocopier has a hard disk that contains photocopied information, I need to make sure 
the hard disk is suitably and securely wiped (2.5) 
c) Nothing from a security related perspective. This is just a standard piece of office equipment that 
most organisations have and readily dispose of. (0) 
d) As long as I remove the photocopier from our asset register, and cancel the maintenance controls, 
that is all that is required. (0) 
e) I don’t know what I would do in such a situation (0) 
 
QUESTION 6 – Information Classification 
 
QUESTION 6.1 Is it important for your organisation to have data/information classification rules and 
if so why? 
a) It is important because it is primarily used to determine how much space is allocated to each 
classification. (0) 
b) The classification is important so that appropriate protection (such as access control, encryption) 
can be provided to that information. (2.0) 
c) It is only important for organisations that have top-secret information such as the military. Other 
organisations don’t need to go to the effort. (0.5) 
d) It is only important to classify data that will be provided to external organisations. (1.0) 
e) I don’t know why it is important for an organisation to have data/information classification rules (0) 
 
QUESTION 6.2 How does information classification influence access controls? 
a) This is an IT issue that business users don’t need to know about. The IT group should do the 
classifying and determine who should have the access. (0) 
b) It is only used to determine whether someone should have read or write access to data, and for how 
long they should have that access. (0.5) 
c) It only influences what access external organisations should have to the information. (0.5) 
d) The classification is used to determine who should have access to that data, and what type of access 
they should have. (2.5) 
e) I don’t know how information classification rules influence access controls (0) 
 
QUESTION 6.3 What are the key risks for your organisation if it has correctly classified information? 
a) The risk to my organisation is that only a restricted number of people can get access to certain 
information. (0) 
b) The risk is that people are prevented from doing their job because of the classification rules. They 
always get in the way. (0.5) 
c) Someone with the access may accidently or deliberately make data available to someone with a 
lesser classification (i.e. public). (2.5) 
d) It takes too long for someone to get access to data that is classified. People will be prevented from 
doing their job properly. (0.5) 
e) I don’t know what the key risks for my organisation are. (0) 
 
QUESTION 7 – Business requirements for access control 
 
QUESTION 7.1 Who should determine the level of access to data within your organisation? 
a) Individual staff members know what data they need access to. They should get approval from their 
line manager and request this access from IT. (0.5) 
b) The IT department maintain the rules, so they should determine who should and shouldn’t have 
access to data. (0) 
c) New employees should be granted access based around a similar work colleagues access. Makes it 
easier to set up their access. (0.5) 
d) Business units own the data. The business owner should determine who (often by job function) 
should be able to access that data. (2.0) 
e) I don’t know who should determine the level of access to data within my organisation (0) 
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QUESTION 7.2 What is the greatest risk to your organisation if access is not based on business 
requirements? 
a) People could end up with too much or too little access to the data and systems they need to perform 
their job. (2.5) 
b) The IT department won’t know who should have access to what and won’t be able to correctly set 
up the access controls. (1.5) 
c) Too much work will be created for the IT department, trying to keep up with who should have 
access to what. (1.0) 
d) It will take longer to get access to the things staff needs to do their job. Time is money and waiting 
to be granted access wastes time. (0.5) 
e) I don’t know what is the greatest risk to my organisation if access is not based on business 
requirements (0) 
 
QUESTION 7.3 What do you understand about the term “separation of duties” and it’s importance to 
your organisation? 
a) It is the division of labour where one person may perform one duty and another person performs 
another duty. It is important so that each individual is accountable for those duties (1.0) 
b) It occurs when trying to measure how individuals perform different tasks. So by identifying or 
“separating” these duties, you will be able to measure them separately. (0) 
c) It assists with not overloading an individual with too many complicated tasks. By separating these 
is makes it easier to balance the work loads.(0) 
d) It is the separation of job tasks (such as purchasing and receivables) so a single individual does not 
perform both of them. This helps to minimise fraudulent or accidental errors. (2.5) 
e) I don’t know what is meant by the term “separation of duties” and its importance to my 
organisation (0) 
 
QUESTION 8 – Compliance with legal requirements 
 
QUESTION 8.1 Who within your organisation should be responsible for understanding how to 
comply with legal requirements? 
a) Audit and risk management are responsible for compliance. They are the people that need to 
understand all of the legal requirements and how to comply. (0) 
b) It is only the legal department. That is their primary role in my organisation and 
it should be their responsibility. (1.5) 
c) Business unit managers should understand how to comply with the legal requirements that impact 
on their business unit. (2.0) 
d) As long as I comply with my organisation’s policy, that should cover off compliance with any legal 
requirements. (0.5) 
e) I don’t know who within my organisation should be responsible for understanding how to comply 
with legal requirements (0) 
 
QUESTION 8.2 What do you know about data privacy? 
a) It is something that is the responsibility of IT departments. So they are the ones that need to 
understand it. (0.5) 
b) It involves keeping the data that I am working on in my organisation away from any of my other 
work colleagues. (0.5) 
c) I know that data privacy has a set of principles that my organisation need to follow. But that is 
about all I know. (1.0) 
d) In Australia, there are 13 privacy principles, applying to handling of personal information by most 
Government agencies and some private organisation. (2.5) 
e) I don’t know much about data privacy (0) 
 
QUESTION 8.3 Why are there laws regarding the use of encryption software 
a) The laws are there to make sure that appropriate license fees are paid to the companies that provide 
the encryption technology. (0) 
b) They are there solely to make sure that governments can still access data of citizens without being 
prevented by encryption techniques (1.5) 
c) They are there to ensure that certain data transmissions and exchanges make use of appropriate 
encryption techniques, and to prevent the exporting of encryption technology to certain countries. 
(2.5) 
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d) Just another level of government bureaucracy. This provides the “authorities” with the ability to spy 
on its citizens. (0.5) 
e) I don’t know why there are laws regarding the use of encryption software (0) 
 
QUESTION 9 – Responsibility for assets 
 
QUESTION 9.1 Who should be responsible for owning technology related assets? 
a) The IT department should own all of the technology assets. That is one of their primary 
responsibilities within my organisation. It doesn’t make sense spreading the responsibility to others. 
(1.0) 
b) Individual staff members should be solely responsible because they will demonstrate greater 
accountability. You can then penalise them if they abuse this responsibility. (0.5) 
c) As the asset has a monetary value, the finance department should own all assets. They can then 
manage all aspects of the asset. (0.5) 
d) Ownership should be broken down into a number of aspects. Physical ownership of technology 
assets would normally reside with the IT department. Business ownership would then reside with the 
primary user of the asset. (2.0) 
e) I don’t know who should be responsible for owning technology related assets (0) 
 
QUESTION 9.2 Who should be responsible for maintaining and updating an asset register of 
technology assets? 
a) The IT department should maintain and update anything to do with the technology assets, including 
any asset register. No one else need get involved in this. (0.5) 
b) Ownership should be shared. Physical registering of the technology assets would normally reside 
with the IT department. Business ownership would then be responsible for other aspects of the asset. 
(2.5) 
c) Individual staff members should maintain the asset register for the technology assets they use 
because they will demonstrate greater accountability and will ensure that the register is always up to 
date. (0.5) 
d) As the asset has a monetary value, the finance department should own all assets and therefore 
should be responsible for maintaining the technology asset register. (0.5) 
e) I don’t know who should be responsible for maintaining and updating an asset register of 
technology assets (0) 
 
QUESTION 9.3 Who should be setting the policy of acceptable use for a computing asset? 
a) The business owner of the asset should set the policy. (2.5) 
b) No specific acceptable use policy is required. General employment policies should be sufficient. 
(0.5) 
c) The IT department should set the policy. (0.5) 
d) As the asset has a monetary value, the finance department should own and set the acceptable use 
for all assets. (0.5) 
e) I don’t know who should be setting the policy for acceptable use for a computing asset (0) 
 
QUESTION 10 – Equipment security 
 
QUESTION 10.1 What controls provide the best protection for essential computer equipment against 
power disruptions? 
a) Computer equipment plugged into different power points. (0.5) 
b) Spike protection power points. (0.5) 
c) The use of UPS with a diesel generator backup. (2.0) 
d) Equipment with their own battery backup. (0.5) 
e) I don’t know what controls provide the best protection for essential computer equipment against 
power disruptions (0) 
 
QUESTION 10.2 When disposing of computer equipment, what key information security step is 
required to be done. 
a) Remove any physical labels from the computer equipment that could identify your company. (0.5) 
b) Remove all of the licensed software from the computer equipment. (0.5) 
c) Remove the computer equipment from the asset register. (0.5) 
d) Wipe the data from the hard disk using DSD approved deletion software. (2.5) 
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e) I don’t know what key security step is required to be done when disposing of computer equipment 
(0) 
 
QUESTION 10.3 From an information security perspective, what is the most important reason to 
protect remotely located computer equipment? 
a) It is only important from a monetary asset point of view, not from an information security point of 
view. If the equipment is stolen it will cost my organisation money to replace. (0.5) 
b) Data may be stolen if someone can access the computer equipment in the remote location. (0.5) 
c) Not only could the data from the remote location be stolen or modified, access to my organisation’s 
network could be gained from that remotely located computer equipment. (2.5) 
d) A computer virus could be introduced from that remotely located computer equipment. This could 
then spread across my organisation via its internal networks and/or storage. (1.5) 
e) I don’t know from an information security perspective what is the most important reason to protect 
remotely located computer equipment (0) 
 
 
 


