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Blockchain is commonly employed in access control to provide safe medical data exchange because of the characteristics of
decentralization, nontamperability, and traceability. Patients share personal health data by granting access rights to users or
medical institutions. The major purpose of the existing access control techniques is to identify users who are permitted to access
medical data. They hardly ever recognize internal assailants from legitimate entities. Medical data will involve multilayer access
within the authorized organizations. Considering the cost of permissions management and the problem of insider malicious node
attacks, users hope to implement authorization constraints within the authorized institutions. It can prevent their data from being
maliciously disclosed by end-users from different authorized healthcare domains. For the purpose to achieve the fine-grained
permissions propagation control of medical data in sharing institutions, a trust-based authorization access control mechanism is
suggested in this study. Trust thresholds are assigned to different privileges based on their sensitivity and used to generate zero-
knowledge proof to be broadcasted among blockchain nodes. This method evaluates the trust of each user through the dynamic
trust calculation model. And meanwhile, smart contract is employed to verify whether the user’s trust can activate some permis-
sions and ensure the privacy of the user’s trust in the process of authorization verification. In addition, the authorization
transaction between users and institutions is recorded on the blockchain for patient traceability and accountability. The feasibility
and effectiveness of the scheme are demonstrated through comprehensive comparisons and extensive experiments.

Patient-centered healthcare data exchange attempts to
shift data ownership from the provider to the patient [2].
When a patient needs to treat across medical institutions
or provide data sources for disease research centers [3],

1. Introduction

In the era of big data, multisource heterogeneous, fast-
growing, accurate, and massive healthcare data are widely

used in various fields, such as disease research, clinical treat-
ment, new drug development, epidemic prevention, and con-
trol. It can substantially improve the efficiency and accuracy
of medical research and significantly reduce the burden of
social medical costs [1]. However, due to the extensive col-
lection and application of medical data, it also faces a series
of security and privacy threats such as theft of personal data,
phishing attacks, illegal user access, and ransomware attacks.
All of these may lead to the leakage and loss of medical data,
thus failing to ensure the privacy, integrity, and reliability of
the data.

they can authorize organizations to share their medical
data. As an emerging Internet database technology, block-
chain [4] has the characteristics of decentralization, trans-
parency, and data tamperability. It provides an innovative
method for storing information, executing transactions, and
building trust in an open environment [5]. It has become
popular to employ blockchain technology to securely share
patient data with different institutions. The existing methods
[6-10] mainly focus on deploying access control policies on
the blockchain to access medical data by identifying users
authorized by patients. However, these schemes only
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FIGURE 1: Internal access security model.

consider the single authorized access between patients and
users and do not take into account the multilayer access of
data between institutions. As shown in Figure 1, there is still
a risk of internal leakage of data in the organizations that
have been authorized by patients. Furthermore, it would be a
huge cost if access control operations were carried out for
each internal personnel. Considering the cost of authoriza-
tion management and malicious attacks on internal nodes,
patients want to restrict the secondary authorization of per-
sonal health data within the organization. Therefore, in the
face of these challenging issues, we need to quickly find
solutions to securely access patient data within authorized
institutions in order to maximize patient privacy.

The lack of fine-grained security access control models
for authorized institutions (Aif) is vulnerable to attacks by
malicious nodes with legitimate identities and privileges
within the institution [11]. Traditional access control mod-
els, such as role-based access control (RBAC) [12] and
attribute-based encryption (ABE) [13], have been proven
to be effective in detecting and preventing illegal access to
data. However, the above methods cannot provide practical
solutions to the security problems such as unknown user
access, internal node attacks, and unaccountable data leakage
that exist in Ai. To alleviate these troubles, trust-based access
control (TBAC) [14] was then introduced to the authoriza-
tion constraints within Ai. Patients delegate Ai to set trust
thresholds for different permissions to identify sensitivity.
For the staff from the delegated institution, only with a
high trust level is granted authority to obtain the patient’s
medical information.

The trust of internal user (Iu) can be verified by design-
ing smart contract on the blockchain [15]. However, there is
still a challenge for Iu to prove to Ai that its trust can activate
data access without divulging privacy. As a novel and effec-
tive variant of zero-knowledge proofs, zero-knowledge-suc-
cinct non-interactive arguments of knowledge (zk-SNARKs)
[16, 17] can achieve verification without disclosing the con-
tent of the proof. Especially, zk-SNARKs are combined with
smart contracts for authentication to ensure that the Iu trust

matches the authority trust assigned by Ai and protect user
privacy.

To overcome the abovementioned problems, a trust-
based authorization access control (TAAC) scheme is pro-
posed to solve the secure access of medical data within Ai
though using blockchain technology and deploying smart
contracts. Overall, our main contributions are summarized
as follows.

(1) A trust-based authorization and verification scheme
for medical data is designed, named TAAC. This
approach can settle the difficulties of costly authori-
zation constraitns and internal malicious node attacks
caused by patient entities intervening in institutional
entities. In our TAAC, Ai can send preassigned per-
mission trust threshold ciphertexts to the blockchain
through transactions for distributed access control.

(2) In the proposed scheme, a dynamic trust calculation
model (TCM) is constructed to evaluate the trust of
end users. Then, utilizing zk-SNARKS, the user cre-
ates a reliable zero-knowledge proof and sends it to
the smart contract for validation, which can ensure
that the user does not reveal any privacy. The smart
contract determines whether it can activate the per-
mission by comparing the user’s trust with the per-
mission trust threshold set by the organization. The
permission transactions between Iu and Ai will be
broadcast in the blockchain for patient accountability
and traceability after the verification is successful [18].

(3) Through the comprehensive comparisons with the
existing schemes, we find that the proposed scheme
exhibits higher privacy and execution efficiency in terms
of the metrics of data protection and resistance to
attacks. The validation is carried out in terms of both
theoretical security analysis and experimental perfor-
mance evaluation, proving the superiority of TAAC.

The remainder of the paper is structured as follows.
Related work is described in Section 2, and some early
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components are offered in Section 3. The proposed scheme is
outlined in Section 4, and the specific implementation details
of TAAC are introduced in Section 5. Section 6 summarizes
the characteristics of the TAAC scheme and compares it with
other schemes in terms of performance. Finally, Section 7
provides a summary of the work done in the paper.

2. Related Works

Conducting in-depth research on access control for medical
data is an important tool for user privacy protection. In this
section, the related work on trust-based access control and
blockchain-based access control is presented.

2.1. Trust-Based Access Control Schemes. An access control
model to evaluate the trust of interactive agents can improve
the privacy and robustness of the medical system. Healthy-
Broker [19] was a trust-building agent architecture specifi-
cally designed for eHealth services. It securely completes
eHealth transactions by evaluating trust relationships and
uses a distributed blockchain ledger for tracking to prevent
potentially malicious behavior. Sahaana et al. [20] provided a
trust assessment model for dynamically managing nodes,
which uses trust to evaluate the behavior of each node,
thus effectively avoiding the improper behavior of malicious
nodes. Lewandowski et al. [21] improved the treatment effect
and smoothed the overall function of the medical system by
estimating patient trust. Jiang et al. [22] proposed a T-RBAC
model utilizing role-attribute trust and physician-behavior
trust for hierarchical authorization. Singh and Chatterjee
[23] proposed an access control rule set, which can protect
unauthorized access to medical data and dynamically control
access views. Hu et al. [24] combined the entropy weight method
with fuzzy theory to comprehensively evaluate the interactive
trust value, and then used a two-way selection mechanism of
roles and a third-party real-time monitoring mechanism to
dynamically control access to the healthcare cloud system. The
VARTE model [25] is based on vector auto-regressive (VAR) to
effectively compute the trust value of user behavior in mobile
health information systems. He et al. [26] discussed a distributed
medical sensor network trust evaluation model, in which nodes
can assess the credibility of each other to detect malicious nodes.
Athanasiou et al. [27] introduced adaptive cloud inference
system to fuzzy infer doctor credibility, which helps to ensure
patient satisfaction in the universal medical environment. Xin
etal. [28] used hierarchical analysis to determine trust evaluation
index weights in medical big data and combined with whitening
weight function to solve the problem of inaccurate trust
evaluation results.

2.2. Blockchain-Based Access Control Schemes. Network
attacks are prevalent in healthcare systems [29], and the appli-
cation of blockchain technology to access control in medical
data is also a hot topic of current studies. Siyal et al. [30]
believed that the public verifiability of blockchain provides
access control to electronic medical records without any third
party but can not guarantee the reliability of data sources. Fan
et al. [31] designed a blockchain-based electronic medical
record framework named MedBlock for secure medical data

TasLE 1: Notation setting.

Notations Descriptions

H,, H, Secure hash functions

p Permission
PL={P.,P,,....P,} Permission list

Pt; Permission trust threshold
T={Pt,,Pt,,...,Pt,} Permission trust threshold set
A Security parameter

h; Authorized hospital

d; Doctor

MPK, MSK Master key pair

PK,,, SK}, Key pair of a hospital
PK,, SKy4 Key pair of a doctor
GK Key for generating a proof
VK Key for verifying a proof
CT Ciphertext

c Digital signature

b3 Zero-knowledge proof

sharing. Xia et al. [32] used smart contracts and access control
mechanisms for data tracking to achieve auditable and secure
sharing of medical data by revoking the access rights of illegal
entities. However, it is impossible to avoid internal attacks by
users with legal identities. Hussien et al. [33] proposed an
access control scheme for outsourced encrypted medical
data, which bridged the gap between personal health records
and blockchain technology. Gan et al. [7] designed an incen-
tive mechanism to encourage patients to share data and let
patients act as supervisors to supervise unauthorized medical
institutions to legally use their own medical data. Obviously,
the data may have been maliciously compromised. Feng et al.
[34] combined hierarchical attribute encryption with linear
secret sharing, which avoided the security risk of submitting
access policies to the blockchain network, and enabled autho-
rized users to efficiently query the required data. Thwin and
Vasupongayya [35] established a fine-grained access control
model, which uses proxy re-encryption technology to protect
medical data privacy and support access revocation. Sun et al.
[36] stored the hash of medical data on the blockchain, while
the specific data are stored in the IPFS. And only users who
satisty the attributes can decrypt the data. Saini et al. [37]
proposed four types of smart contracts for user authentication
and access control, and combined elliptic curve cryptography
and Edwards curve digital signature algorithm technology to
protect data privacy. However, these schemes mainly focus on
single authorized access between patients and data users,
while the risk of data leakage still exists in the institutions
that have been authorized by patients.

3. Preliminaries

Theoretical knowledge and related techniques involving
TAAC will be brought up in this section. For the sake of
clear and concise presentation, the commonly used symbols
are listed in Table 1.



3.1. Blockchain. Blockchain is considered to be a distributed
storage database that combines technologies such as crypto-
graphic principles, consensus mechanisms, and smart con-
tracts. These technologies can ensure that the information in
the blockchain network is traceable, nontamperable, and
timely verifiable [38, 39].

3.1.1. Data Structure. Each block is composed of a block header
and a block body. The block header contains three sets of meta-
data such as the previous block hash, Merkle tree root, and
timestamp, which are used to ensure traceability and invariabil-
ity. Transaction data are stored in the block body. Generally,
cryptographic hashes and digital signatures are used to ensure
the integrity and authenticity of transactions.

3.1.2. Consensus Protocol. It can effectively ensure that each
node in the blockchain maintains the ledger according to the
established rules, thus maintaining the consistency of trans-
actions in the distributed network [40].

3.1.3. Smart Contract. The concept was first introduced by
cryptographer Nick Szabo and applied to Ethereum by Vita-
lik Buterin. It is a computer protocol for trusted transactions
without third-party supervision, which could additionally be
self-executing and self-verifying [41].

3.2. Zero-Knowledge Proof. A zero-knowledge proof is one in
which the prover is successful in persuading the verifier that
a statement is true while withholding all relevant information
from the verifier. It is also essentially an agreement involving
two or more parties. Zero-knowledge proofs include both
interactive and noninteractive types. Interactive proofs
require multiple communications between the prover and
verifier resulting in lower efficiency, while noninteractive
proofs only require the prover to send a message to the
verifier once according to the protocol, which makes them
more efficient for blockchain applications [42].

3.3. zk-SNARKs. Zk-SNARKs are a special form of zero-
knowledge proofs. A complete zk-SNARK scheme should
consist of a key generation algorithm ZKKeyGen, a proof
generation algorithm ZKProveGen and a verification algo-
rithm ZKVerify. Specific definitions and explanations of these
three algorithms are in Section 5. In addition to this, zk-
SNARKs are distinguished from ordinary zero-knowledge
proofs by the following properties.

(1) Noninteractive: One message from a prover can
demonstrate to a verifier that they are aware of a
certain piece of knowledge.

(2) Succinct: The time it takes to verify the proofs is
minimal [40].

(3) No matter how sophisticated the program is that
needs to be proved, zk-SNARKs always produce
the same amount of information [41].

3.4. Bilinear Mapping. Suppose that G, and G, are two mul-
tiplicative cyclic groups with q as their common prime order.
The following characteristics are met by the bilinear mapping:
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(1) Bilinearity: VU,V € Gy and Va,be Zq, the formula
e(U%, V) =e(U, V)™ is valid.

(2) Nondegeneracy: U, V € G| makes e(U, V) # 1.

(3) Computability: YU, V € G, there exists an efficient
algorithm to calculate (U, V).

4. System Overview

This section initially describes the TAAC system concept
before going over three roughly similar scenarios. Finally,
we describe the overview process of the scheme.

4.1. System Model of TAAC. The proposed TAAC model is
shown in Figure 2 and mainly involves five entities: register
authority (RA), hospital, doctor, TCM. and blockchain.
Their respective functions can be described as follows:

(1) RA: In its capacity as a completely trusted entity, RA
is in charge of configuring public parameters and
keys required by the system. It is also responsible
for assigning key pairs and individual identification
identifiers to hospitals and doctors.

(2) Hospital: In this paper, hospitals represent typical Ai
instance and are also incompletely trusted medical
data consumers. Hospitals are responsible for mak-
ing access policies, which are manifested by setting a
trust threshold for each permission to identify the
sensitivity of the permission. The trust set is then
encrypted and the ciphertext address is sent to the
blockchain via a stored transaction TxXorage-

(3) Doctor: Doctors are representative roles of Iu in the
hospital who need to access the patient medical data.
If a doctor wants to access medical data, he needs to first
conduct a trust assessment and generate a zero-
knowledge proof z based on the trust. Then submit
the 7 to the smart contract for authorization verification.

(4) TCM: It was designed to prevent malicious doctors
from gaining permissions by forging trust. TCM cal-
culates the doctor’s trust by considering various
quantitative factors, which are usually measured by
those who have had direct or indirect interaction
with the evaluated person.

(5) Blockchain: Transactions recorded in the blockchain
will be preserved as evidence for patients to pursue
accountability due to its tamper-resistance and trace-
able. The smart contract was deployed in advance,
and automatically judges the validity of z without the
participation of a third party.

4.2. The Overview Process of TAAC. Generally speaking, the
intended TAAC’s overview process maybe simply separated
into the six steps, as shown in Figure 3, such as system
initialization, broadcast in blockchain, trust evaluation,
zero-knowledge proof generation, smart contract verifica-
tion, and authorization recorded in blockchain.
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(1) System initialization: This phase initializes the param-
eters in the system, such as generating key pairs and
unique identifiers.

(2) Broadcast in blockchain: The patient delegates the
authorized hospital to perform secondary access con-
trol. The hospital h; is responsible for assigning the
trust value Pt; to each permission to identify the
permission sensitivity, and then executes Enc algo-
rithm to encrypt the set of trust values T by PK,, for
locally secure storage. And meanwhile, the hospital h;
generates a zero-knowledge proof 7z’ based on T and
sends a storage transaction to the blockchain, and
then broadcasts it in the blockchain network.

(3) Trust evaluation: The doctor d; can provide the TCM
with a unique identity identifier ID;, and then the
TCM executes the Eva algorithm to calculate the
trust value of the doctor d;.

(4) Zero-knowledge proof generation: Based on their
mutual trust, the hospital /; and the doctor d; can
each generate a reliable zero-knowledge proof #
using zk-SNARKs and record the corresponding
computation result R and hash value H. These are
combined into a zero-knowledge proof information
set Proof for protecting the privacy of patient medi-
cal data transactions.

(5) Smart contract verification: The doctor d; transmits
the zero-knowledge proof information set Proof to
the blockchain. Then, the smart contract successively
compares the zero-knowledge proof information set
Proof with the corresponding information previously
submitted by the hospital h; through ZKVerify algo-
rithm to obtain a verification result. Permission can
only be activated if the personal trust exceeds the
permission trust threshold.

(6) Authorization recorded in blockchain: The smart
contract will inform the hospital h; to encrypt and
transfer the permission list (PL) to the doctor d; as
soon as the verification is successful. Finally, a trans-
action Tx,yhorize Tecords the authorization informa-
tion between the doctor d; and the hospital h; and it
will be published on the blockchain.

5. Specific Implementation of TAAC

Six phases comprise up the precise execution of our sug-
gested strategy, each of which will be discussed in turn below.

5.1. System Initialization. Step 1: RA first takes a security
parameter A as input and selects the multiplicative cycle
groups G, and G,, which are produced by the same prime
g, then defines e: G; X G; — G, as a cryptographic bilinear
map. In addition, RA sets two secure hash functions H:
{0, 1}* - Gy and H,: G, — Z,,.

Step 2: RA randomly selects x, y, z € Z,, g, h € G, are the
different generators of G,, then executes Setup(1*)—
(MPK, MSK) to generate the public key and the master secret

IET Information Security

Input: The permission trust threshold set T;
The private key SKj, of the hospital h;;
The ciphertext storage address PTStoreAddress;
Output: The storage transaction Tyorages
1: / *Generate zero-knowledge proof information */
7, R, H « ZKProveGen(T);
2: / *Calculate the message digest for T/
MD = H,(T);
3: /*Sign the message digest with the SKj, */
oy, = Sig(SKj,, MD);
4: /*Generate the storage transaction */
TXorage = PTStoreAddress, #', R\, H', 6, };
5: return TxXopa0e3

ALGORITHM 1: Storage transaction generation.

key, ~where MPK=(q,e, g,h,G,,G,, Hy, H ), MSK =
(x,y,2).

Step 3: The hospital h; provides RA with a special iden-
tification number ID;, so that RA can create the key
pair (PK,,SK;,) for the hospital wusing algorithm
Reg(MPK, MSK, ID;,) — (PK},. SKj).

Step 4: RA randomly chooses a; € Z, (i=1,2,3) and
A;=1IDj, + g% computes. Finally, the public key PK, =
({a;},<i<3) and the private key SK;, = ({A;},<;<3) of the hos-
pital h; will be generated.

5.2. Broadcast in Blockchain. Step 1: The hospital h; sets a
trust threshold Pt; for each permission to obtain the permis-
sion trust threshold set T'={Pt;,Pt,,...,Pt,}. Then, the
hospital h; will encrypt the T by Enc(MPK,PK,, T) —» CT
to get the ciphertext CT = {ct;, ct,, ..., ct, }.

Step 2: The hospital h; is going to generate a zero-
knowledge proof information set Proof, ={#’,R’,H’'} by
zk-SNARKSs depending on T when the permission trust set
T has been established. The same method can be implemen-
ted by doctors to obtain personal private information relat-
ing to zero-knowledge proof.

Step 3: The hospital h; computes the message digest of T
and produces a digital signature by o, = Sig(SKy,, Hy(T)).
The hospital h; will utilize a storage transaction Txyiorage =
PTStoreAddress, 7/, R, H,6,} to submit the ciphertext
address to the blockchain in order to accomplish trust
matching. PTStoreAddress represents the ciphertext storage
location that is used to index the ciphertext CT.

Step 4: The other nodes in the blockchain will use the
signature o), to determine whether the transaction is valid
after the TXrq is generated. The transaction between the
hospital 4; and the doctor d; will be uploaded to the block-
chain after the verification is completed.

A storage transaction’s entire generating process is
shown in Algorithm 1.

5.3. Trust Evaluation. In the medical background, the defini-
tion of trust for a specific user is the entire assessment of the
credibility. Typically, the assessment is based on people who
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have had direct or indirect interactions with the person being
assessed and uses a trust model to calculate the user’s trust
value based on user feedback, prior behavior, and daily
observations. In the proposed scheme, TCM offers an effi-
cient method for calculating user trust value.

The procedure employed by TCM to determine each
doctor’s trust by using a variety of quantitative indicators
is shown in Figure 4. The arrows in Figure 4 illustrate how
one factor depends on another. A doctor can provide a set of
information <IDy,t> to TCM to calculate the personal
trust value, where ID; is used to identify the doctor and ¢
represents the local timestamp. Supposed the hospital asses-
sor h needs to calculate the reliability of the doctor d, the
specific process is made up of the following components.

Step 1: The satisfaction Sat'*!(h,d) denotes the job
appraisal of the assessor /1 on the doctor d in the recent
period, and the trust is positively related to the satisfaction.
It can be computed as Formula (1):

Sim‘*! (h4 h;

oy

(

Sim’

-

where ED"*! (;, b)) is defined as the evaluation difference and
A is a similarity deviation constant indicating the upper limit
of the permissible variation, as shown in Formula (3). The
difference value no greater than the fluctuation constant A
would indicate that the feedback from the two assessors was
closer. SA is the evaluator set of d except h;. What's more, the

Simt (hi’ h]) + @ X (1 - Simt (hi,
hi’ h]) -9x Slmt(

Satt“(h, d) :ﬂ X Satcur + (1 - ﬂ) X Satt_l(h’ d)’ (1)

where if =0, then Sat' ™ (h, d) = Sat'"!(h, d); if =1, then
Sat'!(h, d) = Saty,.

Let Sat'~!(h, d) represents the satisfactory value of h to d
within t — 1 time interval, which is determined by the expo-
nential average of the prior satisfaction in Formula (1). For
the recent satisfaction Sat.,, € [0, 1], Sat.,, = 1 indicates that
h is completely satisfied with d, while Sat.,, = 0 indicates that
h is completely dissatisfied with d. In addition, /3 is a carefully
selected relative weight value to ensure that Sat., has a
higher weight value than Sat'~!(k, d).

Step 2: As shown in Formula (2), the similarity
Sim‘*™! (h;, h;) measures the degree of similarity between the
feedback given by two different assessors h; and h; to the
same doctor d. The higher similarity leads to the higher
precision of trust calculation. The similarity is calculated
based on the feedback from people who have contact with
the doctor d:

hj)), if ED'* (b, hj) <A

2
if ED"™! (h;, hj) >A @

by, by

).

\
reward and punishment coefficients ¢ and 9 for updating the
similarity are respectively set to reward evaluators for their
work and prevent evaluators from providing fake feedback on
d. Since it is more difficult to establish trust than to lose it, the
punishment coefficient is assigned a greater weight value than
the reward coefficient, that is 0<p<J9<1.
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[Sat“rl (h;,d) — Sat'+! (hj, d)] 2

ED!HL (hi’ h]) — \/ZhjESA

07

Step 3: As shown in Formula (4), the assessment credi-
bility AC'*!(h, d) indicates the accuracy of the feedback pro-
vided by the evaluator. The more similar result of two
assessors implies a higher assessment credibility. It is calcu-
lated according to the direct logarithm function of similarity,
and 0=0.01 represents the minimum allowable value of
similarity.

. In(Sim**! (h, h;))
ACH (hd)=< " Ing

0, otherwise

if Sim®t! (h, h;)>0

(4)

Yrew-(ACT (h.f) x Dir"!(f. d)

, if |SA|>0
ISA] ISAI>0 (3)

if [SA| =0

Step 4: The direct trust Dir' ™' (h, d) is defined as the
assessor h calculating the trust value for doctor d from per-
sonal experience, which is obtained in accordance with For-
mula (5):

Dir'*! (h, d) = Sat*+! (h, d). (5)

Step 5: When the assessor h has insufficient direct inter-
actions with the doctor d, h can request others to provide
their evaluations of d. Then, the assessor & will calculate the
indirect trust value by combining the direct trust of other
evaluators and the assessment credibility, where W denotes
the set of evaluators f who have had contact with d. The
indirect trust Ind’™!(h, d) is computed as Formula (6):

if [W = {h}]>0

Ind**!(h, d) =
09

Step 6: The present trust Pre’™!(h, d) means the trust of
the assessor h to the doctor d at the most recent time, which
is calculated based on the number of interactions between h
and d, according to the direct trust and the indirect trust, as
shown in Formulas (7)—(9):

I*+1(h, d) = ZfeW—{h}A(i;;1 (_h{J;1 )}|>< DUy

B DY (h,d)
- Dt+1(h’ d) + IHl(h, d) ’

(8)

(04

Pret™(h,d) = a x Dir'*! (h,d) + (1 — a) x Ind" ™' (h, d).
)

Assuming that D'*!(h, d) is the number of direct inter-
actions between h and d, I'*1(h, d) is the average number of

{}/Pret“(h, d) + (1 - y)His"(h, d),
PTdoc =

)

The relative weight y € (0.5, 1.0) is dynamically adjusted
based on present trust and historical trust to ensure a higher
weight is given to present trust Pre!™ (h, d).

Lrew-(mACT (h.f)

- (6)
if W= {h}|=0

\
interactions between evaluators other than 4 and d, and « is
the weight of direct trust.

Step 7: The historical trust His'*!(h, d) is the trust calcu-
lated from what happened in the past, as shown in Formula
(10). Over time, the present trust has become the historical
trust. 0 € [0, 1] is defined as a neglected factor that prevents
the appraiser /1 from attempting to forget the past malicious
behavior with the current behavior if the appraiser had mali-
cious behavior in the past:

sol t+1
Hist 1 (i, d) = 22X His (. d); Pre™ (h.d) (10)

Step 8: The predicted trust PTgy, reflects the future
expectation of the assessor /1 on the doctor d, which is calcu-
lated from present trust and historical trust, as shown in
Formula (11):

if either Pre or His

(11)

if neither Pre nor His

Step 9: The trust level L' €{0, 1,2, 3,4} is defined as
the evaluation of patient to the work of doctor, where the
number represents the respective ratings of terrible, poor,
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average, good, and best. Then, the trust level score LS'™! can
be computing, as shown in Formulas (12) and (13):

2 _|_ nLI+1

+1
NS YNk

(12)

2(i-1)
n-—1

Lst+1 —

(13)

(iv(z’)LS”l) + % , where v(i) =

=

| —

Formula (12) indicates a single value result, while For-
mula (13) calculating the normalized result.

Step 10: As shown in Formula (14), the biased trust
BTy, is used to handle malicious trust fluctuation of the
evaluator h, so as to prevent i from wavering in the evalu-
ation of doctor d and thus affecting the network perfor-
mance:

BTy = Ind"+!(h, d) x LS. (14)

Step 11: The medical malpractice decay trust DTy, is
expressed as a trust deduction mechanism. In this process,
each doctor was initially assigned to K trust points, with fixed
trust points reduced for each medical incident. In this mech-
anism, the trust decay coefficient w is introduced, and the
doctor’s i medical malpractice is recorded as MR g, (i), then
the decay trust value of the doctor is calculated, as shown in
Formula (15):

?:lw(i)MRdoc(i) )

2 (15)

DTdoc = 1 -

Step 12: The overall trust OT g, is calculated by combin-
ing predicted trust PTg,., biased trust BT4,., and medical
malpractice decay trust DTy, as shown in Formula (16):

OTdoc =M (}/IPTdoc + 72BTdoc) =+ /"ZDTdoo (16)

For the relative weights y; + u, =1, y; +y, =1, the trust
threshold OTyg,. € [0.0,1.0], where OTy,.=1.0 indicates
that the doctor d is completely trusted, and OT4, =0.0
indicates that the doctor d is completely untrusted.

5.4. Zero-Knowledge Proof Generation. After obtaining the
personal trust value from the TCM, the doctor d; completes
an initial determination of whether the trust level meets the
trust thresholds set by the hospital h; for medical data
access privileges. To create zero-knowledge proof z, the
doctor must affix his digital signature o, to the trust. The
digital signature ¢, and zero-knowledge proof information
set Proofy={m,R,H} of the doctor will be generated
according to the following processes and elaborated by
Algorithm 2.

Step 1: The additional parameter § = (ID, t, OT4,.) can
be calculated according to the unique identifier ID, of the
doctor d;, the timestamp ¢, and the assessed trust OTy,.

Input: The identifier ID,; of the doctor d;;
The private key SK; of the doctor d;
The trust value OT,,, of the doctor d;;
The security parameter 4;
The random number r;
Output: The zero-knowledge proof z;
1: /*Get the current time */
t = TimeNow();
2: /*Compute the extended information */
8= (IDy,t, 0Ty, );
3: / *Generate the digital signature with the SK; */
04=Sig(SKy, Hy(5,7));
4: /*Produce the calculation result */
C(<PK,, PK,, -, PK, >,
<Ot,Oty, -+, Ot r>) > R;
5: / *Produce the hash value */
C(<O0ty,0ty, -+, Ot,, r>, <IDy, t>) — H;
6: / *Calculate the proof key pair */
ZKKeyGen(1*,C) — (GK, VK);
7: / *Obtain the zero-knowledge proof*/
ZKProveGen(GK, OTy,., R, H, 64) — m;
8: return r;

ALGoriTHM 2: Zero-knowledge proof generation.

Step 2: The additional parameter § = (IDy, t, OTg4,.) and
a random number r are used as the input conditions for the
hash operation Hy(5,7). Then the digital signature o, by
executing 64 = Sig(SKy, Hy(8, 7)) is generated.

Step 3: Assuming ¢; € C, is the proposition and ¢; € C, is
the proof, let C: C, X C, — C; be a mathematical operation
and Rc = (¢1, 6 ) C€ C; X C, be the associated logic computa-
tional relationship. The doctor d; constructs the circuit C, as
shown in Figure 5. It takes the public key set <PK;, PK,. ...,
PK,,>, the doctor trust value set OTy4,. = <Ot;, Ot,, ...,
Ot,, r> and the extended data <IDy, t> as inputs. In order
to confirm the accuracy and accessibility of the data, a circuit
computation result R and a hash value H are respectively
output.

Step 4: The security parameter A and the circuit C will be
taken as input parameters to execute ZKKeyGen(1%, C) —
(GK, VK) to compute the key pair. The zero-knowledge
proof is created with the help of the key GK, and it is verified
with the help of the key VK.

Step 5: The key GK, the doctor trust value OTg,., the
digital signature o, the circuit result R, and the hash value H
are utilized as inputs to generate a reliable zero-knowledge
proof 7 by ZKProveGen(GK, OT4, R, H,04) — 7.

5.5. Smart Contract Verification. The zero-knowledge proof
information set Proof; is provided to the blockchain by the
doctor d;. Without the involvement of a third-party, the
smart contract will immediately confirm whether the rele-
vant attestation information of the doctor d; meets the
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Merkle tree root R H
4 A
I e h
I I
i i
i i
! Merkle i
i tree !
! circuit i
I I
I I
i i
I I
i i
i Calculate Hash |
! circuit circuit i
i i
I I
I

<PK,, PK,, ..., PK,>

<0t,, Oty, ..., Ot,, r> <IDy, t>

FiGuRre 5: Circuit structure diagram.

permission trust threshold set by the hospital h;. The verifi-
cation steps are shown as follows.

Step 1: The smart contract utilizes the public key PK; of
the doctor d; to verify the electronic signature o4, and return a
result SigResult.

Step 2: Then, the verification key VK generated by zk-
SNARKSs is adopted to contrast the zero-knowledge proof z
and return a result ZKResult.

Step 3: Assuming that both validations have been suc-
cessfully passed, the smart contract further compares the
proof information set Proof,, = {z', R, H'} generated by the
hospital h; based on T with the proof information set
Proofy={n,R,H} generated by the doctor d; based on
OTy,. in correspondence. A result such as True or False will
be output if all of the verifications have been successful.

The verification procedure is illustrated in Algorithm 3.

5.6. Authorization Recorded in Blockchain. Step 1: The smart
contact in blockchain returns the verification result to the
hospital h;. If the returned result is True, the hospital will
encrypt and store the list of grantable permissions PL = { Py,
P,, -+, P,} and the ciphertext address is PLStoreAddress.

Step 2: After receiving the authorization notification from
the blockchain, the doctor d; retrieves the encrypted permission
list CPL = {CP,, CP,, ..., CP,} through PLStoreAddress.

Step 3: Then the doctor d; gets the private key SK;, of the
hospital h; through the secure key channel and decrypts the
ciphertext by Dec(SK},, CPL) — PL to obtain the permission
list PL.

Step 4: Finally, the hospital h; generates a transaction to
record the authorization information between the doctor d;
and the hospital h;, which is described by Algorithm 4.
The authorization transaction TX,ymerize = {1D4, IDg4, PKj,,
PLStoreAddress, t, 65, } will be published on the blockchain,
where ID, is used to identify authorization transaction and ¢
represents the TX, oz generated time.

Input: The Verification key VK;
The public key PK; of the doctor d;;
The digital signature o, of the doctor d;;
The proof information Proof;, = {z'.R', H'} of the
hospital h;;
The proof information Proof; = {z, R, H} of the
doctor d;;
Output: The verified information of proof;
1: /* Verify the digital signature of the doctor*/
SigResult = SigVerify(PK;, 6,);
2:/* Verify the zero-knowledge proof of the doctor */
ZKResult = ZKVerify(VK, z);
3: /* Compare relevant information */
if (SigResult =1 and ZKResult = 1) then
4: result = Verify(z, z',R.R',H,H');

5: /* Return validation result */
if result=1 then
6: return True;

7:  return False;

ArGoriTHM 3: Verify the zero-knowledge proof.

6. Scheme Analysis

We primarily assess the TAAC method from three angles in this
section. First, we analyze whether the scheme meets the basic
security and privacy requirements of blockchain operations. Fur-
thermore, the TAAC scheme is comprehensively compared with
some existing methods in related work. Finally, extensive experi-
ments are conducted to demonstrate the efficiency.

6.1. Security Analysis. The security of the TAAC scheme is
analyzed in five aspects, including trustworthiness, traceability,
privacy, integrity, and against DDoS attack.
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Input: The permission list PL;
The identifier ID, of the authorization transaction;
The identifier ID, of the doctor d;;
The key pair (PK},. SK},) of the hospital h;;
The storage address PLStoreAddress of the
permission list ciphertext CPL;
Output: The authorization transaction Tx,umorizes
1: if result is valid then
2: /* Get the current time */
t =TimeNow/();
3: /* Compute the message digest for PL*/
MD = H,(ID,, PL);
4: /* Sign the message digest with the SKj, */
oy, = Sig(SKj,, MD);
5: /* Generate the authorization transaction */
TXauthorize = 11D, ID4, PK},, PLStoreAssress, t, 6y, }3
6:  return Tx,

authorize>

7: return L;

ArcoriTHM 4: Authorization transaction generation.

6.1.1. Trustworthiness. In this paper, our TAAC transmits the
ciphertext address with digital signature to the blockchain by
a storage transaction, and broadcasts it throughout the net-
work nodes. From beginning to end, the entire encrypted
broadcast process only involves the hospital and the block-
chain, thus guaranteeing the trustworthiness of authorization
management with avoiding the possibility of any other inter-
mediate entities trying to steal permission data. In addition,
in the verification phase, the blockchain platform automati-
cally verifies whether the doctor’s trust conforms to the
authority trust level set by the hospital through a prede-
ployed smart contract, further realizing a trustworthy autho-
rization delegation without manual intervention.

6.1.2. Traceability. Our system can monitor and validate the
access data in the blockchain. Any operations related to the
blockchain are recorded as an immutable storage transaction
and authorization transaction, respectively. Once the storage
transactions and authorization transactions are validated by
the smart contract, the doctors will be notified of the catego-
ries of medical data access rights open to the hospital, and the
hospital will query what authorizations have been granted to
each doctor. Therefore, if it is detected that the medical data
have been maliciously disclosed or changed, neither the hos-
pital nor the doctor can deny it, and can be held accountable
retroactively based on the authorization transactions
recorded on the blockchain.

6.1.3. Privacy. Most of the existing trust evaluation models
directly output the trust value, which poses a great threat to
privacy leakage. Our scheme ensures that doctors’s identity
information will not be disclosed during trust evaluation by
generating a unique identity for each doctor. To solve the
problem of trust privacy leakage, the smart contract can only
obtain a zero-knowledge proof generated based on trust but

11

not directly get individual trust during the verification pro-
cess. In terms of authority information privacy, storing per-
mission data in encrypted form can prevent malicious users
from stealing sensitive data.

6.1.4. Integrity. In order to increase the scalability of the
TAAC, the hospital may sporadically change the authoriza-
tion data, and the ciphertext connected to the ciphertext
address will also be altered. The additional digital signature
in the storage transaction and proof generation can verify the
ciphertext at any time and ensure the authenticity of the
zero-knowledge proof. In addition, the information of autho-
rized transactions between doctors and hospital is recorded
on the chain through the consensus algorithm. The block-
chain can ensure data are not tampered with by using the
Merkle tree feature.

6.1.5. Against DDoS Attack. It is fairly straightforward that
our scheme can resist DDoS attack as the blockchain-based
architecture is decentralized. Even if the blockchain nodes
are attacked maliciously, users can access the network nor-
mally as long as one node exists. In this scheme, both storage
transactions and authorization transactions must be verified
before recording. They need to provide valid digital signa-
tures when interacting with the blockchain network, which is
an effective method to thwart DDoS attack.

6.2. Comprehensive Comparisons of TAAC. In Table 2, five
related trust-based access control methods are contrasted
with the TAAC. This analysis mainly focuses on five aspects
such as the dynamics of the trust evaluation model, data
encrypted storage, trust privacy, blockchain technology and
whether it can resist malicious attacks. The access control
scheme designed by Jiang et al. [22] and Hu et al. [24] sets
influence factors to dynamically adjust the accuracy rate
of the trust evaluation model, but they cannot guarantee
the trust privacy. The HealthyBroker trust-building agent
architecture designed by Kurdi et al. [19] conducts audit
and tracking through the blockchain ledger to prevent
potential malicious behavior, but this scheme does not con-
sider the security of patient data. He et al. [26] used crypto-
graphic technology to encrypt and store information without
causing data leakage. However, this scheme relies too much
on the cooperation and reliability of distributed nodes, which
is prone to creating system crash. Lin et al. [14] introduced
the Vickrey—Clark—Groves (VCG)-based adaptive reputation
mechanism (VARM) into the access control scheme, which
can effectively identify malicious users and resist internal
attacks, but it does not take into account the security issues
arising from transparency.

Overall, these trust-based access control mechanisms are
unable to simultaneously protect trust privacy and impede
malicious user behavior. The TAAC scheme designed in
this paper enables data privacy protection and avoids access
initiated by malicious nodes. By storing the encrypted data
locally and sending the ciphertext address to the blockchain,
the credibility of access authorization with blockchain char-
acteristics can be guaranteed. In terms of privacy, trust verifi-
cation through zero-knowledge proof can effectively prevent



12 IET Information Security
TaBLE 2: Performance comparisons of different schemes.
Scheme Dynamics Encryption Trust privacy Blockchain Resist attack
[19] X X X V4 v
[22, 24] v v X X X
[26] 4 4 X X v
[14] v v X X v
Our v v v v v

the privacy leakage of the permission trust and user trust. In
addition, TCM uses trust decay coefficient, reward and pun-
ishment coefficients, and neglect factor to enhance the sensi-
tivity and dynamics of the model, which can resist the access
initiated by internal malicious nodes.

6.3. Performance Evaluation. Since TCM and zk-SNARK
constitute two crucial components of the proposed system
TAAC, the performance of trust evaluation and zero-
knowledge proof are tested separately. For the performance
analysis, the experiments are implemented on a computer
with Intel(R) Core(TM) i7-4790 U CPU @3.60 GHz, 12 GB
of RAM, and Ubuntu Linux 18.04 LTS. We publish the com-
puted trust data and shared information on Hyperledger
Fabric and write smart contracts in the Go language. Zero-
knowledge proofs are implemented using libSNARK-based
zk-SNARK provided by Electric Coin Company.

For the experimental evaluation of the proposed system,
we used data from a medical database [43]. One hundred
virtual users are given random trust values, which represent
their actual trust values. These assigned parameters are uti-
lized to calculate the proposed system accuracy rate. The
experiments initially began with 10 interactions, after which
10 interactions are added each time. Each experiment is
repeated for 20 times and the average is calculated. To mea-
sure the performance of this scheme, we will compare it with
RMTAC based on VARM [14] in terms of the accuracy rate,
approval rate, and system malicious access rate. The theoret-
ical analyses and performance comparisons between the
schemes are shown in Figure 6.

6.3.1. Accuracy Rate. It is described as the proportion
between the calculated trust value and the real trust value.
According to Table 3 and Figure 6(a), TCM has a marginally
greater accuracy rate than VARM. The accuracy rate of
VARM basically remains around 90%, while that of TCM
fluctuates slightly around 91.5%. The reason is that VARM
only considers the reward factor to motivate users to provide
more accurate recommendations but does not set a penalty
factor to avoid users’ dishonest recommendations. On the
contrary, TCM establishes a tight system of rewards and
penalties that can efficiently reward users who provide trust-
worthy suggestions and penalize harmful users who produce
untruthful comments. Therefore, the accuracy rate of TCM
is marginally higher than that of VARM.

6.3.2. Approval Rate. It is defined as the ratio of the number
of successful access that does not meet the security require-
ments to the total number of access requests. The results in

Table 4 and Figure 6(b) illustrate that TCM has a lower
approval rate compared to VARM. It is assumed that there
are a fixed number of malevolent users at the beginning, and
their trust does not satisfy the security requirements. As the
quantity of user interactions grows, the approval rates of
both VARM and TCM tend to a stable range. The approval
rate of VARM is basically stable around 12%, while that of
TCM fluctuates around 10%. This means that TCM exhibits
better attack prevention ability than VARM under the same
number of malicious users. There are two main reasons for
the discrepancy in result. False comments cannot be avoided
due to the existence of malicious users in the initial stage.
VARM only adaptively adjusts the initial trust of unknown
users according to the actual situation of the network, with-
out considering the punishment of malicious behavior. In
contrast, TCM adds the historical trust and introduces a
neglect factor in calculating doctor trust, which can prevent
the doctor from trying to cover up past irregularities with
present compliance behaviors. In addition, TCM designs a
trust deduction mechanism to reduce fixed trust points
according to the trust attenuation coefficient if the doctor
commit misconduct, which will curb the occurrence of mali-
cious access to some extent.

6.3.3. Malicious Access Rate. It is used to evaluate the privacy
protection capability of the proposed TAAC system. The mali-
cious access rate is defined as the percentage of successful access
to illegal information in the whole interaction, supposing that
some access requests from malicious users have been granted in
the experiment. The comparison result is demonstrated in
Table 5 and Figure 6(c). Since RMTAC does not implement
fine-grained division of permissions, that means, users can use
ungranted access rights when legitimate identity users cheat.
This will cause authorized users to tamper with or disclose
information, thereby increasing the malicious access rate.
TAAC verifies the trust of each permission by introducing
zero-knowledge proof protocol. Only the doctor who meets
the authority trust level can obtain the corresponding
authority, and the encrypted authorization list can also prevent
attackers from stealing access rights. Therefore, the average
malicious access rate of TAAC is lower than that of RMTAC.
Next, the performance of zero-knowledge proof is evalu-
ated. The time required to generate evidence is the main
bottleneck of this technique since the noninteractive zero-
knowledge proof model is utilized. By simulating the process
of the model, this experiment focuses on evaluating the zk-
SNARK key pair generation time, proof generation time, and
proof verification time. The experiment starts with 100 per-
mission trust values as the circuit inputs, and then the test is
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FIGURE 6: Performance analyses: (a) accuracy rate, (b) approval rate, and (c) malicious access rate.
TaBLE 3: Accuracy rates of different interactions.
Scheme 10 20 30 40 50 60 70 80 90 100
[14] 90.014 89.217 90.890 90.005 90.898 90.692 91.566 90.013 90.981 90.221
Our 91.513 91.556 92.394 92.890 91.533 91.724 92.393 91.688 91.509 92.006
TasLE 4: Approval rates of different interactions.
Scheme 10 20 30 40 50 60 70 80 90 100
[14] 14.010 13.532 13.014 12.993 12.102 11.820 11.271 11.807 11.116 11.915
Our 8.160 10.004 10.992 10.001 9.700 9.005 8.899 9.603 9.315 9.002
TaBLE 5: Malicious access rates of different interactions.
Scheme 10 20 30 40 50 60 70 80 90 100
[14] 18.878 19.186 18.872 20.001 19.997 20.102 19.578 19.013 20.001 18.997
Our 17.466 17.508 17.165 17.897 17.388 17.484 17.889 17.002 17.191 17.566




14

13 T T T T T T T T

Time (s)

11
100 200 300 400 500 600 700 800 900 1,000

The number of permissions

(a)

600 T T T

IET Information Security

29 T T T T T T T T

=z
2 28t -
E
275 F
27 1 1 1 1 1 1 1 1
100 200 300 400 500 600 700 800 900 1,000

The number of permissions

(b)

500

Time (ms)
W o
S S
S S

200

100

100

200 300 400 500 600 700 800 900 1,000

The number of permissions

()

FIGURE 7: Zero-knowledge proof results: (a) key pair, (b) proof generation, and (c) proof verification.

repeated for 20 times. Finally, the average value of these
indicators is then determined.

As observed in Figures 7(a) and 7(b), the proposed scheme
takes approximately 12.5s to generate a zero-knowledge proof
key pair and 28.3 s to produce a proof. This indicates that the
time required to construct a zero-knowledge proof key pair and a
proof will not vary much even when the authorization data used
as circuit inputs increases, dramatically boosting the scalability of
the scheme. Furthermore, Figure 7(c) illustrates when the quan-
tity of input parameters expands, the verification time for zero-
knowledge proofs similarly increases. The result indicates that
the validation time does not exceed 0.6 s when the number of
input parameters reaches 1,000, which is still an acceptable time
limit and does not affect concurrency.

7. Conclusion

In this paper, we propose a TAAC scheme, which can resolve
the issues of high-cost authorization management and inter-
nal malicious node attacks caused by the intervention of
patient entities into the institutional entities. We first design
an authorization verification model and describe in detail the

specific processes of the entities and schemes involved in the
model. Then, we construct a dynamic trust computation
model TCM to evaluate the trust of users and elaborate on
the zero-knowledge proof generation based on the trust and
verification authorization process. Finally, the security anal-
ysis and performance comparisons between the proposed
scheme and the existing schemes are carried out. The exper-
imental results show that the scheme is more secure, reliable,
and efficient in terms of privacy protection, trust evaluation,
and resisting malicious access. Future research efforts will
focus on further optimizing the trust evaluation model to
improve the accuracy of trust calculation while reducing
the malicious access rate. Meanwhile, the efficiency of
zero-knowledge proof can be also improved by meliorating
the implementation process.

Data Availability

The data used to support the findings of this study are openly
available in the UCI Machine Learning Repository database
at https://archive.ics.uci.edu/dataset/296/diabetes+130-us
+hospitals+for+years+1999-2008.
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