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Abstract between roles and permissions are many-to-many (i.e
permission can be associated with one or more ,roles

Role-based access control (RBAC) has been proverfnd a _role can be associated with one or more
to be a flexible and useful access control model fo Permissions).
information sharing in distributed collaborative Recently, RBAC has been widely used in dateba
environments. Permission-role assignments (PRA) isSystem management and operating system products
one important process in the access model. HoweverSince its management advantages [12, 17]. In 19@3,
prob'ems may arise during the procedures of PRA. National Institute of Standards and Technology (I\)IS

Conflicting permissions may assign to one role, asd ~ developed prototype implementations, —sponsored
a result, the role with the permissions can derive €xternal research, and published formal RBAC models

unexpected access capabilities. [4, 6]. Many organizations prefer to centrally aoht

This paper aims to analyze the problems during the @ahd maintain access rights, not so much at thersyst
procedures of permission_ro'e assignments in administrator's personal discretion but more in
distributed collaborative environments and to depe  accordance with the organization’s protection dinide
authorization allocation algorithms to address the [2, 16]. RBAC is being considered as part of the
problems within permission-role assignments.  The emerging SQL3 standard for database management
algorithms are extended to the case of PRA with theSystems, based on their implementation in Orad&].7
mobility of permission-role relationship. ~ Finally, Many RBAC practical applications have been
comparisons with other related work are discussed t implemented [1, 5, 9].

demonstrate the effective work of the paper. However, there is a consistency problem when
using RBAC management. For instance, if there are

K eywords: RBAC, PRA, Authorization. hundreds of permissions and thousands of roles in a
system, it is very difficult to maintain consistgn

1. Introduction because it may change the authorization levelmpilyi

high-level confidential information to be derivechen

The National Institute of Standards and Tedtgy more than one pe rmission s r_equested and granted.
developed the role-based access control (RBAC) d Thi tpermlssmns a;sl_s?ne(é to a {Ole thby
prototype [3] and published a formal model [4]. RBA administra (;rs may  —con IIC s orb e|>(<a_1mp G;.’ﬁ. €
has been widely used in database system managemerﬁlt?[rhm'tis'on or _approwr}g fa (é(_am in al an IST? 9 i
and distributed environments since it enables magag with the permlssm? k? unding da toan. | .er?e WO
and enforcing security in large-scale and entegpris Eerm|55|onfs clanrr:_o eh_a35|gne| 0 a r?”e, I owever,
wide systems [13, 18]. RBAC involves individuakus ecause of role hierarchies, a role may st ©
being associated with roles as well as roles beingPSMISSIONS even if they have b_een r_evoked_ from the
associated with permissions. As such, a role isl tge role. In th? Iattgr case, a user with this rolealne FO
associate users and permissions. A user in thighied ~ 2¢€SS objects in the permission and has operations
a human being. A role is a job functions or joletit the objects. There are evident problems with the

within the organization associated with authorityda processes.of gsagnlng_and revocation.
responsibility. Authorization granting problem -- How to check

Permission is an approval of a particularratien whether a permission is in conflict with the persiisis

. . ?
to be performed on one or more objects. As shawn i of agolﬁ' iati " bl How to find
Figurel, the relationships between users and rahels uthorization revocation probiem -- How o fin
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Figure 1. Role-based access control model

whether permissions of a role have been revokem fro
the role or not?

based on relational structure and relational akgebr
operations. To my knowledge, this is the firsempt

For example, Figure 2 shows a system administrativein this area to develop formal approaches for p&sion

role ( BankSO ) in a bank to manage regular roles s
as AUDITOR, TELLER, ACCOUNT\_REP and
MANAGER. Role MANAGER inherits AUDITOR and
TELLER. ACCOUNT\ REP has a SSD relationship
with AUDITOR as well as DSD relationship with
TELLER.

The administrative role BankSO can assign audit
permission or cash operation permission to a role

but not both, otherwise it compromises the secufity
bank system. Our aim is to provide relational bige
algorithms to solve the problems and then automiditic
check conflicts when assigning and revoking.
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Figure2: Administrativerole and role
Relationshipsin a bank

allocation and conflict detection.

The ROLES relation in Figure 2 is in Table The
attribute TELLERC shows whether the role TELLER is
conflicting with the RoleName in the relation ortnBor
instance, in the third tuple, a user with role THR has
conflicts with the role AUDITOR.
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Table 1: Therelation ROLEsin Figure 2

ACCOT I_HEPC IELLERT

SEN-JUN - This is a relation of roles irsystem.
Senior is the senior of the two roles. Table 2respes
the SEN-JUN relationship in Figure 2.

SETIOT Junior
MANAGER [ AUDITOR
MANAGER TELLER

TELLER BANEK
ATTITOR HANK

Table 2: SEN-JUN tablein Figure 2

The new tables like PERM and ROLE_PERM are
needed.

PERM - This is a relation of {PermName, Qpe
Object, ConfPer }. PermName is the primary key for
the table, and is the name of the permission in the
system. Oper is the name of the operation grattéds
information about the object that the operation is
granted on. Object is the database item that can be
accessed by the operation. It can be a databdablea

Based on the database and its tables such as ROLES view, an index or a database package. ConfResés

SEN-JUN in the paper [12, 14], this paper isngdio
develop formal approaches to check the conflicid an
thereby help allocate the permissions without
compromising the security. The formal approaches ar

of permissions that conflicts with the PermNamehe
relation.

For example, a staff member in a bank cahage
both permissions of approval and funding as well



as both permissions of audit and teller. The retabf There are related subtleties that arise in RBAC
PERM can be expressed as Table 3. concerning the interaction between granting and
revocation of permission-role membership. A refati
Fermmamne | Oper O hject ConfPerm Can-revokepl] ARx2Rprovides which permissions in
ipproval | approve | cash or check | Funding what role range can be revoked. Table 5 gives an
Funding v est vasl Approval .
T T — T example of theCan-revokeprelation. We have two
T-Tler T — =ash LY revocation algorithms, one is a weak revocation
. algorithm that is for explicit member of a role pnithe
Table 3: An example of therelation PERM other one is a strong revocation algorithm thatsisd to
delete explicit memberships between permissiods a
roles as well as implicit memberships.

ROLE-PERM - is a relationship between the
ROLES and the PERM, listing what permissions are
granted to what roles. It has two attributes: Rial@e " PTTNTA T Tiole Hane
is a foreign key RoleName from the table ROLES. I } Fank, MANAGER

PermName is a foreign key PermName from the table Table5: An example of Can-revokep
PERM which is assigned to the role.
Suppose the permission Approval is assigonedle The meaning ofCan-revokefBankSO, [Bank,

TELLER and the permission Funding to role \ANAGER)) in Table 5is that a member of the
MANAGER, Table 4 expresses the permission-role ggministrative role BankSO can revoke the membgrshi
relationship. of a permission from any role in [Bank, MANAGER).
OB 1 T e A role still owns a permission of a sy;tem, which
r~-x'\ _x;,_” o T __ has been vv_eakly reyoked, if the rple. is seniormotlaer
TELLER Ipproval role associated with the permission. To solve the
authorization revocation problem, we need strong
revocation, which requires revocation of both @ipl
, , and implicit membership. Strong revocation of a
Based on these relations, we describe the,ormission's membership in roterequires that the
authqnzatlo_n grantlng algorithm and revocation permission be removed not only from explicit
algorithms in this paper. membership inr, but also from explicit and implicit

The paper is organized as follows.  We ret®l  empership in all roles junior to Strong revocation
reIauongI algeb_ra-based authorlz_atlon granting d an iherefore has a cascading effect up-wards in the ro
revocation algorithms developed in our previousky hierarchy.

The extensions of the algorithms are described in
section 3. Comparisons with related work are dised
in section 5 and the conclusions are in section 6.

Table 4: An example of ROLE-PERM table

3. Extensions of the algorithms with
mobility of permissions

2. Authorization granting and revocation
algorithmsfor PRA

Similar to the mobility of user-role relatgip,
permissions can also be assigned to roles as mafde

) ) ) immobile members [15]. There are four kinds of
We recall grant.mg and revoc;atmp algo.r|thms for permission-role membership for a given reld.1].
PRA based on relational algebra in this sectiortaie 1: Explicit Mobile Member (EMPXx)

can be found from [12]. The notion ofRrerequisite EMPx = {p, (p, MX)L PA }
conditionp, Can-assignpnd Can-revokepmentioned 2. Explicit Im'mob'ile Member (EIMPX)
in the paper is a key part in the processes of EIMPx = {p, (p, IMX)JPA}

permission_role assignment. The Prerequisite 3. Implicit Mobile Member (IMMPx)
conditionp is used to test whether or not penmiss IMMPx = {p, Cx'<x, (p, Mx)[] PA}

can be assigned to roles while tBan-assigngs used
to verify what role range's permissions an adnmaist
can assign.

For a given set of roleR let CR denote all possible
prereqL_lisite conditions that ca.n.be formed usimg_ th permissiorp by interpreting role to be true if
roles_ in R Not every adm|n|sFrator can assign pLEMXL (p O ImMx L p O EIMx)
permission to a role. The relation @an-assignp _

[0 ARxCRxZ provides what permissions can be and X to be true if
assigned by administrators with prerequisite comast, P L EMx Lp U EIMx L pJ ImMx L p L) ImIMx
whereARis a set of administrative roles.

4: Implicit Immobile Member (ImIMPX)
ImIMPx = {p, Lx'<x, (p, IMx)LI PA}

A prerequisite conditionPM is evaluated for a



In other wordsx denotes mobile membership

(explicit or implicit) and X denotes absence of any kind
of membership.

For a given set of roléglet CR denote all possible
prerequisite conditions with mobility of permissicoie
relationship that can be formed using the roleR.iNot
every administrator can assign a role to a usee Th
following relations provide what permissions an
administrator can assign as mobile members or
immobile members with prerequisite conditions.

Can-assignp-Ms a relation of ARXCRxZ, which
is used for permission-role assignments with mobile
members; wherdR is a set of administrative roles.
Permission-role assignments with immobile members
are authorized by the relationCan-assignp-IM
[0 ARXCRxZ.

Permission-role assignment(PA) is autharizg
Can-assignp-MandCan-assignp-IMelations.

Supposing an administrator role ADrole wattts
assign a permission; pto role r with a set of
permissions P which has mobile and immobile
memberships with. The p has mobile or immobile
membership withr if ADrole can assign without
conflicts. The following algorithm applies to bott
mobile and immobile members P is an extension of
P, P={plpUP}U{p]| Cr, r<r, (p,r) LI PA}

Authorization granting algorithm

GrantMP(ADrole, P, p

Input: ADrole, roler and a permission p

Output: true if ADrole can assign the permissiptop
with no conflicts; false otherwise.

Begin:

Step 1. /* Whether the ADrole can assign the
permission p to r as mobile or immobile member or
not} */

Suppose g =Sy N Rand &1 =Sw N R where
Su = [ Prereq.ConditionPM( O admin.role= ADrole(Can-
assignp-M))

Sm = [ Prereq.ConditionPM( O admin.role= ADrole(Can-
assignp-IM)),

R =[] RoleName( T PermName = p (ROLE-PERM)),

if p is an mobile member of and 1 # ¢,

thenthere exists role r[J Sy, such that

r. U [] Role Range O {ADrole, 1} ( Can-assignp-M))

and (p r.ll PA), /*{pisinthe range to be assigned
as a mobile member by ADrole @an-assignp-M*/

if pis an immobile member of and 1 # ¢,
thenthere exists role;r L Sy, such that

riJ [] Role Rangg T {ADrole, 1} ( Can-assignp-IM))
and (p rilJ PA).

go to step 2 /* { pis in the range to be assigned as an
immobile member by ADrole i€an-assign-INl */

else

return false and stop. /*{the admini.role has no right to
assign the role as a mobile or immobile member ®

¥

Step 2. /*{whether the permission is conflicting with
permissions of or not}*/

Let

ConfPermsS =[] confPern{ g PermName = p(PERM))
[* {It is the conflicting permission set of the peission
P} )

if ConfPermSn P # ¢,

then

return false; /* {p is a conflicting permission with role
r}*/

else

return true. /* {p, is not a conflicting permission with
r}. A

This algorithm provides a way to decide whether a
permission can be assigned to a role as mobile or
immobile member. For mobile memberny; $annot be
empty, and for immobile membery$cannot be empty.

Theorem 1: The authorization granting algorithm
can prevent conflicts when assigning a permissioa t
role with mobile and immobile memberships.

Proof Assuming an administrator role ADrolents

to assign a permission @s a mobile member to a role
which associates with a permission BetStep 1 in the
algorithm has checked whether the ADrole can assign
p; as a mobile member to the role or not, and thersk
step has decided whether the permissjaomflicts with
permissions P or not. Indeed, jpcan be assigned to
the role if for all p0 P*, pis not in the conflicting
permission set of ;p Otherwise pis a conflicting
permission witH" A

We have the following corollary without pfoo
Corollary 1: The authorization granting algorithm has
time complexity O(r? ) for the case oh roles in a
system. A

Now we consider revocation of permission-role
membership.  Similar to Can-assigngM and Can-
assignp-IMrelations in granting a permission to a role,

there are Can-revokep-M and Can-revokep-IM
relations.
Relations  Can-revokep-M] ARxCRxZ and

Can-revokep-IM [ ARxCRxZ show which role
range of mobile membership and immobile membership
administrative roles can revoke respectively, whsiRe
is a set of administrative roles.

The evaluation of a prerequisite condition foe
revoke model is different from the grant model. thie
revoke model a prerequisiteconditionPRM is



evaluated for a permissiop by interpreting rolex to
be true if
pUEMxLpUEIMx L pUdImMx L pU ImIMx

and X to be true if
pUEMxLpUEIMx L pOImMx L p ImiMx

Due to role hierarchy, a rokthas all permissions of
role x whenx'>Xx. A user with two role¢x’, x } still has
the permissions of if only to revokex from the user.

Case 2: if pis animmobile member of
PrelM =

[ Prereq.condiionPri{ O admin.role = ADroldCan-revokep-1M)
[*{Prerequisite condition with ADRole}*/

If RPI= Roleswith p N PrelM # ¢,
RevokeRangelM

= |_| Role Rangé O admin.role = ADrol{Can-revokep-1M),

if RRI = Roleswith p N RevokeRangelM# ¢,

To solve the authorization revocation problem along returntrue, /* {the*immob_ile member; f5 revoked} */
with mobility of permission, we need to revoke the €lse returnfalse ; /*{ the immobile member pcannot

explicit member of a permission first if a role as
explicit member, then revoke the implicit member.
Following are two algorithms for revocatiof a
permission p; as mobile or immobile members from a
set of permissionP by an administrative role ADrole,

be revoked }*/
else return false and stop.
I*{ p; does not satisfy the perrequisite conditions}k

The weak revocation algorithm can be used to check

whereP is a set of permissions which are assigned to aWwhether an administrator can weakly revoke mobile a

role r. The first one is the weak revocation algorithm
and the second is the strong revocation algorithine
weak revocation only revokes explicit mobile and
immobile memberships froln and does not revoke
implicit mobile and immobile memberships but the
strong revocation revokes both explicit and inplic
mobile and immobile members.

Weak revocation Algorithm
Weak_revokeMP(ADrole, r,;p

Input: ADrole, a roles and a permission.p

Output: true if ADrole can weakly revoke rolgfomr;
false otherwise.

Begin:

if O P={p|(pr)LIPA},

return false; /* {there is no effect with the operatiasf
the weak revocation since the permissigrispnot an
explicit member of the role*/

else /*{ p;is an explicit member af}*/

Casel: p, is an mobile member of

Roleswithp

= [] RoleNaméJ PermName = {ROLE-PERM))

* {Roles with permission;g */

PreM =

[ Prereq.conditonPrif O admin.role = ADroldCan-revokep-M)
/*{ Prerequisite condition with ADRole} */

if RP= Roleswith p N PreM # ¢,
RevokeRangeM

= I_l Role Rangé O admin.role = ADrolCan-revokep-M),
if RR = Roleswith p N RevokeRangeM£ ¢,

return, true. /* {the mobile member; s revoked} */
else returnfalse; /* {the mobile member; pcannot be
revoked since the roleis not in the role range to be
revoked }*/

else returnfalse and stop. \\
*{The p; does not satisfy the prerequisite conditions}*/

immobile memberships from roles or not. We hawe th
following result with the weak revocation algorithm

Theorem 2: A permission p as mobile or
immobile member is revoked by the weak revocation
algorithmWeak_revoke(ADrole, r,;)p if the permission
is an explicit member of role and the ADrole has the
right to revoke p from theCan-revoke-Mand
Can-revoke-IMrelations. A

A role still owns a permission of a systemfich
has been weakly revoked, if the role is seniorrotlaer
role associated with the permission. To solve the
authorization revocation problem, we need strong
revocation, which requires revocation of both eipli
implicit membership and mobile-immobile
memberships.  Strong revocation of a permission's
membership in role requires that the permission be
removed not only from explicit mobile and immobile
membership irr, but also from explicit, and implicit
mobile and immobile membership in all roles jurior
r.

We do not present the Strong revocationrélyn
due to the length limits of the paper, instead & w
provide the following consequence.

Theorem 3: The explicit mobile and immobile and
implicit mobile and immobile members of rolg gre
revoked from a role by the Strong revocation atgor.

Corollary 2: The authorization revocation problem
is solved by the Weak revocation algorithm and 1®jro
revocation algorithm.

4. Related work

There are several other related works ortiogial
databases [7, 10].

The interaction between RBAC and relational
databases are presented in [7]. Two experiments are
described. One is a role-based front end to aioaklt
database with discretionary access control. Theras
a role graph to show the roles in a standard c#lati



database. Some relational concepts like rolesrsus [2] F. F. David, M. G. Dennis and L.Nickilyn, “An
and permissions are provided. Our model also stppo examination of federal and commercial access obpulicy

such concepts even though it has a large variety.n€€ds’, ~ NIST NCSC National Computer Security
However, the main difference between our algorithms ConferenceBaltimore, MD, 1993, pp.107--116. .

and the scheme in [7] is that we focus on the Emiat [3] H. L. Feinstein, Final report: Nist small boess
f1h flicts of rol d .. d It innovative research (shir) grant: role based accesdrol:

ot the contlicts of roles _an permlssmn_s, a_n : r phase 1. technical reporS8ETA Corp1995.

focuses on the correl_at|0n of RBAC with d|scret|q1a [4] D. F. Ferraiolo and D. R. Kuhn, “Role based asce
access controls. Their work discusses the reldtipns  control”, The 15th National Computer Security Conference
between roles and discretionary access contray,db 1992, pp. 554--563.

not address the allocation of permissions tosrole [5] D. F.Ferraiolo, J. F. Barkley and D. R Kuhn, i&dased

without conflicts. In our work, we developed detdll access control model and reference implementatidiminva
algorithms for allocating roles and permissions and COrPorate intranetTISSEC Vol. 2, 1999, pp.34--64.
checking their conflicts [6] D.Goldschlag, M.Reed, and P.Syverson, “Oniontirau

An oracle implementation for permission-role for anonymous and private Internet connections”,
P P Communications of the AGM24(2), 1999, pp. 39--41.

assignment has been proposed in [10]. In [10he t (7]'s. | osborn, L. K. Reid and G. J. Wesson, ‘O t
difference  between  permission-role  assignment nteraction Between Role-Based Access Control and
(PRA97) and Oracle database management system waRelational Databases”|FIP WG11.3 Tenth Annual Working
analyzed. Furthermore, through prerequisite caodit Conference on Database Securit96, pp. 139--151.

the paper has demonstrated how to use Oracle storetB] R. Sandhu, *“Rational for the RBAC96 family of asse
procedures for |mp|ementat|on However' the wark i control mOdeIS“ProceedingS of 1st ACM WOI’kShOp on Role-
this paper substantially differs from that proposal Pased Access ConttohCM Press, 1997, pp.64--72.

. . [9] R. Sandhu, “Role activation hierarchiesthird ACM
Differences are due to the consistency problem Workshop on Role-Based Access Conta@M Press, 1998,

that arises in [10]:
: o . pp.33--40.

It is very difficult to keep the consistency Dy [19] R. Sandhu and V. Bhamidipati, “An  oracle
reflecting security requirements between globaivoek implementation of the pra97 model for permissiolero
objects and local network objects if there are exld assignment”ACM} Workshop on Role-Based Access Control,
of roles and thousands of users in a system. 1998, pp.13--21.

This problem is completely overcome in our [11] R. Sandhu and Q. Munawer, “The arbac99 méatel
algorithms because the algorithms focus on thelictaf adml_nlst_ratlon of roles”,The Annual Computer  Security
between roles and permissions. The authorizationAlp2|0|':"""t\'/c\’/nS COJnft(e:rence\CdMYPrgﬁs, 19%2. pp. |229-t-r12§i$.
granting algorithms are used to find conflicts and[ ] H. Wang, J. Cao and Y. Zhang, “Formal authation

. . . . allocation approaches for permission-role assigrsnen
prevent some secret information from being derived

. . . using relational algebra operationBtoceedings of the 14th
while the strong revocation algorithms are usechieck Australian Database Conference ADC200 Adelaide,

whether a role still has permissions of anotheg.rol Australia.
[13] H. Wang, J. Cao and Y. Zhang, “A flexibleypgent
5. Conclusions scheme and its role based access conti6EE Transactions
on Knowledge and Data Engineering7(3), 2005, pp. 425--
436.

This Ppaper has prqvided new a_luthorizatior} allocatio [14] H. Wang, L. Sun, J. Cao and Y. Zhang, * Anonysio
algorithms for mobility Qf permission-role aS_SIthEE access scheme for electronic-service®roceedings of the
that are based on relational algebra operationsy 8he  Tyyenty-Seventh Australasian Computer Science Conterenc
the authorization granting algorithm, weak revamati Dunedin, New Zealand, 2004, pp.296--305.

algorithm, and strong revocation algorithm. The [15] H. Wang, L. Sun, Y. Zhang and J. Cao, “Authation
algorithms can automatically check conflicts when Algorithms for the Mobility of User-Role Relationshjp
granting more than one permission to a role instesy. Proceedings of the 28th Australasian Computer Seienc
They can prevent users associated with roles fromConferenceNewcastle, Australia, 2005, pp.167--176.

accessing unauthorized use of facilities when thel18] H. Wang, Y. Zhang, J. Cao and Y. Kambayahai, *
permissions of the roles are changed within the global ticket-based access scheme for mobile Use3gkcial

L e o .. Issue on Object-Oriented Client/Server Internet Eoruinents,
organization and demand the modification of segurit |,¢5rmation Systems Frontiers(1), 2004, pp. 35--46.

rights. The permissions can be allocated without [17] H. Wang, Y. Zhang, J. Cao and V. Varadharajan,
compromising the security in RBAC and provide secur “Achieving secure and flexible m-services througtk®is”,
management for systems. Finally, we have distlss IEEE Transactions on Systems, Man, and Cyberne®ias,

the related work in this area. A, Special issue on M-Servic@€903, pp. 697--708.

[18] W. Yao, K. Moody and J. Bacon, “A model adsis
role-based access control and its support for astcurity”,
Proceedings of ACM Symposium on Access Control Models
and Technologiehantilly, VA, 2001, pp. 171--181.
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