Journal of
Sensor and
Actuator Networks

Systematic Review

Drone Imaging and Sensors for Situational Awareness in
Hazardous Environments: A Systematic Review

Siripan Rattanaamporn *, Asanka Perera >*(), Andy Nguyen 2{, Thanh Binh Ngo 3

check for
updates
Academic Editors: Manolo Dulva

Hina and Amar Ramdane-Cherif

Received: 22 July 2025
Revised: 23 September 2025
Accepted: 25 September 2025
Published: 29 September 2025

Citation: Rattanaamporn, S.; Perera,
A.;Nguyen, A.; Ngo, T.B.; Chahl, J.
Drone Imaging and Sensors for
Situational Awareness in Hazardous
Environments: A Systematic Review.
J. Sens. Actuator Netw. 2025, 14, 98.
https:/ /doi.org/10.3390/
jsan14050098

Copyright: © 2025 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license

(https:/ / creativecommons.org/
licenses /by /4.0/).

and Javaan Chahl 4

Centre for Future Materials, University of Southern Queensland, Toowoomba, QLD 4350, Australia
School of Engineering, University of Southern Queensland, Springfield, QLD 4300, Australia;
andy.nguyen@unisq.edu.au

Department of Electrical and Electronic Engineering, University of Transport and Communications,
Hanoi 100000, Vietnam; ngobinh74@utc.edu.vn

School of Engineering, University of South Australia, Mawson Lakes, SA 5095, Australia;
javaan.chahl@unisa.edu.au

Correspondence: siri.rattanaamporn@unisq.edu.au (S.R.); asanka.perera@unisq.edu.au (A.P.)

Abstract

Situation awareness is essential for ensuring safety in hazardous environments, where
timely and accurate information is critical for decision-making. Unmanned Aerial Vehicles
(UAVs) have emerged as valuable tools in enhancing situation awareness by providing
real-time data and monitoring capabilities in high-risk areas. This study explores the
integration of advanced technologies, focusing on imaging and sensor technologies such as
thermal, spectral, and multispectral cameras, deployed in critical zones. By merging these
technologies into UAV platforms, responders gain access to essential real-time information
while reducing human exposure to hazardous conditions. This study presents case studies
and practical applications, highlighting the effectiveness of these technologies in a range of
hazardous situations.

Keywords: UAV; drones; imaging technology; sensor technology; situation awareness;
hazardous environments

1. Introduction

Unmanned Aerial Vehicles (UAVs), commonly referred to as drones, have become
an essential tool in various industries due to their adaptability and advanced capabilities.
The emergence of drone technology has transformed the way hazardous environments
are approached and managed. By providing flexible and efficient means of accessing
challenging or unsafe areas for humans, drones play critical roles in disaster response,
environmental monitoring, high-risk construction sites, military operations, and homeland
security [1]. Equipped with advanced imaging and sensor technologies, they serve as vital
tools for real-time data collection, enhanced situational awareness, improved decision-
making, and minimized danger to personnel [2].

Drones equipped with these technologies can operate effectively across diverse envi-
ronmental conditions and varying lighting levels [3]. For instance, in search and rescue
(SAR) efforts, thermal sensors and imaging technologies are a significant improvement,
allowing UAVs to locate survivors in environments where traditional visual detection is
difficult, whether it be survivors trapped under debris from natural disasters or border
security issues [4]. Spectral imaging can be highly beneficial in conflict areas, aiding in
the detection and identification of targets, even when they are camouflaged in remote
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areas such as deserts, mountains, or forests, causing targets to stand out from the natural
background [5]. Light Detection and Ranging (LiDAR) technology is another significant
advancement, providing accurate depth information necessary for comprehending the
three-dimensional structures of the surroundings. LiDAR’s capacity to deliver compre-
hensive 3D spatial data makes it an essential sensor technology, especially in fields such
as airspace monitoring and security [5,6], rendering it a crucial tool in challenging and
high-risk environments. Furthermore, sensors are integral to UAV functionality, facilitating
thorough environmental assessment and threat identification, for instance, with infrared,
gas, acoustic, and chemical detectors, as dynamic measurement systems, operating in-
dependently or in conjunction with other unmanned systems under diverse conditions.
These sensing technologies are essential for maintaining UAV safety, security, and overall
performance [7,8].
The main aims and the contributions of this study are as follows:

*  This study aims, first and foremost, to investigate the integration and synergy of
advanced imaging and sensor technologies in drone operations, with a focus on en-
hancing situational awareness in hazardous environments that pose significant risks
to human health, safety, and operations. These include dangerous environments
with extreme conditions, restricted zones with controlled access, and high-risk areas
prone to natural disasters or industrial accidents. Critical zones and threat-sensitive
regions require heightened surveillance due to security concerns. In contrast, un-
safe environments, such as contaminated zones and hostile territories, can contain
hazardous pollutants or present security threats, necessitating remote sensing for
situational awareness.

*  Secondly, by examining the integration of these technologies, this research aims to
assess the effectiveness of UAVs in detecting hazards; enhancing real-time decision-
making, and ensuring safer operations in complex and challenging conditions.

*  Moreover, this research will emphasize the role of UAVs in disaster response, where
rapid situational awareness is vital for emergency management, as well as military
and security operations, where UAVs enhance reconnaissance, surveillance, and threat
detection [2,9,10].

e Lastly, the review will assess their effectiveness in identifying and managing haz-
ardous materials, thereby contributing to enhanced safety measures and improved
risk mitigation strategies in hazardous environments.

As a technology-based literature review, the scope of this analysis is not intended to
critically evaluate the effectiveness of individual or specific technologies directly, but to
review the effectiveness of UAV systems across different situations and domains based
on available academic literature. The rest of the article is organized as follows: The paper
begins by providing a background of the research in Section 2. Section 3 examines the
methodology of the systematic review. A discussion of the key application areas of the
study (disaster and emergency management, military operations, and HAZMAT) is given
in Section 4. Section 5 concludes the paper. We also present some commonly used Al
solutions in UAV-SAR as an extended discussion topic.

2. Background of the Research

The growing use of UAVs has significantly improved data collection and operational ef-
fectiveness in remote, challenging, and hazardous environments, establishing UAV systems
as essential assets in various industries [1,11,12]. By providing real-time data, advanced
surveillance, and comprehensive situational awareness, these technologies enable faster,
more informed decision-making, ultimately improving operational efficiency, safety, and
strategic planning.
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The integration of advanced imaging systems and sensor technologies, such as high-
resolution optical cameras, thermal imaging, LiDAR, and multispectral sensors, has sig-
nificantly enhanced UAV capabilities to operate effectively in hazardous environments,
providing real-time data for better situational awareness, safer decision-making, and mis-
sion execution in areas too dangerous for human intervention [13-17]. This research focuses
on the role of UAV-based imaging and sensor technologies in three critical domains: disas-
ter and emergency management, military operations, and hazardous material (HAZMAT)
incidents. The selection of these three domains is based on their inherent high-risk profiles,
the critical requirement for precise and time-sensitive data acquisition, and the demonstra-
ble influence of enhanced situational awareness on the efficacy of safety protocols, security
measures, and hazard mitigation strategies [18-20].

2.1. UAVs in Disaster and Emergency Management

In disaster and emergency management, UAVs play a crucial role in damage assess-
ment, search and rescue missions, and coordination of disaster response efforts [21,22].
Li and Hu [21] show that an integral component of China’s comprehensive emergency
response system is aerial emergency rescue. The 5-year plan for the development of the
national emergency response system in China has identified UAVs as critical rescue tools
due to cost-effectiveness, rapidity, adaptability, and ergonomics, which make them ideal for
on-site emergency response [21]. Following the devastating 2015 Nepal earthquake, one of
the most catastrophic natural disasters in the region, swarms of UAVs with high-resolution
cameras and LiDAR systematically surveyed affected areas, identifying collapsed buildings
and potential survivor locations [23]. During time-critical rescue operations following the
2017 Mexico earthquake, UAVs with thermal imaging technology were instrumental in
locating survivors beneath collapsed structures, significantly expediting and enhancing
rescue efforts [24]. These examples of UAVs and thermal sensors stand in stark comparison
to pre-UAV technological SAR methods, such as the 1985 Mexico City earthquake, where
rescue efforts were hindered by limited real-time data and access challenges, resulting in
massive destruction and loss of life.

Experts believe that modern UAVs with thermal imaging could have significantly
improved operations by quickly locating survivors, mapping damage, and guiding rescue
teams efficiently [4]. Through the integration of technologies such as high-resolution
cameras, spectral, hyperspectral, and thermal imaging sensors, as well as other suitable
sensors, UAVs enable emergency responders to gain a comprehensive visual understanding
of affected areas, allowing for continuous monitoring of environmental conditions while
strategically prioritizing resource allocation, as shown in Figure 1. By providing real-time
data and actionable insights, UAVs significantly enhance disaster response efforts, reducing
delays in assessment, improving coordination, and ensuring a more efficient, data-driven
approach to emergency management.
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Figure 1. The diagram demonstrates how a drone’s real-time data transmission assists first responders
in locating survivors during disaster management.

2.2. UAVs in Military Operations

UAVs have significantly advanced Intelligence, Surveillance, and Reconnaissance (ISR)
capabilities within military operations, lowering personnel exposure while improving real-
time situational awareness in high-risk and combative environments [25-29]. Imaging and
sensor technologies integrated into UAVs enable the acquisition of high-resolution imagery
for battlefield operational awareness. The absence of UAVs in combat operations can lead
to protracted execution times and diminished precision. Conversely, the deployment of
UAVs significantly reduces operational risk and enhances lethality.

In military applications, standard UAV sensor configurations commonly feature high-
resolution and IR cameras. Tactical UAV platforms, designed for more complex missions,
can integrate additional sensors such as GPS/INS, RADAR, meteorological sensors, and
Nuclear, Biological, and Chemical (NBC) detectors [30]. Threat detection and identification
can be achieved through a variety of technologies, encompassing visual and thermal
imaging, radar, acoustic, magnetic, and radio frequency (RF) signal sensors, as shown
in Figure 2. The performance of these technologies varies, depending upon the UAV
platform’s design and intended detection capabilities [31].

By utilizing advanced imaging and sensor technologies, UAVs can conduct nocturnal
surveillance of enemy forces and detect thermally distinct subsurface threats [9]. In the
current Ukrainian conflict, UAVs equipped with high-resolution cameras and synthetic
aperture radar (SAR) have proven strategically vital for target identification, artillery
support, and battlefield mapping, highlighting their importance in modern warfare [32-34].
Additionally, multispectral and hyperspectral imaging (MSI, HSI) technologies provide
imagery intelligence capable of delivering precise, detailed information regarding the
location and physical properties of both threats and the surrounding environment, enabling
the effective circumvention of camouflage while aiding accurate discrimination between
targets and decoys in combat scenarios [35]. It is evident that, due to these advancements,
UAVs have undeniably become a transformative force within modern warfare, leading to
the alteration of traditional combat strategies through automated surveillance and precision
targeting technologies.
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Figure 2. An example of drone reconnaissance employing thermal and/or hyperspectral imaging to
detect concealed threat targets within camouflaged areas.

2.3. UAVs for Hazardous Material Incidents

For hazardous material (HAZMAT) incidents, UAVs serve as vital tools for detecting,
monitoring, and assessing chemical, biological, radiological, and nuclear (CBRN) threats.
Equipped with advanced imaging and sensor technologies, these UAVs can collect real-
time data on hazardous substances, measure contamination levels, and identify potential
exposure risks without endangering human responders [36-38]. A UAV equipped with
visual and thermal cameras was used to assess an unidentified chemical leak, providing
scene imagery, obstacle detection, and remote temperature measurement of potential tank
damage [36] as shown in Figure 3. UAV technology has proven effective in mitigating
COVID-19 risks, and Australia has utilised this technology in its pandemic response.
Australian healthcare has implemented UAVs for remote patient monitoring, employing
integrated sensors to detect abnormalities in respiratory rate, heart rate, body temperature,
and other vital signs indicative of viral infections [39-41].

Furthermore, to enhance safety and improve operational and environmental moni-
toring, the nuclear industry is increasingly utilizing UAVs, which can perform physical,
chemical, and radiochemical measurements in environments inaccessible to humans [42].
Effective surveillance of nuclear power plants is achieved through UAVs equipped with ra-
diation detectors, cameras, and thermal imaging, enabling the detection of radiation levels
and leaks, and resulting in a thorough environmental assessment [43]. The implementation
of UAV-based imaging and sensor technologies in HAZMAT scenarios enables a reduction
in direct human exposure to toxic environments, resulting in substantial improvements in
both response efficiency and personnel safety.

The critical need for improved situational awareness in complex and unsafe envi-
ronments, coupled with the ability of UAV technology to enhance decision-making and
operational efficiency, makes disaster and emergency management, military operations,
and HAZMAT incidents key application areas. The capacity for drones to achieve swift
deployment, acquire high-resolution visual data, and conduct real-time data analysis es-
tablishes their significance within high-risk operational environments. Consequently, the
research presented herein aims to explore the evolving landscape of UAV imaging and sen-
sor technologies, recognizing their potential to enhance situational awareness in hazardous
environments significantly and ultimately revolutionize risk management and emergency
response protocols.
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Figure 3. Equipped with specialised sensors to monitor hazardous environments, drones can detect
odourless and colourless toxic gases.

3. Research Methodology

A comprehensive scoping review was undertaken to systematically collect, evaluate,
and synthesize evidence derived from a diverse range of study designs. The primary
objective of this review was to provide a thorough examination of existing research and to
elucidate and clarify key concepts and trends in the literature. Where previous reviews have
focused on a deeper understanding of specifics [44—46], the innovation of this systematic
review is built upon a more exhaustive analysis of currently available academic research
that seeks to contribute to a broader understanding of the efficacy of, and developing trends
in, imaging and sensor technologies within the emergent field of UAV technology.

3.1. Research Method

This study adopts a qualitative research design within the framework of a systematic
literature review to investigate the current state and application of imaging and sensor
technologies in environmental monitoring. The focus is specifically on advanced imaging
modalities—including MSI, HSI, spectral, infrared, and thermal imaging; with environmen-
tal sensors measuring parameters such as temperature, humidity, carbon dioxide (CO,),
and particulate matter (PM2.5).

The systematic review methodology was selected to ensure a transparent, reproducible
process of identifying, evaluating, and synthesising relevant academic literature. A qual-
itative approach was deemed appropriate given the exploratory nature of the research
objectives, which aim to interpret and categorize existing findings rather than quantify
relationships. The review process involves the development of well-defined inclusion
and exclusion criteria, as well as the systematic searching of academic databases and the
thematic analysis of selected studies. Data collection was conducted independently by
the researcher, with collaborative discussions held with a supervisor to ensure consistency
and alignment in the thematic direction of the review. Data were extracted from the top
100 search results obtained via Publish or Perish software, based on publicly available
bibliometric information. A flowchart was developed to identify eligible studies in ac-
cordance with the Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) guidelines, ensuring clarity and traceability in the selection process, as shown
in Figure 4. The PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-
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Analyses) method was utilized for searching and selecting papers related to the scope of
the study. The Checklist is illustrated in Supplementary Materials.

This design facilitates the extraction of nuanced insights into technological capabil-
ities, implementation challenges, and emerging trends in the use of imaging and sensor
technologies for environmental data acquisition. Furthermore, it enables the identification
of research gaps and potential directions for future investigation. As this review focused
on metadata analysis, details such as participants, interventions, or funding sources were
not applicable. Missing or unclear data were left blank without assumptions to maintain

data integrity.
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Figure 4. PRISMA flow diagram of study selection process.

3.2. Search Criteria

The literature search was conducted in March 2025 using the Publish or Perish
database, a software program that retrieves and analyzes academic citations. The overall
research and data analysis were completed by June 30, 2025. This tool extracts raw citation
data from sources such as Google Scholar and Microsoft Academic Search between 2015 and
2025, subsequently processing and presenting the information through various bibliometric
indicators [47]. The data were extracted from the top 100 search results in each category and
included the number of citations, year of publication, author affiliations, journal sources,
and keywords or thematic focus. These outcomes were used to identify research trends,
influential studies, and topic distributions. All available bibliometric information from
each selected entry was collected without filtering by time points, measurement types,
or analytical methods. To perform the bibliometric search using Publish or Perish, the
following query was employed: UAV OR “Unmanned Aerial Vehicle” OR Drone AND
“Situation awareness” OR “Real-time monitoring” AND “Keyword for that area” AND
“Imaging technologies” AND “Sensor technologies” OR Payload OR Sensor. with Boolean
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operators applied—using “|” to denote “OR” and spaces to indicate “AND”—to refine and
enhance the search results. The search results for each category were limited to a maximum
of 100 papers. Full-text articles were then reviewed to assess their eligibility for inclusion
in the study, following the process, as illustrated in Figure 5.

Search Parameters
Imaging and sensors technologies

¥

Search Results
n =100 in 3 sectors
Disaster and emergency management
MWilitary operations
HAZMAT

¥

Research reviews
Inclusion/Exclusion of the studies
with reasons

) 2

Categorised research results
Summary data in table

¥

Review research results

Figure 5. Research methodology.

3.2.1. Search Query for Disaster and Emergency Management

The query for disaster and emergency management for searching was: UAV OR “Un-
manned Aerial Vehicle” OR Drone AND “Situation awareness” OR “Real-time monitoring”
AND “Disaster management” OR “Disaster response” OR Emergency OR “Hazardous
Environment” OR Dangerous OR Danger OR High-risk AND “Imaging technologies” OR
“Sensor technologies” OR “Payload” OR Sensor. This comprehensive query aimed to cap-
ture a wide range of relevant studies focusing on situational awareness, monitoring, and
sensing in high-risk environments.

3.2.2. Searching Query for Military Operations

Search term for military operations was: UAV OR “Unmanned Aerial Vehicle” OR
Drone AND “Situation awareness” OR “Real-time monitoring” AND “Military operation”
OR Military OR ISR OR Battlefield OR Military OR Surveillance OR Reconnaissance OR
Defence AND “Imaging technologies” OR “Sensor technologies” OR “Payload” OR Sensor.
This comprehensive search query was designed to capture a wide range of the relevant
literature addressing the use of unmanned aerial systems and sensing technologies in
military contexts, with a focus on real-time information gathering, situational awareness,
and strategic defence applications.

3.2.3. Searching Query for Hazardous Material (HAZMAT) Incidents

Imaging and sensor technologies used with drone in HAZMAT were explored using
the search term: UAV OR “Unmanned Aerial Vehicle” OR Drone AND “Situation aware-
ness” OR “Real-time monitoring” AND “Hazardous material” OR HAZMAT OR Chemical
OR “Chemical spill” OR “Chemical leak” OR CBRN OR “CBRN threats” OR “Industrial
safety” AND “Imaging technologies” OR “Sensor technologies” OR Payload OR Sensor.
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This search aimed to identify studies involving UAV-based imaging and sensing systems
relevant to hazardous environments, particularly in HAZMAT and CBRN scenarios.

3.3. Inclusion and Exclusion Criteria of Sampling

This article aims to conduct a comprehensive literature review on imaging and sensor
technologies employed in unmanned aerial vehicle (UAV) operations, with a particular
emphasis on imaging modalities, including the infrared, thermal, spectral, MSI, and HSI
cameras. Additionally, the review encompasses a wide range of sensors used to measure
environmental, motion, and imaging-related parameters.

Papers most relevant to the review were selected based on predefined inclusion and
exclusion criteria. Subsequently, the publication type was assessed to ensure that only
original research articles published in English were considered for inclusion. Publications
such as editorials, review articles, conference abstracts, and book chapters were excluded
from the analysis.

Furthermore, studies that primarily focused on (1) emerging digital technologies, in-
cluding wireless sensor networks, the Internet of Things, big data, and artificial intelligence
(AI); (2) not published in English; (3) did not explicitly address the role or operation of
imaging and sensor technologies in relation to unmanned aerial vehicle (UAV) operations;
therefore excluding papers that merely mentioned or briefly touched upon these technolo-
gies without substantive discussion; (4) were duplicates; or (5) had inaccessible full texts
during the review process.

3.4. Review of Relevant Literature

After applying the inclusion and exclusion criteria, a final selection of relevant studies
on imaging and sensor technologies in drones was made. The results were synthesized
using a descriptive bibliometric approach, focusing on trends and patterns in publication
counts, citation metrics, keyword analysis, and thematic categorization. This approach was
chosen because the review aimed to map the research landscape rather than quantify effect
sizes or conduct statistical comparisons. No formal sensitivity analyses were performed
due to the descriptive nature of the bibliometric synthesis. From the top 100 search results
in each sector using Publish or Perish, 38 studies were identified in disaster and emergency
management, 23 in the military sector, and 16 in HAZMAT-related applications. These
articles were assessed for eligibility and are presented in Tables 1-3.

Table 1. Breakdown of results from relevant Publish or Perish studies in relation to disaster and
emergency management.

Study Title Study Design Goal Imaging Sensor Technology Used
Technology Used

An innovative system to Experimental Develop a user-friendly system Infrared camera Radiation, gas sensors

enhance situational awareness study for responder situational

in disaster response [48] awareness

From Sensors to Safety: Internet Observational Examine IoES role in disaster N/A Environmental, motion,

of Emergency Services study management and real-time gas sensors

(IoES) [49] coordination

Al-Based drone-assisted human Observational Explore UAV-based survivor Infrared thermal, RGB 3D depth, time-of-flight,

rescue [50] study detection using imaging, depth camera optical, infrared sensors

acoustics, and signals

Sensors on IoT systems for Observational Review IoT sensors for urban LWIR, visual range, Water level / pressure, soil

urban disaster management [51] study disaster response omnidirectional moisture, UV, pressure,
cameras temperature, rainfall,

ultrasonic, thermal,
infrared sensors
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Table 1. Cont.
Study Title Study Design Goal Imaging Sensor Technology Used
Technology Used
Visual servoing and deep Observational Improve UAV precision with Infrared, CMOS, LiDAR, hyperspectral
learning methods for disaster study deep learning and visual thermal, multispectral, sensors
management [52] servoing hyperspectral cameras
Integrating remote sensing for Conceptual Propose DSS integrating remote ~ Thermal, satellite, radar ~ Remote, airborne, thermal
disaster management [53] study sensing and modeling imagery; multispectral infrared, spatiotemporal
fusion sensors
Wildfire detection using UAS Experimental Integrate UAS and sensor fusion =~ RGB, thermal cameras Sensor fusion technology
and sensor fusion [54] study with 5G for wildfire detection
GIS, remote sensing and drones Observational Explore GIS, remote sensing, Multispectral, SPOT, Hyperspectral, chemical
for disaster risk study UAVs in risk management IRS images; Sensors
management [55] hyperspectral, SAR
ResponDrone - A situation Experimental Improve disaster response via Electro-optical, infrared ~ N/A
awareness platform for first study UAV real-time data sharing cameras
responders [56]
Drones application scenarios in Observational ~ Highlight UAV applications in Compton, optical Gamma-ray, altitude
a nuclear or radiological study nuclear/radiological events cameras; 3D-LiDAR sensors
emergency [57]
Advanced first aid UAV Experimental Detect falls and deliver N/A Heartbeat, ECG, LiDAR,
system [58] study UAV-based first aid temperature, humidity,
BP, ultrasonic sensors
UAV sensing for power system Observational Review UAV-based power Infrared thermal, IR Ultraviolet, acoustic,
inspection [59] study system monitoring thermography, UV vibration, thermal, gas,
imagers magnetic, piezoelectric
sensors
Drone vision for disaster impact Experimental UAV-based emergency response ~ Thermal map Infrared, LiDAR sensors
response [60] study system
UAV remote sensing Observational Review UAV sensing for marine  Thermal, infrared, Multispectral,
applications in marine study disaster monitoring multispectral cameras near/shortwave infrared,
monitoring: Knowledge hyperspectral, thermal,
visualization and review [15] fluorescence, radar
Big data and emergency Experimental Enhance UAV inspections for RGB, depth cameras Dual-light, IR, LiDAR,
management [61] study real-time crisis detection ultrasonic radar
Integrated Observational =~ Review integrated monitoring Thermal, optical, Chemical, thermal,
WSN/UAV /crowdsensing study approaches and prospects multispectral, biological; temperature,
monitoring [62] hyperspectral, infrared pressure, turbidity,
cameras radiation; LiDAR, optical
RGB, infrared, UV,
hyperspectral
Disasters and emergency Experimental Develop drone-based training N/A Air contamination,
management in chemical study for situational awareness in biomedical sensors
plants [63] industrial disasters
UAVs for search and rescue: A Observational Review UAV roles and Thermal, RGB, depth Thermal, infrared, optical,
survey [64] study improvements in SAR cameras PIR, ultrasonic, LIDAR
operations
Optimized UAV surveillance Observational Review UAV optimisation Near-infrared, Laser scanning, LIDAR
strategies [65] study strategies for diverse multispectral, sensors
surveillance tasks hyperspectral
IoT for disaster management: Observational ~ Survey IoT disaster applications, N/A Temperature, humidity,
State-of-the-Art and study challenges, and trends gas, tilt, pressure,
Prospects [66] moisture, strain gauge,
acoustic sensors
A proposed drone-enabled Conceptual Propose a drone platform for Electro-optical, infrared ~ Gas, gamma radiation,
platform for holistic disaster study disaster data, logistics, and cameras chemical sensors
management [67] communication
Enhancing vehicle navigation Experimental UAV safety with real-time 2D/3D LiDAR GPS, vision sensors
safety [68] study pothole detection and trajectory

planning
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Table 1. Cont.
Study Title Study Design Goal Imaging Sensor Technology Used
Technology Used
Optimizing emergency response Experimental Evaluate UAV-cloud and ML for = Thermal cameras, LiDAR, thermal, infrared
with UAV-integrated fire safety study real-time fire prediction and high-resolution infrared ~ sensors
for real-time prediction and response imagery
decision-making [69]
Towards the respond-a initiative: Experimental Develop 5G/AR/IoT/UAV Thermal, infrared, AR Biometric, environmental,
Next-generation equipment study platform to support first cameras personnel location, health
tools and mission-critical responders Sensors
strategies for first
responders [70]
A logical remote sensing based Experimental Develop a neural network N/A Seismic, temperature,
disaster management and alert study system for early disaster humidity, pressure,
system using Al-assisted IoT prediction thermistor, infrared,
technology [71] thermal, LIDAR
Factors in UAS use for aviation Observational Identify factors influencing UAS  N/A Infrared, near-infrared
accidents [72] study use in aviation emergencies sensors
UAV-IoT warehouse monitoring Experimental Design a UAV-IoT system for N/A Temperature, humidity,
system [73] study real-time monitoring in gas, dust sensors
dangerous goods warehouses
Extended reality for flood Experimental Develop an XR platform for Multispectral image Water level, ECG,
management [74] study decision-making in floods and respiration sensors
media planning
Drone imaging with vehicle Observational Enhance smart mobility with Thermal, optical LiDAR, multispectral
telemetry [75] study UAV imaging and telemetry cameras sensors
UAV-based fire prediction in Experimental Develop a UAV system for Infrared thermal Thermocouple sensor
tank farms [76] study real-time fire prediction and camera/imaging
assessment
Flood monitoring sensor Observational Review flood sensors and Al Optical, infrared, Hyperspectral, ultrasonic,
technologies [77] study integration for monitoring and multispectral, radar, infrared sensors
response hyperspectral cameras
Eins3d project for 3D SAR Experimental Develop a UAV system for Thermal Attitude, laser, GPS
mapping [78] study real-time 3D SAR mapping camera/mapping, 3D sensors
LiDAR
DROPEX autonomous drone Experimental Propose a drone swarm for Thermal imaging Infrared, LiDAR sensors
swarm [79] study faster, safer SAR operations
UAV for air pollutant Experimental Develop a UAV system for N/A CO,, PM2.5, temperature,
monitoring [80] study real-time air pollution humidity sensors
monitoring
Drone tech for surveillance [3] Observational Review UAV surveillance Thermal, infrared Multispectral, infrared,
study advancements for safety cameras LiDAR sensors
RPAS feasibility for major Experimental Assess the feasibility of RPAS for ~ Thermal, infrared N/A
incidents [81] study incident management cameras
UAYV video systems for Observational Assess UAV video transmission ~ Multispectral, infrared, N/A
emergencies [82] study range for emergency response thermal cameras

Table 2. Breakdown of results from relevant Publish or Perish studies in relation to military operations.

Study Title Study Design Goal Imaging Technology Sensor Technology Used
Used

A Review of cognitive UAVs: Observational =~ Review Al’s role in improving Visible, thermal images; =~ Environmental sensors

Al-Driven situation awareness study UAV situational awareness RGB video

for enhanced operations [83]

Handheld combat support tools Experimental Develop mobile IoT tools for N/A Infrared motion,

utilizing IoT technologies and study reconnaissance and decision electromagnetic radar,

data fusion algorithms as
reconnaissance and surveillance
platforms [84]

support

fibre optic, microwave
sensors
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Table 2. Cont.
Study Title Study Design Goal Imaging Sensor Technology Used
Technology Used
Situation awareness via Internet Experimental Enhance situational awareness N/A Passive infrared (PIR),
of Things and in-network data study via IoT and edge-processed data sound sensor
processing [85] fusion
Survey in adaptive hybrid Observational Review adaptive hybrid WSNs Thermal imager Seismic, acoustic,
wireless sensor network for study for military situational magnetic, electro-optical,
military operations [86] awareness radar, RF, PIR sensors
From battlefield to border: The Observational ~ Analyze UAV surveillance High-resolution Thermal sensors
evolving use of drones in study applications, benefits, and cameras
surveillance operations [87] challenges
Surveillance and protection of Observational Assess UAV and Al use in Thermal, LiDAR
critical infrastructure with study critical infrastructure security high-resolution cameras
unmanned aerial vehicles [88]
Using heterogeneous multilevel Experimental Use UAV swarms and fusion for  Electro-optical, infrared ~ Long-range radar,
swarms of UAVs and high-level study improved surveillance and cameras infrared sensors
data fusion to support situation detection
management in surveillance
scenarios [89]
The Impact of the IoT on Observational Examine IoT applications, N/A Smartwatches, health
military operations [90] study challenges, and prospects in sensors
military ops
Conceptualization of the Experimental Develop a COP system with N/A Mine-detection sensor
military’s common operation study geospatial data and unmanned
picture [91] vehicles
Who is watching whom? Observational Survey UAV cyber threats, Infrared, thermal Radar, infrared, optical,
Military and civilian drone: study vulnerabilities, and cameras motion, acoustic sensors
Vision intelligence investigation countermeasures
and recommendations [92]
Preliminary approach for Experimental Design an efficient UAV sensor Multispectral, thermal, Multispectral, thermal,
UAV-based multi-sensor study platform with edge computing infrared cameras image sensors
platforms [93]
Visualization analysis of Observational Analyze battlefield situational N/A Photoelectric, infrared,
research on unmanned-platform study awareness research trends LiDAR sensors
based battlefield situation
awareness [94]
Heterogeneous wireless sensor Conceptual Improve urban situational N/A Optical, infrared, radar
networks for armed forces in study awareness with autonomous sensors
urban environments [95] WSNs
Situation awareness in Al-based =~ Observational ~ Apply Al and multimodal Visible, infrared images ~ N/A
technologies and multimodal study fusion to improve system
systems [96] awareness
Development of a surveillance Experimental Build a UAV-based surveillance ~ Thermal, NIR, Imaging sensors
tool using UAV’s [97] study tool for urban police high-resolution cameras
Additive manufacturing of Experimental Advance 3D-printed sensors for N/A Strain, chemical,
sensors for military monitoring study troop monitoring biological sensors
applications [98]
System-of-Systems for remote Experimental Integrate ground sensors with N/A Stereo, tracking, RGB-D,
situational awareness [99] study UAV for real-time awareness imaging sensors
Real-time anomalous command Experimental Detect abnormal UAV N/A Wearable, ECG sensors
detection in UAV study commands via operator-UAV
operations [100] monitoring
Introduction to drone detection Experimental Improve small drone detection Optical camera Electro-optical, infrared
radar with ATR technology [101] study with ATR-enhanced radar sensors
Overview of research on Observational Review advances in Infrared images N/A
intelligent swarm study collaborative swarm munitions
munitions [102]
Detecting and localizing objects Experimental Develop autonomous UAS for N/A LiDAR, vision,
on a UAS with mobile study target localization in acoustic/laser, RGB-D

integration [103]

GPS-denied areas

sensors
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Table 2. Cont.
Study Title Study Design Goal Imaging Sensor Technology Used
Technology Used
Interoperability of unmanned Experimental Develop interoperable N/A Infrared markers, optical
systems in military maritime study unmanned maritime systems sensor
operations [104] and UAV controller
Real-time monitoring and Experimental Improve drone endurance and Microphone N/A
battery life enhancement of study real-time processing with edge

surveillance drones [105]

Al

Table 3. Breakdown of results from relevant Publish or Perish studies in relation to HAZMAT.

Study Title Study Design Goal Imaging Sensor Technology Used
Technology Used
Cyber-physical systems to Observational ~ Develop a UAV platform for NIR, VNIR Hyperspectral, LIDAR,
counter CBRN threats [106] study real-time HAZMAT monitoring  hyperspectral imaging EO/IR sensors
A novel UAV driven real-time Experimental Create a UAV system for Infrared thermal, Thermocouple sensors
situation awareness for fire study real-time fire detection and infrared cameras
accidents [76] prediction
Disasters and emergency Observational ~ Enhance UAV pilot training via ~ N/A Air contamination,
management in chemical study 3D simulation for emergencies biomedical sensors
plants [63]
Industrial floor monitoring Experimental Develop an autonomous drone N/A Gas, smoke sensors
system drone with hazardous study to detect hazardous gas and
gas detection [107] smoke
Aerial platforms for hydrogen Observational Detect hydrogen leaks in Thermal, multispectral, Catalytic bed, MOX
leak detection [108] study real-time with UAV systems hyperspectral, infrared sensors
cameras
Toward integrated large-scale Observational Advance large-scale monitoring  Thermal, multispectral, Physical, chemical
environmental monitoring using study via UAVs, WSNs, crowdsensing  hyperspectral, optical environmental sensors
WSN/UAV /Crowdsensing [62] cameras
Determining water toxicity after ~ Experimental Monitor water toxicity post-oil N/A Turbidity sensor
oil spills using UAV [109] study spill via UAV sensors
Drone-based aerial surveillance Experimental Develop a low-cost UAV system  N/A Gas, CO,
and hazardous gas leakage study for air quality and gas leak temperature/humidity
detection [110] monitoring sensors
Evaluation of landfill leachate Experimental Monitor toxic waste and Thermal cameras Hyperspectral,
biodegradability using IoT study leachate with IoT drones electromagnetic,
drone surveying [111] inductive sensors
UAV platform with low-power Experimental Develop a UAV system for N/A Electrochemical gas
components for air pollutant study real-time air pollution sensors
monitoring [112] monitoring
Detection of natural gas leakage Experimental Detect gas leaks via UAV and N/A Gas sensors, LIDAR
using UAV with ML [113] study machine learning
Low-cost wireless sensor Conceptual Monitor water quality in N/A Hydrogen, turbidity,
network for water quality study real-time using solar-powered ammonia sensors
monitoring [114] IoT sensors
UAV for inspection of Conceptual Monitor hazardous emissionsin ~ N/A Electrochemical gas
environmental emissions [115] study real-time with UAV sSensors
Aerial mapping of odorous Conceptual Map hazardous gas emissions N/A Electrochemical, MOX
gases in wastewater treatment study with UAVs sensors
plants [116]
AirQuality Lab-on-a-Drone for Observational Monitor H;S gas in real-time N/A MOX sensors
Hj,S monitoring [117] study using UAV IoT system
Solar-powered automated drone Experimental Deploy solar-powered UAVs for N/A Ultrasonic sensors
for industrial safety [118] study autonomous inspections in

HAZMAT sites
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4. Discussion

Tables 1-3 outline the findings from the included papers, which focus on imaging

technologies such as thermal, multispectral, and hyperspectral cameras, as well as a range

of onboard sensors. The table consists of the study title, type of study, goal of the study,

imaging technology, and sensor technology integrated with drones, as defined in the papers.

The review papers shown in Tables 1-3 are consequently summarised below.

4.1. Imaging and Sensor Technologies Used in Disaster and Emergency Management

Imaging and sensor technologies integrated with drones not only play a critical role in
managing natural disasters and hazardous situations, but also contribute supplemen-
tary functions to a range of high-risk scenarios. These include supporting the delivery
of first aid, detecting falls among elderly individuals, enhancing situational aware-
ness for first responders to improve decision-making under duress, and monitoring
the storage conditions of dangerous goods to prevent potentially fatal incidents for
personnel working in such environments.

Most imaging and sensor technologies in drones are not stand-alone systems; they
could provide greater benefits when integrated with wireless networks, big data, and
Al This combination enables real-time data processing, enhancing the accuracy and
effectiveness of disaster response operations.

Most research in disaster and emergency management aims to support frontline
personnel by enhancing situational awareness, reducing unnecessary workload, and
facilitating more effective decision-making. These improvements contribute not only
to the safety of emergency responders but also to the timely assistance and potential
survival of individuals in critical need during emergencies.

Crowdsensing platforms have attracted growing research interest, mainly due to
the increased accessibility of smartphones, wearable devices, and intelligent systems
integrated into modern vehicles. These platforms enable the collection of large-scale,
real-time data from numerous individuals, offering valuable insights for disaster and
emergency management. However, concerns regarding data privacy and user security
remain critical and must be carefully addressed in both the design and implementation
of such systems.

A significant proportion of the excluded papers—representing 62 out of 100—primarily
focus on data transmission between sensors and the integration of technologies such
as Al, big data, and wireless communication. This trend aligns with the earlier
observation that imaging and sensor technologies are no longer stand-alone systems.
Their integration within intelligent networks enhances both the speed and accuracy of
results. Consequently, there is a notable shift in research interest toward system-level
integration and data processing, rather than solely examining how cameras detect
objects or individuals, or how sensors function in isolation.

The findings indicate that the majority of studies prioritise enhancing situational
awareness and decision-making for first responders, highlighting the central role
of UAVs in real-time disaster management. A clear distinction emerges between
experimental studies, which focus on developing and testing UAV prototypes, and ob-
servational or conceptual studies, which emphasize frameworks, systematic reviews,
and integration strategies.

Thermal and infrared imaging technologies remain the most dominant tools across
applications, while multispectral, hyperspectral, and LiDAR systems are increasingly
adopted to provide high-resolution environmental monitoring and mapping. The
integration of multi-sensor platforms, spanning environmental (temperature, humid-
ity, gas, radiation), biomedical (ECG, respiration, blood pressure), and safety-critical
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(seismic, motion, pressure) domains, demonstrates the expanding scope of UAV-based
disaster monitoring.

Several studies underscore the role of Al, deep learning, and 5G connectivity in im-
proving automation, predictive analytics, and coordination efficiency in emergency
response operations. The emergence of extended reality (XR) and augmented real-
ity (AR) applications suggests growing attention to training, decision support, and
situational awareness in disaster risk reduction.

4.2. Imaging and Sensor Technologies Used in Military Operations

Some research works were excluded from the results in the military context because
the technologies were primarily applied in geological, environmental, and marine
surveillance, overlapped with disaster and emergency management studies, or utilized
for tracking, delivery services, and general surveillance applications. This suggests
that the search query included the term ‘surveillance,” which is broadly used across
various non-military industries.

In addition to excluding works that are not directly related to the military context, sev-
eral other studies were also omitted from consideration. This exclusion was primarily
due to these studies focusing predominantly on areas such as the Internet of Things
(IoT), wireless sensor networks, and data extraction and collection processes. While
these topics are important, they do not emphasize imaging and sensor technologies,
which are the central focus of this paper.

The studies presented in Table 2 predominantly explore the application of drone
technologies integrated with advanced sensor systems to enhance military operations.
These include the use of sensors for real-time threat detection, integration with wireless
sensor networks for improved communication and data sharing, and monitoring
systems for tracking the health and activity of military personnel. Collectively, these
technologies play a crucial role in strengthening situational awareness, supporting
tactical decision-making processes for soldiers and commanders, and improving the
effectiveness of Intelligence, Surveillance, and Reconnaissance (ISR) missions.

The body of research indicates that imaging and sensor technologies developed for
military drones are increasingly applicable to civilian domains. Although drone
technology originally emerged from military contexts, contemporary advancements
have facilitated significant improvements in various civilian sectors. Consequently,
this crossover is evident in the research findings, where the reviewed technologies are
shown to be shared and adapted across both military and civilian industries.

UAVs have become increasingly central to military operations, with research em-
phasizing improvements in situational awareness, reconnaissance, surveillance, and
decision-making support across diverse operational contexts. Experimental studies
typically focus on developing and validating UAV prototypes, multi-sensor plat-
forms, and Al-driven systems, whereas observational studies emphasize frameworks,
reviews, and integration strategies for operational deployment.

Imaging technologies commonly employed include thermal and infrared cameras,
high-resolution optical cameras, multispectral and hyperspectral cameras, and visible
light imaging. Sensor technologies encompass environmental (temperature, pres-
sure, seismic, chemical, biological, and radiation), motion (PIR, acoustic, and radar),
biomedical (ECG and wearable), and LiDAR or laser-based systems. Integration of
these multi-modal sensors facilitates autonomous or semi-autonomous UAV opera-
tions in complex and high-risk environments. Al, machine learning, and data fusion
enhance predictive capabilities, automate threat detection, identify anomalies, and
improve operational decision-making.
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Key challenges in military UAV applications include operational reliability in GPS-
denied or communication-limited environments, complex integration of emerging
technologies (e.g., swarm UAVs, 5G connectivity, additive manufacturing of sensors),
and cybersecurity concerns such as secure data transmission, operator and UAV
monitoring, and mitigation of potential misuse.

Emerging solutions aim to enhance UAV operational efficiency and effectiveness, in-
cluding the deployment of edge computing, Al, and data fusion to optimize situational
awareness and reduce reliance on centralized command; swarm UAV frameworks
and autonomous coordination algorithms to improve coverage, responsiveness, and
mission success; and multi-sensor UAV platforms combining optical, infrared, LiDAR,
and chemical/biological sensors for comprehensive battlefield intelligence.

4.3. Imaging and Sensor Technologies Used in HAZMAT

Although the reviewed studies do not explicitly state drone use in HAZMAT or
CBRN scenarios, several show potential for such applications. The research aligns
broadly with disaster and emergency management, with cases like hazardous en-
vironment monitoring, toxic gas detection, and industrial safety inspections sug-
gesting relevance to HAZMAT. Thus, while not all studies directly target HAZMAT
or CBRN, some drone systems exhibit characteristics that make them suitable for
high-risk deployments.

The excluded studies primarily concentrate on environmental monitoring applications
that are not directly relevant to HAZMAT or CBRN scenarios. These include areas
such as water quality assessment, detection of algal blooms or other forms of water
contamination, crop health monitoring, and precision agriculture. While necessary for
sustainability and resource management, these applications fall outside the scope of
hazardous material detection and emergency response.

Interestingly, the majority of the reviewed studies place greater emphasis on sensor
technologies rather than imaging systems. Most of the included research utilised
metal-oxide (MOX) sensors and electrochemical sensors, highlighting a focus on gas
detection and chemical analysis over visual data capture.

Most of the studies included under the HAZMAT category predominantly address
scenarios involving chemical spills and the detection of hazardous gases. These works
often emphasize the use of real-time monitoring and early warning systems, utilizing
sensor-equipped drones to detect toxic substances in industrial environments. Com-
paratively fewer studies have explored other types of hazardous materials, such as ra-
diological or biological agents, indicating a research focus on chemical-related threats.
UAUVs are increasingly employed in hazardous materials (HAZMAT) operations to
improve real-time situational awareness, emergency response, and industrial safety.
Applications span chemical plants, waste management, oil spill response, and environ-
mental pollution monitoring. Both experimental and observational studies highlight
UAUVs as practical tools to reduce human exposure to high-risk environments while
enhancing detection, monitoring, and decision-making processes.

Sensor technologies utilized in HAZMAT UAV applications are diverse, encompassing
gas and smoke sensors, electrochemical sensors, MOX sensors, turbidity sensors,
LiDAR, thermocouples, and biomedical or environmental sensors. The integration of
multiple sensors allows UAVs to simultaneously monitor complex chemical, biological,
radiological, and environmental parameters.

Key challenges in deploying UAVs for HAZMAT operations include operational re-
liability in hazardous, dynamic, or toxic environments, accurate real-time detection
of multiple hazardous agents under varying environmental conditions (e.g., airflow,
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temperature fluctuations, chemical interactions), limitations in UAV endurance and
power supply for extended monitoring or large-area coverage, difficulties in integrat-
ing heterogeneous sensor data for timely situational awareness, and the high costs
and technical complexity of implementing robust multi-sensor platforms.

* Emerging strategies to address these challenges involve the deployment of multi-
sensor UAV platforms combining thermal, infrared, hyperspectral imaging with
environmental sensors (gas, electrochemical, MOX, LiDAR) to improve hazard de-
tection accuracy, the development of solar-powered or low-power UAVs to enhance
endurance and autonomy, and the integration of crowdsensing and wireless sen-
sor networks (WSNs) to enable large-scale environmental monitoring and remote
HAZMAT incident assessment.

4.4. Systematic Insights into Drone Imaging and Sensor Technologies Across Key Sectors

The summary results of the top 100 papers from Publish and Perish in these three
categories demonstrate that imaging technology, focusing on infrared, thermal, spectral,
and MSI cameras, and sensor technology-equipped drones, produced the highest occur-
rence of relevant papers in disaster and emergency management, followed by military
operations and HAZMAT environments. These research works indicate that imaging and
sensor technologies do not stand alone in drone applications; with the integration of Al,
cloud systems, IoT, and big data, they add significant scope to the widespread interest in
this field.

Moreover, the parameters of search queries play a significant role in the search results
on Publish and Perish. For example, in the instance where a focus on ‘Imaging technology’
includes the infrared, thermal, spectral, and multi-spectral cameras/imagers parameters,
the search returns present many results that include various technological modalities
irrelevant to this paper’s targeted research. Furthermore, there are limited characters on
search queries on Publish and Perish, which affects the ability to cover the target research
area comprehensively.

Recent studies indicate significant advancements in drone technology. A key focus of
current development is the integration of real-time data processing with emerging tech-
nologies such as Artificial Intelligence (Al), Big Data, and the Internet of Things (IoT).
These interconnected systems, when networked with drones, enhance operational capa-
bilities—enabling rapid analysis, situational awareness, and decision-making in critical
scenarios. This technological convergence not only improves the detection and response
efficiency in disaster zones but also supports civilian applications, such as monitoring
high-risk individuals like the elderly who may be prone to falls or indoor accidents. Drones,
which were initially developed for applications beyond disaster response and humanitar-
ian rescue, are now increasingly adapted for civilian-focused operations. Technological
advancements have enabled unmanned aerial systems (UAS) to autonomously deliver
critical supplies such as medical kits, vaccines, potable water, and emergency rations to
remote or inaccessible areas—significantly enhancing the reach and efficiency of relief
efforts. Furthermore, with the integration of emerging technologies including artificial
intelligence, machine learning, and real-time sensor networks, drones are evolving towards
fully autonomous search and rescue capabilities, enabling them to detect, locate, and assist
victims without the need for direct human control.

Military drone technology has advanced significantly beyond traditional applications
in Search and Rescue (SAR) and Intelligence, Surveillance, and Reconnaissance (ISR).
Drones have become indispensable tools for reducing human casualties, lowering op-
erational costs, and supporting strategic planning. A variety of drone types have been
developed to enhance specific mission capabilities. Modern warfare has shifted away from
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conventional ground combat involving large numbers of soldiers; instead, unmanned aerial
systems are increasingly used to detect camouflaged targets, identify explosive devices, and,
in some cases, carry out precision strikes by deploying munitions without direct human
presence. The deployment of multiple drone types within a single mission further improves
operational efficiency and mission effectiveness. Given these technological advancements,
future warfare may see a significant decline in direct human-to-human combat. Swarm
technology, in particular, will enable hundreds of drones to operate as a single, coordinated
unit—dynamically adapting to threats or mission changes in real time, thereby reducing the
risk of human casualties. Additionally, the integration of advanced Al will enable drones
to self-learn and autonomously respond to battlefield conditions, eliminating the need for
constant human commands and thereby enhancing both efficiency and responsiveness in
combat operations.

Historically, the detection of HAZMAT and CBRN threats has relied on a combination
of ground-based detection instruments, mobile response units, and trained personnel
equipped with specialised tools to identify hazardous substances. While these personnel
typically operate in full protective suits, prolonged exposure during extended operations
still poses a significant health risk. The integration of drones into these operations offers
a safer and more efficient alternative, as drones can be equipped with advanced sensors
capable of detecting odorless and colorless toxic gases that are invisible to the human
eye. Moreover, drones enable the transmission of real-time data, thereby overcoming the
limitations associated with human vision and handheld detection devices. There is a strong
possibility that, in the future, drones will not only detect hazardous materials but will also
autonomously collect samples from affected areas and transport them to laboratories for
further analysis. This advancement would enable experts to investigate threats in detail
and determine appropriate preventive measures, all while minimizing human exposure to
dangerous environments.

Drones are no longer confined to specific applications; their integration with emerging
technologies has enabled their deployment across a wide range of sectors. Furthermore,
individuals who initially engage with drones as a hobby can develop expertise in the field
over time. Although certain advanced technologies remain restricted from public access, it
is anticipated that such technologies will become increasingly accessible in the future.

4.5. Limitations and Challenges of Drone Operations

Drone research and applications have been rapidly developing across a wide range of
industries, from disaster response to military operations and hazardous materials (HAZ-
MAT) management. While the benefits of drones are significant, it is equally important to
recognize their disadvantages and limitations. One of the most critical challenges is battery
life. Drones typically have limited endurance, which poses a major drawback during oper-
ations that require continuous monitoring, such as in disaster management. This limitation
becomes more serious in harsh environments, where drones are susceptible to water, strong
winds, and heavy rain—conditions that are often present in natural disasters [119]. Most
drone research, however, is conducted under normal weather conditions [44], which may
not fully capture the operational challenges faced during extreme events. In addition,
effective deployment requires operators to undergo specialized training to ensure safe and
efficient usage.

In military operations, drones face distinct weaknesses. Unlike manned aircraft
designed with advanced stealth technology, drones have limited stealth capability [120],
making them more detectable and therefore more vulnerable in high-threat combat zones.
This makes them easy targets for adversaries equipped with radar or anti-drone defense
systems. Furthermore, the maintenance and operational costs of military-grade drones are



J. Sens. Actuator Netw. 2025, 14, 98

19 of 28

substantially higher compared to drones used in civilian sectors [120]. Ethical concerns
also arise, particularly regarding the potential violation of civilian privacy and the broader
implications of remote warfare, which can risk dehumanizing conflict.

When applied to HAZMAT scenarios, drones present both opportunities and risks. Their
use requires operators to be specially trained for safety, since operating in contaminated
zones may endanger human health and wildlife. In many cases, deploying drones in such
environments may involve compliance with strict safety regulations. Moreover, navigating
confined or obstructed spaces often requires highly specialized drones designed for the
task [121,122]. Different types of sensors may also be needed to detect harmful chemicals,
meaning that a single drone model may not be sufficient for all HAZMAT situations.

Beyond these technical and operational limitations, drones also raise broader ethical
and societal issues. While drones offer advantages in areas such as surveillance, delivery,
and scientific research, they may also infringe upon individual privacy, disrupt animal
habitats, or contribute to the dehumanization of warfare. Therefore, it is essential to
strike a balance between the benefits of drone technology and the risks it poses to privacy,
safety, and ethics. Operating drones not only affects civilians but also requires careful
consideration of their impact on the environment and wildlife.

4.6. Al Technologies for Drones

This subsection provides a more technical extension of the previous discussion, fo-
cusing on Al solutions applied in UAV applications, particularly in disaster management,
search and rescue operations, military operations, and hazardous materials response.

4.6.1. Al Technical Solutions Commonly Used in Disaster Management and
Emergency Response

UAVs play a crucial role in damage assessment, environmental monitoring, and
post-disaster rescue coordination. Equipped with optical cameras, LiDAR, and thermal
sensors, UAVs can provide real-time data to identify hazardous areas, optimize resource
allocation, and interface with Al-enabled ground control stations (GCS) to support on-site
command operations.

In disaster management, the rapid collection, analysis, and dissemination of data
are vital. Integrated Helicopter-Balloon/UAYV systems, when combined with Al, enable
automated analysis of imagery and sensor data to assess damage, detect hazards, and
support efficient resource deployment. A key challenge, however, is that post-disaster
environments often feature visual noise, such as dust, smoke, rain, and debris, which
complicates computer vision tasks.

To overcome this, Al-based damage assessment solutions have been developed using
CNNis, ResNet, or EfficientNet models, which are trained on satellite and UAV imagery
collected both before and after disasters. Multi-temporal imagery processing enables com-
parisons between pre- and post-disaster conditions to detect collapsed buildings, damaged
bridges, and disrupted roadways. Semantic segmentation models (e.g., DeepLab, U-Net)
are also used to classify affected zones by severity (e.g., mild, moderate, or severe damage).

Al further enhances real-time UAV video analysis through object tracking algorithms
such as SORT, DeepSORT, and ByteTrack, which help monitor evacuees and prevent
overcrowding or loss. In many cases, Edge-Al systems are deployed directly on UAVs
or nearby ground stations, reducing latency compared to cloud-based systems. Another
important technique is sensor fusion, where data from optical imagery, thermal cameras,
radar, and LiDAR is combined. This fusion is further enhanced by deep learning approaches
such as Multimodal Deep Learning (e.g., late-fusion or cross-attention), improving the
reliability of disaster monitoring and response.
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4.6.2. Al Technical Solutions Commonly Used in UAV-SAR

In search and rescue (SAR) operations, the application of Al for small object detection
is critically important. While traditional imaging systems, including RGB, thermal, and
multispectral imaging (MSI), have proven valuable, their effectiveness diminishes signifi-
cantly when detecting small targets such as life jackets, debris, or individual victims from
high-altitude UAVs.

To address this challenge, modern object detection architectures such as YOLOy,
UAV-YOLO, and slice-based techniques like Slicing Aided Hyper Inference (SAHI) are
increasingly adopted. These approaches improve the accuracy of bounding boxes and recall
rates for essential SAR targets, particularly when used alongside high-resolution sensors
and robust preprocessing techniques (e.g., glare reduction on water surfaces, contextual
feature enhancement).

In real-world UAV-SAR scenarios, the targets often occupy less than 2% of the input
image size—for example, individuals wearing life vests, lifebuoys, or floating debris.
Victims partially submerged in water appear even smaller. The high observation angle and
water-surface reflections often cause conventional models to miss these targets, thereby
delaying rescue efforts.

4.6.3. Al Technical Solutions Commonly Used in Military Operations

Various UAV platforms featuring stealth capabilities and extended flight duration
enhance intelligence, surveillance, and reconnaissance (ISR) operations. Multispectral,
hyperspectral, radar, and infrared sensors enable detection of camouflaged targets, night-
time surveillance, and support for precision strikes. Case studies from recent conflicts,
such as in Ukraine, underscore the strategic importance of UAVs for surveillance and
fire coordination.

In military applications, these UAV systems not only gather information but also serve
as platforms for Al-powered ISR. Adversaries often use camouflage, radar jamming, or
smoke and heat decoys, necessitating Al algorithms that can distinguish between genuine
targets and deception.

Key technologies include camouflage detection using hyperspectral and multispectral
imaging, paired with transformer-based attention models (e.g., Swin Transformer, ViT) to
detect subtle anomalies in natural environments. Generative Adversarial Networks (GANSs)
are also used to create synthetic battlefield datasets, improving detection performance
when real training data is scarce.

For nighttime operations, Al leverages infrared and Synthetic Aperture Radar (SAR)
data. Temporal analysis of imagery via 3D CNNs and RNNs (e.g., LSTM, GRU) enables de-
tection of troop movements. Additionally, Al-based acoustic classification can differentiate
between tank engines, vehicles, and artillery, even when obscured.

A promising area of research is the deployment of Al in UAV swarms, where multiple
UAVs collaborate using reinforcement learning (RL). These swarms can share real-time
data, execute coordinated encirclement tactics, and adapt dynamically. Al also enhances
antijamming and anti-spoofing capabilities, using machine learning to detect and counter
electronic warfare threats.

Through these advancements, integrated UAV systems not only improve surveillance
but also push modern warfare toward greater automation and data-driven decision-making.

4.6.4. Al Technical Solutions Commonly Used in Hazardous Materials Incident Response
(HAZMAT/CBRN)

In chemical, biological, radiological, and nuclear (CBRN) emergencies, integrated
Helicopter-Balloon/UAV platforms are deployed to detect leaks, assess contamination, and
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evaluate risk without exposing human personnel to danger. These systems have also been
used in public health applications, for instance, during the COVID-19 pandemic to monitor
patient conditions using biosensors remotely.

Al, when combined with UAV platforms, plays a critical role in minimizing human
exposure in HAZMAT /CBRN scenarios. One major challenge is that many hazards, such
as toxic gases, radiation, or pathogens, are invisible to the human eye.

The integrated UAV platform can carry diverse sensors, including infrared, hyperspec-
tral, chemical, radiation, and acoustic sensors. Al algorithms process this data in real time
to identify potential threats. For example, machine learning models such as Support Vector
Machines (SVM) and Random Forests classify chemical compounds based on sensor input.
In contrast, deep learning models process hyperspectral imagery to map contamination
zones or radiation leaks.

A crucial application is Al-based plume modeling, which predicts the spatial and
temporal dispersion of toxic substances, enabling the generation of real-time contamination
maps to inform evacuation and containment efforts. Anomaly detection techniques, such
as autoencoders and isolation forests, are employed to identify irregular sensor patterns
and issue early warnings.

During the COVID-19 pandemic, Helicopter-Balloon/UAYV systems equipped with
Al and biosensors (e.g., thermal cameras, remote heart/respiration monitors) facilitated
contactless health surveillance in communities. These technologies are now being extended
to nuclear safety applications, where Al monitors radiation levels to detect minor leaks
before they become critical. When integrated with Edge-AI, UAVs can perform on-site data
processing, ensuring rapid, accurate responses essential for effective CBRN management.

4.7. Convergence and Integration of Technologies

Our methodology attempted to exclude studies that did not have a primary focus on
imaging or sensor hardware. Yet our analysis of the selected literature reveals a clear trend
towards integrating these hardware systems with advanced Al and IoT frameworks. The
large number of papers excluded for focusing solely on these software integrations further
underscores the dominance of this multidisciplinary approach in the broader field.

5. Conclusions

To garner a broader understanding of technological trends regarding the applications of
imaging and sensor technologies in UAVs, this study collected and analysed data from Publish
or Perish across three key domains: disaster management, military operations, and HAZMAT.

The findings reveal several limitations in relying solely upon Publish or Perish. The
search engine imposes restrictions on the length of search queries, which may limit the
comprehensiveness of retrieved results. Moreover, within the top 100 ranked papers,
several studies were found to be only loosely related or irrelevant to the intended scope,
despite being highlighted as relevant by the software. Therefore, it is advisable to utilize
additional search engines in parallel to enhance the accuracy, precision, and completeness
of literature searches within specific research areas.

Although the systematic study addressed UAV imaging and sensor technologies,
most provided only superficial descriptions of their roles and applications. Detailed
explanations regarding their operational mechanisms, hardware specifications, comparative
effectiveness, or rationale for choosing one technology over another were rarely presented.
This lack of depth may be due to the confidential nature of technical specifications or
proprietary data that companies do not publicly disclose. As a result, comparisons of
technical performance often depend on the discretion and preferences of end-users rather
than standardised evaluations.
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Furthermore, the majority of research placed greater emphasis on the integration of
imaging and sensor technologies with complementary systems such as AI, WSNs, and
cloud computing. This reflects a growing trend in research toward leveraging drones
within larger, more complex ecosystems, particularly when targeting large-scale civilian
or industrial applications that require precision, efficiency, and rapid responsiveness. The
ever-growing application of innovative and wireless systems within UAV systems will
no doubt continue to develop in sophistication as changing situations and environments
require more nuanced understandings of data.
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