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Abstract

Blockchain’s promise of decentralised, tamper-resistant services is gaining real traction in
three arenas: decentralized finance (DeFi), blockchain gaming, and data-driven analytics.
These sectors span finance, entertainment, and information services, offering a representa-
tive setting in which to study real-world adoption. This survey analyzes how each domain
implements blockchain, identifies the incentives that accelerate uptake, and maps the
technical and organizational barriers that still limit scale. By examining peer-reviewed
literature and recent industry developments, this review distils common design features
such as token incentives, verifiable digital ownership, and immutable data governance. It
also pinpoints the following domain-specific challenges: capital efficiency in DeFi, asset
portability and community engagement in gaming, and high-volume, low-latency querying
in analytics. Moreover, cross-sector links are already forming, with DeFi liquidity tools sup-
porting in-game economies and analytics dashboards improving decision-making across
platforms. Building on these findings, this paper offers guidance on stronger interoper-
ability and user-centered design and sets research priorities in consensus optimization,
privacy-preserving analytics, and inclusive governance. Together, the insights equip devel-
opers, policymakers, and researchers to build scalable, interoperable platforms and reuse
proven designs while avoiding common pitfalls.

Keywords: blockchain adoption; decentralized finance; NFT gaming; data-driven analytics;
scalability; interoperability; regulation

1. Introduction

Blockchain has emerged as one of the most transformative and disruptive technologies
of the 21st century owing to its decentralized, immutable, transparent, autonomous, and
reliable features. It enables trustless peer-to-peer interactions by eliminating centralized
intermediaries, thereby offering a secure and verifiable record of transactions [1]. Initially
popularized through cryptocurrencies like Bitcoin [2], blockchain’s applicability has ex-
panded into multiple domains, profoundly disrupting traditional processes in finance,
gaming, and data management.

In the realm of decentralized finance (DeFi), blockchain introduces new forms of finan-
cial infrastructure that operate outside conventional banking channels [3]. Conventional
financial systems rely on intermediaries, including banks, brokers, and clearinghouses, to
facilitate lending, trading, and asset transfers. Blockchain redefines this model by enabling
peer-to-peer transactions through smart contracts, which automate processes such as bor-
rowing, lending, and yield farming without third-party oversight [4]. As a result, DeFi
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platforms built on blockchains like Ethereum are creating more open, accessible financial
systems while introducing novel risk structures and regulatory considerations.

In digital gaming, blockchain disrupts the traditional publisher-controlled model,
where in-game assets and player achievements remain confined within closed ecosystems.
With blockchain-based gaming, players gain verifiable ownership of digital items via non-
fungible tokens (NFTs), allowing for true asset portability, resale, and monetization across
platforms [5]. This transformation challenges the monopolistic control of game developers
and shifts economic agency to the players themselves, giving rise to new paradigms such
as play-to-earn (P2E) models and community-governed economies.

In data analytics, conventional systems are dependent on centralized data silos, which
are susceptible to single-point failure, data tampering, and lack of transparency. Blockchain
introduces a tamper-proof, time-stamped ledger that supports decentralized data collection,
verification, and sharing [6]. This is particularly impactful in multi-stakeholder environ-
ments such as supply chain analytics, healthcare, and finance, where data provenance and
auditability are essential for regulatory compliance and informed decision-making [7,8].
By integrating blockchain, these sectors can ensure data trustworthiness while enabling
federated analytics models that preserve contributor privacy.

Thus, blockchain not only offers technical improvements but also initiates fundamen-
tal shifts in intermediary roles, asset ownership paradigms, and data governance across
DeFi, gaming, and data analytics. These disruptions justify a focused investigation into its
mass adoption, which this study aims to provide by examining the challenges, trends, and
converging applications within these three critical domains. While this manuscript primar-
ily investigates blockchain adoption in DeFi, gaming, and data analytics, the integration of
complementary technologies such as artificial intelligence and machine learning (AI/ML),
cloud computing, and edge computing offers potential solutions to blockchain’s technical
constraints. Cloud computing enhances scalability by offering an elastic infrastructure
capable of handling large transaction volumes [9]. Edge computing improves responsive-
ness by minimizing latency through decentralized, near-user data processing [10]. AI/ML
contributes to anomaly detection and security enhancement through predictive analytics
and dynamic data modeling [11]. However, to maintain a focused discussion on blockchain-
driven transformation within specific application sectors, these technological integrations
are acknowledged briefly here and proposed as important directions for future research.

1.1. Blockchain Foundations and Adoption Trends in DeFi

DeFi is a blockchain-based financial system that aims to overcome the limits of tra-
ditional banking, especially for people without easy access to financial services. It allows
users to lend, borrow, trade, and save money online without needing banks or other inter-
mediaries. This open-access model fosters financial inclusion, particularly for unbanked
populations. For instance, platforms like Aave and Compound allow users to borrow or
lend assets without traditional credit checks, while Stellar facilitates low-cost cross-border
remittances [12]. DeFi also reduces barriers to investment, and tokenization enables frac-
tional ownership of high-value assets, such as real estate or fine art, thereby democratizing
access to wealth-building opportunities. Built largely on Ethereum, DeFi applications bene-
fit from smart contract automation, supporting innovation, transparency, and resistance to
censorship [13].

The breakthrough of DeFi has witnessed a significant surge in its adoption in recent
years. Blockchain-based finance is expected to experience significant growth by 2030,
supported by trends such as asset tokenization, the rise of NFTs, and increased institutional
participation in DeFi ecosystems [14]. This momentum is further driven by enhanced
scalability, regulatory clarity, and the integration of blockchain into enterprise financial
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infrastructure. As NFT assets have gained momentum, they have become the most popular
investment instruments. DeFi platforms now accept NFTs as collateral, integrating them
into lending markets and reinforcing their role in blockchain-enabled financial services [15].
The high total value locked (TVL) of DeFi illustrates the success and growing popularity
of DeFi platforms and protocols [16]. TVL also serves as a benchmark for evaluating the
performance and adoption of DeFi systems. Market forecasts project that the DeFi sector
will grow from USD 21.04 billion in 2024 to approximately USD 1.55 trillion by 2034 [17],
driven by tokenization, increasing institutional participation, and regulatory clarity.

Moreover, the mass adoption of blockchain in DeFi holds transformative potential to
empower underprivileged populations by improving access to affordable financial services
and reducing dependence on centralized institutions. In DeFi, blockchain creates a new
financial ecosystem in which decentralization democratizes access, promotes transparency,
and enables permissionless innovation. It introduces a decentralized framework for fi-
nancial services, permitting individuals to bypass traditional intermediaries and access
peer-to-peer lending, trading, and investment platforms. This creates new opportunities
for inclusion, liquidity, and innovation. The successful adoption of blockchain has made
financial services more autonomous and efficient, reducing burdens for users. DeFi has also
revived broader interest in blockchain through novel applications. Decentralized exchanges
(DEXs) using automated market maker (AMM) protocols have become highly influential
due to their ability to reshape market dynamics [18].

Flash loans and synthetic assets [18] represent breakthrough innovations in DeFi. Flash
loans allow users to borrow assets without collateral, provided the loan is repaid within
the same transaction block. This functionality enables complex strategies such as arbitrage,
collateral switching, and liquidation optimization [19]. As Li et al. note, flash loans are
powered by smart contracts that enable rapid execution but can also be misused for mar-
ket manipulation or to exploit protocol vulnerabilities [20]. Synthetic assets simulate the
value of real-world financial instruments such as equities, commodities, or fiat currencies,
enabling DeFi users to gain exposure to traditional markets without relying on centralized
intermediaries [21]. Platforms like Synthetix offer these assets through over-collateralized
positions linked to price feeds, thus promoting asset diversification and liquidity in DeFi
ecosystems [22]. However, these innovations also introduce systemic risks. For instance,
synthetic asset platforms depend heavily on external oracles for price data, creating a
vulnerability to oracle manipulation. Additionally, extreme market conditions can trigger
insolvency events and cascading liquidations [23]. While flash loans and synthetic assets
expand the utility and reach of decentralized finance, their safe and scalable adoption de-
pends on robust auditing, secure oracle integration, and proactive risk mitigation strategies
to ensure platform resilience and user protection.

1.2. Blockchain Applications and Adoption Trends in Gaming

Gaming, the fastest-growing sector in entertainment, presents a unique testing ground
for blockchain technology. Its reliance on digital asset ownership, microtransactions, and
strong community participation aligns directly with blockchain’s core capabilities, namely,
decentralization, verifiable ownership, and programmable trust through smart contracts.
Paajala et al. [24] highlight how blockchain enhances player immersion by enabling true
control over digital assets, while Stamatakis et al. [25] demonstrate how smart contracts
can establish secure, transparent, and self-governing game mechanics.

Unlike traditional games where in-game items are confined within centralized servers,
blockchain enables genuine ownership and transferability of virtual assets through NFTs.
Platforms like The Sandbox allow players to buy, sell, and trade virtual land and items
as NFTs, extending their use across different environments and tying them to real-world
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value generation [26]. This economic shift empowers players through asset monetization
and decentralized economies, most notably in play-to-earn (P2E) models that reward
participation and achievement. Blockchain networks such as Ethereum and Bitcoin support
these ecosystems by enabling immutable, distributed transactions [25].

The scale of this transformation is reflected in industry growth: the global games
market generated USD 183.9 billion in 2023, with mobile gaming alone accounting for
nearly USD 90 billion [27]. Within this broader context, blockchain gaming is gaining
substantial traction, with forecasts projecting growth from USD 8.5 billion in 2023 to USD
314.3 billion by 2030 [28]. This market expansion reflects how blockchain is reshaping
value creation and distribution through mechanisms such as true digital ownership, play-
to-earn (P2E) models, and cross-platform interoperability [29,30]. Beyond asset ownership,
blockchain fosters reusability and monetization of in-game items, land, and achievements
via NFTs. Community-governed models such as decentralized autonomous organizations
(DAOs) further enhance user agency, enabling players to participate in decision-making,
rule-setting, and game updates. These dynamics shift games from static entertainment
products into participatory digital economies.

However, adoption is not without challenges. Speculative trading and digital asset
inflation can distort gameplay, while high initial token or NFT costs may exclude casual or
low-income players. Ethical concerns also arise around financial risk exposure, especially
for youth. Moreover, blockchain’s immutability limits post-deployment adjustments,
restricting game evolution. Nevertheless, this same immutability offers benefits: smart
contracts provide auditability and fairness in multiplayer settings, enhancing trust in-game
logic [31]. Technical hurdles persist as well. Chief among them is high transaction fees,
especially on networks like Ethereum, which make everyday actions such as minting NFTs
or executing trades costly and inaccessible for many users [32]. Without broader adoption
of Layer 2 scaling solutions or low-fee alternatives, such financial frictions will remain a
major barrier to mainstream adoption.

1.3. Blockchain Adoption and Challenges in Data Analytics

Blockchain-based analytics models derive insights from large datasets by leveraging
the technology’s core advantages. Managing heterogeneous data is critical in decentralized
finance and gaming systems. The mass adoption of blockchain in data analytics can enhance
reliability by increasing trust in the accuracy of data inputs. This, in turn, improves the
quality of insights derived from analytics, benefiting industries that rely on real-time and
trustworthy data. In data analytics, the technology ensures data provenance, auditability,
and secure decentralized exchange, which is critical for sectors such as healthcare, logistics,
and finance where trust in data is paramount [33,34]. The global market value of blockchain
is projected to grow from USD 7.18 billion in 2022 to USD 163.83 billion by 2029, reflecting a
compound annual growth rate (CAGR) of 56.3%. During the same period, the broader data
analytics market is expected to reach USD 329.8 billion by 2030, with a CAGR of 29.9% [35].
These figures highlight the increasing relevance of blockchain in data-driven sectors that
demand trust, traceability, and secure data exchange.

Blockchain contributes to data analytics by offering a distributed and immutable
infrastructure. It ensures security across data acquisition, storage, processing, and privacy
preservation [36]. The technology enables decentralized, tamper-resistant data manage-
ment, improving transparency, integrity, and trust. These attributes make blockchain
especially attractive to industries where data security and traceability are critical. However,
the widespread adoption of blockchain in data analytics remains constrained by challenges
such as low transaction throughput, high storage costs, and the complexity of maintaining
privacy across both public and private blockchains.
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Blockchain also facilitates efficient, trustless collaboration between organizations,
enabling secure information sharing without concerns about tampering or loss of data
ownership [37]. This capability strengthens cross-industry analytics and collaborative
decision-making. However, the interoperability of real-time cross-chain data remains a
major barrier. Additionally, the complexity of heterogeneous data structures and limited
awareness or education about blockchain technologies hinder effective adoption. In con-
trast to centralized architectures, blockchain offers a decentralized and tamper-resistant
framework that is particularly suited for managing the heterogeneous and large-scale data
generated by intelligent devices. Ballandies et al. [38] provide a detailed classification of
blockchain system architectures, showing how different design choices affect data manage-
ment capabilities in decentralized environments. Similarly, Agbo et al. [39] demonstrate
how blockchain can securely transmit and manage high-volume health data from mobile
devices, reinforcing its suitability for complex and sensitive data flows. Its distributed
ledger ensures that multi-source data can be validated, timestamped, and securely shared
without reliance on a central authority. These capabilities are especially valuable in data-
intensive domains such as decentralized finance, gaming, and smart city analytics, where
trust, interoperability, and real-time traceability are essential.

A comprehensive understanding of distributed technologies is essential for orga-
nizations to use blockchain-based analytics tools safely and effectively. Large financial
institutions are already leveraging blockchain to build lending platforms that validate
transactions and generate reliable credit histories and asset classifications. Such platforms
support data sharing for broader use in financial structure analysis. Moreover, blockchain
contributes to the development of digital currency technologies that support innovative
services, significantly impacting the financial and gaming sectors. While blockchain offers
significant opportunities in data analytics, its mass adoption is impeded by complexity,
performance constraints, and a lack of blockchain-related education among stakeholders.

1.4. Motivations and Contributions

Blockchain technology provides a secure, transparent, and decentralized framework
for information exchange and value transfer. These attributes have encouraged adoption
across finance, supply chains, energy, healthcare, education, and social media [40-44].
Functionality continues to expand through smart contracts, non-fungible tokens (NFTs),
and novel data structures [45,46]. Nevertheless, large-scale deployment remains con-
strained. Inefficient consensus, poorly designed smart contracts, and anonymity-driven
abuse raise security concerns [47,48]. Broader obstacles include low throughput, limited
interoperability, unclear regulation, and complex user interfaces that deter mainstream use.

The existing literature identifies a range of organizational, technological, and
socio-economic constraints on blockchain adoption [49-52]. Technical studies highlight
weaknesses in consensus mechanisms and smart contract design [53-58], while other
work examines governance trade-offs, interoperability gaps, and the absence of shared
standards [59-63]. Researchers have also begun to analyze how these barriers manifest in
high-growth niches, e.g., decentralized finance, blockchain gaming, and blockchain-based
data analytics [64—66]. Because these sectoral surveys are usually siloed, they reveal lit-
tle about transferable solutions. Table 1 visualizes this fragmentation and motivates the
cross-sector synthesis developed in the remainder of this review.

As Table 1 shows, few studies compare findings across domains. To close this gap,
the present review focuses on three high-impact sectors, DeFi, blockchain gaming, and
blockchain-based data analytics, which have been chosen for their advanced implementa-
tion levels, economic momentum, and contrasting technical requirements. Market forecasts
underscore the stakes: DeFi could surpass USD 1.55 trillion by 2034 [17], blockchain gaming



Big Data Cogn. Comput. 2025, 9,178 6 of 47

is projected to reach USD 314.3 billion by 2030 [28], and data-centric analytics contribute to
an analytics market projected at USD 329.8 billion by 2030 [35]. Together, these fields span
financial, entertainment, and data-intensive ecosystems. By analyzing adoption barriers
and innovations across all three, this review identifies common infrastructure needs and
transferable design patterns that can accelerate blockchain deployment.

Table 1. Comparison of focus areas in existing blockchain adoption surveys.

Focus Area Scalability Regulatory  User Inter- Security Cross- Consensus  Smart Future
Experience  operability and industry Contracts Directions
Privacy Analysis

Financial Services, DeFi [67] Yes Yes Yes Yes Yes No Yes Yes Yes
Gaming [68] Yes No Yes Yes Yes No No No No
Data Analytics [69] Yes No No Yes No Yes No No No
Supply Chain [70] Yes Yes Yes Yes Yes No Yes Yes Yes
Regulatory Compliance [71] Yes Yes Yes Yes Yes No No No No
Healthcare [72] Yes Yes Yes Yes Yes No No No No
Infrastructure [73] No Yes Yes No Yes Yes No No No
Social and Community [74] Yes No Yes Yes Yes Yes Yes Yes Yes
Proposed (DeFi, Gaming, and Yes Yes Yes Yes Yes Yes Yes Yes Yes
Data Analytics)

Mapping the main obstacles into each domain clarifies the rationale. DeFi suffers
from limited throughput, congestion, and high gas fees [75]. Blockchain gaming faces
usability and interoperability hurdles, for example, high minting costs deter casual players,
and assets moved across chains can lose utility [60]. Data-analytics deployments must
satisfy strict privacy, provenance, and cross-border regulations [8,76]. In all three, the
lack of standardized cross-chain communication fragments ecosystems and complicates
integration [77].

These challenges map directly to blockchain’s architectural features. Decentraliza-
tion removes intermediaries, enabling peer-to-peer finance in DeFi and player-owned
economies in gaming. Immutability and auditability protect data integrity and contract
execution. Transparency underpins accountability in financial settlements and multiplayer
environments. Self-governance through DAOs allows community-driven upgrades, and
dependability ensures continuous operation. Understanding how these attributes under-
pin token economies, NFT marketplaces, and blockchain-enabled analytics offers design
guidance for scalable, interoperable solutions. Building upon this analysis, this review
provides the following contributions:

*  Synthesizing adoption barriers and innovation drivers across DeFi, gaming, and data
analytics;

*  Identifying research gaps and outlining future directions for technology deployment
and ecosystem growth;

¢  Highlighting under-explored intersections that inform system design and policy;

¢  Comparing sector-specific and systemic challenges, i.e., scalability, governance, inter-
operability, and usability, to present an integrated view of the adoption potential;

*  Providing actionable guidance for developers, stakeholders, and regulators aiming to
mainstream blockchain infrastructure.

1.5. Methodology

This review employs a three-stage process comprising planning, conducting, and
reporting to investigate blockchain adoption in DeFi, gaming, and data analytics, as illus-
trated in Figure 1.
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Planning Phase

Survey design, protocol review, and research question
formulation

+
Conducting Phase

Scopus WoS ACM Google Scholar
{n = 820} (n=704) (n=111) (n = 890)

Total articles refrieved across sources (n = 2525)

Removed during initial screening & duplicates (1553)

Articles retained for review (n=972)

Excluded: Full-Text Excluded: Title/Abstract
Reading (479) Screening (394)

Additional
articles from
reference
mining (n=18)

Selected articles after full review (n=99)

Final selected articles {n = 117)

|

Reporting Phase

Synthesis of findings

Figure 1. Survey methodology for blockchain in DeFi, gaming, and analytics.

1.5.1. Planning Phase

The planning phase establishes the review’s objective: to examine technical constraints,
barriers, cross-industry synergies, and emerging use cases in three mature blockchain
domains. It also frames two guiding questions:

e RQI1: What are the key technological, economic, and regulatory drivers influencing
the widespread adoption of blockchain in DeFi, gaming, and data analytics?

*  RQ2: What insights can be drawn from current strategies and sector-specific develop-
ments to guide future large-scale blockchain adoption across these domains?

1.5.2. Conducting Phase
Relevant literature was gathered from Scopus, Web of Science, ACM Digital Library,

i

and Google Scholar, using terms such as “blockchain technology,” “mass adoption,” and
domain-specific keywords. Titles, abstracts, and keywords in peer-reviewed journals and
conferences were screened against the inclusion/exclusion criteria in Table 2. Manual

checks ensured thematic relevance to the research questions.
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Table 2. Inclusion and exclusion criteria.

Inclusion Exclusion

Blockchain studies on adoption or applications ~ Studies unrelated to blockchain adoption
English-language publications Non-English publications

Sector-specific or cross-sector insights into

. . . Studies outside the selected domains
DeFi, gaming, or analytics

Peer-reviewed sources from major databases Duplicates or redundant papers

1.5.3. Reporting Phase

Figure 1 shows the screening flow. From 2525 initial records, 1553 were removed
by preliminary checks, leaving 972. Title-abstract screening excluded 394, and full-text
screening excluded 479, yielding 99 core papers. Reference mining added 18, providing
117 final studies. These were grouped as follows (Figure 2): 58 general blockchain adoption
papers, 20 on DeFi, 16 on gaming, 22 on data analytics, and 1 cross-domain study. This
classification underpins the thematic discussion in Sections 2-5, enabling both sector-
specific and comparative insights.

Cross-Industry

Gaming

DeFi

Data Analytics

General

0 10 20 30 20 50 60
Number of Studies

Figure 2. Distribution of the 117 selected studies by thematic area.

1.6. Survey Organization

The remainder of this survey is organized thematically, reflecting the key research
directions identified. Figure 3 illustrates the overall structure, including major themes and
corresponding sections. Section 2 examines blockchain implementation in decentralized
finance (DeFi), focusing on system architectures, adoption drivers, risks, and both regula-
tory and technical constraints. Section 3 explores blockchain use in gaming, addressing
application classifications, incentive structures, adoption barriers, and domain-specific
risks. Section 4 discusses blockchain’s role in data analytics, highlighting integration tools,
enabling factors, project typologies, and emerging challenges. Section 5 synthesizes find-
ings through a cross-industry lens, identifying shared trends, sector-specific traits, and
convergence opportunities among DeFi, gaming, and analytics. Section 6 outlines the
study’s contributions, limitations, and directions for future research. Finally, Section 7
summarizes the key findings and reflects on broader implications for blockchain mass
adoption across interconnected domains.
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Section 2: Blockchain-Driven Revolutions in DeFi

» Multi-layered Architecture of DeFi

* DeFi Platforms

* Path to Mass Adoption of Blockchain in DeFi

* Challenges in the Mass Adoption of Blockchain in DeFi
» Factors Impacting the Mass Adoption of DeFi

* Evaluation of Adoption Risks of Blockchain in DeFi

* Solutions and Research Directions for DeFi Adoption

Section 3: Blockchain-Powered Gaming Industries

*Classification of Blockchain Games

*Mass Adoption of Blockchain in the Gaming Industry

*Challenges of Blockchain Adoption in Gaming

*Evaluation of Adoption Risks of Blockchain in Gaming

*Solutions and Research Directions for Blockchain Adoption in Gaming

Section 4: Blockchain-Driven Revolutions in Data Analytics

»Strategies and Tools of Blockchain Data Analytics

*Blockchain Data Analytics Projects

*Mass Adoption Impact of Blockchain in Data Analytics

*Challenges of Blockchain Adoption in Data Analytics

*Factors Impacting the Blockchain Mass Adoption in Data Analytics
*Evaluation of Adoption Risks in Blockchain-Based Data Analytics

*Solutions and Research Directions for Blockchain Adoption in Data Analytics

Section 5: Converging Pathways: Cross-Industry Analysis of
Blockchain's Impact on DeFi, Gaming, and Data Analytics

« Similarities
*Key Dissimilarities Across Sectors

Section 6: Research Contributions, Limitations, and Future
directions

Section 7: Conclusions

Figure 3. Structural organization of the review.

2. Blockchain-Driven Revolutions in Decentralized Finance (DeFi)

Decentralized finance (DeFi), enabled by blockchain technology, is reshaping global
financial systems by offering open, permissionless alternatives to traditional banking
infrastructures. Built primarily on public blockchains such as Ethereum, DeFi relies on
smart contracts to remove intermediaries, lower transaction costs, improve transparency,
and enhance security across financial services. These innovations are redefining user
engagement with finance. Key activities now include lending, borrowing, trading, investing,
and decentralized insurance.

The first phase of DeFi, often referred to as DeFi 1.0, established the foundational
protocols and services that underpin the ecosystem. Core components include financial
primitives such as stablecoins, decentralized exchanges, lending and borrowing platforms,
and yield farming. In response to early limitations, DeFi 2.0 introduces more advanced
features with a focus on long-term sustainability. Enhancements include scalable infras-
tructure, improved user interfaces, protocol-owned liquidity, decentralized governance,
competitive oracle systems, cross-chain interoperability, and increased security and yield
optimization [78].

DeFi’s growth has been accelerated by the emergence of blockchain platforms compet-
ing to gain market share through differentiated features and developer-friendly ecosystems.
These platforms evolve rapidly, introducing new services as user and developer preferences
shift. By democratizing access to financial tools, enhancing transparency, and simplify-
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ing user interactions, DeFi holds the potential to foster financial inclusion and accelerate
mainstream blockchain adoption.

2.1. Multi-Layered Architecture of DeFi

The DeFi ecosystem is built on a modular, multi-layered architecture consisting of five
interdependent layers: settlement, asset, protocol, application, and aggregation [21]. Each
layer serves a distinct function within the decentralized financial system, collectively en-
abling seamless, trustless financial operations without centralized intermediaries. Figure 4
illustrates how these layers interact to form a scalable and cohesive infrastructure, ranging
from blockchain-based transaction validation to user-facing aggregation platforms.

Settlement Layer

* Blockchain (e.g. Ethereum)

1

Asset Layer

» Digital assets (Cryptocurrencies,
Tokens, Stablecoins)

1

Protocol Layer

« Decentralized exchanges (DEXs)
* Debt markets, On-chain asset
management, Derivatives

!
Application Layer

» User-oriented applications

1
Aggregation Layer

* Aggregators (Rate service
comparisons, Multi-protocol
platforms)

Figure 4. Multi-layered architecture of a DeFi system.

2.1.1. Layer 1: Settlement Layer

The foundational layer consists of distributed ledger technologies (DLTs), such as
the Ethereum blockchain, which provides the core infrastructure for securely recording
asset ownership and validating state changes. This layer supports the final settlement of
transactions and serves as the trustless base for all higher layers.

2.1.2. Layer 2: Asset Layer

Built upon the settlement layer, the asset layer comprises digital assets, including
cryptocurrencies, tokens, and stablecoins. These assets enable value exchange and collater-
alization within DeFi protocols.

2.1.3. Layer 3: Protocol Layer

This layer includes standardized smart contract implementations for specific financial
functions, such as decentralized exchanges (DEXs), lending markets, asset management,
and derivatives. These protocols provide composable and interoperable building blocks
that are accessible to any DeFi participant.
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2.1.4. Layer 4: Application Layer

The application layer provides user-facing interfaces, such as web applications or
browser extensions, that abstract the complexity of interacting with smart contracts. This
layer enhances usability and lowers entry barriers for non-technical users.

2.1.5. Layer 5: Aggregation Layer

The aggregation layer extends application functionality by integrating multiple pro-
tocols and platforms. It facilitates advanced use cases such as rate optimization, liquidity
routing, and portfolio management by consolidating data and automating interactions
across protocols.

2.2. DeFi Platforms

DetFi leverages secure distributed ledger technology to disrupt and reshape traditional
financial systems [79]. A crucial advancement of DeFi lies in its ability to establish the
value of crypto assets as equivalent to real-world assets. Novel DeFi applications, such
as decentralized exchanges (DEXs), flash loans, and synthetic assets, are entirely new and
can only exist on blockchain models. Blockchain empowers the DeFi system by enhancing
the security of financial transactions, increasing transparency, unlocking liquidity and
novel opportunities, and supporting the construction of an integrated and standardized
economic strategy.

Popular DeFi projects include DEXs, stablecoin DEXs, lending and borrowing plat-
forms, stablecoin protocols, yield aggregators, and savings or borrowing protocols. This
diversity allows DeFi users to select services tailored to their financial needs. Each DeFi
project has unique features supporting the diversity of financial services. For instance,
Uniswap is known for its automated market maker (AMM) mechanism, Aave offers innova-
tive flash loan services, and Curve Finance enhances stablecoin trading with low slippage.
DeFi protocols leverage various token types to enable services like lending, borrowing,
decentralized exchanges, and synthetic assets. The dynamic and innovative DeFi space
continues to develop novel token mechanisms and models, with tokens often serving mul-
tiple purposes across different categories. User experience, community support, liquidity
flexibility, and efficiency are major benefits of these DeFi projects.

Table 3 presents a comparative analysis of major DeFi platforms, highlighting their key
features, strengths, limitations, and supported use cases. While each platform offers distinct
value propositions, they also face shared challenges to mass adoption, including technical
scalability, regulatory uncertainty, and interface usability. Understanding these dynamics
is essential for harnessing the transformative potential of DeFi within evolving digital
economies. Each protocol has distinct advantages and limitations. For example, MakerDAO
is recognized for its stability, while PancakeSwap benefits from lower transaction fees on
the Binance Smart Chain. Despite their strengths, DeFi projects face several challenges that
hinder broader adoption. High gas fees on Ethereum, for instance, affect the accessibility of
platforms like Uniswap and Compound, while regulatory risks remain a concern across
lending and savings protocols (e.g., Anchor). These factors significantly influence user
trust, cost-efficiency, and scalability. The platforms listed support a variety of use cases,
including token swapping, liquidity provision, yield optimization, and stablecoin issuance.
For an effective DeFi experience, users must match each protocol’s strengths to their risk
appetite, goals, and preferred blockchain.
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Table 3. Comparison of DeFi projects by key features, strengths, challenges, and use cases.

Projects Protocol Type Key Features Strengths Challenges Use Cases
. AMM and liquidity User-friendly interface Incr.eased §as fges Token swaps and

Uniswap DEX L during congestion and L N

pools and high liquidity . provision of liquidity

impermanent loss
Enhanced features Potential governance
. Multi-chain support over Uniswap with problems and Token swaps, yield
SushiSwap DEX and yield farming high community competition from farming, and staking
support Uniswap
PancakeSw. DEX Yield farming, lottery, = Fewer transaction fees ~ Lower liquidity and NFT features, token
ancakeswap and lower gas fees and high robustness minimum flexibility swaps, and staking

Mu.ltl-t.oken pools and ngh .hquldlty quuldlty pqol setup Customized liquidity

Balancer DEX weighting flexibility and offers complexity is :
. O L ) pool services
customization portfolio diversity very high
. Flash loans and Offers asset diversity Flash loan’s Yield farming and
Lending and . . . . . -
Aave B > variable/stable and novel lending complexity and high lending /borrowing
orrowing ) . 1.
interest rates solutions market volatility of assets
. Collateral-based loans ~ Simple Ul and High liquidation risks ~ Deposit-based interest
Lending and PR . L -
Compound B ; and algorithmic well-established and fluctuations in earning and asset
orrowing . . .

interest rates platform interest rate borrowing

Automated yield Escalates yield across }21(‘:1:::\/8 isce(i‘rsnfrlzlxuy Asset management
Yearn Finance  Yield Aggregator Y protocols with strong &

Maker DAO Stablecoin Protocol

Curve Finance  Stablecoin DEX

Savings and

Anchor ;
Borrowing

Synthetix Synthetic Assets

farming and vaults

Creation of DAI
stablecoin and
MKR-based
governance

Stablecoin swaps
optimization and
low slippage

High-yield stablecoin
savings with low
interest rate

Synthetic asset trading
with real-world
price feeds

community support

Strong stability and
first mover advantage

High efficiency over
stable assets with
low fees

Attractive interest
rates and easy
integration

Liquidity pool
customization and
community
governance

need for other
protocol support

Governance risks and
reliance on collateral
price stability

Stablecoin constraints
and pool dependency

Regulatory risks and
high stablecoin
dependency

High pool creation
complexity and
increased gas fees

and yield optimization

Collateralized loans
and stablecoin
issuance

Liquidity provision
and stablecoin trading

Savings and asset
borrowing

Yield farming and
synthetic asset trading

2.3. Path to Mass Adoption of Blockchain in DeFi

As one of the most prominent blockchain applications, DeFi holds significant potential
to reshape modern financial systems. However, numerous technical challenges and risk
factors must be addressed through continued innovation, ecosystem collaboration, and
adherence to established best practices. Smart contracts provide a foundational layer for
DeFi platforms, making them essential to examine the synergy between the blockchain
infrastructure and DeFi protocol design.

DeFi delivers financial services without intermediaries by leveraging blockchain-based
smart contracts and stablecoins, effectively bridging various segments of the financial
ecosystem, including traditional banking. Blockchain’s decentralized architecture enables
DeFi to function without centralized oversight, offering an increasingly viable alternative to
conventional finance. Through self-executing code and trustless transaction models, DeFi
platforms reduce reliance on third parties while ensuring transparency and auditability.
This disintermediation lowers costs and enhances openness and operational efficiency. The
growing adoption of stablecoins, decentralized exchanges (DEXs), and lending protocols
continues to drive sector expansion [80].

Several factors contribute to DeFi’s increasing appeal, including global accessibil-
ity, permissionless innovation, cost efficiency, and reduced jurisdictional friction. The
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programmability and flexibility of blockchain technologies further support the sector’s evo-
lution by enabling user anonymity and data privacy. While security remains a key concern,
DeFi protocols strive to ensure tamper-resistant and transparent operations, positioning
themselves as viable platforms for cross-border financial services. Financial inclusion is
another critical motivator, opening new avenues for asset growth and income generation
through crypto-economic incentives. The integration of stablecoins and decentralized gov-
ernance, designed to eliminate single points of failure, enhances resilience and strengthens
DeFi’s long-term viability within the global financial landscape. Nonetheless, achieving
mass adoption will require sustained efforts to address scalability constraints, regulatory
uncertainty, and technical complexity.

2.4. Challenges in the Mass Adoption of Blockchain in DeFi

DeFi protocols rely on decentralized exchange (DEX) mechanisms to support core
financial functions such as lending, borrowing, and trading. Although blockchain technol-
ogy offers notable advantages for DeFi, several persistent challenges must be addressed to
enable mass adoption [81,82]. Tackling these limitations through technical innovation and
strategic upgrades is critical to ensuring the scalability, accessibility, and long-term sustain-
ability of blockchain-enabled financial services. Figure 5 illustrates the key challenges that
affect the widespread adoption of blockchain in the DeFi ecosystem.

Accompiishing

User Scalability | Achieving
Experience Interoperability
Related Among DeFi
Concerns Apps
Handling Challenges of -
Massive Data Blockchain ConlnectIVIty
Requirements  Adoption in DeFi e
Capital Technical
Concerns Issues
Security-
Relgslslll?;gry Performance
Trade-off

Figure 5. Challenges of blockchain adoption in DeFi.

2.4.1. Accomplishing Scalability

Scalability remains a fundamental bottleneck for blockchain-enabled DeFi and gaming
platforms [83]. Ethereum, one of the most widely used base-layer blockchains, continues
to face throughput limitations due to its consensus mechanism (initially proof of work,
now transitioned to proof of stake), fixed block dimensions, and high transaction latency.
These restrictions lead to network congestion and high gas prices during peak periods [84],
negatively affecting the usability of transaction-intensive applications. In DeFi, scalability
constraints restrict affordable access to financial tools; in gaming, they disrupt real-time
responsiveness and smooth gameplay. During periods of high demand, Ethereum's fee
structure, which is based on variable block size and user bidding, results in volatile and
often prohibitive gas prices. Empirical studies confirm a direct correlation between trans-
action volume and increased fees, with users sometimes paying higher gas fees than the
transferred value [84]. This dynamic fee deterrents both developers and users, particularly
for applications involving frequent or low-value transactions [85].
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To address these limitations, a range of scalability solutions has emerged, including
Layer 2 technologies (e.g., optimistic and zero-knowledge rollups), sidechains, and shard-
ing. Alternative Layer 1 platforms like Solana have also been engineered with scalability
as a core objective. Solana, for example, employs a hybrid proof of history (PoH) and
proof of stake (PoS) mechanism to achieve high throughput and low latency, enabling the
network to process over 65,000 transactions per second under optimal conditions [86,87].
This architecture reduces reliance on timestamp synchronization, facilitating rapid con-
sensus and efficient block production. While these solutions enhance performance, they
often involve trade-offs in decentralization and require extensive validation in real-world
deployments. Nonetheless, scalable infrastructure remains a prerequisite for mainstream
blockchain adoption in sectors such as DeFi and gaming [88].

2.4.2. Achieving Interoperability Among DeFi Apps

In the context of DeFi, interoperability refers to the ability of decentralized applica-
tions (DApps) and protocols across different blockchains to communicate, share data, and
transfer assets. This capability is essential for building integrated financial ecosystems
in which users can seamlessly interact with lending platforms, decentralized exchanges,
and other services across chains [60,89]. Without interoperability, liquidity becomes frag-
mented, user experience deteriorates, and the practical benefits of decentralization are
diminished. Achieving such integration remains challenging due to differences in coding
languages, data standards, and execution environments across blockchain platforms. While
mechanisms such as token bridges and asset wrapping offer partial interoperability, they
introduce additional complexity and pose significant security risks. Bartoletti et al. [89]
emphasize that composability between DeFi protocols is critical to usability and innova-
tion. Similarly, Belchior et al. [60] argue that scalable and secure cross-chain solutions
are essential to mitigate ecosystem fragmentation. Until these challenges are overcome,
limited interoperability will continue to constrain the broader adoption and functionality
of DeFi systems.

2.4.3. Ensuring Reliable Connectivity

DeFi enables transactions among peer-to-peer network entities, but reliable connectiv-
ity remains a critical concern due to the decentralized nature of node operations [90]. DeFi
protocols often depend on oracles and bridges to interact with external data sources, such
as asset prices and market feeds. However, unreliable connectivity in these components can
lead to data delays, inaccuracies, and manipulation risks, potentially causing errors in smart
contract execution and resulting in significant financial losses. Secure and dependable data
feeds are therefore essential, particularly for time-sensitive applications such as lending,
borrowing, and asset trading.

2.4.4. Addressing Technical Complexity and Volatility

DetFi’s reliance on interoperability introduces significant technical complexity, as systems
must be compatible with sidechains, bridges, cross-chain protocols, and parachains. Each DeFi
protocol often requires distinct software tools and bespoke code implementations, adding to
the development and integration burden. Additionally, market liquidity presents a critical
challenge: trading, lending, and investment operations in DeFi are highly sensitive to asset price
fluctuations. As Spano [91] notes, sudden changes in market value can lead to sharp declines
in the worth of crypto tokens, thereby increasing risk and undermining user confidence.

2.4.5. Balancing Security and Performance

Security remains a critical concern in DeFi, where smart contract vulnerabilities and
frequent exploits can undermine user confidence. While private blockchain models often



Big Data Cogn. Comput. 2025, 9,178

15 of 47

employ large encryption keys and strict authorization mechanisms, they are not immune to
attack. As Mohanta et al. [92] note, technically skilled users may obtain encryption keys and
exploit system weaknesses for personal gain. In the DeFi context, balancing performance with
robust security requires continuous efforts, including rigorous smart contract audits, formal
verification techniques, and the adoption of standardized development practices. Without such
measures, concerns over fund loss and systemic risk will continue to hinder mass adoption.

2.4.6. Navigating Regulatory and Legal Barriers

DeFi benefits from blockchain’s core features (security, transparency, and immutability),
which enhance protection against threats such as ransomware and denial-of-service attacks.
However, the regulatory landscape for DeFi remains underdeveloped and fragmented. Tradi-
tional approaches such as “code is law” and “law is code” are challenged by the decentralized
and autonomous nature of blockchain systems [19,93]. The absence of clear legal frameworks
creates uncertainty for users, developers, and institutions, posing a significant barrier to main-
stream adoption [94]. Well-defined regulations addressing tax treatment, consumer protection,
and anti-money laundering (AML) compliance could improve trust, reduce risk, and facilitate
broader integration of DeFi into traditional financial ecosystems.

2.4.7. Addressing Capital and Liquidity Constraints

Capital is fundamental to the functioning and sustainability of the DeFi ecosystem.
It underpins core services such as production, investment, and lending and is vital for
supporting economic growth across decentralized platforms [81,82]. Innovative capi-
tal deployment schemes, particularly under-collateralized and trust-based lending, are
gaining traction but remain inherently risky. Unlike traditional finance, which relies on
collateral and credit assessments to manage lending risks, DeFi protocols often lack such
safeguards. Under-collateralized loans, in particular, raise concerns regarding borrower
credibility and default risk, especially in the absence of credit scoring or identity verification
mechanisms [95].

The absence of regulatory oversight further amplifies these risks. Without formal
accountability mechanisms or standardized fund management practices, pooled capital
remains vulnerable to liquidity crises, fraud, and systemic failure [96]. Research highlights
that feedback loops in DeFi lending, such as those triggered by price volatility or cascad-
ing liquidations, can destabilize entire platforms when risk controls are inadequate [97].
Moreover, the inability to enforce collateral terms may incentivize risk-seeking borrow-
ing behavior, eroding platform resilience to defaults [98]. Addressing these capital and
liquidity challenges is essential to unlocking the full potential of blockchain-based DeFi.
As the ecosystem matures, solutions that improve capital efficiency, borrower vetting, and
systemic risk management will be critical for strengthening trust, safeguarding liquidity,
and enabling broader adoption.

2.4.8. Managing Large-Scale Data in DeFi

DeFi applications differ from other decentralized systems in their intensive data
storage demands. As the DeFi user base expands, so too does the volume and complexity
of transactional data. Blockchain infrastructure must be capable of managing and storing
these large data volumes effectively [19]. Data requirements vary by application type,
further complicating the need for scalable, decentralized storage solutions. Managing
heterogeneous data originating from diverse sources, formats, and structures is critical
for ensuring DeFi’s scalability and usability. As DeFi continues to scale and intersect with
traditional financial systems across global markets, the ability to process and interpret
diverse data streams will be essential for sustaining adoption and performance.
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2.4.9. Enhancing User Experience and Accessibility

User experience remains a critical barrier to the widespread adoption of DeFi. Nav-
igating wallets, exchanges, and protocols can be technically demanding, often resulting
in user errors and fund losses, especially among newcomers [81]. Complex interfaces
and unfamiliar processes may discourage non-technical users from engaging with DeFi
platforms [82]. To promote inclusivity and adoption, DeFi systems must prioritize usability
by offering intuitive interfaces, simplified onboarding processes, and accessible educational
resources. Streamlined tools and user-centric designs can significantly reduce entry barriers,
making decentralized financial services more approachable for mainstream users.

2.5. Factors Impacting the Mass Adoption of DeFi

Mass adoption of DeFi is shaped by a range of factors, broadly categorized into three
domains: institutional, market, and technical. Each domain encompasses specific elements
that either support or constrain the widespread integration of DeFi solutions. Table 4
summarizes these key factors.

Table 4. Key factors influencing the mass adoption of DeFi.

Category Key Factor Associated Challenges
Loss of government control; unfair practices;
Governance market manipulation risks; need for legal
frameworks

Dealing with fraudulent activities;
policymakers’ confusion regarding

Regulations . L
cryptocurrencies; taxation improvements; need
Institutional factors for blockchain DeFi-based legal frameworks
. Integration of DeFi solutions with banks and
Partnerships . . .
financial services
Investments Participation of institutional investors,

providing liquidity and legitimacy

Building trust through security audits,

Reputati d trust . .
cputation and trus partnerships, and transparent practices

Minimizing market volatility due to high

Market structure . .
computation; interconnectedness

Transitioning existing contracts to DeFi models;
Smart contracts lack of clarity in applications; confusion with
e-contracts

Finance processes High adoption and implementation costs

User demand Growing demand for alternative financial

Market factors products among users and businesses
- Need for intuitive and user-friendly interface
Accessibility .
design
o Intense competition across platforms
Competition . . .
influencing user decisions
Reducing processing time and block size;
Crypto asset and data transactions  eliminating extraneous data; standardization
needs
Distributed ledgers Scalablh.ty; DeF% design clarity; cybercrime
threats; innovations
Technical factors Infrastructure sharing Developing standardized DeFi infrastructure

components

Implementing robust solutions to protect user

Security measures .
Y assets from hacking

Within the institutional domain, governance and regulatory clarity are central
concerns [64,67]. The erosion of government oversight, the risk of unfair practices, and
limited legal recourse for fraud remain critical barriers. Policymaker uncertainty surround-
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ing cryptocurrencies adds to these constraints. Addressing them requires clear taxation
policies, legally robust blockchain frameworks, and stronger institutional engagement.

From a market perspective, issues such as volatility, high computational costs, and
the complexity of integrating smart contracts with legacy financial systems pose notable
challenges [80]. Ambiguity in smart contract applications, particularly confusion between
smart contracts and electronic contracts, complicates mainstream adoption. In addition,
financial processes often face steep implementation costs, which further discourage entry
by enterprises and developers.

Technical challenges underpin many adoption hurdles. Effective management of crypto
assets and distributed ledgers demands scalable, secure, and interoperable infrastructure.
Enhancing performance, reducing latency, and standardizing modular DeFi components are
essential. Security threats, including cyberattacks and code vulnerabilities, must be addressed
proactively through resilient infrastructure and protective protocols. Addressing these institu-
tional, market, and technical factors in a coordinated manner is crucial for unlocking the full
potential of DeFi and supporting its integration into mainstream financial ecosystems.

2.6. Evaluation of Adoption Risks of Blockchain in DeFi

While DeFi unlocks new financial models, its adoption is constrained by a range of
risks that span technical, operational, and regulatory domains [67]. These risks must be
addressed systematically to ensure safe and scalable participation. Table 5 outlines major
adoption risks in the DeFi ecosystem alongside targeted recommendations.

Table 5. Evaluation of adoption risks in DeFi.

Risk

Definition

Recommendations

Smart contract
Consensus mechanism
User growth

Security key
Dependency
Transaction scalability
Governance
Oracle-related

DEX risks

Default risks

Vulnerability to fund drain and
protocol instability in DeFi contracts

Rules that validate transactions within
the network

Scalability issues due to large user
transactions

Key storage and maintenance pose
security risks in DeFi

High dependency issues due to DeFi’s
interoperability

Scaling issues due to high volume of
decentralized transactions

Risk of malicious users gaining protocol
control

Protocol dependency on oracles
regulating DeFi functions

Impermanent loss and contract risks
due to liquidity fluctuations

Loan repayment and collateral volatility
issues

Develop efficient smart contract
frameworks

Balance consensus for scalability and
security

Implement mechanisms with validation
history for scalability

Adopt multi-signature-based schemes
for key security

Enhance openness with minimum
dependencies

Improve block sequence length and
other scalability solutions

Introduce secure token management
schemes

Enhance high-resilience oracle systems
Develop advanced architectures to
mitigate DEX risks

Develop solutions to mitigate default
risk in P2P lending

Several technical risks remain pressing. Smart contract vulnerabilities, consensus
weaknesses, and scaling issues threaten both security and reliability. Mitigation strategies
include robust contract design, optimized block sequencing, and consensus balancing.
Similarly, the management of user growth and key security demands scalable authentication
systems and multi-signature protection.

Interoperability-related risks, including dependencies between protocols and reliance
on external oracles, can expose DeFi platforms to cascading failures [68,82]. Mitigating
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these risks requires enhancing oracle resilience and reducing unnecessary dependencies
through modular design.

Governance presents its own risk profile. The potential for malicious actors to ma-
nipulate voting processes or exploit token distributions underscores the need for secure
and transparent governance mechanisms. As DeFi evolves, stronger token management
schemes will be essential.

Default risks in peer-to-peer DeFi lending are especially critical [99]. Unlike traditional
banks, which rely on regulatory oversight and credit histories, P2P platforms often lack
effective credit assessment tools. Volatility in collateral assets can lead to liquidation or
borrower insolvency. Smart contracts governing these arrangements may also fail to adapt
to market shifts. To address this, MakerDAO’s ETH-A dataset represents a promising
model for risk evaluation [100], although newer programs like spark loans require updated
datasets and monitoring mechanisms.

2.7. Solutions and Research Directions for DeFi Adoption

Blockchain’s core attributes offer the potential to fundamentally transform centralized
financial markets [8]. In particular, its application in finance enables the removal of central-
ized servers and intermediaries while supporting secure, low-cost transactions [65]. How-
ever, despite these advantages, DeFi adoption continues to face significant challenges. This
section outlines practical solutions and research directions to support broader blockchain
integration within the DeFi ecosystem.

2.7.1. Scalable DeFi Blockchains

The proliferation of smart devices and applications has intensified scalability chal-
lenges in public blockchain-based DeFi systems, hindering mass adoption. These limita-
tions stem primarily from the need for every node to validate transactions, which increases
computational overhead and reduces throughput. Scalability can be improved through
Layer 2 solutions, sharding, and high-performance blockchain architectures. Such inno-
vations enhance data and asset transfer speeds while lowering transaction costs, making
DeFi more accessible and efficient. Solana, for example, offers notable scalability advan-
tages over earlier models like Bitcoin. By combining proof of history (PoH) and proof of
replication (PoRep), Solana reduces both time and storage requirements, enabling higher
transaction throughput [86]. While private blockchains typically offer better performance
and scalability than public ones [83], their complexity, particularly around key management
and computational requirements, limits their applicability in diverse DeFi contexts. Overall,
adopting scalable blockchain infrastructures is essential for enabling DeFi to compete with
traditional financial systems and achieve mainstream integration.

2.7.2. Interoperable DeFi Apps

Beyond scalability, interoperability represents a core requirement for the sustainable
growth of DeFi. It enables seamless interaction between decentralized applications (DApps)
across different blockchains, facilitating asset lending, margin trading, and shared utility
through standardized interfaces. Blockchain interoperability in DeFi typically occurs across
three levels: (1) between DeFi applications operating on different blockchains, (2) among
applications on the same blockchain, and (3) across distinct blockchain-based financial
systems [60]. Tokenization-based interoperability plays a pivotal role in this landscape,
fostering a sharing economy by enabling asset exchange and coordination across diverse
blockchain infrastructures. Emerging cross-chain protocols such as Polkadot, Cosmos, and
Chainlink’s Cross-Chain Interoperability Protocol (CCIP) aim to resolve interoperability
challenges by providing secure, decentralized bridges that link heterogeneous blockchain
networks. These mechanisms facilitate high-security asset transfers, reduce dependence



Big Data Cogn. Comput. 2025, 9,178

19 of 47

on centralized exchanges, and enhance overall liquidity. By advancing interoperability,
blockchain-driven DeFi can support a more integrated, user-centric, and accessible financial
ecosystem. This capability is essential for realizing the mass adoption of DeFi across diverse
platforms and user bases.

2.7.3. Regulation of DeFi

Alongside scalability and interoperability, regulatory clarity is essential to ensure the
stable and sustainable growth of DeFi systems. Current blockchain-based DeFi platforms
rely on smart contracts to automate compliance and encode regulatory logic [93,101]. As
DeFi projects increasingly issue governance tokens and introduce novel financial instru-
ments, the need for effective oversight becomes more pressing. Regulatory bodies such
as the U.S. Securities and Exchange Commission (SEC) continue to assess whether crypto
assets in DeFi environments qualify as traditional securities or represent new asset classes.
To facilitate mass adoption, it is vital to develop regulatory frameworks that strike a balance
between fostering innovation and mitigating systemic risk. Clear, well-defined legal struc-
tures can enhance legitimacy, build trust, and encourage engagement from governments,
institutional investors, and enterprises. A well-regulated DeFi ecosystem promises stronger
asset protection, improved data privacy, and greater stability in decentralized financial
markets. However, the optimal design of regulatory frameworks for DeFi remains an open
research question and a critical direction for future policy development.

2.7.4. Peer-to-Peer (P2P) Connectivity

Enhancing P2P connectivity is critical for improving the performance and scalability
of blockchain-based DeFi applications. Given DeFi’s intermediary-free architecture, reli-
able communication between network participants is essential. One promising approach
to addressing connectivity limitations is the integration of mobile edge computing into
sidechain models. This technique brings computational resources and network services
closer to end users, thereby reducing latency and improving system responsiveness [102].
In such models, edge devices are positioned near DeFi participants, minimizing data trans-
fer delays and mitigating bottlenecks typically associated with large-scale decentralized
networks. By incorporating edge computing into blockchain infrastructure, DeFi platforms
can overcome key connectivity challenges, support seamless peer interactions, and enable
scalable, real-time financial services. These enhancements are crucial for fostering mass
adoption and ensuring robust, efficient system performance.

2.7.5. Extension of Default Risk Mitigation in P2P DeFi

Although the MakerDAO project introduced a novel dataset to support default risk
mitigation in DeFi lending systems [100], it primarily focuses on the ETH-A borrowing
program. This narrow scope excludes other emerging borrowing mechanisms such as
ETH-B, ETH-C, Spark loans, and real-world asset-backed loans. The absence of these
programs limits comprehensive risk modeling and hinders the ability to analyze borrower
behavior across diverse collateral types and loan structures. Expanding the dataset to
incorporate these newer instruments could enable deeper insights into borrower dynamics,
improve collateral assessment models, and enhance automated liquidation strategies for
peer-to-peer DeFi lending.

2.7.6. Security and Privacy

Maintaining the credibility and operational resilience of DeFi platforms necessitates
the implementation of robust security and privacy mechanisms. The open and transparent
nature of blockchain networks, while enabling trustless interactions, also increases exposure
to malicious activities and systemic vulnerabilities [67]. Strengthening DeFi systems with
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advanced security strategies, such as attack vector stress testing and the integration of
governance security modules, can safeguard user assets and protect decentralized decision-
making processes. These enhancements are essential to building user confidence and
achieving sustainable growth.

2.7.7. DeFi Financial Tokens

Tokenization is central to the DeFi ecosystem, transforming traditional asset owner-
ship and transfer models through smart contract-enabled digital tokens. The evolution of
Ethereum Request for Comments (ERC) token standards has facilitated greater operational
efficiency and interoperability across platforms [103]. Continued development of standard-
ized, flexible, and scalable token formats will enhance liquidity, broaden asset support, and
drive institutional integration, making tokenized financial instruments a cornerstone of
future DeFi infrastructure.

2.7.8. Smart Contracts and Consensus Protocols

Reliable asset transfer and data integrity in DeFi rely heavily on the design of smart
contracts and underlying consensus mechanisms [90,101]. Enhancing smart contract logic
and developing consensus protocols that prioritize efficiency, security, and scalability are
key to ensuring the robustness of blockchain-enabled financial services. As DeFi applica-
tions grow in complexity, consensus models must evolve to support diverse operational
needs without compromising decentralization, laying the groundwork for secure and
efficient next-generation DeFi ecosystems.

3. Blockchain-Powered Gaming Industries

Blockchain-powered gaming industries harness cryptocurrencies such as Bitcoin and
Ethereum to build immutable ledger-based transactions distributed across various gaming
platforms. These immutable ledgers make it challenging for players to modify transactions,
data, or rules, resulting in high consistency, transparency, and reliability [104]. Blockchain-
enabled games, often referred to as NFT games, rely on non-fungible tokens (NFTs), which
are unique digital assets with distinct metadata that cannot be replicated. These games span
diverse formats, including play-to-earn (P2E), trading card games (TCGs), role-playing
games (RPGs), and expansive metaverse environments.

Table 6 provides a comparative analysis of prominent blockchain-driven gaming
projects. It outlines key aspects such as project types, underlying blockchain platforms,
core features, strengths, limitations, and representative use cases. This comparative view
underscores the diversity of blockchain gaming models. Ethereum remains the dominant
platform due to its mature smart contract infrastructure, although alternative chains like
Binance Smart Chain (BSC), Solana, and Hive offer advantages in scalability and transaction
efficiency. Each project introduces distinctive features: Zed Run leverages BSC for cost-
effective transactions, while Star Atlas capitalizes on Solana’s high throughput for complex
space exploration mechanics.

Gameplay mechanics vary significantly. Axie Infinity’s breeding model fosters asset
creation and ownership, whereas Decentraland emphasizes social interaction through
user-generated virtual real estate. The Sandbox supports in-game economies by allowing
developers to monetize voxel-based environments. Illuvium offers cinematic RPG experi-
ences with advanced visual design, while CryptoBlades focuses on low-cost, combat-centric
P2E loops.

Challenges differ by project. High entry costs and energy consumption limit Axie
Infinity’s accessibility, and CryptoBlades suffers from gameplay repetitiveness. Regulatory
ambiguity remains a common concern across TCGs like Gods Unchained. Moreover,
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balancing community-driven content (e.g., in Sandbox) with platform control presents

ongoing development trade-offs. Scalability and user retention continue to influence

long-term sustainability.

Table 6. Comparative analysis of blockchain-powered gaming projects.

Projects Type Blockchain Type  Key Features Strengths Challenges Use Cases
Land ownership,  Strengthen Market volatility ~ NFT trading, P2E
. .. digital pet battles, ~community and - .
Axie Infinity P2E Ethereum . and high entry gaming, and
and breeding engaged player .
- costs breeding pets
strategies base
User-contributed High robustness Scalability Socml ‘
. . content and problems and interactions,
Decentraland Virtual Reality Ethereum - for creators and re . .
virtual land . . competition with virtual real estate,
. social experiences
ownership other platforms and events
High . .
Voxel-based o Creation depends ~ NFT asset trading,
customizability
Metaverse/Game assets and on user content game
The Sandbox . Ethereum for creators and .
Creation user-generated stron. and market construction, and
games & fluctuations social experiences
partnerships
P2E mechanisms C;;lgiztl\;i d R:fﬁleﬁr}a/n d NFT trading,
Gods Unchained ~ TCG Ethereum and cards for ﬁ paya P TCG gaming, and
dioi . igh liquidity card-balance
igital ownership d . tournaments
epth issues
Exploring the Immersive Timeline delays
Muviam RPG /Adventure Ethereum open World and ggmeplay. and and RPG P2E gaming a.nd
Game capturing high-quality o creature battling
. b competition
creation graphics
. Land ownership Art style Economy Land trading,
. Social . . . .
My Neighbour . and community- engaging and balancing and community
) /Construction Ethereum X . R
Alice Game powered potential for attracting a large  construction, and
gameplay cross-platform user base virtual farming
. Digital horse Dlgltal racmng Regulatory Breeding, horse
Horse Racing . uniqueness and problems and .
Zed Run . . Ethereum ownership and X racing, and NFT
Simulation . community market .
events for racing . trading
engagements speculation
RPG/Combat Binance Smart Customization of Simplicity and Economic Character trading
CryptoBlades . characters and . R and combat
Game Chain low entry barrier ~ sustainability .
P2E rewards strategies
Card battle Reduced Limited reach in
. . gameplay transaction fees the market and Tournaments and
Splinterlands TCG Hive decentralization and fast-paced player interestin ~ TCG gaming
with blockchain matches maintenance
S . Real_.tlme Ambitious scope Long Space exploration
pace Exploration solution and . development
Star Atlas Solana . and high . and resource
/RPG interstellar R timelines and
production values o management
economy competition

These projects support use cases ranging from asset trading and competitive gaming to

social community-building and resource management. Understanding their strengths and

weaknesses helps contextualize the opportunities and limitations blockchain introduces

to the gaming ecosystem. As blockchain games evolve, refining gameplay, improving

interoperability, and addressing technical and regulatory constraints will be essential for

mainstream adoption.

3.1. Classification of Blockchain Games

Various blockchain-based gaming models are being developed to transform con-

ventional digital gaming ecosystems. As illustrated in Figure 6, these models can be

classified into five major categories: rule transparency, asset ownership, asset reusability,
user-generated content, and online casinos.
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Figure 6. Classification of blockchain game types.

3.1.1. Rule Transparency

Traditional gaming systems often store game rules on centralized servers, limiting
player access and auditability. In contrast, blockchain technology enhances transparency
by encoding rules in smart contracts that are publicly accessible and verifiable. This
auditability fosters trust and operational fairness [105]. By enabling provably fair gameplay,
decentralized governance, and immutable rule enforcement, blockchain-based games can
build strong user confidence and attract a broader player base.

3.1.2. Asset Ownership

In conventional games, virtual properties such as characters, credits, and items are
stored and controlled by central game operators. Blockchain gaming shifts this paradigm by
granting players verifiable ownership of in-game assets. Through tokenization, these assets
can be securely traded, exchanged, or monetized across different platforms, enhancing
liquidity and enabling new profit models for both users and developers [106]. Non-fungible
tokens (NFTs) ensure asset authenticity and transferability, allowing players to retain value
beyond individual games.

3.1.3. Asset Reusability

The open and interoperable nature of blockchain enables digital assets, often rep-
resented as NFTs, to be reused across multiple games. This allows developers to create
gaming ecosystems where characters, weapons, or items maintain value and utility beyond
a single game instance [107]. Asset reusability increases user engagement by extend-
ing asset lifespans and enhancing cross-game economic dynamics, thereby encouraging
sustained participation.

3.1.4. User-Generated Content (UGC)

Unlike traditional game models where content creation is tightly controlled, blockchain
technology empowers players to produce, own, and monetize content within decentralized
gaming ecosystems. This approach encourages innovation and creativity while ensuring
fair attribution and compensation [108]. By securing creator rights through tokenization,
blockchain fosters a vibrant community-driven environment where players and developers
collaboratively shape gaming experiences.

3.1.5. Online Casinos

Blockchain is also transforming the online gambling industry by integrating cryptocur-
rencies and decentralized infrastructure. Bitcoin and other digital assets allow real-money
investment in virtual gaming environments, while smart contracts and decentralized ran-
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dom number generators (RNGs) ensure fairness and transparency [109]. Blockchain-based
casino platforms offer enhanced security, provably fair mechanics, and rapid transaction
settlements. These improvements strengthen trust and appeal, making such platforms
more attractive to players and investors alike.

3.2. Mass Adoption of Blockchain in the Gaming Industry

As the blockchain-enabled gaming industry shifts its focus to in-game assets, this
transformative technology addresses critical challenges such as fraud prevention, scarcity
management, and gamified incentives through the use of highly transferable digital assets
across various platforms. Incorporating blockchain into gaming brings significant benefits,
paving the way for its universal adoption [110]. Figure 7 illustrates the potential benefits of
blockchain mass adoption in gaming.
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Figure 7. Key benefits of blockchain adoption in the gaming industry.

By adopting blockchain in gaming, players can monetize their time, skills, and efforts,
creating gamified incentive models. For example, players may earn rewards in the form
of cryptocurrencies, weapons, avatars, skins, and coins. Blockchain also enables players
to retain full ownership of their digital assets, facilitating virtual asset management and
allowing secure trade or transfer across platforms.

Furthermore, blockchain contributes to democratized gaming by enabling global
participation in game-related economic opportunities. This aligns with blockchain’s decen-
tralization ethos, making gaming more inclusive and accessible [111]. It also introduces new
forms of interaction, empowering players to control virtual assets and engage in real-world
economic activity within game ecosystems.

The gaming industry is rapidly evolving, and blockchain is transforming it into a
dynamic, decentralized application environment. Players, often early adopters of cryp-
tocurrencies, are already familiar with virtual currencies, making them well-positioned
to embrace blockchain integration [112]. Blockchain-based architectures offer the poten-
tial to support expansive virtual environments by addressing longstanding challenges
in traditional gaming, such as limited asset traceability and weak integration with the
Internet of Things (IoT). Augustin et al. [113], in their analysis of Decentraland, highlight
how blockchain enables user-generated content and asset management in the Metaverse,
contributing to more transparent and traceable digital ownership structures.

The non-fungible characteristics of blockchain, implemented through smart contracts,
provide advantages such as enhanced trust, fraud resistance, transparent transactions, and
improved scarcity control. While the integration of blockchain into gaming continues to
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evolve, current evidence suggests it can redefine gaming from a purely recreational activity
into a secure and economically meaningful system of virtual asset ownership [25].

3.3. Challenges of Blockchain Adoption in Gaming

The global adoption of blockchain in gaming continues to face several real-world
challenges. A primary obstacle is the general lack of awareness and understanding re-
garding how blockchain technology functions and how crypto assets are utilized within
gaming environments [111]. Although interest in blockchain-powered gaming is increas-
ing, many players and developers remain unfamiliar with its practical advantages and
implications. Regulatory uncertainty surrounding cryptocurrencies and NFTs further de-
ters widespread participation, especially in jurisdictions where digital assets are poorly
understood or restricted. In addition, inadequate internet infrastructure in developing
regions and language-related barriers within gaming interfaces hinder accessibility. As
a result, blockchain gaming remains an emerging domain that must overcome multiple
adoption barriers before achieving mainstream success.

3.3.1. Technical Challenges

Technical challenges in blockchain gaming stem from both infrastructure limitations
and system design complexities. Among these, scalability-related issues, such as high
transaction fees, latency, and low throughput, are particularly critical. These constraints
undermine gameplay responsiveness and overall user experience, reflecting broader scala-
bility concerns observed across blockchain systems. As Zhou et al. note, increased user
activity can overwhelm network capacity, leading to delayed transaction processing and
gameplay lag, both of which detract from the seamless responsiveness expected in modern
games [114].

Integrating blockchain with conventional gaming platforms also presents hurdles
related to interoperability and technical alignment. These challenges primarily result
from architectural mismatches between blockchain technologies and traditional game
development environments. Most widely used game engines lack native support for decen-
tralized asset models or smart contract execution, making integration complex [115]. Like-
wise, mainstream distribution platforms often restrict blockchain features such as NFTs or
cryptocurrency-based transactions, limiting deployment options. Furthermore, traditional
account systems do not support decentralized identity frameworks or wallet connectivity,
complicating secure asset management and cross-platform compatibility [116]. Collectively,
these limitations hinder the seamless incorporation of blockchain into existing gaming in-
frastructure and slow the adoption of decentralized models within mainstream ecosystems.

Ensuring a secure and user-friendly gaming experience while maintaining decentral-
ization remains a key challenge. A persistent barrier is the need for players to create and
manage crypto wallets for in-game assets. These wallets differ in design, functionality, and
security, often posing usability challenges for new users. Player interaction also requires
attention: although many blockchain gaming models incentivize activity with tokens,
current feedback and reward systems are often ineffective, reducing engagement. Finally,
the global gaming market is increasingly competitive, driven by mobile expansion and the
rise of decentralized applications, which adds further pressure on developers aiming to
implement blockchain across diverse gaming formats [117].

3.3.2. Asset Management and Payment Challenges

Blockchain technology promises efficient control over players’ virtual assets through
transparency and decentralization. However, managing these assets and processing pay-
ments remains challenging due to competition among various gaming platforms and ecosys-
tems. While asset ownership and exchangeability are notable advantages for blockchain-
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based gamers, effective asset management is hindered by fragmented standards and
inter-industry rivalry. Reward distribution presents an additional obstacle: although
blockchain’s immutable ledgers can reliably record in-game transactions, current models
lack robust, scalable mechanisms for automated and fair reward provisioning.

3.3.3. Security and Privacy Challenges

Security concerns remain prominent in blockchain gaming, particularly in models
requiring linkability between player identities and blockchain addresses, which raises sig-
nificant privacy issues [118]. Although the immutable nature of blockchain offers a secure
foundation, both web interfaces and smart contracts are still exposed to vulnerabilities.
Blockchain-based games do protect virtual assets against duplication, theft, and tampering,
yet the openness and decentralization of these systems also increase their attack surface. At
the protocol level, smart contracts have the potential to democratize governance within
gaming ecosystems. However, these contracts are susceptible to exploitation, underscoring
the need for robust and proactive security measures to support safe and scalable blockchain
gaming adoption.

3.3.4. Regulation Challenges

The rapid pace of blockchain innovation in gaming has outstripped the development
of appropriate regulatory frameworks. Many blockchain gaming platforms employ cryp-
tocurrencies such as Bitcoin to bypass regulatory constraints typical of traditional financial
systems [93]. However, this circumvention raises critical concerns about legal compliance,
investor protection, and systemic stability. Regulatory ambiguity presents a barrier to
entry for mainstream developers and investors. Furthermore, public understanding of
blockchain’s intricacies remains limited, reducing trust and slowing adoption. Addressing
these regulatory and awareness challenges is essential to unlocking the full potential of
blockchain-based gaming models.

3.4. Evaluation of Adoption Risks of Blockchain in Gaming

The game server plays a central role in blockchain gaming architecture, functioning
as an index engine, while smart contracts store substantial amounts of game logic and
rules. Different blockchain gaming models employ varied smart contracts and governance
protocols, which adds complexity to risk evaluation. The unpredictable state, openness,
randomness generation, and timing constraints inherent to blockchain systems introduce
additional risks to gaming applications [119]. Evaluating these adoption risks is essential,
given the persistent challenges the industry faces, namely scalability limitations, regulatory
uncertainty, and security vulnerabilities. Understanding these risks is crucial for developers
and stakeholders seeking to implement blockchain technology in gaming. A well-informed
approach enables the development of strategies that enhance adoption potential while min-
imizing significant drawbacks. These risks can be broadly classified into three categories:
consensus mechanism risks, smart contract risks, and web-related risks.

3.4.1. Consensus Mechanism Risks

A consensus mechanism is a rule-based protocol that ensures all participants in the
blockchain gaming network adhere to agreed-upon rules [120]. However, these mecha-
nisms are susceptible to several security risks, including 51% attacks, long-range attacks,
distributed denial of service (DDoS) attacks, and balance attacks. In a 51% attack, malicious
actors gain control of over 51% of the network’s hashing power, enabling them to manipu-
late consensus protocols. Rather than attacking the current chain directly, they may exploit
block information to alter network behavior.
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Long-range attacks arise due to weak subjectivity in blockchain networks and, unlike
51% of attacks, typically rely on access to the genesis block rather than a few recent blocks.
DDosS attacks aim to deny legitimate players access to gameplay services by leveraging a
network of compromised nodes, often to monopolize rewards. Balance attacks target nodes
with roughly equal mining power and are particularly relevant in proof-of-work consensus
protocols that are vulnerable to double-spending exploits.

3.4.2. Smart Contract Risks

Smart contract risks in blockchain gaming arise when attackers inject malicious actions
into contract execution. Common attack types include misuse of the tx.origin variable,
integer overflow and underflow, use of predictable variables, denial of service (DoS), and
re-entry vulnerabilities [121]. The tx.origin variable returns the address that initiated a
transaction. Some game developers mistakenly use it for authentication. In such cases,
a malicious actor may deceive a player into interacting with an intermediary contract,
which then exploits the target contract’s trust in tx.origin to bypass authentication. Integer
overflow and underflow are serious vulnerabilities where numerical values exceed their
limits. For example, if a value surpasses the maximum allowable number, it resets to zero,
which can be exploited to manipulate game states or balances.

Certain smart contracts depend on predictable variables, such as timestamps or block
heights. These can be exploited to manipulate game outcomes. For instance, in blockchain
casino games, an attacker might use timestamps to predict random number generation and
increase their chances of winning. Denial of service attacks often exploit fallback functions
or revert mechanisms. An attacker may introduce infinite loops or force repeated reverts,
thereby disrupting gameplay or halting core operations of the gaming network. Re-entry
is another critical vulnerability, where an external contract repeatedly calls back into the
original contract before previous operations are completed. This can allow an attacker
to drain assets or interfere with game logic. While the specifics vary between gaming
models, any external call during contract execution poses a potential risk and requires
robust mitigation strategies.

3.4.3. Web Risks

Web-related security vulnerabilities in blockchain gaming primarily target player
wallets and centralized game servers. These include cookie replay, injection attacks, cross-
site scripting (XSS), and authentication broking [122]. A comparative analysis of these web
risks alongside consensus and smart contract risks is summarized in Table 7.

In cookie replay attacks, malicious actors generate cookies without security flags,
exploiting HTTP response timing to hijack sessions. While players can enable security flags
within game applications, this is often optional, leaving systems exposed. Injection attacks
are another major threat. Due to numerous input fields and complex user interaction paths
in blockchain games, attackers can inject malicious payloads, such as environment variables
or parameters targeting internal or external web services.

XSS remains one of the most common vulnerabilities in web applications. Despite
the existence of filters, many sites still fail to fully protect against these attacks. Successful
XSS exploits can be used to access users’ private keys and compromise wallet security.
Authentication broking involves gaining unauthorized access through brute force or social
engineering. Poor session management and weak password policies further increase the
risk of broken authentication in blockchain-based games.
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Table 7. Evaluation of blockchain gaming risks and potential mitigation strategies.

Risk Type Description Known Vulnerabilities Mitigation Strategies

o1 /f) attac.k (wht.ere.a single Implement layered security

entity gains majority

protocols and use
control), long range attack .
. ) decentralized consensus
Attacks on consensus (altering the genesis block), . .

Consensus algorithms that require

operations.

DDoS (disrupting network
service), balanced attack
(exploiting balanced
conditions in mining).

multiple validations to
enhance resilience
against attacks.

Smart Contracts

Attempts to inject
malicious code
into contracts.

TX origin (manipulation of
contract execution),
overflow /underflow
(integer storage issues),
predictable variable
(exploiting predictable
outcomes), DoS (denial of
service), re-entry (recursive
calling vulnerabilities).

Adopt coding standards
that prevent known
vulnerabilities, conduct
regular audits, and use
smart contract
development frameworks
that emphasize security.

Web-Related

Attacks against players’
wallets and game server.

Cookie replay (reuse of
session data for malicious
purposes), injection
(introducing harmful code),
XSS (cross-site scripting
attacks), authentication
broking (bypassing

Strengthen web application
firewalls, implement
rigorous input validation,
and ensure secure session
management practices to
protect against

web-based attacks.

authentication processes).

3.5. Solutions and Research Directions for Blockchain Adoption in Gaming

Blockchain technology holds transformative potential for the gaming industry through
enhanced security, increased transparency, and innovative models of digital ownership. To
facilitate wider adoption, current solutions and future research directions primarily target
persistent challenges related to scalability, security, and regulatory compliance. Addressing
these barriers involves the development of novel or optimized consensus mechanisms, the
design of secure and auditable smart contracts, and the promotion of interoperability across
platforms and networks. These initiatives are central to enabling efficient, transparent, and
user-friendly blockchain-based gaming environments capable of supporting large-scale
adoption. The following sections outline key solutions and research directions aimed at
overcoming these challenges and advancing the integration of blockchain into mainstream
gaming ecosystems.

3.5.1. Multi-Currency Wallet Design

Blockchain-driven gaming platforms commonly support multiple cryptocurrencies,
such as Bitcoin, Ethereum, and Litecoin, to manage in-game assets and player wallets [123].
However, the development and maintenance of multi-currency wallets introduce significant
technical and user experience challenges. It is essential to define the project scope clearly,
taking into account the needs of players and the specific cryptocurrencies most relevant to
their gaming experience. Multi-currency wallets should prioritize convenience, usability,
and robust security. The selected cryptocurrencies must align with player expectations and
be intuitive for mainstream adoption.

3.5.2. Player-Industry Interactions

Effective interaction between players and the gaming industry is crucial for enhanc-
ing engagement and financial outcomes. User-friendly interfaces and responsive feed-
back mechanisms can significantly improve player participation and foster collaborative
experiences [124]. Game designs that promote interaction, such as community-driven
challenges or cooperative modes, can enhance the value exchange between users and



Big Data Cogn. Comput. 2025, 9,178

28 of 47

developers. Strategic planning during the design phase, including feedback loops and
interaction incentives, can strengthen trust and expand the user base.

3.5.3. Asset Ownership and Payments

Blockchain enables verifiable ownership of in-game assets and supports decentralized
payment mechanisms. However, implementing these features across diverse game mod-
els introduces design and operational complexities. Non-fungible tokens (NFTs) offer a
compelling solution for enabling unique asset ownership in gaming environments [125].
Additionally, play-to-earn (P2E) models provide players with real-world financial rewards
for participation, creating further incentives. Ensuring immutable asset ownership also
enhances the reliability and traceability of payments [126]. Future directions should
focus on integrating incentive systems with secure, scalable payment mechanisms to
ensure sustainability.

3.5.4. Security and Privacy

Although blockchain provides inherent security advantages, threats related to smart
contracts, consensus algorithms, and interface design persist. Enhancing security and
privacy mechanisms is essential for protecting players and in-game assets [127]. Practi-
cal strategies include implementing monitoring tools for real-time asset tracking, using
secure multi-wallet infrastructure, and preventing leaks of unreleased gaming content.
For example, the National Audiovisual Gaming Regulatory Authority (NAGRA) offers
NextGuard tools that help gaming studios safeguard digital content. These industry-grade
protection strategies can mitigate piracy and data leakage risks during asset distribution
and game launches.

3.5.5. Regulatory Challenges in Blockchain Gaming

Regulatory uncertainty continues to hinder the mass adoption of blockchain in gaming.
Jurisdictions such as the United States and the European Union have introduced varying
and often complex regulatory frameworks that cover securities, commodities, and anti-
money laundering (AML) practices [128]. Educating players and developers on these
legal dimensions is vital to ensure compliance and reduce institutional risk. Key areas of
regulatory focus include smart contract enforceability, crypto asset classification, player
protection, and AML controls. Future regulatory frameworks should aim to establish
clarity while supporting innovation, thus enabling sustainable growth of the blockchain
gaming sector.

4. Blockchain-Driven Revolutions in Data Analytics

Transformative blockchain technology is reshaping data analytics by offering enhanced
security, decentralization, and transparency. With tamper-proof records, blockchain ensures
data integrity, enabling more accurate and reliable analysis. By supporting real-time data
sharing and coordination across multiple stakeholders, blockchain helps break down data
silos and enhances collaborative decision-making. Its decentralized nature also reinforces
data privacy and security, reducing the vulnerabilities inherent in centralized analytics sys-
tems. As the technology evolves, blockchain continues to drive innovation in data analytics,
enabling more trustworthy and robust solutions across diverse sectors. With increasing
adoption by organizations, the potential for blockchain to transform data management and
analytical practices is expanding rapidly.

Blockchain-based data analytics models hold significant promise for addressing real-
world challenges [129]. In response, both governments and private enterprises are investing
heavily in blockchain-enabled analytics. The rise of smart cities, along with increased digi-
tal transactions, is contributing to a surge in data generation. This exponential growth in
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digital data creates valuable opportunities for modern industries to refine their strategies.
For instance, businesses can gain deeper insights into customer preferences and purchasing
behaviors by analyzing blockchain-verified transaction patterns [130]. These models com-
bine blockchain technology with data mining and statistical techniques to extract actionable
insights from massive datasets.

However, the proliferation of decentralized applications has also introduced new data
analytics challenges, including concerns about data security, user privacy, data reliability,
and effective exchange mechanisms. Blockchain’s core attributes (decentralization, trans-
parency, immutability, and consensus-based validation) help mitigate these challenges by
enhancing trust and reliability in the data pipeline [131].

High-volume blockchain applications such as decentralized finance (DeFi) and gaming
generate extensive, real-time data that can be leveraged for analytics. In the financial sector,
blockchain integration enhances the security and traceability of cashless transactions. Banks
and financial institutions rely on extensive data reports to assess DeFi user activity, monitor
for fraud, and support risk management. Blockchain not only automates data verification
and compliance but also ensures the integrity of these reports before execution.

Efficient fund transfer and secure data management are fundamental needs across
many industries. Blockchain-based analytics systems enable the secure storage, tracking,
and retrieval of critical business data. For example, in the banking sector, such systems help
reduce operational costs and mitigate risks. Similarly, blockchain analytics is increasingly
used by lending platforms to assess borrower reliability by leveraging transparent, tamper-
proof data. This capability ensures fairer loan evaluations and promotes financial trust
without introducing undue risk [132].

4.1. Strategies and Tools of Blockchain Data Analytics

Recent advancements in blockchain data analytics have focused on developing robust
strategies for analyzing large-scale datasets and enhancing blockchain’s utility in real-time
data processing. One common approach involves the use of single nodes to construct
graph-based representations of unspent transaction output (UTXO) data. Traditional meth-
ods in this context typically employ either transaction graph or address graph strategies.
The transaction graph approach, for example, forms edges directly between transaction
nodes while disregarding associated addresses [133,134]. Although effective, this method
often produces acyclic graphs that limit the possibility of generating new connections in
future transactions. In contrast, the address graph approach bypasses transaction nodes
and connects addresses directly [135], offering a different perspective for analyzing user
behavior and network topology.

Given Bitcoin’s widespread adoption, many studies have examined its network char-
acteristics for financial modeling, particularly in predicting price movements. For in-
stance, Greaves and Au [136] proposed a model using features such as account balances,
new edge counts, and clustering coefficients to enhance predictive accuracy. Similarly,
Yang et al. [137] and Kondor et al. [138] explored alternative network flow metrics and
temporal behavioral patterns to improve forecasting models.

From a tooling perspective, one of the main criticisms of blockchain systems is the
way they store data. In Ethereum, for example, data blocks are saved using LevelDB,
while Bitcoin stores data in “.dat’ files. These formats pose challenges for efficient data
querying and can significantly increase processing time. To address these issues, various
blockchain-specific query languages have been proposed [139], though their adoption
remains limited.

BlockSci [140] is one of the most widely adopted tools for Bitcoin data analytics. It
supports efficient querying and graph-based exploration of blockchain data. Similarly,
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the visual analytics platform Biva.l provides graphical representations tailored for Bitcoin
network analysis. As blockchain technology evolves, especially with the emergence of
Ethereum 2.0, the scope of data analytics has shifted to include smart contract behavior.
This introduces a new layer of complexity as software code becomes an integral part
of blockchain blocks. Tools such as SmartAnvil [141] have been developed for smart
contract analysis, though current research in this area remains heavily reliant on static
code analysis. Overall, there is a growing need for advanced, publicly accessible tools that
support dynamic and scalable blockchain data analytics. Such tools will be essential for
understanding the expanding scope of blockchain applications and for enabling real-time
insights into increasingly complex decentralized ecosystems.

4.2. Blockchain Data Analytics Projects

Blockchain-powered data analytics strategies extract valuable insights from mas-
sive datasets by leveraging the unique attributes of blockchain, such as transparency,
immutability, and decentralized control. As a rapidly expanding field, blockchain-based
analytics is increasingly adopted to meet the growing demands of global digital data
traffic. These approaches enhance security in data acquisition, storage, analysis, and
privacy preservation [142]. Table 8 presents a comparative analysis of major blockchain-
based data analytics projects, illustrating their varied focus areas, features, and use cases
across domains such as data marketplaces, decentralized identity, oracle networks, and
predictive modeling.

As shown in Table 8, each blockchain-based data analytics project operates within a
distinct ecosystem and addresses specific needs across sectors. For example, Ocean Protocol
focuses on data tokenization and sharing, while The Graph supports efficient DApp data
indexing. Chainlink enables secure access to off-chain data, and Streamr supports real-time
analytics for IoT environments. These projects also vary in terms of strengths and limita-
tions. For instance, Graph benefits from a strong developer community, whereas Ocean
faces trust and data quality issues. Fetch.ai introduces autonomous agents for machine
learning tasks yet struggles with scalability challenges. Similarly, Numeraire supports
predictive analytics through data science competitions but is impacted by token volatility.

Table 8. Comparison of blockchain-based data analytics projects.

. . Underlying Primary Use
Projects Project Type Blockchain Key Features Strengths Challenges Cases
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32i?2;r;; ;ZEd High security and ~ Latency and iriletil_gg(e)r?;?d
Chainlink Oracle Network Ethereum . blockchain external data &
off-chain data . . smart contract
interoperability dependency :
access execution
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Table 8. Cont.
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Despite their diversity, most of these projects face common barriers including regulatory
uncertainty, integration complexity, and competition with traditional centralized systems. How-
ever, they also demonstrate the transformative potential of blockchain to enhance transparency,
enable real-time data insights, and create decentralized analytics infrastructures. As blockchain
technology continues to evolve, these projects are expected to contribute significantly to shaping
the future of secure, scalable, and equitable data analytics.

4.3. Mass Adoption Impact of Blockchain in Data Analytics

With the development of smart technologies, the rapid growth in global data traffic has
intensified interest in blockchain-based data analytics. This approach leverages blockchain’s
core attributes to examine large-scale datasets and extract meaningful patterns, thereby
enhancing the efficiency, transparency, and security of application services [129]. For
instance, enterprise resource planning often requires secure user data access across multiple
applications. Blockchain’s decentralized architecture supports this by enabling tamper-
resistant data, verifiable provenance, and real-time data sharing, removing the need for
third-party intermediaries.

The increasing prevalence of data-intensive applications in sectors such as decen-
tralized finance (DeFi) and gaming further amplifies the demand for real-time analytics.
Blockchain infrastructure facilitates high-throughput data processing through decentralized
mining and consensus mechanisms while ensuring data integrity. These features position
blockchain as a powerful enabler of scalable, transparent, and secure data analytics across
modern industries [143-145]. The core benefits of blockchain integration in data analytics
are illustrated in Figure 8 and described below.

Data Enhanced
Accuracy | Data
Assurance | Transactions Integrity

\ Seamless [/
Data
/

Figure 8. Impact of blockchain technology on data analytics.
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4.3.1. High Data Traceability

Blockchain’s transparent and immutable ledger enables users to trace data with high
precision, an essential capability for integrating and analyzing datasets across decentralized
environments. This traceability fosters trust in data integrity, making blockchain-based
analytics more reliable and secure for a range of industry applications [129].

4.3.2. Real-Time Data Analysis

Blockchain records transactions in real time, enabling the early detection of anomalies
and security threats [146]. This is particularly critical for financial institutions requiring
fast and secure cross-border processing. Blockchain enhances the robustness of analytics
systems by allowing continuous, real-time data monitoring, thereby supporting fraud
prevention, compliance, and user-centric service improvements [129].

4.3.3. Data Accuracy Assurance

Data entries on a blockchain are validated across distributed nodes, reducing error
rates and improving confidence in the analytical process. The immutability of records
ensures that once data are verified, they remains tamper-proof and verifiable, strengthening
data accuracy and trustworthiness in analytics workflows [147].

4.3.4. Seamless Data Transactions

Blockchain facilitates secure, large-scale data transactions through hash-based vali-
dation and encryption protocols. These features ensure data confidentiality and enable
traceable and auditable analytics workflows, especially when training Al models or sharing
sensitive information [37].

4.3.5. Enhanced Data Integrity

While targeted attacks are not entirely avoidable, blockchain’s consensus mechanisms
and immutable design make data manipulation highly improbable. This resilience ensures
that analytical insights are derived from accurate, untampered datasets, reinforcing integrity
in critical data environments [69].

4.4. Challenges of Blockchain Adoption in Data Analytics

Blockchain integration into data analytics offers notable advantages, including real-
time processing, enhanced accuracy, and secure data management [147]. However, several
critical challenges persist [148], particularly in the domains of security, system scalability,
real-time responsiveness, data cleaning, and infrastructure integration. While blockchain’s
inherent properties, such as transparency, immutability, and decentralization, hold promise
for addressing these issues, their practical application in complex analytics environments re-
mains limited. Addressing these challenges is imperative to fully realize the transformative
potential of blockchain-enabled data analytics.

4.4.1. Technical Challenges

The volume and heterogeneity of decentralized data present substantial obstacles for
pattern detection and analytical inference. Blockchain analytics systems must accommodate
a wide range of data types, sources, and formats, placing a heavy computational load on
the processing architecture. Scalability constraints, including limited throughput, network
latency, and restricted on-chain storage, further complicate these demands. Such limitations
undermine blockchain’s suitability for data-intensive analytic workloads. As Zhou et al.
emphasize, scalability bottlenecks severely impair blockchain’s capacity for executing real-
time analytical tasks [114], while Arachchige et al. highlight how these performance limits
reduce network responsiveness and reliability [149].
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4.4.2. Security Challenges

Although blockchain is inherently resistant to tampering, it is not impervious to
vulnerabilities. Design flaws or coding errors, particularly in smart contracts or user
interfaces, can be exploited by malicious actors. These risks must be proactively assessed
and mitigated to maintain trust in blockchain-based analytics ecosystems.

4.4.3. Complexities in Data Cleaning

Effective data analytics depend heavily on structured, high-quality datasets. In decen-
tralized systems, data cleaning remains particularly complex due to inconsistent formats
and limited mechanisms for automatic validation. While blockchain’s ledger can assist with
provenance tracking, its role in large-scale data preprocessing remains underdeveloped.

4.5. Factors Impacting the Mass Adoption of Blockchain in Data Analytics

Despite growing interest, several systemic and technical barriers continue to limit
the widespread adoption of blockchain in data analytics. These include constraints
in data access, challenges stemming from immutability, inconsistent ledger states, cen-
tralized points of failure in some deployments, and limitations in current blockchain
infrastructures [147]. Addressing these factors is essential to enable scalable, compliant,
and performant blockchain analytics systems.

4.5.1. Data Availability Limitations

In globally distributed systems, data availability is often restricted by heterogeneous
access policies, regulatory boundaries, and institutional silos [150]. While consortium
blockchains support enterprise collaboration, they may limit broader access and interop-
erability, reducing the reach of analytics applications. Addressing this requires improved
access control and permissions frameworks across networks.

4.5.2. Immutable Data Vulnerabilities

Blockchain’s immutability, while a strength for data integrity, poses challenges for
applications involving sensitive or regulatory-bound data. Once stored, information cannot
be altered or deleted, even if it is encrypted, raising privacy and compliance concerns [151].
Implementing off-chain storage or conditional mutability frameworks may be necessary in
such contexts.

4.5.3. Lack of Ledger Consistency Guarantees

In trustless blockchain systems, data validity depends on consensus rather than cen-
tralized verification. Without consistent peer validation, data inconsistencies can emerge,
especially in permissioned or semi-decentralized environments [150]. Reinforcing valida-
tion policies and incorporating redundancy checks can improve ledger integrity.

4.5.4. Single Point of Failure Risks

Some private blockchain architectures still depend on centralized components for user
authentication or data validation. These elements introduce potential single points of failure,
which contradict the decentralization principle and compromise system resilience [152]. A
shift toward distributed identity management and federated control is necessary to mitigate
this risk.

4.5.5. Infrastructure and Protocol Limitations

Many existing blockchain protocols suffer from limited throughput, latency issues,
and lack of interoperability with mainstream analytics tools [45]. Upgrading blockchain
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infrastructures to support real-time processing and standardized interfaces is vital for broad
integration into analytics ecosystems.

4.5.6. Accuracy of Smart Contract Verification

Designing and verifying smart contracts for data-related operations requires special-
ized expertise. Errors in contract logic can significantly disrupt analytics workflows or
compromise data validity. To support mass adoption, improved contract development
tools, formal verification methods, and secure execution environments are essential [54].

4.6. Evaluation of Adoption Risks in Blockchain-Based Data Analytics

The mass adoption of blockchain technology in data analytics offers a promising
alternative to centralized data management, enabling secure, decentralized analysis across
distributed systems [129]. However, this architectural shift introduces a range of risks
related to technical scalability, data governance, smart contract automation, and regulatory
compliance. These adoption risks, particularly in the context of large-scale, heterogeneous
datasets and real-time analytics needs, are summarized in Table 9.

Table 9. Adoption risks and mitigation strategies in blockchain-based data analytics.

Adoption Risks Description Proposed Solutions
Delays in achieving consensus Improve node synchronization
Scalability across geographically distributed ~ and optimize communication

nodes

protocols

Data management

Risks arising from high-volume
data generation and sensitive
applications

Strengthen data accuracy checks
and implement
privacy-preserving analytics

Smart contract automation

Limited automation in current
smart contract implementations

Develop and deploy fully
automated smart contract systems

Consensus complexity

High computational costs due to
complex mathematical operations
and coordination

Simplify consensus mechanisms
and reduce overhead through
protocol optimization

Key management

Burden of generating and
maintaining large sets of
cryptographic keys

Enhance key lifecycle
management, authentication, and
access control systems

Regulatory compliance

Compliance issues due to
evolving or unclear legal
frameworks

Integrate regulatory standards
into protocol design and promote
legal clarity

Application-specific requirements

Diverse requirements across
analytics use cases and sectors

Customize blockchain solutions
for domain-specific performance
and compliance

The decentralized structure of blockchain introduces coordination challenges between
spatially distributed nodes, negatively impacting scalability and network continuity [48].
Addressing these issues requires optimized node communication protocols and cooperative
consensus mechanisms.

Data management presents another critical risk, as analytics systems generate vast
and often sensitive datasets. Ensuring the accuracy of these data and protecting privacy are
essential to maintaining trust and system utility. This can be achieved through advanced
validation techniques and the integration of privacy-preserving methods.

Current smart contract implementations are typically semi-automated, requiring
manual triggers or oversight. Transitioning to fully autonomous smart contracts will
streamline execution, reduce latency, and enable more scalable analytics operations.

The complexity of consensus algorithms, particularly those involving high computa-
tional overhead, can strain system resources. Streamlining these mechanisms will improve
throughput and reduce latency in analytics workflows.
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Key management is also a pressing concern, especially in large-scale deployments
where users or devices require numerous cryptographic credentials. Robust, scalable key
management frameworks are essential to support secure, distributed access.

Additionally, regulatory uncertainty remains a barrier in highly regulated sectors.
Developing blockchain frameworks that comply with relevant laws and standards is crucial
for adoption in industries such as healthcare, finance, and public administration.

Finally, blockchain systems must accommodate the diverse needs of specific data
analytics applications. Customizable architectures that align with the functional and
regulatory demands of different sectors will be essential to achieving widespread, effective
adoption [153].

4.7. Solutions and Research Directions for Blockchain Adoption in Data Analytics

The decentralized and immutable nature of blockchain provides substantial benefits
for secure and transparent data exchange and analysis, especially in contexts involving
large-scale datasets [129]. However, integrating blockchain into data analytics also in-
troduces computational, architectural, and interoperability challenges that can hinder
performance. Addressing these issues requires innovative solutions and forward-looking
research to develop adaptable blockchain infrastructures that support efficient and scalable
analytics workflows.

4.7.1. Adaptive and Scalable Blockchain Design

Traditional blockchain systems append blocks sequentially, leading to ever-expanding
ledgers and increasing computational overhead. In high-volume data environments, this
growth can result in significant performance bottlenecks. Future research should prioritize
the development of adaptive blockchain architectures that optimize resource usage while
maintaining data integrity. These models must be energy-efficient, reduce validation time,
and enable fast query execution even as chain size scales [154]. Projects such as BigchainDB
and HBasechainDB illustrate the potential for lightweight, query-optimized blockchains
tailored to data analytics applications.

4.7.2. Technology Diversity

The rise of smart technologies, including IoT devices, edge computing, and decen-
tralized applications, has led to the generation of heterogeneous data across diverse
systems [145]. Integrating blockchain into such environments requires flexible and in-
teroperable platforms capable of supporting varied data formats, protocols, and infras-
tructure standards. Although blockchain’s core architecture may remain stable, success-
ful integration depends on its ability to support interoperability, identity management,
and governance in complex ecosystems. Future research should focus on designing
blockchain-enabled analytics frameworks that facilitate seamless integration across di-
verse technological domains.

4.7.3. Security and Privacy

Most contemporary smart systems rely on centralized cloud storage, posing security
and privacy risks, especially when managing encrypted or sensitive datasets. Blockchain’s
decentralized architecture offers enhanced protection, but scaling these benefits to hetero-
geneous data environments requires robust security models. Challenges include managing
encrypted formats and avoiding centralized key dependencies [151]. To support secure,
privacy-preserving analytics, future solutions should focus on distributed security frame-
works and lightweight encryption schemes that safeguard data without compromising
system performance.



Big Data Cogn. Comput. 2025, 9,178

36 of 47

4.7.4. Data Analytic Tools Innovation

Blockchain analytics tools play a vital role in tracking, categorizing, and interpreting
blockchain transactions, offering insights into usage patterns, risk exposure, and network
activity [155]. As blockchain adoption expands, there is a growing need for advanced analyt-
ics tools that align with emerging business models and evolving user requirements. While
many current tools are proprietary and restricted to internal use, promoting transparency
and adoption calls for the development of open-source, community-driven platforms. Such
tools would democratize access to blockchain analytics, enabling wider participation and
innovation in this field.

5. Converging Pathways: Cross-Industry Analysis of Blockchain’s Impact
on DeFi, Gaming, and Data Analytics

Blockchain technology has emerged as a foundational infrastructure supporting secure,
transparent, and decentralized operations across a range of industries. In decentralized
finance (DeFi), as discussed in Section 2, blockchain enables peer-to-peer transactions,
automates processes through smart contracts, and eliminates traditional intermediaries.
Within digital gaming, as examined in Section 3, blockchain facilitates asset tokenization,
decentralized in-game economies, and play-to-earn (P2E) models that enhance user en-
gagement and introduce new monetization strategies for developers and players alike.
In the realm of data analytics, as explored in Section 4, blockchain offers an immutable,
decentralized infrastructure for managing and analyzing large-scale datasets, which is
particularly valuable in distributed environments where data provenance, auditability, and
real-time insights are critical [129].

The convergence of blockchain across finance, gaming, and analytics illustrates how in-
novations in one domain can catalyze growth in others. Despite their distinct characteristics,
these sectors share foundational needs, including interoperability, real-time processing, and
scalable security, that benefit from cross-sector insights and shared technological solutions.
This section explores the intersecting pathways among these industries, highlighting their
interdependencies and reciprocal influences. Understanding these connections provides a
basis for integrated innovation, where advances in one domain inform adoption strategies
and system design in others [156]. As blockchain technology continues to evolve, stake-
holders must remain attuned to cross-sector developments to foster collaborative progress
and unlock the full potential of decentralized digital ecosystems.

5.1. Similarities

All three industries are fundamentally driven by digital innovation and operate within
highly networked environments that seek to empower users by removing traditional
intermediaries. They share common challenges, including regulatory compliance, eth-
ical considerations, rapid adaptation to evolving platforms, and the need for seamless
interoperability [41,152]. Scalability remains a significant concern across all sectors, as each
must ensure growth without sacrificing performance. Moreover, these domains face on-
going issues related to security, privacy, asset ownership, community-driven governance,
global accessibility, and the creation of sustainable revenue models.

Tables 10-12 provide a detailed comparative overview of convergence across DeFi,
gaming, and data analytics. Table 10 highlights how financial applications, including
decentralized exchanges (DEXSs), flash loans, and NFT markets, leverage blockchain for
liquidity, automation, and transparency while grappling with regulation and security
risks. Table 11 demonstrates the fusion of entertainment and finance in blockchain gaming,
showcasing innovations like play-to-earn (P2E), metaverses, and decentralized markets
that face high complexity and evolving player expectations. Table 12 reflects how analytics
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intersects with blockchain to support real-time insights and trustworthy data processing,

particularly in finance, gaming behavior, and fraud detection.

Table 10. Cross-industry convergence analysis: decentralized finance (DeFi) interactions.

Use Cases Advantages Challenges Risks Solutions Trends
. . Contract failures, Secure contracts, .

NFT Markets Decentrahz.atlon, Hackmg, Regulatory Compliance Advanced security Market expansion,

Wallet trading issues Regulation updates

concerns measures
Enhanced liquidity, Regulatory Hacking, Regulatory ~ DEXs, Secure Automated trading,
. challenges, . - .

Cryptocurrency Trading  Global market Scalability. Asset crackdowns, Price contracts, Layer 2 Integration with

access, Lower fees Y manipulation scalable solutions DeFi, Stablecoins

price volatility

Instant borrowing

Cross-chain

. High complexity, . . . Advanced risk . . .
opportunities, 1 Price manipulation, solutions, Financial
Flash Loans . Vulnerability, Pool . management, .
Permissionless Smart contract risks L. derivatives, New
dependency Improved auditing
access products
Direct access, Lower  Regulation, Repayment issues, Collateral . .
. . e . . Hybrid lending,
Crowdlending borrowing cost, Verifications, Risk Smart contract management, Oracle .
. . Tokenized assets
Transparency management failures services
Development of Growth in
Decentralization, . Technical issues, . p decentralized
Regulatory issues, - interoperable -
Payments Lower fees, ) Security insurance,
et Security concerns s DApps, Enhanced .
Accessibility vulnerabilities . Expansion of
security measures .
prediction markets
Challenges with . Scalable blockchain Trends towards
Low fees, Risk of contract R democratized
. . flash loans, Low . . solutions, Enhanced .
Credits Trustlessness, High RN failures, Security lending,
. liquidity, Regulatory regulatory .
transaction speed concerns Improvements in
hurdles frameworks

security protocols

Implementation of
automated risk

Increase in NFT

Enables systematic Security risks, . management N
K Market fluctuations, tokenization,
Asset Management trading, Increases Regulatory . systems, -
liauidi . Technical challenges Growth of prediction
iquidity compliance Development of
. markets
comprehensive
policies
. . Susceptibility to Contract failures, Use of robust smart Exp:?msmn of NFT
Direct wallet trading, X contracts, Adherence  trading,
DEXs . hacking, Regulatory =~ Regulatory
Liquidity rewards . to regulatory Development of new
challenges non-compliance N
standards liquidity models
Efficient contract Innovations in
Derivatives Trustless lending, Regulatory and Contract failures, development, contract solutions,
High liquidity technical challenges ~ Market volatility Market management  Enhanced security
techniques measures
Table 11. Cross-Industry convergence analysis: gaming industry interactions.
Use Cases Advantages Challenges Risks Solutions Trends
Play to Earn  Community building, Engagement chal- Regulatory uncer- Reducing costs, En- Growth of decentralized
Blockchain integration, lenges, High entry tainties, Contract hancing engagement, gaming platforms, Rise
Earning potential costs, Cheating risks ~ vulnerabilities, Strengthening security of streaming services,
Market volatility Expansion of social gam-
ing platforms
NFT Gam- Enhanced decentral- Need for better user Regulatory  chal- Improving security mea- Integration with cross-
ing ization, Better asset knowledge, Risks lenges,  Contract sures, Making games platform technologies,
handling, Compati- from cyber-attacks, vulnerabilities, fun, Enhancing aware- Development of meta-

bility with different
platforms

Focus on financial
outcomes

Market fluctuations

ness and education on
asset ownership

verse environments,
Growth of in-game
economies
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Table 11. Cont.

Use Cases Advantages Challenges Risks Solutions Trends
Digital Col- Uniqueness of NFTs, Issues with pricing Market uncertain- Increasing user aware- Expansion of virtual ex-
lectibles Facilitated trading models, Diversity of  ties, Lack of clarity ness, Developing fair changes, Integration into
mechanisms offerings, Need for in NFT standards pricing models gaming, Rise of digital
better user under- museums
standing
Metaverse Experiences in Multi- Technical complex- Privacy, Cybersecu- Privacy solutions, Iden- Collaborative entertain-
platform, Real-life  ity, High costs, Scal-  rity, Digital identity tity verification, Layered = ment, Open metaverse
brand integrations ability risks security solutions standards
Decentralized Transparent and fair Liquidity issues, Asset devaluation, Cross-chain strategies, Multi-chain markets, As-
Markets transactions, Reduced ~ Regulatory = chal- Legal risks, Fraudu-  Verification mechanisms, set pricing, Decentral-
intermediary  costs, lenges, Market lent listings Regulatory measures ized governance
Verifiable transactions ~ fragmentation
DeFi- Integration of staking, High complexity, Smart contract vul- Smart contract audit- Insurance protocols
integrated lending, and yield Frequent updates, nerabilities, Regula- ing, Diversified reward for gaming assets,
Gaming farming in games for ~ Smart contract  tory compliance mechanisms User-friendly gaming
new revenue streams dependency interfaces
Table 12. Cross-industry convergence analysis: data analytics industry interactions.
Use Cases Advantages Challenges Risks Solutions Trends
Banking and  Decentralized control, Deficit in special- Security vulnera- Development of ad- Improved customer in-
payments efficient data handling, ized analytic tools, bilities, interoper- vanced analytic tools, sights, advanced credit
real-time  monitoring system complexity, ability issues, scal- improved technology modeling, enhanced risk
and tracking frequent data incon-  ability limitations ~management, promo- monitoring, Al-driven
sistencies tion of analytics educa-  fraud detection
tion
Finance and Real-time monitoring, Shortage of special- Security risks, Development of ro- Al-assisted product rec-
trading reliable transaction ized  knowledge, fragmented tech bust analytic tools, ommendations, advance-
tracking, efficient data high error rates, stacks, scalability —improved technol- ments in predictive analyt-
processing system complexity limitations ogy management, ics
enhanced  analytics
education
Player Personalized gaming ex- High data volume, Misuse of player Player segmenta- Hyper-personalization,
behavior perience, targeted pro- lack of standardized profiles, algorith- tion models, pattern gamification of analytics,
analytics motions, increased en- behavior formats mic bias in en- recognition algorithms  real-time engagement
gagement gagement strate- prediction
gies
In-game Efficient virtual asset Dynamic in-game Market manipula- Virtual economy an- Blockchain-backed
economy pricing, controlled infla-  economies, high tion, pay-to-win alytics, tokenomics economies, NFT pric-
optimization  tion/deflation, balanced ~ volume of micro- backlash monitoring systems ing strategies
gameplay transactions
Cheating Fair play enforcement, Real-time detection False positives, Behavioral anomaly Reinforcement learning-
and fraud Dbot detection, competi- latency, evasion by risk of banning detection, anti-bot ML  based anti-cheat, cheat
detection tive integrity sophisticated cheats  legitimate users classifiers pattern intelligence
databases
Retention Extended player life- Data sparsity, noise Misinterpreted Predictive churn mod- Real-time churn dash-
and churn time, targeted market- in short user ses- churn indicators, els, cohort-based be- boards, Al-driven re-
prediction ing, revenue stabiliza- sions over-engagement  havior analysis engagement notifications

tion

risks

Although concepts like asset trading and lending appear in both DeFi and gaming,

their purposes vary. In DeFj, they are primarily oriented toward financial returns and token

utility, whereas in gaming, the emphasis is on user engagement and incentive mechanisms.

Despite sectoral differences, all three industries increasingly require interoperable and

scalable solutions, highlighting the value of unified blockchain frameworks that can support

diverse, cross-industry demands.
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5.2. Key Dissimilarities Across Sectors

Despite some convergence in blockchain use cases, each sector (DeFi, gaming, and
data analytics) retains distinct goals and technical priorities. The infrastructures they
rely on are shaped by different operational needs, and they diverge in how they apply
blockchain in real time, plan for innovation, and manage regulatory and security risks.
Other sector-specific differences include user engagement patterns, required skill levels,
and the market value they deliver [41].

Blockchain technology serves as a common foundation across the three domains. In
DeFi, it powers smart contracts and asset transfers, in gaming, it enables transparent in-
game ownership, and in data analytics, it supports the secure handling and processing
of distributed data. However, these shared components are adapted to meet the specific
goals of each field. For example, DeFi tools are increasingly used in gaming to manage
in-game assets as tradable NFTs [125,127], while data analytics provides insights into user
activity and market behavior in both DeFi and gaming environments [129]. In gaming,
analytics helps refine player engagement strategies and optimize in-game experiences. As
DeFi adoption grows, it produces valuable data that feeds into analytics, while trends in
blockchain gaming have begun to drive the uptake of DeFi features like token rewards and
digital ownership models [126].

These sectoral overlaps introduce shared regulatory and ethical concerns, particularly
regarding user privacy and data governance. When assets and identities move across
platforms, risks such as noncompliance or data breaches can undermine user trust. At the
same time, tech-savvy communities that span multiple sectors enable the exploration of
integrated experiences and joint value creation. Table 13 summarizes these relationships by
grouping key adoption factors under technological, economic, and regulatory categories.
It highlights how certain blockchain functionalities are consistently used across all three
sectors while others are more narrowly applied based on domain needs.

Table 13. Cross-industry analysis of blockchain adoption factors in DeFi, gaming, and data analytics.

Category Factor DeFi Gaming  Data Analytics
Smart contract exploitation Yes Yes Yes
Technological Cross-platform interoperability Yes Yes Yes
NFT involvement No Yes No
Incentives based on tokens Yes Yes No
Economic Focus on user engagement Yes Yes No
Business optimization No No Yes
Regulatory compliance Yes Yes Yes
Regulatory Data transparency Yes No Yes
User privacy Yes No Yes

From a technological perspective, smart contracts serve as a foundational element
across all three sectors. They automate financial transactions in DeFi, enable verifiable
ownership in gaming, and support secure data operations in analytics. Cross-platform
interoperability is another common priority, although the implementation differs. DeFi
platforms aim for seamless asset transfers across chains, gaming seeks multi-device and
ecosystem compatibility, and analytics emphasizes integration with diverse data sources.
NFT involvement, however, is sector-specific. It is central to gaming for representing
in-game assets but less utilized in DeFi and largely absent in data analytics applications.

In the economic dimension, token-based incentive models are prominent in both
DeFi and gaming. DeFi leverages tokens for yield farming and governance, while gaming
uses them for player rewards and marketplace transactions. In contrast, data analytics
emphasize operational efficiency and business-driven outcomes over user-facing token
incentives. Similarly, user engagement is a core focus in DeFi and gaming, where user
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retention and interaction directly influence platform success. Analytics, by contrast, tend
to serve enterprise-level decision-making rather than direct user involvement. Business
optimization emerges as a distinctive goal for data analytics, which employs blockchain to
enhance transparency, data traceability, and predictive insights rather than to deliver direct
economic benefits to individual users.

From a regulatory standpoint, all three sectors face compliance challenges, although
the nature and severity differ. DeFi must meet stringent financial regulations and
KYC/AML requirements. Gaming contends with digital asset ownership and jurisdictional
intellectual property laws. Data analytics must comply with privacy legislation such as the
GDPR. Data transparency is highly emphasized in both DeFi and analytics for auditability
and trust, but it is less integral to gaming, which focuses more on entertainment and reward
structures. Finally, user privacy is critical in DeFi, where pseudonymous transactions
require protection, and in analytics, which often involves sensitive behavioral data. In
gaming, privacy is currently less emphasized, although it may grow in importance as data
integration increases. Recognizing these differences is essential for developing governance
models and ethical frameworks that support innovation while addressing security, privacy,
and regulatory challenges.

6. Research Contributions, Limitations, and Future Directions

This survey contributes to both scholarship and practice by comparing blockchain
adoption in three domains: decentralized finance (DeFi), gaming, and data analytics. Aca-
demically, it unifies themes, i.e., regulatory uncertainty, scalability, and security, which
are usually examined in isolation, encouraging the design of flexible, interoperable frame-
works that meet diverse industry needs. For practitioners, it highlights design choices that
enhance user experience, platform security, and operational scale.

The study has limits. Regulatory maturity, adoption speed, and infrastructure com-
plexity differ across sectors, so some findings may not transfer directly from one domain
to another. Use cases in gaming and analytics remain relatively young, making it hard to
generalise trends or set firm benchmarks. In addition, the depth and quality of available
research vary by domain, constraining cross-sector comparisons.

Several avenues merit closer investigation. Sector-specific studies should test the
technical and organizational feasibility of cross-chain interoperability. In particular, de-
veloping and standardising secure cross-chain communication protocols would mitigate
liquidity fragmentation and data silos, especially in DeFi. Future work should also track
evolving regulations, improve blockchain-based analytics tools, and lower entry barriers
for non-technical users. Combining blockchain with emerging technologies such as artifi-
cial intelligence, machine learning, cloud computing, and edge computing may address
persistent issues of scale, latency, and security; these hybrid approaches deserve systematic
evaluation. Finally, research on governance models and privacy-preserving mechanisms is
essential for responsible, sustainable innovation across interconnected sectors.

7. Conclusions

Blockchain technology is driving a broad digital transformation, although adoption
pathways differ by sector. This survey reviewed three rapidly evolving domains, decen-
tralized finance (DeFi), gaming, and data analytics, and synthesized recent literature and
industry developments to identify key drivers, obstacles, and cross-sector synergies.

In these fields, the core attributes of blockchain decentralization, transparency, and
immutability enable trustless transactions, secure asset ownership, and data management
resistant to manipulation. Economically, they promise lower settlement costs, new revenue
streams, and data monetization models. However, adoption remains constrained by
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limited throughput, fragmented regulation, security exposures, and difficult user interfaces.
Modular scaling techniques, clearer policy guidance, and human-centered design remain,
therefore, priority areas.

The cross-sector comparison reveals shared technical patterns such as token incentives,
verifiable digital ownership, and durable data records, while also showing distinct priorities:
capital efficiency in DeFi, player engagement in gaming, and large-scale querying in
analytics. Convergence is already visible: DeFi protocols are used to manage in-game
economies, and analytics tools are improving risk monitoring and user insight across
blockchain platforms. This convergence expands innovation opportunities but also raises
new challenges in compliance, interoperability, and privacy.

Sustained progress will depend on adaptive regulation, open standards, and close
collaboration among researchers, developers, industry stakeholders, and policymakers.
Future work should focus on high-performance consensus mechanisms, privacy-preserving
analytics, robust cross-chain interoperability solutions, and inclusive governance models to
ensure that blockchain evolves responsibly and equitably.
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