Cybersecurity policy compliance in higher education: A theoretical framework

Abstract

Higher education institutions (HEIs) are open in their nature, decentralized, rich in population
and private data, home to some ground-breaking research and innovations. As such, HEIs
attract quite a substantial threat and cyberattacks due to their heavy reliance on the Internet.
However, there is poor cybersecurity culture and low awareness that are motivated by
generational differences that are characterised by “digital natives” and “digital residents” and
gaps in technology savviness impacting cybersecurity compliance in a specific higher
education environment. Whilst technologies to prevent and response to cyberattacks have been
inevitable, their effectiveness lie extensively rather on heterogeneous human factors in
enforcing their principles in the context of compliance. Thus, the objective of this study was to
develop a theoretical framework for effective cybersecurity compliance strategy in HEIs. To
do this, we would focus on critical factors such as cybersecurity and organizational cultures
into compliance theory and protected motivated theory (PMT) respectively to help in

understanding how cybersecurity compliance can be achieved in HEIs.
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Introduction

The birth of the “Es” as in “Electronics” has seen unprecedented accessibility to services and
resources across industries and across continents around the globe. “Electronic” could not be
any more useful especially in such situations as Covid-19 pandemic where social distancing
and face-masking prove to be the panacea to contain the spread of the virus. The recent
innovations and digital development have played critical role in these regards. One of such
industries that have been remodelled, taking advantage of the Internet and internet of things
(IoTs) is education, specifically Higher Education (HE) through e-Learning' platforms, a term
first used by Elliott Masie in his presentation in TechLearn Conference at Disneyworld in
November 1999. Since its inception in November 1999, there has been sustained increase in
the reliance on e-Learning platforms as with their evolving functionalities but not without
challenges, particularly with cyberattacks, threats and incidents. For example, higher education
institutions, universities for that matter now have the capabilities of Wi-Fi support, online
teaching and learning software, virtual classrooms, and digital libraries, on the one hand. On
the other hand is the increased exposure to cybersecurity vulnerabilities and attacks (Ajaero,
2020, Suciu et al.). To say the least, these platforms on web infrastructure for digital learning
infrastructure provide both state and non-state cyberattacks a safe haven (Udroiu, 2017) as the
Higher Education sector continue to expand and explore additional potential of information
systems and computer networks to meet the growing diverse nature of teachers and learners
expectations who demand more than just traditional classroom-based experiences (Bandara et
al., 2014). This makes Internet an important resource component in the higher education in
modern times “to meet the demands of the present-day diversified learners, higher education
sector has been extensively seeking the help of the information systems and technology in
their classrooms and also for the online learning systems as well” (Singar and Akhilesh,

2020).

Also known as the complete online delivery of course, program or degree, e-Learning is
learning that utilizes electronic technologies to access educational curriculum outside of a
traditional classroom (Ibrahim et al., 2020). E-learning systems are complicated and comprise
computing systems and networks of the Internet cohort. They have the objective of ensuring

rich experience for teaching and learning process (Rjaibi et al., 2012). To enhance online

!In this study, e-Learning, Online learning, and m-learning will be used interchangeably to imply Internet-related learning



learning, a myriad of eLearning and online course management systems have been designed.

Parallelly, models of cyberattacks/cybercrimes have also evolved (Ibrahim et al., 2020).

Given their complex and open nature as with being heterogeneous and broad in scope, not only
are the cybersecurity threats heightened but also varied (Bandara et al., 2014). As such any
hope for an agile post-pandemic pedagogy capable of responding to the turbulence of switching
between face-to-face and online would need to refocus its energies on the desecuritization of
face-to-face schooling for the future possibility of “emancipatory” pedagogy, whether face-to-
face or online (Murphy, 2020). Desecuritization in this context would implicitly require the
netting in of a wider community and initiatives involving partners in the business sector, higher
education and end users (students) during the development of learning product/service is one
way to keep up-to-date of advancements in relevant technologies (Villikka, 2018) and the
continue adoption and use of Internet of Things (IoTs) as they evolve. Alongside the adoption
of relevant advanced Internet technologies is increased exposure to cyberattacks. Scholarship
agree that technical aspects of cybersecurity is not a full panacea to securing information
systems asserts and preventing cyberattacks. The rest of cybersecurity issues rest with human
factors in the context of compliance (Donalds and Osei-Bryson, 2020, Donalds and Osei-

Bryson, 2017, Reddy and Rao, 2016, Alshaikh, 2020).

However, in the higher education, there are differing levels of online exposure, experience, and
cybersecurity awareness. For example, a study on the attitudes of business students in
cybersecurity awareness highlighted the need for training for improving cybersecurity
awareness The gap between those Prensky (2001) refers to as “digital natives” and “digital
migrants” demonstrated the importance of developing an Internet-based cyber
education/training system (Kim et al., 2017a, Dodel and Mesch, 2017) given the potential
cybersecurity risk these groups. Digital natives are the younger generations as the digital
natives given the availability of technology to digital natives and their ubiquitous usage as such
speak digital language of computers. Digital migrants are the people born prior to the ‘80s who
“may learn to use new technologies but will still be in some way located within the past, unable
to fully understand the natives” (Prensky, 2001). Cybersecurity compliance have been
challenged by human factors (Algarni et al., 2018, Zimmermann and Renaud, 2019, Evans et
al., 2016, Maglaras et al., 2018), and more so, inside attacks (Guitton, 2017, Sanders et al.,
2019, Wang et al., 2017, Corradini, 2020, Kim et al., 2017b). We argue that framing a theory
around compliance and compliance and human factors could help improve understanding of

cybersecurity compliance and human factors thereby leading to the formulation of more
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effective cybersecurity compliance strategies in HEIs. Thus, the aim of this study was to

develop a theoretical framework for this subject matter.
Higher Education (HE)

HE is one of the four sectors of the formal education. The other three are early childhood
education, primary education, and secondary education. The HE is largely provided by
universities, with some vocational education training (VET) and private higher education
practitioners (HEPs) also offering bachelor and associate degrees in low student numbers
compared with universities. There are some institutions that are both a university and

vocational (Gale and Parker, 2013).

HE institutions (HEIs) are rich in population and private data and attract quite a substantial and
various forms of attacks. HEIs house not only large and important biographical data, financial
data but also data on cutting-edge research and development of emerging and new technologies
(Gearhart et al., 2019, Aliyu et al., 2020). Whilst universities are positioning themselves at the
forefront of technological advancement on the one hand, on the other hand, the increased access
to the advanced technologies also increases their vulnerabilities in computing environment with
increased security threat (Joshi and Singh, 2017). For example, the University of Queensland
(Challener, 2020) and the Oxford University in partnership with AstraZeneca have been at the
forefront of developing Covid-19 vaccines (Lane, 2020) due for trial in various countries
(Mahase, 2020, Makoni, 2020). This is coupled with poor cybersecurity infrastructure and poor
attack response preparation to any attack or breaches as with their open and transparency
culture that encourages them to report any breaches. Millions of data breaches are reported
from multinational companies, the theft or exposure of academic data is not widely publicised
(Chapman, 2019). Grama (2014) disagrees that the HEI openness make them susceptible to
attacks and data breaches arguing that other industries do not report breaches due to loss of
competitiveness and lack of investor confidence. For example, Beaudin (2015) asserts that
there have been over 700 data breaches involving educational institutions publicly recorded
between 2005 and 2014 in a report by Chronology of Data Breaches. The answer to the question
of whether cyberattacks on HEISs is higher or there is transparent reporting of incidents is mixed.
Either way, one thing is certain. Colleges and universities have a complex mix of private and
public areas, secure and open networks, and have a vast amount of personal and intellectual
property information that make them increasingly vulnerable to hacker attacks. HEI as industry

is equally competitive and needs to remain competitive to attract quality students, faculty, and



non-faculty members. For example, in a 2016 report written by Center for Digital Education,
Milford, executive director of the Research and Education Networking Information Sharing
and Analysis Center at Indiana University, was quoted as saying ‘“Perhaps even more
significant than potential financial losses, cyberattacks pose a grave threat to a university’s

reputation and the safety of its students” (Campbell, 2020).
e-Learning, e-Examination, and cybersecurity

HEIs have adopted online study modes to extend their offerings and expand their user/student
population base globally (Butler-Henderson and Crawford, 2020). Academics and
administrations in HEIs have questioned ways in which e-Learning could contribute in keeping
up the excellence of the didactic in their institutions whilst also looking at different conditions
that make learning the key for the “co-creation and co-delivery of knowledge of knowledge
and training (Dell’Acqua, 2017, Bovill, 2020). However, with emerging alliances such as
University of Stanford and University of Pennsylvania on “Coursera”, MIT and Harvard
collaborating on “EdX”, founded by Mellon Foundation, Bill and Belinda Gates Foundation
are leading and living the concept (Dell’Acqua, 2017). In cases that were studied in Arcada
and Expert College in Finland and Pearson in Netherlands, students’ feedback emphasized the
need for support with digital scaffolding (platform/framework) and the need for a structured
approach to digitalization and eLearning (Villikka, 2018). On some occasions, student would
need to bring in additional content from external sources. Whether the external contents
compound or alleviate students’ challenges, there is exposure to risk of cyberattack and threats
through malicious software. As several systems are accessed by many over several networks
and managed through the Internet, securing e-Learning systems presents a huge cybersecurity

challenge at all times (Bandara et al., 2014).

The future of e-learning is greatly attributed to the credibility of e-Examinations through
authentication and security to prevent cheating and cyberattacks. For example, although
Butler-Henderson and Crawford (2020) note the availability and inclusion of e-Examinations,
the authors also acknowledged their implementation and use are limited. e-Invigilation systems
are also needed to complement e-Learning. e-Invigilation for monitoring students activities
through biometric methods that provide security against external and internal threats and offers
scalable management, storage, retrieval and processing of biometric samples (Iwasokun et al.,
2019, Ketab et al., 2016). Whilst biometric authentications have been most efficient, they still

are vulnerable to cyberattacks (Sabbah, 2017). “Biometric authentication is any form of human



biological measurement or metric that can be used to identify and authenticate an authorized
user of a secure system”. Biometric authentication can include fingerprint, voice, iris, facial,
keystroke, and hand geometry (Coronado, 2012) in (Kowtko, 2014). Other notable e-
Examination authentication methods include Face, Fingerprint, keystroke dynamic
authentication, Video matching algorithm, proctored-Only scheme, video monitoring, and

Webcam monitoring (Sabbah, 2017).
Higher Education and Cybersecurity

HEI with huge population relies heavily on Internet for its operations. Hackers with differing
motivation are interested in the theft/or adulterating valuable data generated from day-to-day
operations for further fraud activities. 61% of data breaches in higher education are the results
of hacking and malware (Grama, 2014). Data breach is "an incident in which an individual
name plus a Social Security number, driver's license number, medical record or financial record
(credit/debit cards included) is potentially put at risk because of exposure." (The Identity Theft
Research Centre, 2015) The proliferation of multiple modes of teaching and learning have
made higher education grown increasingly complex with the evolution, use and management
of a plethora of technologies to remain viable to community as education or training service
provider (Gearhart et al., 2019). These technologies, which depend largely on the Internet are
continuum of interconnected devices. However, the very nature of the core business and
clientele of higher education for that matter make them open environments both physically and

academically and it is important they retain that open culture.

In 2014, cybersecurity breaches in higher education sector accounted for 10% (31) of the global
breaches and with some 1,359,190 identities exposed (De Kock and Futcher, 2016). In fact,
Karl E Weick described universities as “loosely coupled systems” (Weick, 1976, p.1), thus
open. This make them susceptible to all sorts of attacks — from physical to cyber, necessitating
a sense of balance between openness and safety (Chapman, 2019, Singar and Akhilesh, 2020,
Zalaznick, 2013). Elsewhere, a study by Kaspersky (2013) found an increased cyberattacks on
corporate IT infrastructure and those of higher education whilst remain deficient in the context

of security remains a target for threat actors (Aliyu et al., 2020).

Security threats have shown to have a negative impact not only on the assets associated with
an organization but also on its reputation (Zwilling et al., 2019, Dodel and Mesch, 2017). When
an institution suffers a full network outage from a Distributed Denial of Service (DDoS) attack

disrupting teaching and learning (Chapman, 2019), it endures a dent on its status. Cybersecurity



threats and incidents have proved to have negative impact not only on cyber infrastructure,
digital assets associated with organizations and individual but also their reputations.
Particularly, an attack during examination when students across an institution are using the
Virtual Learning Environment revision and to write their examination. As more and more
higher education institutions continue to establish/or integrate and institutionalise e-Learning

into their programs/curriculum, so are the rise in cyberattacks on their systems.

The pace at which applications that utilize Internet when activated evolve is unprecedented as
HEI tend to be information intensive. These applications and their storage such as Cloud make
them prone to cyberattacks. Cloud computing poses privacy concerns because the security of
data on this platform is available to a huge viewership making it susceptible to the ill-minded
cyber criminals/hackers (Alajmi and Sadiq, 2016). Poremba named five higher education
information security? threats that needs to be known. They are as Phishing, ransom, and
malware, Password problems, Wi-Fi, Card Not Present Transactions, and BYOD. In a research
by the Centre for Digital Education Chief information security officers (CISOs) cited eight
major cyber security challenges HE. They are Phishing, User education, Cloud Security, High-
profile information security strategy, Next-Generation security technology planning, identity
and access management, governance over data security, unsecure personal devices (Roscorla,

2016). We expound on a few common threats below.
Phishing, ransom, and malware

Human factor in cybersecurity breaches still dominates the threats. Phishing, for example uses
fraudulent emails and links to obtain authorised or sensitive personal information such as
electronic account user/login details, credit information via disguised emails. Victims are sent,
for example, an email that redirects to an infested site that steals victims information (Vayansky

and Kumar, 2018).

Ransomware attack first occurred in 1989 in the healthcare domain (Ferreira, 2018). A study
by Martens et al. (2019) estimated that WannaCry infected an estimated 10,000 organization
with 200,000 computers in more than 150 countries via phishing email and a user visiting a
malware infected website (Sammons and Cross, 2017). Ransomware is a “malicious software
that once loaded on a victim system encrypts the hard drive and issues a warning that unless a

ransom is paid within 24-48 hours, all the data will become unrecoverable” (Winkler and

2 Whilst Information systems security and Cybersecurity are not necessarily the same, in this study, they are
used synonymously/interchangeably



Gomes, 2017). The malware, once installed on computer has the potential to prevent the
running of app, stop keyboard from working as with the potential to blocking the desktop
leading to inaccessibility of the taskbar (Sammons and Cross, 2017). Ransom demanded is

usually between $250 and $1000 (Winkler and Gomes, 2017).

Whilst the healthcare domain remains atop of the ransomware attack list of industries,
ransomware has infiltrated into other industries including the HE given its rich and diverse
data. HEI and students as young adults are vulnerable to these types of cybercrimes given their
active engagement with Internet related activities as part of carrying out their academic work

and given that they are lenient in terms of cybersecurity.
Password problems

Protecting information with password remains the dominant method. However, it has
drawbacks when not strong or poor as they are easy to break by for example, brute force and
malware. Educational institutions have much of the usual data security concerns of other
organizations including sensitive employee data and operating revenues (Coffey et al., 2018).
HEI is a great place for password-related cybercrime. This is all because of the habit of higher
education students and perhaps researchers using the same password and username/email for
everything/every account to enable them keep track of accounts to various resources (Poremba,
2014). This habit also offers a reason to look at authentication beyond password. The lack of
awareness of the security vulnerabilities of giving emails and password information upon
request from both known and unknown sources is worrying. For example, a decoy by Greening
(1996) requesting Sydney’s undergraduate computer science students usernames and password
under the disguise of intrusion detection and computer information system upgrade saw 47%
of the students succumbing to it. Information security awareness and management remain low

and challenging in Australian Universities (Chan and Mubarak, 2012).
BYOD

Bring your own device (BYOD) is a concept that originated from Intel as a cost cutting strategy
whilst improving productivity motivated by the proliferation and adoption of IoTs/smart
devices. “BYOD in education is an ICT mediated 1:1 mobile learning (m-learning) model that
encourages learners to bring their own personal device(s) with various apps and embedded
features/functions to school to use them for learning (and teaching) purposes” (Safar, 2018).
BYOD is about the use of personally owned devices and related technologies that allow

authorised members of an organization or institution to connect to and access their corporate



and institutional network and data to complete tasks (Afreen, 2014). Gartner also defined
BYOD as "an alternative strategy that allows employees, business partners and other users to
use a personally selected and purchased client device to execute enterprise applications and

access data” (Gartner, 2013).

In the higher education environment, BYOD is the practice of allowing students and teachers
to use their own mobile computing devices such as laptops, tablets, personal digital assistants
(PDAs) and more recently, tablets and smartphones during lectures or classes (Singh et al.,
2017). Primarily, BYOD enable students, lecturers and other authorised staff to access course

and other educational materials and resources online and to interact with course activities.

Even with its vulnerabilities and threats (Herrera et al., 2017) given the general unregulated
use of personal devices, BOYD is predicted to increase in the domain of education as with
increased utilization of Internet resulting in increased risk to information and data security risks
that effect on a higher educational institutions given increased plethora of connected devices
(Singar and Akhilesh, 2020, De Kock and Futcher, 2016). In Australia as with other advanced
economies, nearly all HEIs allow both students and non-students to use their devices on their
network (Bradford Network, 2013) in (De Kock and Futcher, 2016). Whilst the BYOD
initiative have been hailed and widely adopted, there are obvious security concerns given the
open nature of HEI physically, educationally, and virtually. Cybersecurity concerns range from
potential installation of malicious software on BYODs from social media and social
networking apps such as Facebook, Instagram, Twitter, YouTube, etc. Malware downloaded

do not only infects the individual devices but also the entire organization.
Information security awareness in higher education

There is evidence that “suggest that greater awareness of security risks and controls contributes
to improvements in both control development (i.e., design and implementation) and
performance” (Spears and Barki, 2010, p.518). Similarly, as with Chan and Mubarak (2012)
and Bulgurcu et al. (2010), Yeo et al. (2007) also found in their information security risk
assessment strategies of an Australian University that information security awareness is an
important component which must be assessed as integral component of the University’s overall
risk program. Additionally, Alotaibi et al. (2016) also note that management policy,
dissemination, user awareness and user behaviour in the context of human and organizational
factors significantly impact on user information security compliance behaviour. The authors

posit that the security of information transmitted through a continuum of devices not only



depends on technological and technical infrastructure and policies put in place, but also on
human factors and awareness issues in terms of the understanding of importance of using
devices and associated information and cybersecurity (Herrera et al., 2017). For example, a
BYOD policy should not only be accessible but also easy to understand by all institutional
members (Herrera et al., 2017). However, Rajab and Eydgahi (2019) claim that the Chief of
Information Security Office at the University of Wisconsin-Madison is of the view that students
and non-students members of higher education lack adequate levels of information and cyber

security awareness due to their busy schedules.
Cybersecurity and policy in higher education

An information security policy is any official document that clearly stipulates guidance on the
DOs and DON’Ts behaviours when dealing with information assets of an organization or
institution that are expected to be complied (Alotaibi et al., 2016). It provides fundamental
assurance to information security and a violation of such policy amounts to non-compliance,
resulting in some actions. It is achieved through technical and non-technical solutions resulting
in security culture in an organization. Depending on the organization, information security may
vary substantially. However, the human behaviour and organizational culture are key drivers
of compliance in the context of ensuring that users adhere to security policies to ensure
institutional resources safety (Hina and Dominic, 2018). In their study on violations of
information security measures, which is any kind of information security policy, Alshare et al.
(2018) found procedure justice, distributive justice, severity and celerity of sanction, privacy,
responsibility and organizational culture as predictors. As such ISPC interventions should be
designed to encompass these predictors in the context of how they contribute to behavioural
intention at individual levels (Hina and Dominic, 2018). Literature has confirmed that the ISC
developed in organizations can reduce the risk of security breaches and potential incidents, as
compliance with rules and regulations becomes a habit. For example, about a third of HEI users
access emails and other links that contain some sort malware (Brumfield, 2016). Information
security compliance has a huge potential in reducing and mitigating risk to information assets.
It can neutralize and bring some level of agreement of internal individual intentions and
ideologies towards unified front against threats. Literature trend in this domain indicates that
ISPC can be achieved at three levels defining the information security components that impact
information security behaviour (Da Veiga and Eloff, 2010). However, the people or human
factor aspect, which executes ISPC through compliance is yet to fully be understood. There is

evidence in literature suggesting that awareness, education, and training programs have been



instrumental in improving cybersecurity compliance. See for example, (Alshaikh et al., 2020,
Aldawood and Skinner, 2019, Vasileiou and Furnell, 2019, He and Zhang, 2019). For example,
more recently cybersecurity maturity models are built on assessing broader compliance to

cybersecurity programs/or policies and HE is not different.
Cybersecurity maturity assessment in Higher education

Information and cyber-risk assessment is a methodology for establishing the level of exposure
of information security assert or asserts in the context of being lost, taken over, unauthorised
changes (Fay, 2018). There are various models used in assessing the overall risk value of a
setting, employing both qualitative and quantitative methodologies. For example, the
Operationally, Critical Threat, Asset and Vulnerability Evaluation (OCTAVE) for information
security assessment and planning by defining information security assets/resources that
includes but are not limited to people, hardware, software and as well as information and
systems (Joshi and Singh, 2017). Other assessment frameworks are National Institute of
Standards and Technology's Risk Management Framework (NIST RMF), Treat Agent Risk
Assessment (TARA) and Holistic Cybersecurity Maturity Assessment Framework (HCYMAF)
(Aliyu et al., 2020). Each of these frameworks has their weakness as elucidate (Joshi and Singh,
2017). Using the identified weaknesses of existing assessment frameworks, Joshi and Singh
proposed a risk assessment framework that is an objective of assessing an objective of assessing
open networks in the context of Universities through “recursive mechanism that collects input
regarding vulnerabilities and threats and produces quantitative risk level that can be measured
and treated” (Joshi and Singh, 2017, p.129). Whilst Capability Maturity Models can enable
organisations to benchmark current maturity levels against best practices (Aliyu et al., 2020),

this is generally achievable through broader compliance.
Cybersecurity in Higher education and theoretical framework

Technology alone is not sufficient to assure information security Even with the advancement
in technical measures, attacks on digital assets have not stopped and have become
heterogeneous and complicated because with adequate level of
user cooperation and knowledge, many security techniques are liable to be misused or

misinterpreted by users (Van Niekerk and Von Solms, 2010).

Compliance is human factor oriented. It means following established rules that help in meeting
set requirements. There is emphasis on the role of human factor in majority of cyber-

attacks/data breaches as cybersecurity policies are perceived as guidelines as opposed to rules.



In cybersecurity, compliance implies establishing a program that offers risk-based controls to
protect information assets. As with cyber culture, several human behaviour related
theories/frameworks have been used to evaluate employee behaviour viz-a-viz compliance in
cybersecurity measures. Popular among them include Protection Motivation Theory (PMT),
predicting two cognitive processes — threat and coping appraisals respective by (Rogers, 1983);
General deterrent Theory GDT) (Jervis, 1978), Theory of Planned Behaviour (Ajzen, 1991),
Health Belief Model (Rosenstock, 1960), and Organizational Theory (OT).

Culture is the way people live. It is “a set of basic tacit assumptions about how the world is
and ought to be that a group of people share and that determines their perceptions, thoughts,
feelings, and, to some degree, their overt behaviour” (Schein, 1996, p.11). Culture can also be
said to be social behaviours, knowledge, beliefs and norms that are acquired through everyday
activities (Tylor, 1958). The group be any group of people or an organization. Organizational
culture describes the environment in which people work for a common goal. The organizational
environment has influence on how people think, act and experience work (Warrick et al., 2016).
At any level, culture can differ significantly. As posit....culture demonstrates itself at three
levels: the level of deep tacit assumption and beliefs, that represent the essence of the culture,
the level of espoused values that are often reflect what a group wishes ideally to be, and the

way it wants to present itself to the public (Schein, 1996).

In the domain of information security and cybersecurity, culture is a new concept and an aspect
of organizational culture that is gaining traction. It is “contextualized to the behaviour of
humans in an organizational context to protect information processed by the organization
through compliance with the information security policy and an understanding of how to
implement requirements in a cautious and attentive manner as embedded through regular
communication, awareness, training and education initiatives” (da Veiga et al., 2020, p.19).
Although many factors drive culture, cybersecurity culture is driven by organizational culture
and leadership. Thus, Cybersecurity culture in organization is deduced to efforts by
organization toward securing positive and acceptable behaviour, perception, assumption,
beliefs, norms, and values of people towards cybersecurity when processing information with
the help of information technologies. In other words, the development of a CSC is meant to
achieve a change in mindset, fosters security awareness and risk perception and maintains a
close organisational culture, rather than attempting to coerce secure behaviour. Overarchingly,
the goal of cybersecurity culture in organizations is to address the culture of the organisation,

the culture of groups and individuals to get organizational members to comply with



cybersecurity policies. It involves the creation of and sustained awareness and education on
cybersecurity. CSC therefore perceive culture as a concept that can be changed and managed
(Enescu, 2019) to achieve cybersecurity policy compliance by organization. We discuss

compliance theory next.
Compliance Theory

The general lack of cybersecurity awareness and involvement has led to increased ignorance,
negligence, apathy, mischief, and resistance (Safa et al., 2016, p.2). Organizations have been
classified in accordance with the type of power they use to direct the behaviour of their
members and the type of their involvement (Lunenburg, 2012) to get them comply with
policies. Compliance theory was developed by Etzioni (1975) as an approach to organizational
structure. The theory comprises three types of power with three accompanying involvements
that organizations use to direct behaviours. They are coercive power with alienative
involvement, utilitarian power with calculative involvement, and normative power with moral
involvement (Lunenburg, 2012). As alientative involvement is generally an intense and
negative orientation usually practice in prisons for inmates, calculative involvement designates
positive and negative low orientations that are applied to business relationships (Lunenburg,

2012).

Generally, most schools tend to be normative organizations as coercive and utilitarian power
with teachers and students may lead to dysfunction (Lunenburg, 2012). Coercive power is
based on force and fears. Like the custodian model, Utilitarian power is based on remunerations
or extrinsic reward to control lower-level organizational members. Unlike utilitarian, the
normative power manages members through intrinsic rewards such as job satisfaction and
continuous development, identification of goals. Recognitions and awards and influence the
distribution of acceptance and positive response in the organization and attractive many
professionals. HEI is an example of the organizations that employ normative power. The
success of these powers largely depends on the extent to which participants are involved.
Involvement is “the orientation of a person to an object, characterized in terms of intensity and
direction” (Lunenburg, 2012). Involvement allienative, which is usually intense and negative;
calculative is low in intensity with either positive or negative orientation. The last involvement,

the moral, is positive orientation of high intensity (Lunenburg, 2012).

We contend that given the decentralised and open nature of HEI, positive orientation of high

intensity educates and motivates members of a HEI to undertake protective behaviour



motivated by threat appraisal and copying appraisal (Tsai et al., 2016, White, 2017, Towbin,
2019), thereby complying with cybersecurity policies. We discuss protective motivated theory
(PMT) later on. Clearly, in the settings of HEI normative power and moral involvement are
perceived to be more applicable. Moral involvement in the context of positive orientation such
“involvement, such as information security knowledge sharing, collaboration, intervention and
experience, as well as attachment, commitment, and personal norms that are important
elements positive orientation” (Safa et al., 2016, p.2). Positive orientation encompasses a
positive attitude — self-satisfaction, optimism, self-esteem in (Kupcewicz et al., 2019). It
mirrors the positive relationship between one’s self-efficacy and self-esteem drawn from past
experienced and positive future expectations and experiences. These promote a higher level of
commitment to life with the potential to result in positive impact on the individuals, their social
groups, and creates a significant personal resource which is important in the context of

workplace environment (Tisak, 2019, Caprara et al., 2019).
Protective Motivated Theory (PMT)

Several cybersecurity studies have employed PMT to understand the motivation for individuals
to embark on cyber-related protective behaviour. PMT is based on the theory of reasoned action
(TRA) (Fishbein and Ajzen, 1977) and has two fundamental contructs - threat appraisal and
coping appraisls. Each of these cardinal constructs help individuals assess level of risk they
encounter whilst processing information and take action as a protection cover. The theory
questions the motive for individuals practicing protechtive behaviour (Rogers, 1975) when
interacting with cyberspace. “Threat appraisals are determined by perceived vulnerability and
susceptibility to risks, as well as rewards associated with unsafe behaviours (Tsai et al., 2016).
Coping appraisals are based on coping self-efficacy, response efficacy, and response costs
associated with safe or adaptive behaviours (Tsai et al., 2016). One the one hand, the authors
also defined coping self-efficacy is the belief that individuals can successfully carry out
protective behaviors and response efficacy as the belief in the effectiveness of the protections,

on the other hand (Tsai et al., 2016).

Li et al. (2019) operationalized PMT, Health Belief Model to investigate the impact of
cybersecurity policy awareness on employee’s cybersecurity behaviour. Towbin (2019),
(Fishbein and Ajzen, 1977) applied PMT in the healthcare domain to showcase that individuals
are not likely to implement recommended threat mitigation strategy unless three conditions

are met: the threat must be sufficiently severe, threat must likely to affect the individual, and if



the two conditions were met, the third, individual expect the solution to be effective. Tsai et al.
(2016) employed PMT in a cross-sectional survey of Amazon Mechanical Turk users to
determine how classical and new PMT factors predicated security intentions. Their findings
suggest strong coping appraisal as predictor of online safety intention. Elsewhere, the results
of a study that proposed a model for understanding smartphone security behaviours showed
that perceived vulnerability and perceived severity correlated strongly with the outcome
variable of perceived vulnerability (Verkijika, 2018). In a related study using PMT, Miraja et
al. (2019) demonstrated that self-efficacy and response efficacy had significant relationships
with the behavioural intention of “digital natives” to comply with educational software anti-
piracy laws. The findings of a study by Liang and Xue (2010) suggest factors of perceived
susceptibility and severity (threat appraisals) and safeguard effectiveness, safeguard cost, and
self-efficacy (coping appraisals) significantly correlated with computer threat avoidance

behaviours.
Discussion

The issue of cyber-security and threats in higher education and are not debatable. Higher
education openness in terms of network accessibility has expanded its cybersecurity
vulnerabilities and risks. But there must be a struck in the balance between openness and cyber
safety. Already, higher education institutions such as universities are less confident of their
cybersecurity programs (Chapman, 2019) due to increasing adoption of BYOD and expanded
online and blended learning modules and lack of standard cybersecurity maturity assessment
models. For example, a study the results a study on cyber security behaviour among university
students was mostly disappointing in malware, password usage, phishing, social engineering,
and online scam (Muniandy et al., 2017). Given its invaluable and heterogenous data ranging
from cutting-edge research and innovation, affiliations, through to tens of thousands of
students, cybersecurity threats in the higher education are legion, including thieves, insiders,

fraudsters, and list goes on (Susskind, 2014).

Unlike cybersecurity compliance analysis, which is methodologically structured (Furfaro et al.,
2018), human compliance of cybersecurity polices is cognitive-based and depend on a range
of behavioural factors. Vulnerabilities are multiplying too, thanks to increasingly
interconnected people and businesses, as well as the expanding "Internet of Things" (Susskind,
2014). Cybersecurity awareness and education has been argued as one of widely used for the

prediction of compliance with cybersecurity policies and procedures, though empirical



evidence is inconclusive(Reddy and Rao, 2016). The implication of this is that cybersecurity
compliance predictors need to expand to embed behavioural theories that can ascertain and test

relevant cognitive and behavioural factors without excluding organizational cultural factors.
Conclusion and future work

Like many other industries, the use of Internet in higher education is well felt with the
integration and institutionalization of e-Learning and IoTs motivated initiatives such a BYOD
resulting in increased HEI user population across the globe, diversifying human factor. HEIs
have a complex mix of private and public areas, secure and open networks, and have a vast
amount of personal and intellectual property information that make them increasingly
vulnerable to a continuum of cyberattacks. This has complicated the decentralised nature of
HEI and increased accessibility by users. HEIs are homes to some ground-breaking research
and innovations. Our findings suggest that whilst most HEIs do have cybersecurity policies in
place, there are challenges with compliance behaviour, as a consequence of low cybersecurity
awareness in HEI and poor response strategies to attacks. Even with some acceptance levels of
cybersecurity maturity and awareness, the human behaviour and organizational culture remain

key drivers of cybersecurity policy compliance to ensure institutional resource safety.

Organizational culture and cybersecurity culture are candidate variables that have the potential
to help in understanding how cybersecurity compliance can be achieved when integrated with
other potential variables from other relevant theories/models. In this study, we have
demonstrated a trajectory of integrating cybersecurity and organizational cultures into
compliance theory and protected motivated theory respectively as demonstrated in our

discussion through this review.

Cybersecurity interventions must focus mainly on prevention and backup/restoring procedures,
which are related to sociotechnical solutions that can manage and understand users’ awareness,
workflow, behaviours and needs (Ferreira, 2018). It is important to adapt information security
interventions and awareness programs to suit different stakeholders to foster a culture of
compliance. For example, in HE environment, there are user/member generational differences
that is characterised by “digital natives” and “digital residents” and technology savviness,
which has the propensity to impact cybersecurity compliance. As such, gaining knowledge and
perception of generational differences can assist in the development of more robust
collaborative work environments by leveraging on the strength of differing generational

members.
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